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W(BERORS 714V JREELENTVEVRNRS 74V U ZBBTS ) TREErHYUET,

TFO7O—tBEFAREZER TS 5E

WAAST7 V5L —2F N/ AN BEFICED &, BEIEXDCentral Manager7 5 — AN RRE
hNET, FREHEOMMICKZBERIREICASILET, number nnnlk, &RED D T — NEREIC
WAEN BEFICE > ZEAKTT,

T, ROKSBsyslogLZ— XY E—JEATICREFEENET, Sysmon: %WAAS-SYSMON-
3-445015: B ENIEEE - TFO7 7S L —2FBERICE > TV (EHEFIR)

CLITE $ & FBshow IV REFAL T, HAE N2 EMHEZROBROMENRIL ., FEE
HERETEET,

TCPHEi HIfR D #2EE

BV DEFRZE Y > Rshow tfo detailld, 7/N4 ANWEBTE 3 HKiBE{LE Ni-TFOEZOH Z XD
FSICRLET,

wae- 7341# show tfo detail

Policy Engine Config Item Val ue

State Regi st ered

Defaul t Action Use Policy

Connection Limit 12000 <—===-- Maximum number of TFO optimized
connections

Ef fective Limt 11988

Keepal i ve ti meout 3.0 seconds

[Connection Limit] &Ik, < ®WAAST /N1 AA12000 TFORBILIEHREYR—NTED L%
R~LET,

MAPI AON —E D EFZE FHL TVBEE., EMFREEGEHREY EE<EDIHEENHYET
» Connection Limith 5 F#;F & EHiZ BE L T, Effective LimitZBEBL X7,

BBILENETCPEEOFIY

FINAADTCP7 O—%E# 9 B I(ZIE. show statistics connection AV REFEALET(/N\—>
3>4.1.1TIl&. show statistics connection al Y>> RZFRAL£9). CcOIX > RiF, BELR
BEhTWBTFODRE/LZ7O—, NAARAIL—70—, BLUOBEOT77V5r—23a> 7o+
L—ZRIZE>TAEBENTVR7O—ZRRLET, cOOANROBIZRIZRLET,

wae# show statistics connection

Current Active Optim zed Fl ows:
Current Active Optimi zed TCP Pl us Fl ows:
Current Active Optimized TCP Only Fl ows:
Current Active Optimzed TCP Preposition Flows:

Current Active Auto-Discovery Flows:

Current Reserved Fl ows:

Current Active Pass-Through Fl ows:

Hi storical Flows: 143

2 Cmmmmmm———m Added in 4.1.5
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D:DRE, L: LZ, T: TCP Optim zati on,
A: AOMC:. ClFS, E: EPM G GENERI C, H: HTTP, M MAPI , N: NFS, S: SSL, V: VI DEO

Connl D Source | P: Port Dest | P: Port Peer | D Accel
92917 10. 86.232. 131: 41197 70.70.7.11: 3268 00: 1a: 64:69:19:fc TDL
92918 10. 86.232. 131: 41198 70.70.7.11: 3268 00: 1a: 64:69:19:fc TDL
92921 10. 86.232. 131: 41216 70.70.7.11: 3268 00: 1a: 64:69:19:fc TDL
94458 10. 86. 232. 131: 45354 70.70.7.11: 1026 00: 1a: 64:69:19:fc TDL

36883 10. 86. 232. 136: 1857 10. 86. 232. 131: 1026 00: 1a: 64: 69: 19:fc TDL

5 O H ¥ DO 1T ([Current Active Optimized Flows)' 5., F/NA1 AICRESDDT U7 14 7 HiEIL
705N DHYVET, 28 B DFH I X(Current Active Optimized TCP Plus Flows) A
5., CNhSINTHTFODRE/LZEREILTHEEATWVWS ZENF DAY ET ( TFO PluslE,
TFOICHN X TDREF LR LZEBE LA FERAETATVE L ZEKRLET ), 3BFEEOHV VX
(Current Active Optimized TCP Only Flows)ld., TFODO & A" &iE{tT270—ZRLET,

£S31DDEFRZNT > RIE, Current Active Auto-discovery FlowsTd, DA R, &iE

e 70—FEENAAL—TO—-ICBZIEDICRLICHRETNTVEVTIO—ZRRLE
T, TEICHRETDICIE, FEHTSYN, SYNACK, ACK/\V RIS/ VEHRBIDHLENHYE
T, chid, BEFMREZNEITBZRICEZETSDICKIEET, Current Active Pass-Through

FlowsH™o > &k, 5"‘/\‘47\75‘"/\"7\7\”»—‘6‘5% EHMTL 28R, T T/NA AAHSYN, SYN

ACK, ACKDEREZREL A LERZRLET, Chsn70—k, REftehiz70—¢&
LTHhHO> I\éhitf/u NAZANL—70—0FE., FNA ARG D HELEh 70—
NDRARIEZNEBTEDIXLENHYET,

Current Reserved Flows 17> 2k, MAPIZ7 7S L —2AICFHNENTVWBELEHERLET
o %%’J%&MAPH&%&%037-/\4XLEﬁ«wﬂfﬁ.;E@:iﬂﬂL?wctat "MAPIZ Z’U4—<3
TS L—320OFHEABHDODBERNOFE | OEESBLTLIEE,

RDIDDATBOEFE. WAET/NA AN BEGHRICENDBEEVAZRLTVWET,

CRETOTA47ICREKEAEZT7O—
CBRETOT47xEEBRETO—
- REOFHNFER T O—(4.1.50 T O HEATEE)

BRI ERHRU LSS, TNA ARBEFRRECEYET,
RBLENLEDODOT7O—DFMY, NVVEDOTORICRRIENEKT,

FNAALOREDTFO7O—NDHERRIDEHICFERATESES1O0IN Y RiF, show
statistics tfo detail ANV > RT¥, HAODHZFEFABZ AV ZE "No. of active connections. &,
"Policy Engine Statistics1 @ T ® §Active connectionsy W22 TT,

wae# show statistics tfo detail

Total nunber of connections 1 22915

No. of active connections 03 <===== Current optimized
connections

No. of pending (to be accepted) connections 0

No. of bypass connections : 113

No. of normal closed conns ;19124

No. of reset connections . 3788

Socket wite failure ;2520

Socket read failure .0



WAN socket close while waiting to wite 1

AO socket close while waiting to wite : 86
WAN socket error close while waiting to read 0
AO socket error close while waiting to read : 80
DRE decode failure 0
DRE encode failure 0
Connection init failure 0
WAN socket unexpected close while waiting to read : 1048
Exceeded maxi mum nunmber of supported connections : O
Buf fer allocation or manipulation failed 0
Peer received reset fromend host : 53
DRE connection state out of sync 0
Mermory all ocation failed for buffer heads 0
Unoptim zed packet received on optim zed side 0
Dat a buffer usages:
Used si ze: 0 B, B-size: 0B B-num O
Cl oned si ze: 54584 B, B-size: 73472 B, B-num 111
Buf fer Control:
Encode si ze: 0 B, slow 0, stop: 0
Decode si ze: 0 B, slow 0, stop: 0
AckQ Control:
Tot al : 0, Current: 0
Schedul er:
Queue Size: IO 0, Sem-1O 0, Non-1GQ 0
Total Jobs: 1O 219110, Sem-1C 186629, Non-10O 49227

Policy Engine Statistics

Session tineouts: 0, Total tineouts: O

Last keepalive received 00.0 Secs ago

Last registration occurred 8:03:54:38.7 Days: Hours: M ns: Secs ago

Hits: 52125, Update Rel eased: 17945
Active Connections: 3, Conpl eted Connecti ons: 37257 <-=---- Active
Connections
Dr ops: 0
Rej ect ed Connection Counts Due To: (Total: 12)
Not Regi stered : 12, Keepalive Ti neout : 0
No Li cense : 0, Load Level : 0
Connection Limit : 0, Rate Limt : 0 <===== Connection
Limit
M ni mum TFO : 0, Resource Manager : 0
d obal Config : 0, Server-Side : 0
DM Deny : 0, No DM Accept : 0

Aut o- Di scovery Statistics
Total Connections queued for accept: 22907
Connecti ons queui ng failures:
Socket pairs queued for accept:
Socket pairs queuing failures:
AO di scovery successful:

AO di scovery failure:

O OO oo

BEICK2TER., 22008 2N ERY ., TNo.of active connections &, TFO, TFO/DRE,
TFO/DRE/LZ, BT TFODRE/NLZET 7V —23a>F oS L —RIC& 2 THBELEN TV
D2IXNTORENDT7O—ZRRLET, RUI—T202 2 DHEFHEHBRD T D[Active
Connections]iZ &, EEROREDITXNTO7O—IZMAT, TFOET77US—>3a>F7ow5L
—RICEP2TOHFRBEIE D EENEENET, CORRE., TCP7O—NBEEL. 77UT
—2a T O0tEIL—ZF5EFIC—BLELEN, SYN, SYNACK, ACKN\ R IAIONRET
LTVWEBEWCEZEKRLET,

ZLDTFOA—N—O—RDFE. BENSIEHRERLELTVWRFEER. ROINY RZEFNT



BRBEENLET7O0-0HS, N—RIUIT7ICRHL THRENLENZTCPEROERKISEL TV
PHESHZHMTERT, 7JO0—OFMZERTL, CORTTAYINELHTTFNAADBE
JFTHIHN, VMILA, EF1VTAAFYF, FLERYND—TJLTRELTVRMtLO[H
ZHHIRLEHIC, IXNTOVO—ZHEVWRKLTVRZEDZHBTEXRT,

R —=T 22U FKEHERD[Connection Limit]h D > Rk, WAEN HKB{LE N =TCPEZ O EWHE
BEBALLEOIZERSRUBBL EEROBZERELEFT, CcOAIVEANFEVESRE.
WAEN BHEICAEBETESEERZEZBATVWSEZEKRLETD,

BRELE N EEROBNREILE N ETCPEROERBICIE<S<ELS T, BEFT7ZI—LNREL
TW%I54E(d. show statistics connectionT1 ¥ > K 7*show statistics tfo detail 1~ > K ®Policy
Engine Statistics® T® TP U7 1 7. 28RL T EEV, FEIC L > TR, HiELEA
BHROBEIEEICDBWVBEEH Y £I A, [Policy Engine Statistics] D [Active Connections](zl:\
/\—I\"DI7L:$(1b'C:aiiE1lﬁéhf'7D NEBRBEREELLBZVET, CORREGE. 7EF

—HIBRT7O0NZEBHNETH, T2CBULTATVEVIEZEKRLET, TCP SYNA'
*’E%c‘: BIdE, REILENEEGEF FHEIhET, COERKRK, TCPN R IA KT
LTHREEFHBENDET, REICLEAETCPEZEAV MIRTENERA. TFINA AN T
O—Z&KBILITNETHEVEHEL =HBE. T 07 O—IF[Policy Engine Statistics) O 7 77 14 7
BEGHD, SHIBRENET,

TFOF—/N—O— RA"FAE L. Policy Engine Statistics Active ConnectionsA"7*/\ 4 A £ T&IE1{t
ENEIXNTOTCPEHEFEWVMI>TVRESICRAZHEEONT I 1—FT1 200 %2E5I(C
175 (C(&. show statistics accelerator detail AV > RZFEAL £, COONROEANT, &7
TV)r—>23a>F7o+5 L —2Xn0[Policy Engine Statistics]® T M [Active Connections]Z X T,
REEICBIThTVEVERZZEL VR T IUTr—>23 7 02JL—XZ2HRILET, X
(2. show statistics filteringAY > RZFEAL T, ChsO7O0—0REZFAXNET, COIX>
Ri&, FNAALDTANBRIVITRTIVOBERLET, RICHZRLET,

wae# show statistics filtering

Nurmber of filtering tuples: 18
Nurmber of filtering tuple collisions: 0
Packets dropped due to filtering tuple collisions: 0
Nurmber of transparent packets locally delivered: 965106
Nurmber of transparent packets dropped: 0

o

Packets dropped due to ttl expiry:

Packets dropped due to bad route:

Syn packets dropped with our own id in the options:
Syn- Ack packets dropped with our own id in the options:
Internal client syn packets dropped:

Syn packets received and dropped on estab. conn:

Syn- Ack packets received and dropped on estab. conn:
Syn packets dropped due to peer connection alive:
Syn- Ack packets dropped due to peer connection alive:
Packets recvd on in progress conn. and not handl ed:
Packets dropped due to peer connection alive:

Packets dropped due to invalid TCP fl ags:

Packets dropped by FB packet input notifier:

Packets dropped by FB packet output notifier:

Nurmber of errors by FB tuple create notifier:

Nurmber of errors by FB tuple delete notifier:

Dr opped WCCP GRE packets due to invalid WCCP service:
Dr opped WCCP L2 packets due to invalid WCCP service:
Nurmber of deleted tuple refresh events:

Nurmber of times valid tuples found on refresh list:

ZANRIDTETIIOBE., ZRBEENLETFNAALEO7O0—-0, /NARXI—, FIN WAITHR
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B, EYNTYTRERETT, U7 O-RB220FTIINELTRRENET, 70—
DERICAIDFORTEND-SH, COHPDICRRENBDHER, O RTRRIENTVS
7O0-DOBEIYERFIDICKEVBENF HYET,

ZANEZVTDANOT7O—0OFMZEERBT I, RO K> IZshow filtering list A > R % F
AULZET,

wae# show filtering list

E: Established, S: Syn, A Ack, F: Fin, R Reset
s: sent, r: received, O Options, P: Passthrough
B: Bypass, L: Last Ack, W Tinme Wait, D: Done
T: Tinmedout, C. Cl osed
Local - I P: Port Renot e- | P: Port Tupl e( Mat e) State
10. 86. 232. 82: 23 10. 86. 232. 134: 41784 0xbc1ae980( 0x0 ) E
10. 86. 232. 131: 58775 70.70.7.11: 3268 0x570b2900( 0x570b2b80) EW

70.70.7.11: 3268 10. 86. 232. 131: 58775 0x570b2b80( 0x570b2900) EDL
70.70.7.11: 3268 10. 86. 232. 131: 57920 0x570b2d80( 0x570b2800) E

10. 86. 232. 131: 57920 70.70.7.11: 3268 0x570b2800( 0x570b2d80) E
10. 86. 232. 82: 23 161. 44.67.102: 4752 0Oxbclaee00( 0x0 ) E
10. 86. 232. 131: 58787 70.70.7.11: 1026 0x570b2080( 0x570b2e80) EW

70.70.7.11:1026 10. 86. 232. 131: 58787 0x570b2e80( 0x570b2080) EDL
10. 86. 232. 131: 48698 70.70.7.11: 1026 0x570b2f 00( 0x570b2880) PE
10. 86. 232. 131: 58774 70.70.7.11: 389 0x570b2300( 0x570b2180) EW

70.70.7.11: 389 10. 86. 232. 131: 58774 0x570b2180( 0x570b2300) EDL
10. 86. 232. 131: 58728 70.70.7.11: 1026 0x570b2380( 0x570b2a00) E
10. 86. 232. 131: 58784 70.70.7.11: 1026 0x570b2e00( 0x570b2980) EW

70.70.7.11:1026 10. 86. 232. 131: 58784 0x570b2980( 0x570b2e00) EDL
70.70.7.11:1026 10. 86. 232. 131: 48698 0x570b2880( 0x570b2f 00) PE
10. 86. 232. 131: 58790 70.70.7.11: 3268 0x570b2100( 0x570b2c80) EW
70.70.7.11: 3268 10. 86. 232. 131: 58790 0x570b2c80( 0x570b2100) EDL

show statistics accelerator all ¥ > R T, REB{LENEIXNTOTFOERZFEVNTI>TWB T
Dy—2a> TS L—FNRRENDZEEE. TOR—MEEENZT14v 027 14)LRD
VHTEET, FEREE, R—R8ODKRS 74V 0% T 4RI F3E4EF. show filtering
list|1:800 > K,

PREEVZIDABIZHFEL LT, 7O—HSYNREDFE, SREOTVO-—HNSHKRTENDI LN
HYET, WAENZ T2 3 BREE NZSYNACKZIREEL 12355, RESASONFRREND
ENBYNET, CORTE, 7O0-DREZHRITZOICRIUDABRELN BV, TIAS, IL—
TAVIDOEE, DAINA, TERFRWAENEHRZHEBLEVEBENHZIHLESH ZHRITERT
o JO—ICANFRBETVRIAZERICHMTDLDICNL—ANFBEZFENHYVETITHN. LiE
NDIAXV RZFEAIZE, MEHRINENZIEETERT,

MAPIZ 7)o —2a>F oS L—20 )Y —JERFfBER
CRETER

ZL<OFE,. TFOA—N—O—REMAPIZ7 7T —23a>F oI L —RICE > TFHE Nz
BAEETRETDES, MAPIZ7USr—2a> 7 oS L — 252 FNT2 5520701
AZBEITDIOICEKIEET,

MAPIZ7 7D r—2a>TF7 o5 L—2E&. TFOEREZFHL., 9547 > KN Exchanget—/\
ICRHUTITSITRNTORES ITFEROEBERZSHRILT D EHIC, TFOIL T o5 EFZZBRLE
To MAPIVS A7 N EROERETOIODREETT, V54T N MAPIZ 7 U —<3
DT OESL—2EN L THRVOELRZITV., TOROEBEENMAPIZ7 7V r—23a> 7 o510



— B TRELIEBE, V74T NOBEGNI KRIDTRMN B ET,

COLSBEEREZORTDZOIC, MAPIZZUTr—232T oI L—2ROD &S (CHE
)Y —ARZEFHLET,

COTAT Y NERNIBBRENDHEIC, THEAZHLWVEGONY 770 T, 10EOELE
ZEBICFHLET,
CH=NANDITATURNERIEIZ, TOITAT 2 MNYP—=NARTIZ3IDDTFOELN FH
Th, 3D2OTFOEHZDSED12N, CORVNDEHFROT VT A TERELTEAETIET
o AULISATRNFBEUY—NIC270BEERE32ENELEZTYE., ThSDELKRETH
ThiEERT—IISREBEhET, JTAT MY =NICHLTIO20OFELHELATHEV
BE. TNSO200FHNEXEHRIFIARERAICEY ., FHUEXT—IICBYET, 954T
RABIOH—NICERTDE, TOUVSATRNEY—NORTHIZIDOHFHL VEHENBE
FHEhFT,

ChESDFHEREREINT, N7+ RZ@MEEE,. MAPI77UT—23>F7 o151
—REERALTENOEGEZBUTERZVED, VT4 72 MNEEAN KR I B Atz Rs T 12
OICHREFENTLERT,

[Current Active Optimized Flows] + [Current Active Auto-Discovery Flows] + [Current Reserved
Flows]#" /N1 AN BEEEGFIRZEAD &, BEEIrRELET., —&IC. FHLLVERF BB
LET, L, —BOFLUVMAPIEREFEHZELE WD AEEN B ET. T/ AN BERR
AVNCHBEE, V4TI TTILERLTVABMAPIH—/NIZEMEREZTS &, FHE
NEEGEHNERENET, EEL, FHRHEREEEN T2 TEVEES (V54T MELU
MAPIH—/NIZ4BEB OEFRZITV., WAEN T TICBERREICA>TVRHEERLE ) &, BEiM#
BRIREEAREL, VAT R BALE—OXA—I AV E—D0ERIAE— 22 HBIEITRIHE
. BREBELET,

SATALANMAPIT 7V =232 F70I L —RICERZEEALBAN D EBER., BRICT VT
IETANHZIAESHICHLUT, "PTRjct Resources) Ik "PTin progressy £XRREh
9, BERENAMAPIT 7V —2a>TF oI L —RICEEE N, FHNFRRLEBE, #RE "
My TRELSTIOEIL—2D "Gy TY—7U & hEJ(show statistics connection optimized
mapid~N> ROWHH), OOV ROFIZOVTR, "MAPIAOD KNS TI1—F42Y
ESRLTLEEL,

BEFERENBEICREL TVDHEEE. OutloockV T4 7 N ERZT>TWS %

( Exchanget — N\ QG ) ZBMRIBDENEETT., V7472 M TOutlookZzETL T
WBIREET, CtiF¥—ZHL BN S, ZBRIN—DOZATALARNLAIZHBOutlook7 A A &2HY
1)v 2 L& T, [Connection Status] Zi#IRL T, OutlookZ ZA4 7> " EHELTWBAH—/ND 1)
ARNZERRLET, TIDLS, VAT RMFT2TVREGORE, REBDExchanger—/YD
BHADHAWET, 94T M EROELRZH—NICEHRELTVREE, 1I—HYHFE—D
Exchangett —/N\\OMAPIEHRD A ZHE,. TOH—N\\NOBEBOEREFRATESDELSIC, X
— I EREITDHEERAEITDELERNTT,

o, MAPHERZIT > TV AR AIRRMED H2MOT 7V Tr—>3a  FH2 A ESH ZBNB LS
TZEET,

BEFREO#RRE

BEENEEGNEUTHIHNESHERIELET,. Z<NEE, XY ND—UTH—ERIE
EDoS)KENRKLETDIE, WAENEFOREBELZHADPRERICKEDIAEEN HYET, TNDIH
B, RYRNID—UTDoSREXAAN_ALZFEALT, EHEz7OF7 9T 1 7JICHAUET,



troubleshooting_the_mapi_ao.html
troubleshooting_the_mapi_ao.html

BN EHBEE, TOBHICBATHTVAIWAED Y A AN hE<, TYTIL—RAMEI
BRHENBHYET, Flcld, EMOWAEZEALTZTOH A NADIKRMEZSEHD N TE
Y,
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