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Cisco WAAS AppNavid, WANFRE{LOZRY NDO—UeZERILL. AppNavd> NO—F
(ANC)ZEFAL TWAAS/ — RWN)BITRZ 71y 098U, BABISAERI—XHZ
ALZFEALTREILTDCET, 10 23—ETTAVTAAYFRIL—Z\NOKFEEZZHIFEL
9. WAAS/—RWN)ZFERAL T, YA RMXPT7VT—23 2V ICESVWTRNS 71V V2 &E
tTEET, CORETE, AppNavDO RS TN 1 —FT 1 VT AZEICODVTHBLET,

3 : AppNavBEEIFWAAS/N—2 3 2501 TEAEChEL L, cOEI>av ik, BLETo
WAASN—2 a2 ICRERAEhEE A,

In-Path (1> 5142 ) RITEE

A2FA2F—RTR., ANCRERY RND—=OKRZ 74V IONAEBEE N, NTY heR1TH
EUTWNICEFLET,
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v v : WN-1 WN-2
AVFAVEBRAODA R —T7 T4 AKETIE. CiscoAppNav1> NO—F AV RZ—T I A AED
1—=)LEOEBDA > R—T7IARACRITZELEREAOO-IINE) HTshET, TUvDY
NWN=TAVE=TIA A, AF—E72aVICBET, 22ULOYBA 2 RX—TI(4 A, R
—RNRFYRINAVEZ—TIAA, FERERETNTENINMOASEBRENET, TUYZITIL—T1>
R—TIAAREBRICKBLELEA, 2FY. FNAADEEXERNDELXNDRICNT T14Y D



BRI T VYD TENBOVWCENRRTT, AppNavik VS AU J=ERAL T,
AppNavd> ROA—ZS A RX—TIAAEZ 31—, V>ONA, £lEAppNavd> hO—F 4
VE—TIAAED 1I—-IANOEREN DD, EREENfNRELLLSSICSTAMEZREML
£7,

XTIV AUR—T (AR Uy27ORNILNF—RIZY NBPDU)NT Y hE7OY Y
B9, I—TEERTBIARAVE—TIAADEBE., WTNADA U E—TIA AN AN
JY)—=7ORINICE2TTOYIENET,

LAYSAVAVBE—ETIIAVORS TS 1I—F 1256, ROFETTVET,

XY RND=OBEZEFITYVIOLT, ANCOIEELWA U SA VBMEBEZERELET, BEICRDU
T. ping*tracerouteZ EDERMEY — X, LAVTY—=IXTTVTr—>a >z ERL
T XYKND=IORSTAYIONANBFEB)ICTORTVR L ZERELET,
ANCOYIEBM BT —7 )L IEGZRIBLE T,

ANCH AU TZA AV R—tE 723 FE—RICERECATVWR L EZRABLET,

TV DIN—=T AV R—TIA AN ELLKBREENTVWR L EZBRLET,

BEND2DOOFEIE, Central Manager£ =k IN RSV TEITTEEXRT, L., Central
ManagerA’#REh35ETHY) . RAICHALET,

Central ManagerT. [Devices] > [AppNavController]&iZ3R L T, [Configure] > [Interception] >
[Interception Configuration]Z &R L £, [Interception Method]A[Inline]lcFEEE N TVWBD &%
BELET,

BLIARIT, TUIVDA U R—T I ANREETNTVREZBREBLET, TUYDA
VE—TIA AN BERFEEE, [TIUYZSOEREIVYILTERLET, TV TI—7
ICE, RR2DDAN—AVR—TIAAZE)ETHENTEEXT, VLAN Calculatorz
AL T, includelEE IzlFexcludeiBEICETVWTVLANI O N EBEETEET, 7UVSA>
R—=TIAAZIPZ RLANEI)H TSN TVWERVWEZBIEELET,

To—LNZRIEEEshowalarm execAN > RZFRAL T, FNAATTVYDHEEODT S —A
HFRELTVRHESHEREELET, bridge_downF7T—Alkk, 7UYSHDIDUED XN
— AR =T IAANEZILTVWBEZRLET,

CLIAS, 1A BREERETDICEK. XOFIEEEITLET,
1RTE2EAREAVTAVICKRELET,

wave# config
wave(confi g)# interception-method inline

2TV SIN—=TAVEZ—T I A AZERLET,

wave(confi g)# bridge 1 protocol interception

EBRUET, (7232 )BBELCHUT. 1V2—E7RTBVIAND U RANEEELES

o

wave(config)# bridge 1 intercept vlan-id all

ATVYDTGN—TAVEZ—TIAAII2DOOHREBE/YMEBEA > Z2—T T4 AZEBMLET,



wave(confi g)# interface GigabitEthernet 1/0
wave(config-if)# bridge-group 1
wave(config-if)# exit

wave(confi g)# interface GigabitEthernet 1/1
wave(config-if)# bridge-group 1
wave(config-if)# exit

show bridge exec AN > REFAL T, FUY DAV R—T I A ADBEAT— X AZEREL.
Ty OMERERRTEETT,

wave# show bridge 1
I sp: Link State Propagation
fl ow sync: AppNav Controller is in the process of flow sync
Menmber |nterfaces:
G gabitEthernet 1/0
G gabitEthernet 1/1
Li nk state propagation: Enabl ed
VLAN i nterception:
intercept vlan-id all <<< VLANs to intercept

Interception Statistics:
G gabitEthernet 1/0 G gabitEthernet 1/1

Qperation State : Down Down( | sp) <<< Down due to LSP
I nput Packets Forwarded/Bri dged : 16188 7845

I nput Packets Redirected : 5068 0

I nput Packets Punted : 1208 605

I nput Packets Dropped : 0 0

Qut put Packets Forwarded/Bridged : 7843 21256

Qut put Packets Injected : 301 301

Qut put Packets Dropped : 2 0

LROFITE,. Gg10A 2V EZ—TIAANEI L, GgIAVE—TIAREVIAT—K
FBELSP)ICEWADLTWVWET, Down(flow sync) M RRENDEEHET, Chid,
ANCHOZAZIZSIL, 9TAZADOMOANCE 7O0—EHZRPL TVWACEZEKRLET
o BEO7O—NELLKDHENDELSIC, TXTOANCHRHENDET, 12—t 7> =
YINR (VYDA B—TIAR) 2#H20BEALUET,

HAD TG, XN—AYB—TIAADRS T 1Y VR BERIRTENET,
F7 NAWCCP)RITZME

WCCPE— RTlE, WCCPIL—&IE, NTY hEaRITZEL. Z7NRAICHBANCICUA ALY
RIBRYRD—UKRZ T4V IOONALBEENET. AppNavik, WAAST VL —X2ED
RITRE, 41TV IVMNET70-9H, SLCEROEREEHZLEITZ O, IL—50
WCCPERE Ik KIBICERILE T T,
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ANC-1 ANC-2 ¥ l ¥  WN-1 WN-2

To hosts

FINARBEOA 2 BZ—T I A AKRETR., RITZELEMOO—/LH Cisco AppNav
Controllerf X —7 IAAEZ1—=I)ITRILAVEA—T I/ AZHRETEXRITN, ChIFHLEAT
FHYEEA,

FINARADE—ET232ORITINIA—FT 12Tk, ROFIETITVET,

- WCCPIL—ENBRBILENTLERANEDEZITERTIDRNT T4V IDONAIHD &=
RIBEHIC, ELVEEZEELET, showrunE = ikshowweepIY > REFEAL T,
CNSHFWCCPAICEREZNTVR I —RERUTHDICEZBAETEERT, BEICKHUT
. pingXtracerouteZ EDEARMNZY —IL, LAYTY=IXT7Vr—>3a> =z EALT,
RECHABEBIXNTORT 714V IUHNWCCPIL—RE2BIBIT D Z2BRELET,

. Central Manager ( #3% ) £/ ECLIZEMAL T, WAAS ANCOWCCPRREZBIRL £,

I—ZCLIEFERALT, VAAL IV MIIL—2OWCCPREZRAEL E T,

ANCOWCCPEREZ 9 % (k. Central ManagerT[Devices] > [AppNavController]ZiZ#R L T
. [Configure] > [Interception] > [Interception Configuration]ZiZIR L £7,

- [Interception Method] A" [WCCPlICEREE N TWVWB L Z2BERELE T,

- [Enable WCCP Service] F T Y JRY VAN F U ICBDTVWBR L ZHFELET,

. [Use Default Gateway as WCCP Router]F T Y JRY JANF A ICHE>TWVWS A, WCCPIL
—ZDIP7 RL AN [WCCP Router] 7 4 —JLRICVUARENTVWB ZEZHERLET,

CA—RNZUIVITDOIARAIRVAAL I NERBEDMORFREN,. BACHETICEEE 1
TWBEz2®FALET,

IL—ZDODWCCPT7 7 —LND—ETHBDANCOWCCPEETZ—L%ZHFELET, Central
ManagerT. BEE FEBO[Alarms]/NRILE IV Y 0B H . &7 /VA4 A Tshowalarm3dY > R%
FALTTI—LZRRLET, LEICISUTANCELERFIL—ZOREZEZEEL T, T7—LK
REZEELET,

CLIAS, ROFEIZfHE> TWCCPEREZKRELET,
1RITZEFRZEwWceplcFRELE T,



wave# config
wave(confi g)# interception-method wccp

2.WCCPIL—RUARNERELET, ChIZlE, WCCP7 7—AIKZMLTWVWAIIL—XDIPT R
LANEENET,

wave(confi g)# wecep router-list 1 10.10.10.21 10.10.10.22

3. WCCPH—EARIDZRELET. AppNavTRE1DDH—ERAIDAEREIhE TN, 2004 —
EAIDAYR—RENET,

wave(confi g)# weep tcp-promiscuous 61

4REENTZIN—F)ARNEWCCPH—ERICBHERTET,

wave(confi g-wccp-servi ce)# router-list-num 1

5. WCCPEIW M THRERELET (ANC‘C(;I:?Z'?)':“W)&Z)‘"TT heEh®ET ), dstip-
maskﬁ fzlEsrc-ip-mask A 7> a3V EEELEVEES, F7 2 MOEERTIPYRAVRACERES
. BEIPYAVROICEREENET,

wave(confi g-wccp-servi ce)# assignment-method mask

6. WCCPUR AL OIRXYY RERELERT (HAXVYY REUE=—XYY R, UXALD
RXYY RE-—HITBLSICEBNICREES N, ANCTREBETERHEA )., L2(T7FILbB

) RIZFGREZEBIRTER T, L2TE. ANCHIL—REDL A V2R Z2HS, I—2EL (Y
2UBAL VY3 VRACREENTVIREN HET,

wave( confi g-wccp-servi ce)# redirect-method gre

7.WCCPH—ERZBMIZLET,

wave( confi g-wccp-servi ce)# enable

show running-config ¥ > RZFEHAL T, FANCOWCCPRITZEZBIBELET., XD2DONDH
&, LLURALIRNEGREVAALIVMNORITAV74F21L—23a 2 HAERLTVET,

Show running-config weep (L2UAX ALYV KA ) :

wave# sh run wccp
weep router-list 1 10.10.10.21 10.10.10.22
weep tcp-prom scuous service-pair 61
router-list-numl
enabl e <<< L2 redirect is default so is not shown in
running config
exit

Show running-config weep ( GREA ) :



wave# sh run wccp
weep router-list 1 10.10.10.21 10.10.10.22
weep tcp-prom scuous service-pair 61
router-list-num1
redirect-method gre <<< GRE redirect method is configured
enabl e
exit

show weep status 1YV > REFEAL T, FANCOWCCPAT—RRAZERLET,

wave# show wccp routers
WCCP | nterception

Configured State : Enabl ed <<< Shows Disabled if WCCP is not configured
Qperational State : Enabl ed <<< Shows Disabled if WCCP is not enabled
Servi ces Enabl ed on this WAE:

TCP Proni scuous 61 <<< Shows NONE if no service groups are
configured

show wcep routers Y > RZFEAL T, WCCPT7 7 —LDF =TT T4 T XYy = ICBELE
IL—2ZzHRBLET,

wave# show wccp routers
Router Information for Service Id: 61

Routers Seeing this Wde Area Engine(2)

Router Id Sent To <<< List of routers seen by this ANC
192.168.1.1 10.10.10.21
192.168.1.2 10. 10. 10. 22
Routers not Seeing this Wde Area Engine <<< List of routers not seen by this ANC
- NONE-
Routers Notified of fromother WAE' s <<< List of routers notified of but not
configured in router list
- NONE-

show weep clients AV REFEHAL T, WCCP7 7 —ARDOMNODANCE, ThENNEETEEL
IL—RZDOZEANCOE 1 —%ZHELF T,

wave# show wcecp clients
W de Area Engine List for Service: 61
Nunmber of WAE's in the Cache farm 2 <<< Number of ANCs in the farm

| P address = 10.10.10. 31 Lead WAE = NO Wight =0 <<< Entry for each ANC in the
farm
Routers seeing this Wde Area Engine(2)
192.168.1.1 <<< List of routers seeing this
ANC
192.168.1.2
| P address = 10. 10. 10. 32 Lead WAE = YES Wight =0 <<< YES indicates ANC is serving
as the lead
Routers seeing this Wde Area Engine(2)
192.168.1.1 <<< List of routers seeing this

192.168.1.2

show statistics wecpINX > RZFEAL T, 77 —LRDIIL—XHSEANCHNTY NZ2ZFEL T
WBRLEBRBLET, BL—FTREZBECNERNT T4V VOKHBBIRRENET, 77
—LARDINTOII—RDOERBHRFBERN THICRREIAET, AEROIT > KiE. show weep



statistics T,

wave# sh statistics wcep

TOE, k. CCTANCTFNA RZHELET,

WCCP Stats for Router 10.10.10.21
Packets Received from Router 1101954

Byt es Recei ved from Rout er 103682392
Packets Transmitted to Router 1751072
Bytes Transmitted to Router 2518114618
Pass-thru Packets sent to Router 0
Pass-thru Bytes sent to Router 0

Redi rect Packets sent to CE 1101954
Redi rect Bytes sent to CE 103682392
WCCP Stats for Router 10.10. 10. 22
Packets Received from Router 75264

Byt es Recei ved from Rout er 10732204
Packets Transmitted to Router 405193
Bytes Transmitted to Router 597227459
Pass-thru Packets sent to Router 0
Pass-thru Bytes sent to Router 0

Redi rect Packets sent to CE 75264
Redirect Bytes sent to CE 10732204

Cummul ati ve WCCP St at s:

Total Packets Received fromall Routers : 1177218
Total Bytes Received fromall Routers : 114414596
Total Packets Transnmitted to all Routers : 2156265
Total Bytes Transmitted to all Routers : 3115342077

Total Pass-thru Packets sent to all Routers : O
Total Pass-thru Bytes sent to all Routers : O
Total Redirect Packets sent to OE : 1177218
Total Redirect Bytes sent to CE 114414596

IL—Z2TOWCCPRITZENRE LR
WCCP7 7 —LDEI—FXTWCCPRITZFEZHRETSICIE. XOFIEZRERITLET,
1.ipweccprouterdN > RZFEAL T, I—XDOWCCPH—ERZRELET,

Core-Routerl configure terminal
Core-Routerl(config)# ip wecep 61

2)L—ZDLANS LOWANA >R —T I 4 ATWCCPRITZEAEZRELET, ANCTIDOH—
EADEFEAL TVWREEE. MANDA 22— IAATRAUY—EAIDERETEET,

Cor e- Router1(confi g)# interface GigabitEthernet0/0

Cor e-Router1(config-subif)# ip address 10.20.1.1 255.255.255.0
Cor e-Router1(config-subif)# ip wececp 61 redirect in

Cor e-Router1(confi g-subif)# ip router isis inline_ wccp_pod

Cor e-Router1(config-subif)# exit

Cor e-Router1(config)# interface GigabitEthernet0/1
Core-Router1(config-subif)# ip address 10.19.1.1 255.255.255.0
Cor e-Router1(config-subif)# ip wececp 61 redirect in

Cor e-Router1(config-subif)# ip router isis inline_wccp_pod



Cor e- Rout er 1( confi g-subi f)#
Cor e- Rout er 1( confi g-subi f)#
Cor e- Rout er 1( confi g-subi f)#
Cor e- Rout er 1( confi g-subi f)#
Cor e- Rout er 1( confi g-subi f)#

ZERLET, (A7232 ) MW BGREEIZFEALTVRIEER. MoRILAME—TI
A AZRELET (ANCWCCPUA ALY NARICGREZEIRL EHBEDH ) -

glbp 701 ip 10.19.1.254
duplex auto

speed auto

media-type rj45

exit

Cor e-Router1(confi g)# interface Tunnell

Cor e-Router1(config-subif)# ip address 192.168.1.1 255.255.255.0
Cor e-Router1(confi g-subif)# no ip redirects

Cor e- Rout er 1(confi g-subi f)# tunnel source GigabitEthernet0/0.3702
Cor e- Rout er 1(confi g-subi f)# tunnel mode gre multipoint

showweep AN REFRAL T, 77 —ALARDOTIL—XOWCCPREZBIEL F T,

Core-Routerl sh ip wecp 61 detail

WCCP Client information:
WCCP Client |ID: 10. 10.10. 31 <<< ANC IP address
Pr ot ocol Version: 2.00
St ate: Usabl e
Redi recti on: GRE <<< Negotiated WCCP parameters
Packet Return: GRE <<<
Assi gnment : MASK <<<
Connect Ti ne: 00: 31: 27
Redi rect ed Packets:
Process: 0
CEF: 0
GRE Bypassed Packets:
Process: 0
CEF: 0

Mask Al | ot ment:
Assi gned masks/ val ues:

16 of 16 (100.00%
1/16

Sr cAddr

0x0000000F

Sr cAddr

0x00000000
0x00000001
0x00000002
0x00000003
0x00000004
0x00000005
0x00000006
0x00000007
0x00000008
0x00000009
0x0000000A
0x0000000B
0x0000000C
0x0000000D
0x0000000E
0x0000000F

Dst Addr

0x00000000

Dst Addr

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

SrcPort

0x0000

SrcPort
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000

Dst Por t

0x0000 <<< Configured mask

Dst Por t
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000

<<< Mask assignments



A OVTE, RORFIX R ZZELTSEEZL,

. Cisco Catalyst 6500& DWCCPER Y hJ—JifE - BAZKINE BRI LEOOXRANTZOT
1 ADHREIR

. Cisco Wide Area Application Services(WAAS)Web Cache Communication Protocol
Redirection:Cisco)l—R2 75 Y N7 #—LDHR—b

. Cisco Wide Area Application ServicestBER A4 RASI—ZDEEEWCCPH#EEZRET S

- WAETOWCCP®ERE( T Cisco Wide Area Application Services Configuration Guideys )

XY ND—VERONZ TN 2A—F 12T

WAASO RS TN 1—F 400 &T5KICIE. XY RD—IHFWAASEEMIZLTVDEED
BEERHM TR ENRIUDEBENBDYYET, chid, NZFT14YIVORKRBENICKKRTEIETT
B, 74V 0NBBICARTIEEICKRIEET, cOLDBIFES. BEHNWAASICBEE
LTVEBRVWCENHBAITIAESENI BV ET, N7V IONFBEBLTVRHETE, COEM
. RSTILS1—F 1 THFBREBRWAASTFNA AZHBITDDICHEIEET,

LAV3EHRZTANTSEIC, AppNavA RO—F A B —T7 TA AED 21— )L BB AA
YFR—RNIERENTVD L ZERELET, ERE N AAL Y FTCisco Discovery
Protocol(CDP)A" 7 R—KN&E N T&H ), Cisco Discovery Protocol(COP)ABEMICE 2> TV R HEE
. show cdp neighbors detail V> REZRTLT, XY RD—JRASLYFAOEL VEHREREL
79,

WAASDEXNELIE, IXTOT—ATHEHATEDERFRYEREA, —EBORNTT7 1Y ONFKEL
TENTVWT, " HORZ T4V IFRBILENTVEVEES, WAASZEMICTDCERHFAT
ERVAEMN DY), ChiCkY), ERICHKRELEATVDI NS 714V Ol hET, O
LSBBE, RITZEACLELFAppNav R 2 —&FEAL T, BMENARELTVIRBEDZRA S
DRNZ 714V O RBBESUEDZENTEERT, FHICOVTRE., "BEODNS 71V I RERT
5 DEESBLTLSEZL,

WAASZEMICTDICEF, ZATNAE—RERBERBBIFIEZAVFAVE—RTEITLEY,

cAVTAVE-RTR, AVF—ET23AVTVIDENAALRELCTIRENFHYE
T FMIOVTRE, "T12FA4ANCOEML, OEBEZSRL T EEL,

- FAT7NAE—RTE, WCCPZORINLZEMNCTRIBENHY)ET, FMALCODVTE, T
ZF7INAANCOEL, OEZZRL TS EE W,

AppNavIREETIE, ANCETZEMICTHIHEN BV ET. WNERITZEICSMLUAWES, &
MICTBDREREDY)EE A,

WAASH EMICE 225, BENBHEZEALTRY N —VBGZHRELET,

. ping*tracerouteZ ENY — )L ZFERAL T, L1 V3EHRZHIELET,

CTTVT=2avoaEEFIvIOLT, LNUEOEREHEITS

XY RD—OTWAASH BEMICHE > TV EOLRUELROBBEN REL TVWDBEE, BER
HBTS<KWAASICERL TWEWIBEMENH Y E T,

- XY RND—=OHWAASH ESNZRETEEICEEL TLSH ., WAASHEMIZE 2 TWBIR
RETELGICEENF 258, BTS<KI1D2ULEOWAASTNA RICEEN BDETT, XDA
TYT T, BEZEEOWAAST/NA ALY B3 TET,

- XY RD—O TWAASH BB REL EMNEREOBICERTES N, KRELLITDATV
BWEHEE., BETS<KI1DOULEOWAASTNA RIZEBNBETT, KODATY T T, BEE
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BEDWAAST/NA RAIZHIVY) B IFET,
WAASZEBMICLTERY RD—V 0OEMEEZHEIRITBICIE., ROFIEZERITLET,
1. WAAS ANCTWAASHREZ BEAMICL, HEICSUTWCCPIL—RZE/RICLET,

2. WAASICBE T 2RBEN B2 EHMTL B8k, FAppNavy T AR E - (EANCZE BB B %
LT, BENMNRETHDBENZERELTUY D TET,

SEZANCHBMICHE>TVWDINT, BIOFIEERUERANERZRY RDO—VFKETANERTL,
CORBEDANCHEEICEHEL TVWRBAESHICEZELTLKEEVL, CORKTE, A<D
WNICBEODZRFELEBVWTLSEESV, CORBOBEERF., ENOTVTARE, EORBENDANCTEFR
LOVBIMEEERERELLLBVEBENf RELTLVI L EHIMITIDETT,

4 ZBANCHABUMTTARENTVS o, BEEMICL T, XROANCZREMICLET. BANCEZ
BMIILTTARNTRE, NSTILND1—TFTA VT 2O DRBENHDANCEHBITEET,

CORSTINa1a—F1420TF%EFE, WAASOREN HFREBILIZAKTZEFTELS, BEOXRY
RO—OGOREZS|ERCTIHEEICEREEHBELTVWET,

BEOMNS 714 v ODER

BEDORNZ 74V IENAAN—TFBICR., 12—t 7>aVACLZERTE N, NARIL—
A AppNaviR) 2 —ZRELE T,

CBEORNZ 74V IDOBRBZERL., TOMINTEZFATTDACLZEKLET, COHT
&, HTTPRS 714 v 0 (BBER—K80) Z/NAAIL—LFT, ANCRITZETIEAUVA
REEZENIEACLICERELE T, R—N80E T NIELIFEB L F9, show statistics pass-
through type appnav Y > RZFEATH L, PTA U X—t 7 NACLAD AN ML TVS
CEEBRELT, NARIL—HFRELTVREEZBRTEET,

anc# config

anc(config)# ip access-list extended pt_http

anc(confi g-ext-nacl )# deny tcp any any eq 80

anc(confi g-ext-nacl )# permit ip any any

anc(config-ext-nacl)# exit

anc(config)# interception appnav-controller access-list pt_http

CRBEDIVZAL—HIBRNT T4V I EBBIBELSICANCRIS —ZRELET,

cl ass-nap type appnav HTTP
match tcp dest port 80

policy-map type appnav my_policy

cl ass HITP
pass-t hrough

1> 74 >ANCOEMNIL



A2V TAVANCENARAL—REIZLTENCTIFEEERHET.

ARITZET VY DVLANU A N Z[nonelll BE L £9, Central Manager TANCT /N1 A & &
R L. [Configure] > [Interception] > [Interception Configuration] M IEIZBIRLEF, TU v D
A7 I—RAZBRL, RRON—OHWETAAVEDVJY I LET, [VLANs]7 1 —JL R
NDfE%Z[none]lcFREL £ T,

-ANCEZEOY—ERAIDAVTFARNEZEMIZLET, Central ManagerTI T AR %R L,
[AppNav Controllers] 2 7 &2 1) ¥ 2 L TANC%iZIR L, [Disable taskbar]7 4 1>>& 7)Y
IVLET,

. TIXTIHES, BEEZFAL TRITZEACLZEALET, COFENEREIET., (K
FMN2O0F%ER. BEORBECENEEREZEFRHEELET ), ACLEdeny ALLEXETES
L &9, Central ManagerTANCT /N1 A%Z#IR L . Configure > Interception > Interception
Access List® E(Z3#3R L. AppNav Controller Interception Access List RO Y 7’H > 1) A K
Tdeny ALLF Y AU R NERBRLET,

CLINSACLICK DA RA—t7>a>z&MICTRICE, KOO REEALET,

anc# config

anc(config)# ip access-list standard deny

anc(confi g-std-nacl )# deny any

anc(config-std-nacl ) # exit

anc(confi g)# interception appnav-controller access-list deny

ANCZ/NA AL —REICT S :

cAVE—TIAATRELS, WAASA 22—t 7> a>vZE&HICLET,
- INTOWAASREBEIL ZEMICLE T,
CIRNTORZ T AV INREEZIRBVELSICLET,

77 NAANC O &R 1L

F7NAE—RTERITENTVBHANCEZEMIZTSICIE. ANCOWCCPZ7 ORI ZEIMICLE
Fo COBRERE. ANCRERUVAALIMNIL—%2, $2VEZTOWMATRERITTELT, ANCT
&, WCCPH—ERAZEMWRIZFHIBRL IV, RITZEHFXZHIBRL 12V, WCCPA S BID AR
CEELEVYTERT,

WCCPRITZEZJEMICT B ICIE. Central ManagerTANCT /N1 A%3I&IR L, [FXE(Configure)]
> [fR1T21E (Interception)] > [{X 1T Z S8 (Interception Configuration)]Z®8IRL £9, [WCCPH —
B A% E%IZF B (Enable WCCP Service)|FI Y VRY VREAFTIZTBH . [REDHIK
(Remove Settings)|]RAIN—TFA 1% 01)Y UL T, WCCPRITZEREZTEICHIBRL F
T (kbhET ),

CLI» SWCCPRITEEFZEMICTAICK., XOOAN RZFEALET,

anc# config
anc(confi g)# wccp tcp-promiscuous service-pair 61
anc(confi g-wccp-service)# no enable

BERIZKI2TR, BUL—ZASUAALIRNENERNT T4V U ZZETHIEBRODANCH FE
TREENHYVET, EHEL, ANCTRELSI—XTWCCPZEMICTD L ZBIRTEET,
FREE. 1DOATY T TWCCP7 7 —ALAN SEBDODANCEZHIBRTES & TT, KRR,
WAAS Central Manager’ 5 chZRTTCEBRWVWETT,



IL—RTWCCPZEMIZTAICIE. XOBXZFEALET,

RTR1(config)# no ip wcep 61
RTR1(confi g)# no ip wcep 62 <<< Only needed if you are using two WCCP service IDs

I—ZTWCCPZEBERMICTRICE., XOBXZHEALET.

RTR1(config)# ip weccp 61
RTR1(config)# ip wccp 62 <<< Only needed if you are using two WCCP service IDs

HEWCCPIL—& T, EMIZITDANCHAWCCPIZA T RELTRRENTVEVWC L Z2H#FEL
XTo. L—XTWCCPH—EANHIBRE B &, ROHINRTENET,

RTR1# show ip wccp 61
The WCCP service specified is not active.

AppNavI SARD NS TN a1 —F129
AppNavIZ ZAZDO KRS TN a—F 42Tk, ROV =) %ZEFERTEET,

- AppNavF7 T — A

. Central ManagerEZ& ) >4
ODFABRETFNAARADAT—RAZERTDEHDAppNav CLIONY > R
ZO0—9BURTIEHRZER TS - DAppNav CLION >V R
EHENL—RA

- AppNavT/\v o075

AppNavF? 5 —A
Cluster Membership Manager(CMM)Tld, TS5 —REICK)RDT S —LHFRBELET,

- [Degraded Cluster (Critical)ANCE D0 Ky & AR, ANCIRFIL LWV EZZBBLET,

CAVN—T I RKK (EKX ) ANCRANCEWNDREL EFE1—TO IV N—T IV R
KBMLUELE, ANCRIFILVWERZBEBLET,

- [ANC Join Failed (Critical)]JANCl&, 95 AZANAANCATHILT B AIEEMN H B -8, BEFED
DSARICSMTEERLBATLE,

- [ANCB& 7 7—L ( XA 7F— ) (ANC Mixed Farm (Minor))] : 72 AZKNDANCTEITENT
WBOZARZ7ORINON—23 D FEBYERITH, BEREFHYET,

- ANCEIETBE (XD v— )  RESTNEANCICEIETZE EER A,

- WN Unreachable (Major) : 2EE NIZWNIFEEFBETT, COWNREKRZT71v VS AL
v2avICRERAEhEE A,

. [WNBRSK ( X+ — ) (WN Excluded (Major))] : BE&E N =WNIFEETEETTH. 1D LD
EOANCH TNEREBTERVLEY, BRAEhET, COWNRE., RZFT714vOURALL D
2ary (HLLER) ICEFERAEhELA,

Central ManagerQ[7 Z—ALINRILTTF S —LZKRRTDH. T/V4 ATshow alarms EXEC_]
N RZEFEALEY,

X :CMMIE, H—EADVTFFANCEEMNITS ni-AppNavy T AZADANCEWND T )L —
T2 EEB T B HEAppNavIVR—F > N T,



Central ManagerEZ—& 1) > ¥

Central ManagerZ A L T, AppNavI S AX DR, BER, "SI 1—FT1200%T75C
ENTEET, Central ManagerlZld, XY RT—TJHADITXNTOEFEAWAAST /N1 ADTO
—NILE2—=HKHY, FEAEDAppNavDEEZRRICEFETEET,

[Central Manager] X — 1 —/A'5 ., [AppNav Clusters] > [cluster-name] &8I L £ VT ARK—
L4V RIICE, 9FAZNROY (WCCPBRUT—RIIAIIN—2ZE2EL )., VTAZE

BEOAT—RA, FNAARRT—RA, FNARTIN—TOARAT—8A, BLOPV IV AT—X

ANRRENET,

FY. VAR EHEDAT—RANBEATRTHD L 2L KT,

CORICRTANCE LTWNT7 A AV E, BUTFNAARALICFEETD LS, BUTFNS ABZH
DTWVWBRCEIERLTLKEZV, WANELTRT 7 1Y UZKEILTBANCTIRE, Chsm
2ODHEEN NROPRICEBIOT A ELTRRENET,

TINA AN BEIOMUAICIEL B 21 ( FINA AN F T4 F LR EETBEDO AN S
% ) iz, Central Manager" REDBEHRZF > TV HBVWFNAM ARG, ALV BO=ZAFNE
HEADT—ENFRTRENET,

FNAATAIAVCA—YLEEDE S E, ANCELFWNT /N1 ADFMEI60E AT — X AL
1I—FEFENET, BAORT T, FNAADTS—LFRRENET, BYRITALH
EEGBFTVBTI—LEBRTIXENBYET,



FEANCTTNA ADRITZEHREERTDICR. (RITZFIRTEZIVVYILET,
A2R2—tT23aVHAXITLTVWRHE, AT—RARBRDEISICRRENET,

[V 5 AZF#(Cluster Contro)] 27 Z21)Y VLT, ZHOANCICRRENDITAZADET/N
AADIPP RLAEAT—BRAZRAELET, VT7AZHOEZANCICIE, BUFNL1ADU AR
FYUETT, TS5THRVEESR, REFLERERIXYNI)—VOBEERLET,

INXNTOHOANCHAEWVICREREBTERVEE, V77AREEBETRETHY), V7F7AXNF 70—%2EH
TERVES, IXTORNT 74V IONBBLET,

TRTOANCHEZEENTVDA . WNOEI—HFEEZEES. 75AZETYL —RREICKE
WET, RZT74YORFEIEHREZEDRASNETS., IXTOANCICEK > TEREBENDWND &K I
PTRHRENET,

FTXTOANCICRRENBEVWNIEBAEhET,

[Interfaces] 2 7201 Y I L T, ANCOYEBA >V EZ—T I AERBAVEZ—T7 I 4 ANRE:E
WELET,



360° Network Device View (3 :“ x
i SE-M1-BR
21822 AppNav Controller, v5.0.0
Blalarms (5) ﬂlnterception ';,_g;tll.mter Control [_F:_] 2
Show | Al || 8
Name State
GigabitEthernet 0/0 Up
GigabitEthernet 0/1 Administratively Up utdown
GigabitEthermnet 1/0 Administratively shutdown
GigabitEthernet 1/1 Administratively shutdown
GigabitEthernet 1/2 Up
GigabitEthernet 1/3 Administratively shutdown
GigabitEthernet 1/4 Administratively shutdown

VZAZANDEZEWND3GOELE 1—%2 BT, [RBIU]ZT TIRNTOTIESL—ZDOHEOAT—
RAZHBELET, TIVEFL—ROBEBOAT—RAR. 7O0ESL—XABHELTVSE N,
FLVWERZT—EATERVIELZERLET, LEAF. BEMREICKZ > TVRESY,
A ANBIBRENATVWREERETT, FOAT—RAR, TIOEIFL—ZNFRTEhTV
BVWCERRLET, 7S L —RNERFEFLFIFROBEE, CchsoT7 oS L—2%E
BCRS TN 2A—FT 4T T2HENHYET, EnterpriseT 4 £ AN BVEHEEE, T
System license has been revoked:s & WS RREAN RRENE T, [Admin] > [History] > [License
Management device]X—= C, EnterpriseZ 1 > AZA AN —=I)ILET,

DSAZOREIE, VFAXRNOANCEOEHZOBBEICK > THELET, Central Manager' 9
XTOHANCEBETZEDHER. P7EVSAZERETET TN, —HOANCEBETEAVE
&lk, 2EERHTEEHE A, Central Manager"EZEN T /N1 AL DEHKE KR, T/INA AN



Central ManagerTF 724 & L TRRENSDHE S, "Management status is offline; 77— A
FRELET,

TF—=R)ONFT I L TEEBERZEHE TR, EBAVE—TJI(ARET—2/42 58—
TIAANSHBETDONRETT,

ATVY NITAZTIE, ANCOEHTUVTSAZFRABDWNGIZ7O—Z2@AICOELETH,
BT OSAZBO7O0—REABET ATV AVES., Uty NEENFREL., 9TAZ2EO/NT
F—XVANBETLET,

ZANCO[Cluster Control] 2 7 T, 12 L EOANCIZEZETEBZVWAESHERBLET, T
Service controller is unreachabley 72— Ak, LABIEHEEICEE TES2DOODANCHEVOET
BEREZEDEBEICRELETYN. ChEATIVYRNIZAZOE—DORERRETIEEL, FANCOH
[Cluster Control] 2 7 Z R T D2 DHNRETT,



360° Network Device View OrXx

= SE-M1-BR
‘ 21822 AppMav Controller, v5.0.0

1. This typic

IR

sE-Mh-B Balarms (7) [Elinterception e | P™Interfaces »
Device Type « P Address Liveliness State = Reason
AppNav Controller 2.19.2.5 DEAD Device is Unreachable. Check
AppNav Controller 2.18.2.2 ALIVE
WAAS Node 2.19.2.5 DEAD Device is Unreachable. Check
WAAS Node 2.18.2.2 ALIVE

cm-se-1

ANCORT—RANTL—DOFA4 NIBE2>TVRHEEE., BUICHE >TVSHEENI HYET,

NRODSE AT IS LDOTIZHS[AppNav Controllers] 27 &Y LT, TXTOANCHEM
CBE2TVBREZHEIRELET, ANCHAEMICE > TVEVWEER., [BMREFVVWE]TT,
[RAION—ZBMCTRIT7AA %20 )Y O LTANCEEMICT D ENTEET,

BREDAT—R2ATA4 NAADMAS A DANCHAppNaviR) > —2BELET. /N1 ADAT
—RATARNIA=VIZEDLERE, Y=—IFYTILAT—RAFTLEEE (BREEThIZEE
) AFRRENET,

ERENERDSD —2HERT SICIE, Central Manager X — 1 — A 5 [Configure] > [AppNav
Policies]Zi®2iR L, [Manage]RZ> 22UV IL &Y,



BE., 92AZAOIXTOANCICEI) HTESNB1DORV—HFBETT, T7FILMNDR

1) 2 —%&appnav_defaultTd, RIS —DBEICHZD AT a2V REIDEBIRL, [FRAI/N—0D
R\ A2 0y OLET, [AppNaviR ) > —(AppNav Policy)]R4 IZ Ik, BIRL RV
— N BEAENBANCHRRENET, IXNTOANCIZF TV ION—IHFRVTOWEWVESK, F
IVIOI—IHFFVTVEVEBANCOEICHZDFIVIRYIREIIYILT, RUS—%EF
WYETET, [OK|ZIUYILT, BEZRELET,

R —OEN) HTERREL LR, RREhEETEND[AppNav Policies]R—Z TRUZ—)L—)L
ZHRATEETT. FEORV—HRAZBRL, [FAIN—OWME|7AI>ZV2IYILTESR
ZEZELZET,

1D EQORID—ANBEFRDHFEE., ANCOAT—RANERBELFFBICADFENHYET
o 360E 7 /\A4 AE 1 —D[Overload Policies] 7 &2F T v VLT, BERICHE > TVRERTR
RIVS—DVANZEELET,



L prs s wermaar s A Rs e

360° Network Device View o *:

¥

W’ SE-M1-BR
2.18.2.2 AppMav Controller, v5.0
B

SE-M1-BR | ) [Einterception ( " Overloaded Policies (7) )*; 2Cluster Control %

down

Policy Map Class Map Distribute To Monitor Load
waas_app_default  MAPI MAPI Accelerator
waas_app_default HTTPS S5L Accelerator
waas_app_default HTTP HTTP Accelerator
waas_app_default CIFS CIFS Accelerator
waas_app_default epmap MS PortMapper
waas_app_default NFS NFS Accelerator
waas_app_default RTSP Video Accelerator

ANCA IS ARIBMLTVBBAR. BBENAF—RASA NESMATF—R AN ERENE
¥,

B60ENT/NAAE1I—DRATRFEIZT LR, BERBIRETRITRZENANI T ILTVS
CENRENTET, RITZER. ANCHEOANCE 7O0—FT—7 L ZEHL., NZT71v 0 %%
FANDEBHIBSETHELEINET, BE,. COTOLRICE22ZBAZEHEAEANVERA

o



DTAZNSANCZHIBRL TE, MRODRIZHBDBERTE 1, [T ARG H(Cluster
Contro)] 2 7 ICRRE N, IXNTHOANCHHFLWIZ AR N RO ICAZET D ETCRRENET
o Ca)llﬁﬁ.g_éli\ %ﬁbb\7D—W§1§éh§ﬁho

DSARABREFNAADAT—RARERT S IO DAppNav CLIOT > K
ANCTORZ TN 21—FT42TICEk, ROKXSBCLIOAY Y RFRIBEET,

- show run service-insertion

- show service-insertion service-context

- show service-insertion appnav-controller-group

- show service-insertion service-node-group all

- show service-insertion appnav-controller ip-address

- show service-insertion service-node [ip-address]

- show service-insertion service-node-group group-name



WNTROION> RZFEALEY,

. show run service-insertion
. show service-insertion service-node

ANC Tshow service-insertion service-context 1Y > RZEAT D &, Y —EROTFFAMDRA
T—=RAEIVTAZHNADTFINNA ADRELVERTREZRRETEETT,

ANC# show service-insertion service-context

Servi ce Cont ext © test

Service Policy . appnav_defaul t <<< Active AppNav
policy

Cluster protocol |IClIM version 1.1

Cl uster protocol DWW version 1.1

Ti me Service Context was enabl ed : Wed Jul 11 02:05:23 2012

Current FSM state : Qperational <<< Service context
status

Time FSM entered current state : Wed Jul 11 02:05:55 2012

Last FSM state . Convergi ng

Time FSM entered | ast state : Wed Jul 11 02:05:45 2012

Joining state : Not Configured

Tinme joining state entered : Wed Jul 11 02:05:23 2012

Cluster Cperational State : Qperational <<< Status of this
ANC

Interception Readi ness State : Ready

Device Interception State : Not Shut down <<< Interception is

not shut down by CMM

St abl e AC Vi ew <<< Stable view of
converged ANCs

10.1.1.1 10.1.1.2
St abl e SN Vi ew. <<< Stable view of
converged WNs

10.1.1.1 10.1.1.2
Current AC Vi ew

10.1.1.1 10.1.1.2
Current SN Vi ew

10.1.1.1 10.1.1.2 10.1.1.3

[Device Interception State] 7 41 —JL K ( £52 ) ([C[Shutdown]E RTRENTVBRIFEEF., D
ANCH' RS 74V O 70— 2ZEITHE MBI TETVERVED, CMMAD Y Y REJVERTH
BDLEZEBERLET, LEAR, ANCREESMZ7OERACLHY ., VFAZ0OT7O—HRIERMH
EhTVEVAIREMEA B ET,

[REHT(Stable View)] 7 1 —)L K ( £R) ik, 75 AZDEBOHKAE 1—T. ZDANCT
NAAZR P TRRENBDANCE RVOWNDIPF RLANFVARENETT, chldk, T4 AN
Ei1—2a BECERENDE1—TT, [Current View]7 1 —JL RIZIE, CHDANCIZ&K2TT
RNRAXENETINA AN/ N—RE=—RNXYE—DICUARARNENET,

ANC Tshow service-insertion appnav-controller-group Y > RZfEHA T2 &, ANCTIL—THAD
BANCOAT—RAZHETEEXT,

ANC# show service-insertion appnav-controller-group

Al'l AppNav Controller Goups in Service Context

Servi ce Cont ext ;. test
Service Context configured state : Enabl ed



AppNav Controller Goup : scg
Mermber AppNav Controller count : 2
Menbers:

10.1.1.1 10.1.1.2
AppNav Controller
AppNav Controller ID
Current status of AppNav Controller
Time current status was reached
Joi ning status of AppNav Controller
is still joining
Secondary | P address
cluster protocol packets
Cluster protocol |ClIM version
Cluster protocol Incarnation Nunber

Cluster protocol Last Sent Sequence Nunber
Cluster protocol Last Received Sequence Nunber:

Current AC View of AppNav Controller:

devices advertised by this ANC
10.1.1.1 10.1.1.2

Current SN View of AppNav Controller:

10.1.1.1 10.1.1.2
AppNav Controller

this is the local ANC

AppNav Controller ID

Current status of AppNav Controller
Time current status was reached

Joi ning status of AppNav Controller

Secondary | P address

Cluster protocol |IClIM version
Cluster protocol Incarnation Nunber

Cluster protocol Last
Cluster protocol Last

Current AC View of AppNav Controller:
devices advertised by this ANC

10.1.1.1

Current SN View of AppNav Controller:

10.1.1.1

ANCOARAT—RAESMAT—RADI)ARNIOVWTIE,

10.1.1.1

1

Alive

Wed Jul 11 02: 05:23 2012
Joi ned

10.1.1.1

10.1.1.2 (local)

1
Alive
Wed Jul 11 02:05:23 2012
Joi ned
10.1.1.2
1.1
2
Sent Sequence Nunber 0
Recei ved Sequence Number: O
10.1.1.2
10.1.1.2 10.1.1.3

<<< Status of this ANC

<<< Joining means ANC

<<< Source IP used in

<<< ANC and WN

<<< local indicates

<<< ANC and WN

FCisco Wide Area Application

ServicesN> RL 7 7L > Xs Mshow service-insertion Y REZSRBL T EE L,

ANC Tshow service-insertion service-node 1Y > RE@EH T &, JTAXADIFIEDWND A
T—RAEWERTEET,

ANC# show service-insertion service-node 10.1.1.2

Servi ce Node:

Servi ce Node bel ongs to SNG

Servi ce Cont ext

Service Context configured state

Service Node ID

Current status of Service Node
Time current status was reached

Cl uster protocol DWVP version
Cluster protocol incarnation nunber

Cluster protocol Iast
Cluster protocol Iast

sent sequence numnber
recei ved sequence nunber:

20.1.1.2
sng2

t est
Enabl ed

1

Alive

Sun May 6 11:58:11 2011
1.1

1

1692060441

1441393061

<<< WN is visible



AO state

AO State For

tfo GREEN 3d 22h 11m 17s
reported by WN

epm GREEN 3d 22h 11m 17s
reported by WN

cifs GREEN 3d 22h 11m 17s
mapi GREEN 3d 22h 11m 17s
http RED 3d 22h 14m 3s
vi deo RED 11d 2h 2m 54s
nfs GREEN 3d 22h 11m 17s
ssl YELLOW 3d 22h 11m 17s
ica GREEN 3d 22h 11m 17s

<<< Overall/TFO state

<<< AO states

ANC Tshow service-insertion service-node-group N> REFATHE., VTAZADEBED

WNGDAT—RAZHRTERT,

ANC# show service-insertion service-node-group sng2

Servi ce Node G oup nane sng2
Servi ce Cont ext scxt 1l

Menber Service Node count 1

Menbers:

10.1.1.1 10.1.1.2
Servi ce Node: 10.1.1.1
Servi ce Node bel ongs to SNG sng2
Current status of Service Node Excl uded
Time current status was reached : Sun Nov 6 11:58:11 2011
Cl uster protocol DWP version 1.1
Cluster protocol incarnation nunber 1
Cluster protocol |ast sent sequence nunber 1692061851
Cluster protocol |ast received sequence nunber: 1441394001
AO state
AO State For
tfo GREEN 3d 22h 12m 52s
epm GREEN 3d 22h 12m 52s
cifs GREEN 3d 22h 12m 52s
mapi GREEN 3d 22h 12m 52s
http RED 3d 22h 15m 38s
vi deo RED 11d 2h 4m 29s
nfs GREEN 3d 22h 12m 52s
ssl YELLOW 3d 22h 12m 52s
ica GREEN 3d 22h 12m 52s
Servi ce Node: 10.1.1.2
Servi ce Node bel ongs to WNG sng2
Current status of Service Node Alive
Time current status was reached : Sun Nov 6 11:58:11 2011
Cl uster protocol DWVP version 1.1
Cluster protocol incarnation nunber 1
Cluster protocol |ast sent sequence nunber 1692061851
Cluster protocol |ast received sequence nunber: 1441394001

AO state

<<< WN status

<<< WN status



AO St at e For

tfo GREEN 3d 22h 12m 52s
epm GREEN 3d 22h 12m 52s
cifs CGREEN 3d 22h 12m 52s
mapi GREEN 3d 22h 12m 52s
http RED 3d 22h 15m 38s
vi deo RED 11d 2h 4m 29s
nfs CGREEN 3d 22h 12m 52s
ssl YELLOW 3d 22h 12m 52s
ica CGREEN 3d 22h 12m 52s
SNG Availability per AO <<< AO status for entire
WNG

AO Avai | abl e Si nce

tfo Yes 3d 22h 12m 52s
epm Yes 3d 22h 12m 52s
cifs Yes 3d 22h 12m 52s
mapi Yes 3d 22h 12m 52s
http No 3d 22h 15m 38s
vi deo No 11d 2h 4m 29s
nfs Yes 3d 22h 12m 52s
ssl No 11d 2h 4m 29s
ica Yes 3d 22h 12m 52s

FOBDOBERTNDOWND AT —2 AlE[Excluded] TFo Shik, WNAANCILRREAETH, 12
BLEDMHOANCHRRTERVEY, ISAINSBAEThDEEERLET,

AOZ EDSNGHHAMORIE, BAONFLVWERZY—EATEZIHNESAZRLTVET,
AOIE., WNGO DB EE1DDWNHFAODFZEBED AT —RAZF OHBEICEATEET,

WN Tshow service-insertion service-node_ N> RZFEH T D E., WNOARAT—RXRAZHEIRTESE
E

WAE# show service-insertion service-node

Cluster protocol DWVP version 1.1
Service started at : Wed Jul 11 02: 05:45 2012
Current FSM state : Operational <<< WN is responding to
health probes
Time FSM entered current state : Wed Jul 11 02: 05:45 2012
Last FSM state : Adm n Disabl ed
Time FSM entered | ast state : Mon Jul 2 17:19:15 2012
Shut down max wait tine:
Confi gured : 120
Oper at i onal : 120

Last 8 AppNav Controllers

AC I P MW I P DVMP Version |ncarnation Sequence Tim
e Last Heard

Reported state <<< TFO and AO reported states



TFO (System GREEN  43d 7h 45m 8s

EPM GREEN 43d 7h 44m 40s

CIFS GREEN 43d 7h 44m 41s

MAPI GREEN 43d 7h 44m 43s

HTTP GREEN 43d 7h 44m 45s

VI DEO GREEN 43d 7h 44m 41s

NFS GREEN 43d 7h 44m 44s

SSL RED 43d 7h 44m 21s

I CA GREEN 43d 7h 44m 40s

Moni tored state of Accelerators <<< TFO and AO actual states
TFO (System

Current State: GREEN
Time in current state: 43d 7h 45m 8s

EPM

Current State: GREEN

Time in current state: 43d 7h 44m 40s
CIFS

Current State: GREEN

Time in current state: 43d 7h 44m 41s
MAPI

Current State: GREEN

Time in current state: 43d 7h 44m 43s
HTTP

Current State: GREEN

Time in current state: 43d 7h 44m 45s
VI DEO

Current State: GREEN

Time in current state: 43d 7h 44m 41s
NFS

Current State: GREEN

Time in current state: 43d 7h 44m 44s
SSL

Current State: RED

Time in current state: 43d 7h 44m 21s

Reason:

AO is not configured
I CA

Current State: GREEN
Time in current state: 43d 7h 44m 40s

TOEZL—20FEZXREFEEORETITN, BMEThDREEATLAREIRLEET V€
FL—RREDEETHII-HEBIHEENFHVET,

WNTORELDO RS TN 1—FT 42 T0OFME., "&BILONSTILZ1—TFT1201 6&
O TFP7TVTr—>3270+43L—2320h5TN21—-FT142T, OREESRLTLKEE
W

70— AR EER TS O DAppNav CLIOT > K
ANCORDVS—E70—98ORNTTIN21—F42J1CF., KOCLIONY RAKILBET,

- show policy-map type appnav policymap-name : R\ —I Y THOEZE IS ADKR) Z—)L
—)LEEY NATURZERRLULET,

. show class-map type appnav class-name : 77 AX Y 7HOEZF—BEXHO—HBEELEY b
WOV RERRLET,

- show policy-sub-class type appnav /evel1-class-name level2-class-name : T AKNE h iz
AppNaviR) =X Y TAHADISAI Y THOZE —BRHEO—HBEBEELEY NADY MNERTR


troubleshooting_optimization.html
troubleshooting_application_acceleration.html

LET,

- show statistics class-map type appnav class-name : 72AI Y TDRZ 7 14 Y VRITZEL
PR ETEHRERTLET,

- show statistics policy-sub-class type appnav level1-class-name level2-class-name : RABNE
NizAppNav RS —I Y T7HD I T AR Y FICHTBD R TZ 7 1Y VORTEEB LT DMK
FHEHRZERRLET,

. show statistics pass-through type appnav : &/NA A —EHDAppNavh Z 7 1 v U #iEHE
wERTLET,

. show appnav-controller flow-distribution : EZE h /iR —B RTEBNERTRGICEOSWVWT
 BEORETO—NFANCILE 2 TEDKSILHEB LB E BN ERLET, <D
NURE, BEOT7O—NANCTEDLSICNEBEI, EQOVFSRAILETIHN EHRETHOD
ICI&IBET,

70-2BONZTNZ1—FT 42 TT5C&, WNTROONY REFEALET,

- show statistics service-insertion service-node ip-address : 7O tZ5 L —X EWNIC D ElE h iz
RZ74Y 70KERERTLET,

- show statistics service-insertion service-node-group name group-name : 7 7 t2 L —& &
WNGICEEEhD T 7 1Y VDORETEHRERTLUET,

show statistics class-map type appnav class-name X > RZANCTHEAL T, 7O0—758DO NS
TN2a1—FT14200%7F0V, EEARF, BEDIVTATRZ 714V N ELBZEHEYRITE
£9, ChiEk, HTTPBREDT VT =232 PSARNY T THI AN SV ET. £, 7

FUFADITRTDORNTTAYINBVWERBRDODNDBEEK, T50FFIAZTAUVTARIVY
THAHUEMEN HYET, HTTPUVZADOHIERXRICRLET,

ANC# show statistics class-map type appnav HTTP

Cl ass Map From Network to SN From SN to Network
HTTP
Redirected Cient->Server:
Byt es 3478104 11588180
Packet s 42861 102853
Redi rected Server->Client:
Byt es 1154109763 9842597
Packet s 790497 60070

Connecti ons

I ntercepted by ANC 4 <<< Are connections
being intercepted?

Passed t hrough by ANC 0 <<< Passed-through
connections

Redi rect ed by ANC 4 <<< Are connections
being distributed to WNs?

Accepted by SN 4 <<< Connections accepted
by WNs

Passed through by SN (on-Syn) 0 <<< Connections might be
passed through by WNs

Passed t hrough by SN (post-Syn) 0 <<< Connections might be

passed through by WNs

Passt hr ough Reasons Packet s Byt es <<< Why is ANC passing
through connections?



Col | ect ed by ANC:

PT Flow Learn Failure 0 0 <<< Asymmetric
connection; interception problem

PT Cl uster Degraded 0 0 <<< ANCs cannot
communicate

PT SNG Overl oad 0 0 <<< All WNs in the WNG
are overloaded

PT AppNav Policy 0 0 <<< Connection policy is
pass-through

PT Unknown 0 0 <<< Unknown passthrough
I ndi cated by SN <<< Why are WNs passing
through connections?

PT No Peer 0 0 <<< List of WN pass-

through reasons

[Indicated by SNIZ2 2 a > OWNNARIL—OBHFE, NARIL—F70—RAWNICERESE h
TVWRBEICOXEMLET, 5LV E, ANCEWNAEHEZBEBL TVWA L2 EET
IO RLERAS

[Connections:ANCH IV RICE 2 TA UV R—ET REniNT Y NEEBIMLTHES T, 12—
7 NOBBNHY)ET, WAAS TepTraceroute 1—T 4 VT 1 2 FEHATRHE, XY RNDT—UR
TOANCOBEBO RTINS 1—FT1427, ERHBNAOKRRK, BEICEAET DRI —0R
EZTDSCENTERT, HMICOVTE, "#EHENL—RAL OEZSRLTLEEV,

BRETFNY T IBHDAppNav CLIOT > R

ANCEDE% OEHRELF—EDEGEET/NY J 521k, show statistics appnav-controller
connection N> REMAL TP VT 1 7 BERKVANERRLET,

anc# show statistics appnav-controller connection
Col l ecting Records. Please wait...
Optim zed Fl ows:

Cient Server SN-I P AC Omned
2.30.5.10: 38111 2.30.1.10: 5004 2.30.1.21 Yes
2.30.5.10: 38068 2.30.1.10: 5003 2.30.1.21 Yes
2.30.5.10: 59861 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 59860 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 43992 2.30.1.10: 5001 2.30.1.5 Yes
2.30.5.10: 59859 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 59858 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 59857 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 59856 2.30.1.10: 445 2.30.1.21 Yes
Passt hrough Fl ows:

dient Server Passt hrough Reason
2.30.5.10: 41911 2.30.1.10: 5002 PT Fl owswi tch Policy

VAT RELERY—N—DOIP7 RLAFXLEGR—RNAT>3a>VZEELTIVARNET 1A
L. detail¥—D— RZEEL TERICRIDIFMATMIERTTERT,

anc# show statistics appnav-controller connection server-ip 2.30.1.10 detail



Col l ecting Records. Please wait...

Optim zed Fl ows

Client: 2.30.5.10:55330
Server: 2.30.1.10:5001

AppNav Controll er Omed: Yes <<< This ANC is seeing activity on this connection
Service Node IP:2.30.1.5 <<< Connection is distributed to this SN

Classifier Nane: se_policy: p5001 <<< Name of matched class map

Fl ow associ ati on: 2T: No, 3T: No <<< Connection is associated with dynamic app or session
(MAPI and ICA only)?

Application-1D: 0 <<< AO that is optimizing the connection

Peer-1D: 00: 14: 5e: 84: 41: 31 <<< ID of the optimizing peer

Cient: 2.30.5.10:55331

Server: 2.30.1.10:5001

AppNav Controll er Omed: Yes
Service Node IP:2.30.1.5
Classifier Nane: se_policy: p5001
Fl ow associ ati on: 2T: No, 3T: No
Application-1D: 0

Peer-1D: 00: 14: 5e:84:41: 31

ENATIAVEBETDE, TITATBROGBERENAAN—EROBERTTEET,

anc# show statistics appnav-controller connection summary
Nurmber of optinized fl ows =2
Nurmber of pass-through flows = 17

EHRNL—A

AppNav7 O—D RS TN 1—FT 4 0T %#ZET B =HIZ, Central Manager®iEf N L — A
—LZFERATEET, COVY—ILIE. BEOEHRICBIZDXOERZEZRTLET,

- EHREASWNGZEBEBL A, WNGICERE W iZEE
NAAIL—DER (ZXHETHHES)

- BN B E HIEWNGEWN
CEEEERTBZTIOESL—X

- OZSARY T RERA

BENL—AY—IIZEATZICE. ROFIEZRITLET,

1. Central ManagerX — 1 —7/'5S ., [AppNav Clusters] > [cluster-name]Z##RL . [Monitor] >
[Tools] > [Connection Trace]Zi#IRL £ 7,

2. ANC, E7WAAST /N4 AZE8RL ., FE—HEEZIEELET,
3.[NL—=R1ZVVYILT, —HIBERERTLET,

WAAS TCP Tracerouteld, IERHNAZECRY RD—I0BRCEROBEONT I 1—F
12T DAppNavEI B DY — )L TREH V) EFE A, ChZFEALT, 95472 NEY—ND
BOWAAS/—RDUVAN, BRTEHRICH LU TREBITERAE N ERKELR) S —ZRET
Z X TF, Central ManagerH 5. tracerouteZE1TFDWAASEKY RO —TJHOEEDT/INA A%
iBIRTE F9F, WAAS Central Manager TCP Traceroute” —)LZ AT 221k, XOFIEZERT
l/ia-o



1. WAAS Central ManagerX — 1 —#/'5 . [Monitor] > [Troubleshoot] > [WAAS Tcptraceroute] & i&
RUET, @, RACTFNARAZBRLTAS, COXZ1—HBZERLT, TOF/NA
AN Straceroute2 LTI D EETEET,

2. [WAAS Node] ROY A ARND S, tracerouteZR{TTDWAAST/NA AZBIRLET
o (TNAAAVTHFANADEBE., COBEHRRRENELA )

3. [Destination IP]# & T [Destination Port]7 4 —JL RIZ, tracerouteZ3R1T 32 WEDIPT RL A
ER—BNEABLEFT

4. [Run TCPTraceroute] 2 7)Y YL, BRZ2XRRLET,

RL—AEhENAOWAAS /—RA, 74—=ILROTORICKRRENET, COI—FT1UTFT
1 |&, waas-tcptrace 1N RZFERALU CCLINSETIT B EETEET,

AppNavF/\yv o 07

AppNavI ZAZIZ— Y OREEO NS TN 2 —FT 4TIk, ROOT 774N 2ERTE
£,

- FINY T 0OT 77 A : llocalt/errorlog/cmm-errorlog.current ( & & ¥ cmm-errorlog.* )

AppNavI Z AR Z— v OFNY JOJ Z2RES LTCEMICTHICR. ROON RZEFERAL
X7,

X FNYYIOFXUYRCPUCARNANY, REOHDEZERTHTEMN HY ET. RES
RETIEEICEZEICFALTLSEETL,

TARINOFMEOF T 2BMICTEEXRT,

WAE(confi g)# logging disk enable
WAE(confi g)# logging disk priority detail

DSABRIZ=DFFNYTGBOAMBYOAT>a> i ERoedY) T,

WAE# debug cmm ?

al | enabl e all CWM debugs

cli enable CW cli debugs

events enabl e CW state nmachi ne events debugs
i pc enable CMM i pc nmessages debugs

msc enabl e CMM mi sc debugs

packets enabl e CWM packet debugs

shel | enable CW i nfra debugs

timers enabl e CW state nmachine tiners debugs

DZ2ABIZ=2FOFNYIOF T 2BHILT, FNYITIZ—OTOHFREEZRXDLSIC
RRTEFXRT,

WAE# debug cmm all
WAE# type-tail errorlog/cmm-errorlog.current follow

RDIAN Y REFEALT, 7O0-98NZ—J ¥ (FDM)F LR 70—28IT—> 1> MNFDA)D T
NYTOF VT ZBMITREETEET,



WAE# debug fdm all
WAE# debug fda all

FDMlEZ, WNORD S —BLUOCEHMO— RZFFICETVT, 7JO0-DEBGERMERELET,
FDAIRWNO— RBEHRZENELET. FDMBLUFDAOBEEO RS T 1 —F 1292, &
oO7- 774\ 2EHATEET,

- FINY 0T 774 : Nlocall/errorlog/fdm-errorlog.current ( & & Ufdm-errorlog.* )
- FNNv I 0O4Y 7 74) : llocall/errorlog/fda-errorlog.current ( & & TFfda-errorlog.* )

AppNav/ST Y RF+7F+

Cisco AppNavd> NA—Z DA 2V E—T7 I—AREZ1—-I)INDA 2V EZ—T IAATTF—ZNTY N
EEXYTF Y TEDBRSIC, FL Wpacket-capture IX > RABAEhELE, COONY RIF
MDA BR—TIARAONTY RNEFRYTFYLEYN, NTYRFYTFY I 7)) E2TO—
RUEWTDBZEELETEERT, packet-capture AV > Rik, Cisco AppNavd> hOA—F 4 2 X —
TIAARED1=ILTNTY R EF Y TFrTERZV, FEHEDIT > Ricpdumpd & Uethereal
KWEBEENET, IV REBXOFMIIC DL T, TCisco Wide Area Application
ServicesX> RL7IL YAy ZZ2RLUTLKEEL,

ENTYRFYTFAELERTFNYIFATFYRTIOTATILTEXRTN, MAEZRRICT
DT47ICTBERTETEA,

ROBICTRTRSIC, ANCEWNDRBTIEEENDTF—ENTY NEATEILILEhET,
4. Packets forwarded

—» afterremoving
encapsulation

1. Packets entering
the ANC

2. Packets sentto
WHN after
encapsulation

3. Encapsulated packets
sent by WN

BORSAY MELZRBATNTY RNZEFYTFY T2 E, W7 RIMMELBBERENET, R4V b
2EER3TNTYRNZEFYTFYIBE, A7TEIMELENET,

A7 'IMENTY RF+T7FrOHE LBl ZRICRLET,

anc# packet-capture appnav-controller interface GigabitEthernet 1/0 access-list all
Packet - Capture: Setting virtual nenory/file size limt to 419430400

Runni ng as user "admi n" and group "root". This could be dangerous.

Capturing on ethl4d

0. 000000 2.58.2.11 -> 2.1.6.122 TCP https > 2869 [ACK] Seq=1 Ack=1 W n=65535 Len=0
4.606723 2.58.2.175 -> 2.43.64.21  TELNET Telnet Data ...

37.679587 2.58.2.40 -> 2.58.2.35 GRE Encapsul at ed 0x8921 (unknown)
37.679786 2.58.2.35 -> 2.58.2.40 GRE Encapsul at ed 0x8921 (unknown)

A7 EIMMEENATVBEWNTY RFF¥ T7F Y OHABZIRICRLET,



anc# packet-capture appnav-controller access-list all non-encapsulated
Packet - Capture: Setting virtual nenory/file size limt to 419430400
Runni ng as user "admi n" and group "root". This could be dangerous.
Capturing on ethl4d

0. 751567 2.58.2.175 -> 2.43.64.21 TELNET Tel net Data ...

1.118363 2.58.2.175 -> 2.43.64.21 TELNET Tel net Data ...

1.868756 2.58.2.175 -> 2.43.64.21 TELNET Tel net Data ...

NTYRFYTFYHARZA2

NI Y RF ¥ 7F ¥ACLIE. WCCP-GRES KU SIAA 7 EILILIST Y NORZBIP/ST Y M
BICBAETIhET,
INTYRFFTFYRAODANCA 2V R—T ITA AN REE A TVEVEE, IXTOANCA >
B—TIAATNTY RFYTFYARTENET,

WNA 2 BZ—=T IAATONTY RFYTFryoBnblZRICRLET,

anc# packet-capture interface GigabitEthernet 0/0 access-list 10
Packet - Capture: Setting virtual nmenmory/file size limt to 419430400
Runni ng as user "admi n" and group "root". This could be dangerous.
Capturing on ethO

0. 000000 2.1.8.4 -> 2.64.0.6 TELNET Tel net Data ...
0. 000049 2.64.0.6 -> 2.1.8.4 TELNET Tel net Data ...
0. 198908 2.1.8.4 -> 2.64.0.6 TCP 18449 > telnet [ACK] Seq=2 Ack=2 Wn=3967 Len=0
0.234129 2.1.8.4 -> 2.64.0.6 TELNET Tel net Data ...
0. 234209 2.64.0.6 -> 2.1.8.4 TELNET Tel net Data ...

NTYRFYTFYIT7AINETI—RIBHZRZRLET,

anc# packet-capture decode /locall/se_flow_add.cap

Runni ng as user "admi n" and group "root". This could be dangerous. 1 0. 000000
100.1.1.2 -> 100.1.1.1 GRE Encapsulated SWRE 2  0.127376
100.1.1.2 -> 100.1.1.1 GRE Encapsul ated SWRE

NTYRNET AR T $B=8HIC, src-ip/dst-ip/src-port/dst-portZ IEETE E T,

anc# packet-capture decode source-ip 2.64.0.33 /local1/hari_pod_se_flow.cap

Runni ng as user "admi n" and group "root". This could be dangerous.

3 0.002161 2.64.0.33 -> 2.64.0.17 TCP 5001 > 33165 [SYN, ACK] Seq=0 Ack=1
W n=5792 Len=0 MSS=1460 TSV=326296092 TSER=326296080 W&=4

4  0.002360 2.64.0.33 -> 2.64.0.17 TCP 5001 > 33165 [SYN, ACK] Seq=0 Ack=1
W n=5792 Len=0 MSS=1406 TSV=326296092 TSER=326296080 W&=4
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