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WDFRIT, EWC HEEZ D R— T BT 7B AKRA v hERLET,

£1. EWC 24 HK—rT57 72K b

v AF—ELTHR— PSRBT 7 ERRA L+ [Fae- hanalis [ Ja b7 A%

Cisco Catalyst 9115AXI 7 7 E AR A ~ b
Cisco Catalyst 9115AXE 7 7 Z A A > k
Cisco Catalyst 9117AXI 7 7 E AFA > +
Cisco Catalyst 9120AXI 7 7 2 AR A > b
Cisco Catalyst 9120AXE 7 7 E AFRA > k
Cisco Catalyst 9120AXP 7 7 Z AR A > b
Cisco Catalyst 9130AXI 7 7 Z AR A >~ k

Cisco Catalyst 9130AXE 7 7 E AR A b

C9115AXI-EWC-X 50 7 7B ARA L, 1000 7 T A7 b
C9115AXE-EWC-X 50 7 7B ARA L, 1000 7 Z A7 b
C9117AXI-EWC-X 50 7 7B ARA L, 1000 7 T AT b
C9120AXI-EWC-X 100 7 7 £ ARA 2k, 2000 7 7 A 7
C9120AXE-EWC-X 100 77 £ ARA 2k, 2000 7 7 A7 b
C9120AXP-EWC-X 100 7 7 £ AA&RA |, 2000 7 7 A7~ b
C9130AXI-EWC-X 100 7 7 £ ARA b, 2000 7 T A7 b

C9130AXE-EWC-X 100 7 7 B AR A >, 2000 7 7 A7 >~ b

ROEIZ, 1)@ AP & LTHRES 27 7 B ARA » bR LET,

#£2. WEBAP LLTHYR—-FZNDT 7 EARA |

WEAP L LTHR—PFEINDT 7 EARAS Vb PR— S HRE

Cisco Catalyst 9100 >V —X

Cisco Aironet 1800 >~ J —X

Cisco Aironet 2800 > J) —X

Cisco Aironet 3800 > J — X

© 2020 Cisco and/or its affiliates. All rights reserved.

C9115AXI
C9116AXE
C9117AXI
C9120AXI
C9120AXE
C9120AXP
C9130AXI
C9130AXE

AIR-AP1832|
AIR-AP1852|
AIR-AP1852E
AIR-AP1815I
AIR-AP1815W
AIR-AP1842|
AIR-AP1810W

AIR-CAP2802I
AIR-CAP2802E

AIR-CAP3802I

3/56 ~—v



PEBAP L LTHR— b ENDT 7 AR Vb PR— b EhE%F

AIR-CAP3802E

Cisco Aironet 4800 ' J —X AIR-CAP4802I
Cisco Aironet 1540 > J —X AIR-CAP1540
Cisco Aironet 1560 > J —X AIR-CAP1560
Cisco Catalyst IW6300 Heavy Duty ¥ J —X IW-6300H

Y7 oxzT YV —REE
Cisco EWC on Catalyst Access Points |, U U —2 16.12.2s IfFCTHAR— h £ 7,
FHEER M
Cisco EWC [ZLA T L FH A EM AIRE T,
« Cisco DNA Center 1.3.3 LI
« Cisco Connected Mobile Experiences (CMX) 10.6. Cisco DNA Spaces
« Cisco Identity Services Engine (ISE) 2.3, 2.4, 2.5 LIf&

1L CIZ

R— b

AR— ~iE, Cisco Catalyst 9100 7 7 B AR A » "axy N — 7 ICH T 2 7-OIEH SN T «
T 4T3, 9100 7 7B AR A L FTIELLTD 2 50 RI-45 R— N EfEHTE EF,

e 1X100, 1000, 2500, 5000 ¥ /LFF¥Ht v b £ —H% x> ;b (RJ-45) - IEEE 802.3bz
o EPlaL YV —LAK— |k (RJ-45)

AV HF—T AR

A H =T 2 A ALEWC EOmHE T 47 4 TT, BEA X —T7 =A% (Web Ul Telnet/SSH =z~ K
FA v A HF—TxAA (CLI) . NETCONF/YANG ¢ DT L A N [T alo<TI LB —TxA A2 5)
EVTREL, A oy REBIHEHT D XLERSH Y 77,

WLAN

WLAN /X, Service Set Identifier (SSID) % VLAN [ZBH#SiF 26D TY, F 2V T 1 XA 7, Quality of

Service (QoS) . HEHRAY > — ZOMOTIAFTL A Xy NT—7 NI XA—=ZEFFELET, EWC £ k

U — 27 Tld Kk 16 ® WLAN 2% ETE £3, WLAN [, AA v FR—FThrT7 ¥ 7 &7 VLAN (2~ >
v TCEET,

AL v F DBRIE

EWC %y NU—2HNDT 2T 47 AP 55T RTOT VB ARL L M, LA ¥2 70— RExy X LR
AANZTBLTWAMERL D 9,

TIRARA Y SRBEHET DAL v T OREIFKRDO L S0 £7,
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name Employee
vlan 20
name Guest
vlan 122
name Management
interface VlanlO
description >> Employee Network <<
ip address 10.10.10.1 255.255.255.0
|
interface Vlan20
description >> Guest Network <<
ip address 20.20.20.1 255.255.255.0
!
interface Vlanl22
description >> Management and EWC Network <<
ip address 172.20.229.2 255.255.255.0
interface GigabitEthernetl/0/37
description >> Connected to EWC AP<<
switchport trunk native vlan 122
switchport trunk allowed vlan 10,20,122

switchport mode trunk

EWC »EA

EWC % E AT % - DR
EWC % v hU—7 ZH AT 5O DORHEEIFIXRO LB TF,
e CiSCOEWC *v =27 Dty N7 v 7HEid@mEoERTIL, FALxy hU—7 NI 22
IJAY LA arvia—7 (TFI7A4T7 A MBERDT) 2EE T EEA,
e EWC Xy FU—ZiX, RILLVAF¥ 2 RALVTHR— SN ET,

o Cisco Catalyst 9100 7 7 EARA MR T — h T v 7HHIIP 7 RV AZRIGTE 5 L 012, AA v F
& 7213445812 Dynamic Host Configuration Protocol (DHCP) #— N%4#%%E L &7, DHCP #—
X, D AP RU A YL AT TAT U MIHIPT RLAZE DB TES,

e DHCPH#— X, 74N M= T2 AL DNSH— D IPT7 RLAZITAMLERHY 97,

o Xy NU—IPEEETND AP TR SN TV L5E, EWC OFBA L F—T = A AT 78 AT
& % Trivial FTP (TFTP) Y —R%ZFZ%ETHLE N H Y £9, CI800-AP-univesalk9</3— = > > 7ip
77 AN (Zip ZfRELT) & TFTP — IR fFE L9,

o WHNZEY FT w7 9B AP ZRELET, ZD AP X Cisco EWC BémeZ VAR — F L TWA MR H
» £94, EWC %3179 % Cisco Catalyst 9100 7 7 ¥ AR A > b & A A v FICHEEHR T2 L H T
xFET,

e EWC Z7ubtVa= 7L TRETAHIOIZ, FHRNCEFRFHD CiscoAirProvision-<AP-MAC DK JE
4 #1> SSID 12 Wi-Fi 3D 7 7 kv (PC) %4kt 248 H Y £9°, £7-1E. Cisco Catalyst
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Wireless 77U #r— g U NRA VA M— L ENTFENRAANT AL AIZT Ly FEMFEA LT, EWC %27
BEYVa= T ERETHIELTEET,

o 802X FBFEEZMAT 25 E1L, WA A/T VT 47 (AAA) HIZ RADIUS H— 288 T
o EWC %y hU—ZIZZMT 5T ~TD AP T, A=V 23 810X £72iF 16.12X U EOY T R T =T
NFEITSNTWDRENRDHY £7,
EWC ST 7 2 AR A >k O3
EWC X7 7 £ ZARA > b % 9100 7 7 & Z7RA & MTHEe+ D12iE, IROFIMEZ FEHi L 5,
AT v 71 EWC W7 7 B ARA » ML, R ANET,

9100 7 7 B ARA » b ERT DAL v FR— ML, 727 BAR—FERIZ T2 R— %
FIHCEES, 277947 N NI 7 4 v 71285 VLAN MR STV 5 541E, VLAN % K7
VXU TFTDEICAAL v F R FERETOHVLERDY £, £, BHENT T4 v 2121347
AP, EEMIC VLAN 2814 584813, A1 v FR— N THRA T 47 VLAN & LTRE
TAHALENRHY £79°,

WIZ, A v FR—FOWlZRLET,

interface GigabitEthernetl1/0/37
description » Connected to EWC AP «
switchport trunk native vlan 122
switchport trunk allowed vlan 10,20,122

switchport mode trunk

AT v 2. )50 b, 77 BARA L N LED 23 fkall 4T L T CiscoAirprovision-<XXXX> SSID »~7
o ]\A"%va ]\ﬁ)ﬁlﬁﬁALﬁ_\_ & %Eﬁmu LiTo

Day-0- &ty N7 v U4 P—FRE2EHALEZTveEeTa=ry
WYy NT v 7T 4P — REFEHLTEWC 2% ET 5121%, ROFIEZEZ I L £9°,

AT 1NLIATY VAT TAT > NETIET v 7 kv 7% CiscoAirprovision-<XXXX> SSID (PSK =
password) 28 L9,

Q [ 100% B3 Thu2:03PM =
Wi-Fi: On P 8 The Wi-Fi network “CiscoAirprovision-79A5"
Turn Wi-Fi Off @ % requires a WPA2 password.
- 8= *
- & =
=- a =
— — =
- g = v Show password
- - 8 - v Remember this network
- a =
? Cancel Join

I SMEBIC DHCP — "3 E STV A HE, 7 747 FME DHCP — )6 IP 7 RLAZBG L £7,

ATy T 2. P R—FEZNTW57 7% (Chrome, Firefox, Safari, Edge) #B{&. EWC Web Ul T
https://mywifi.cisco.com (27 7 A L £,
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https://mywifi.cisco.com/

A

Your connection is not private

Attackers might be trying to steal your information from mywifi.cisco.com (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

[[] Help improve Chrome security by sending URLs of some pages you visit, limited system
information, and some page content to Google. Privacy policy

Advanced

Back to safety

& : EWC (I HTTPS ([CH CEAGENEZMM L £, T2,
T URFRS N, FISNE LTRATT D008 D R

AEENT 7 U PICiRREND LEE A v
mENnEY, VRZEZFANTEICEAR, EWC 1 7o

LR DIIT VA LET, YR SR TWAE T TP L AN —F VSV RAT ATIRDO LB T,

3.

PR=FENTWDELT T AR —TFT 4 VT VAT A

Google Chrome

Safari

Mozilla Firefox

Mozilla Firefox

Google Chrome

Microsoft Edge

Mozilla Firefox

Mozilla Firefox

Google Chrome

77.0.3865.120

13.0.2
(14608.2.40.1.3)

69.0.1

69.0.3

77.0.3865.90

44.18362.267.0

68.02

69.0.3

78.0.3904.108
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Windows 10 /X—Y g >
1903 (OS BV K
18362.267)

Windows 10 N"—y 5
1903 (OS BV K
18362.267)

Windows 10 X"— g
1903 (OS E/L K
18362.267)

Windows 10 N\— 5 >
1903 (OS BV |
18362.267)

macOS Catalina 10.15.1
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AT v 3. [2—V4 (Username ] = webui, [/X2 7 — R (Password) ] = cisco TEWC 7 ¢ #—Fiza 7
A LET (GUHTAAGER RV EZONET)

v,
CISCO

webui

| cisco |

Language: English | B

AT v 7 4. [2—V4% (Username) ] & [/SA U — K (Password) ] Z#%E L %9, [[H (Country) ]i%. AP
HiH R AL A TEIRENET (AT [J4) Z@IRL T ZE0)

B:EHa—FRELLRWERIE, [+] 227V vy 27 LTFry 7 XU R FRLERTE £,

TAYLAEHIP 7 FLAITIEZT 74/ FTDHCP 7 RLARRESNET, LHETS LT [DHCP] F= v 27
Ry 7 AA 7 L CRETHZELTEET,

bl Configuration Setup Wizard
cisco
1. General Settings
Management User Settings
Wireless Management Settings
DHCP o
Wireless Network /
N
=
Network Name Network Type Security
] 0
E3
WDOEIIZ[IPT K2 (IP Address) | [ 7 v h~AZ (SubnetMask) | #i%ETHZ LT, VA ¥L

ZEHIPT FLAZFEFTEHOI L THZLHTEET,
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Wireless Management Settings

DHCP
IP Address* 10.10.99.3
Subnet Mask* 255.255.255.0

17/7"5 BBEDOAT » 7 TiE, WLAN 2 1 DL EER L CTYA YL ARy NUY—Z ARELET, TDDH
W2 [+ (+Add) ]#27 Vw27 LET,

Wireless Network

A Please create at least one WLAN

=

Network Name Network Type Security

4 4 0 » » 10 v |items per page

[y FU—27 DB (Add Network) 1 %4 7 73R xS, WLAN ZBRETEET, UTORIITHEL
iﬁ‘o

[*~ 7 —24%4 (Network Name) ]: %~ hU—27 4 %£7-1% WLAN/SSID £ % E# L £7,

[r> FU—27 %147 (Network Type) |: [ft2£E (Employee) ] £721x [ A (Guest) | &R L F9, [
¥ 5 (Employee) | #%iRT 5L, [EF=2V T ¢ (Security) | #A FHBRIRT LA T a vingrENET,

[BEx=U7+ (Security) 1: Z2dDA 7> a > Tik, WPA2 Personal (PSK//XA 7 — RKZHEE) < WPA2
Enterprise (RADIUS #FIffl L7z 802.1X F%GE) 72 ED WLAN EX =V 7 4 ¥ A4 T HERLET,

B (Add) 1227 Y >~ 2 LT WLAN Z/ERk L £,

Add Network X
Network Name* CME-Corp ~—

Network Type s O Employee " Guest

Security WPA2 Personal v e
Pre-Shared Key* — e &

[% =V 7 ¢ (Security) ] # 1 7|2 [WPA2 Enterprise] Z&R L 7235815, AAA F—RERETHLENH
nDET,

AAA — "D IP 7 FL A ELIFMELZREL, [+]1 227V v 7 LET, BB TH AAA — 03 [fEH
ATHe7/c AAAH— 3 (Available AAA Servers) | ® U & MoErENET, B (Add) 1227V v 27 LT
802.1X %t WLAN Z#%7E L £,
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/Add Network

A AAA servers are mandatory for 'Enterprise’ secuirty.

Network Name* CME-Corp ——
Network Type sl O Employee  Guest
Security WPA2 Enterprise v h

o o L

No AAA Servers available

Add Network x

Network Name* CME-Corp

Network Type ©Employee  Guest

Security WPA2 Enterprise v

AAA Servers Enter Server IP Enter Key /) O

Available AAA Servers

sl 10.10.105.35 ]

4 Z ~ WLAN DB
EIREIZ [+1B00 (+ Add) ]%227 VU v 7 LT A WLAN ZBIITE £9°,

| Wireless Network

A Please create at least one WLAN

=

Network Name Network Type Security

« 4 0 » » 10 v |items per page

UFTOXHICHELET,

[*> FU—274 (Network Name) ]: v bV —27 4 F7-1% WLAN/SSID 4 %€ L £9°,

[y hU—2 %147 (Networktype) ]1:[7 A (Guest) | A7 a v Z@®RLET,

[t% =YV 7 ¢ (Security) ]: Day-0 (2 [[fl& (Consent) | 47> a v NTF 7 4/L Fh TEIRENTWET,
EM (Add) 1%7 VU v 2 LT WLAN Z{E L £,
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Add Network b3

Network Name*

CME-Guest

1

Network Type Employee @ Guest

AT T 6. X EaiRt 567 (Finish) 1227V v 27 LT, ZOREEZEWCIZT vy alLEd, #4707
MR 77 w7 L., CiscoAirprovision-<XXXX> SSID M EZNIZ/e D Z L &R T A v —VUNRERINET, &
TEFEHDONEHER SSID IZHR L TT A AZEHTHLERH ) £7, RENILELWIEAEIT [TV (Yes) 1527
Vw7 L, ZOMDOERLA 77 T[OK] 227V v 7 LET,

Wireless Network
Add
Network Name Network Type Security
CME-Corp employee personal
CME-Guest guest consent
M « 1 » ¥ v

- x|iformaton x

You will lose connectivity on applying the configuration.
The SSID CiscoAirProvision will stop broadcasting and you
will need to connect to one of the configured WLANSs to
manage this device. Are you sure you want to proceed ?

The SSID CiscoAirProvision will stop broadcasting and you
will need to connect to one of the configured WLANS to
manage this device.

(%) - —3

T 7R ARA L MNIBEB NG, BIFEE L7- SSID B’FHTERIZAR Y £,
VEIZBR T T, SSH/ICLI R—Z D Day-0 ’u b Va=r 7 b ERTXET,
TAXY VAT TAT 2 bhH SSHRX—AD Day-0 7 vy a =27 2FEkd 512k, ROFNEIZENET,

1. A4 YL RZ Z 47T k% CiscoAirProvision-<XXXX> SSID (2855 L £ 7,
2. ssh -1 webui mywifi.cisco.com (/XA U — K =cisco) ZFITL T2 br—F(2 SSH T L £,

3. e H & Day-0 NF—REREN, TS AD Day-0 by a=r I, RETNRAL AT 7 BA
THOD A~y RIVRSNET, EAMIZ Day-0 T34 A Ty a=r7 HA RiZiL, Day-0 7\
AATOCY a =T RETTHDO—HEOFENTHENTHET BLFE2EHR)
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XYZ-MCA:~ tme$ -1 webui if. isco.com

The authentici! +10.10.196)' can't be established.

RSA key fingerprint is SmSSl0“501\!“1‘/#?!1!?60!/?067Bz/QﬁAmﬂ“aQiBYllg.

Are you sure you want to continue connecting (yes/no)? yes

Warning: rmanently added 'mywifi.cisco.com,10.10.10.196' (RSA) to the list of known hosts.

Welcome to the Cisco Catalyst 9800-AP Embedded Wireless Controller command line interface

11! Please complete the DAY0 Device Provisioning 11!
111 NOTE: COMPLETE ALL THE STEPS IN PROVISIONING GUIDE !!1!

To access the provisioning guide type the below command:
more bootflash:ewc_day0_device_provisioning_guide

R W RN

TN N NN W

mcon.nscn.srsc'mn bootflash:ewc_day0_device_provisioning_guide ]

# Welcome to the Cisco Catalyst 9800-AP Embedded Wireless Controller
# command line interface guide for DAY0 device provisioning

# Copyright (c) 2019 by Cisco Systems, Inc.

#

# Please read carefully and execute all the steps highlighted below to

# complete the DAY0 device provisioning.

+

# 1. The SSH session will timeout if there is 5 minutes of inactivity.

In that case, please SSH back and continue the provisioning from where
it was left earlier.

2. Please DO NOT save the configuration unless all the steps are
completed successfully.

TR R R W R R R R B W RN

#
#
#
*
#

Note: After completing all the steps h&ghuqhted below, the device
will be provisioned. In case if the i pe

or the Country Code needs to be changed, pl.alo do so using the WEBUI
after connecting the client to SSID Network created in Step 3A

Step 1 - Configure the Host Name (Optional)

WLC7069.5A74.7C78#conf t
WLC7069.5A74.7C78 (config)#hostname <#host-name>
<#host-name>(config)#end

For example:

WLC7069.5A74.7C78#conf t
WLC7069.5A74.7C78(config)#hostname C9800-AP
€9800-AP(config)#end

Step 2A - Set the administrative username/password

€9800-AP#conf t
C9800-AP(config)# username <#username> privilege 15 password <#password>
C9800-AP(config)#end

Step 2B - Configure the AP Profile

To i the AP for AP profile,
Please use the SAME username/password configured in step 2A.

I
€9800-AP#cont t

€9800-AP (contig)#ap profile default-ap-profile

9800 [ secret 0
C9800-AP (contig-ap-protile)fend

For example, to configure the AP and
C9800-APfconf t

€9800-AP (config)#ap pm:u- default-ap-profile

9800 admin 0 Networkl23 secret 0 Networkl23
C9800-AP(cont ig-ap-profile)fend

Step 3A - Configure the Wireless Local Area Network

€9800-AP#cont t

€9800-AP(config)#wlan <#wlan-profile-name> <#wlan-id> <#ssid-network-name>
€9800-AP(config-wlan)# no security wpa akm dotlx

€9800-AP(config-wlan)# security wpa psk set-key ascii 0 <#pre-shared-key>
€9800-AP(config-wlan)# security wpa akm psk

€9800-AP (config-wlan)# no shutdown

C9800-AP (config-wlan)#end

For example to configure a PSK WLAN named “employee” with pre-shared key "Cisco123"
C9800-AP#Fconf t

wlan 1
 €9800-AP( ig-wlan)# no wpa akm dotlx
 €9800 g-wlan)# wpa psk set-key ascii 0 Ciscol23

| €9800-AP (config-wlan)# security wpa akm psk
©9800-AP(config-wlan)# no shutdown
€9800-AP(config-wlan)#end

Step 3B - Configure the Wireless Profile Policy

The wireless profile policy name must be SAME as the <#wlan-profile-name>
configured in step 3A.

€9800-AP#cont t
€9800-AP(config)#wire!
€9800-AP(config-wirel
€9800-AP (config-wireles
€9800-AP(config-wirele
€9800-AP (config-wirele: -pou:y)ihttp—tlv-clchlng
9800. g pold t 86400
9800. policy)#no

€9800-AP (config-wireless-policy)#end

s profile policy <#wlan-profile-name>
-policy)#no central association

For example to configure the profile policy for WLAN profile name "employee"
C9800-AP#conf t

C9800-AP(config)#wire
C9800-AP (config-wirele:

s profile policy employee
-policy)#no cen! association
C9800-AP(config-wireless-policy)#no central dhcp

| C9800-AP(config-wireless-policy)#no central switching
csnoo-u(canng-uxnxuu policy) #http-tiv-caching

; 9800 policy 86400
| 9800. policy)#no
1c980°—hl’(conf£gﬂd.n1.
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Step 3C - Configure the Default Policy Tag

To map the WLAN to the Profile Policy, use the SAME <#wlan-profile-name>
configured in step 3A.

C9800-AP#conf t

C9800-AP(config)#wireless tag policy default-policy-tag
C9800-AP(config-policy-tag)#wlan <#wlan-profile-name> policy <#wlan-profile-name>
C9800-AP(config-policy-tag)#end

For example to map the WLAN profile name "employee" to the policy profile
name "employee” in the default policy tag

C€9800-AP#conf t

C9800-AP(config)#wireless tag policy default-policy-tag
C9800-AP(config-policy-tag)#wlan employee policy employee
C9800~-AP(config-policy~tag)#end

'stap 4 - Turn on the global encryption

This config is highly recommended for the security.

Without this config, all the credentials are saved as plain text.
With this configuration, all the credentials are saved as encrypted strings.

User needs to input a "key" for password here, It's recommended to use the SAME
administrative password configured in step 2A as the key for password encryption.

C9800-AP#conf t

C9800-AP (config)#service password-encryption
C€9800-AP(config)#password encryption aes
C9800-AP(config)#key config-key newpass <#password>
C9800-AP(config)#end

For example, the global encryption can be configured as below
| C9800-AP#conf t

}Cssoo-u’(coniig)#len’ic. password-encryption

|C9800-AP (config)#password encryption aes

| C9800-AP(config)#key config-key newpass Networkl23

| C9800~-AP (config)#end

Step 5 - Save the Configuration

STOP: IMPORTANT NOTE 1: YOU WILL LOSE CONNECTIVITY NOW

| When the configuration is saved, the connectivity to the SSH session
(will be lost.

STOP: IMPORTANT NOTE 2: THIS IS HOW YOU CONNECT BACK

WEBUI:

To make any further configurations to the device, please use the WEBUI.
In order to access the WEBUI, please connect the wireless client to the
Network configured in step 3A and type the URL "https://mywifi.cisco.com"
in the browser. Please use the ials ( / ) configured
in step 2A to login to the WEBUI.

SSH:

[ To SSH to the device going forward, connect to the

| Network created in step 3A and please use the admin username/password
configured in step 2A

NOW execute the below command to complete the device provisioning:

C9800-AP# write memory
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EWC ~Du /A v
EWC ([Zm 71 9 210i%, ROFIRZER L £
FIE

ATy 1 REY 4P — FTER LIZIEEER SSID IZ#kit L £, Web 77 7 #1Z URL
(https://mywifi.cisco.com) % AJjL %7, Cisco Catalyst EWC O 7 A » _X—URFREINET,

n‘)ﬂszow - Cisko Systems, Inc
Unlled States and certain other count

A7y T2 FHEOZ—YPHLNRAT—=REATLET,
Iy hT = DY <) —=_R=UNAA, U H v aih— RIZFERENET,

f®f S B380700C Q |
Dashboard
5 Deshboard
Z) Monitoring
Configuration
vorviow
Administration —
% Troubleshooting
CPU Uniizasion Mermory Unikzson

1 1lL.. @

MR EEII= R A= Ea—2FRT 5120, X—2Y0fF Eich Db [#E (Preferences) | 12
L. [BEDFEE— K (Current Configuration Mode) ] % [ A/3— | (Expert) ] IZ5% € L C [f~TF
(Save) 1227 VU w7 LET,
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https://mywifi.cisco.com/

Welcome admin ®f T E g 0 C

Preferences

A Changing ‘Configuration Mode' will trigger auto refresh of this GUI

Default Landing Page ©
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Track Logged In User @
Current Configuration Mode Simple | ® Expert
R

wm—pp 5 sove | [ © Conce |
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Xy b=~ Y —DFER
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Memory Used (%) va Device Time

- Memory Detats Sizo (x8) =
" Total 1900488 iy
= Used 1420068 e
-

e Froo 479820 g

Commited 1451956

GUI 2R LET 72 BARSL v POV <) —FR
GUI 2L TT 2 B ARA v b FRTHICIE, ROTFIEE L7,

AT Xy aR—RCTIVBARA U NEE 27V v 7350, [£=4%1V 22 (Monitoring) ]1>[7V AT
L A (Wireless) ] > [AP#it1&E## (AP Statistics) 1 1CBEILE£d, RIZT 7 EBARASL L FDY A
FRFREN, ROERPRENET,

[AP% (AP Name) ]

[AP MAC] 7 R L&

[ 25 —# A (Admin Status) ]
[[EM 27 —# A (Operational Status) ]
[V b % 7 (Site Tag) ]

[V —%7 (Policy Tag) ]

[RF% 7 (RF Tag) ]

[CMXIP] 7 R L&

[AP7 27 7 1L (AP Profile) ]

Dashboard

Wireless LANs Access Points Clients Rogues Interferers

(¢p) 2 Active 8 APs 98 5 GHz 0
(«I)). / 0 Excluded 0 Clients 20 2.4 GHz 0

2) )
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F5l Dashboard

Monitoring
A\, Configuration
O{ Administration

¥ Troubleshooting

Monitoring ™ > Wireless™ > AP Statistics
Join Statistics

General

Number of AP(s): 2

peration Status * Is equal to" Registered x| Y

AP Name ~ AP MAC
AP7069.5A74.7A2C 7069.5a78.7660 % Enabled
AP7069.5A74 8F30  fB0f.6f15.4680  Enabled

« 1 10 o |ite

+~ Admin Status . Operation Status + Site Tag

. Hyperlocation Method

g Unknown

. PolicyTag . RFTag
Registered ag  default-policy-tag
Registered defoult-site-tag  default-policy-tag  default-rf-tag  Unknown

CMX IP . AP Profile v

3

default-ap-profile
default-ap-profile

AT v T2 TIRARA L bO SIS 7 b (Radio Countby Band) | %7 U v 7 350, [£=%
Y7 (Monitoring) 1>[7 A ¥ L A (Wireless) ]> [#E#HEHEHR (Radio Stats) ] (B8 L £
T, RICEBROU A MBRFRENET,

25 w7 3 [2.4GHzIEHE (2.4 GHz Radios) ]. [5 GHz{E# (5 GHz Radios) ]. [ = 7 /4" RIERE (Dual-
Band Radio) ] # 7 #Ul 0 B2 T, TNETNOEBE R TEEL TWDET 7 EARAS > FD U A
MR LET,

Dashboard
Wireless LANs Access Points Clients Rogues Interferers
= Active APs 5GH
= 2 ((I)) ctive 8 95 ] iz O
= 1 (‘l)) Excluded 0 Clients 20 2.4 GHz 0
Overview Hh
& Access Points
Last Updated: 5/1/2019, 12:12:40 AM
Radio Count by Band Radio Count by Mode Access Point Join Summary
25 25 2
2 2 2
2 2
s 151
. 1
05
08 0 0 [} o o
0 0 o o o o0 °
[ CiontSenving  Cliont Serving Monstor Sensor
5 GH 24GHz tercdusl-band  x-dual-band (5 GHa) (2.4 Géa)
= Up ® Down ® Up ® Down
® Joined ® Not Joined

Monitoring ™ > Wireless~ > Radio Statistics

B Dashboard |l 5GHzRadios || [[2.4 Gz Racios | IIDuavBann Radios H

7) Monitoring Number of all 5 GHz radios: 2

. | operation Status *1s equal to* Up x“ﬂ—m Type *Is equal to* 5GHz x| Y
-\, Configuration
Base v Spectrum . Sf
i A Radio [ .~ Admin . Operation v Radio Power . Spectrum . Admin o
Administration AP Name © Model  SlotNo « MAC Address  Status  Status Uptime + Role Channel « Level AP Type Status st
3 days 22
N 11 { Al
% Troubleshooting AP7069.5A74.7A2C gg X 7069.5078.7660 10.10.10.158 Ensbled  Up hrs 25 mins (R":n"::f (124 " Invalid Disabled o
50 secs
3 days 22
AP7069.5A74.8F30 CO11OAXI- {80L6115.4680  10.10.10.245 Enabled Up hrs 11 ming  Adtomatic o, 1" Invalid Disabled Do
B (Remote)
29 secs
1 2 v o

AT oS4 [TV RARA L "&INHY~ VU — (Access Point Join Summary) 1227V v 7350, [FT=#1U
2 (Monitoring) 1>[7 1 ¥ L 2 (Wireless) ]> [AP%izHEH (AP Statistics) 1> [Bhn %
(Join Statistics) ] (ZF#EI LT, AP 2IfEtHEHE R LET,
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Dashboard
Wireless LANs Access Points Clients Rogues Interferers
= 2 @ 2 Active APs 95 5 GHz 0
= Excluded Clients 2.4 GHz
= 1 1 0 e : 20 0
Overview !
& Access Points
Last Updated: 5/1/2019, 12:12:40 AM
Radio Count by Band Radio Count by Mode Access Point Join Summary
25 25 z
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2 2
15 15
1 i
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o Client Serving Clent Serving Monitoe Sensor
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W Joined ® Not Joined
Monitoring* > Wireless* > AP Statistics
™ Dashboard General  Join Statistics
Monitoring @-
Configuration Number of AP(s): 2
{ Administration 1s equal to" JONED_x] ¥
Status . Base Radio MAC .~ Ethernet MAC ~ AP Name ~ IP Address -
3% Troubleshootin
® ik (+] 7069.5a78.7660 7069.5a74.7a2¢ AP7069.5A74.7A2C 10.10.10.158
[+] 1801.615.4680 7069.5a74.8130 AP7069.5A74.8F30 10.10.10.245
1> [0

74TV b= U —DFER

GUI 2R LT 947 b~ U =R 5120,

FIE

AT w71

WROFNAZFEH L £,

F=F VTV alR— RTIIAT U MR ) v 7300 [F=2V 7

(Monitoring) 1> [V A ¥ L A (Wireless) ]>[7 717> k (Clients) ] IZBEL £,
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ﬁb\iﬁ—o

F7Tvar) BIOTRAIZZ ) v 27 LT, BRIONRT A=ZZESNTERET A NVZ )

Dashboard
Wireless LANs Access Points
= 2 ) 2
< 1 @ 0
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Excluded

Clients

/3
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© 2020 Cisco and/or its affiliates. All rights reserved.

18/56 ~—



e Monitoring~ > Wireless* > Clients

E5) Dashboard Clients  Sleeping Clients  Excluded Clients

Monitoring @_

., Configuration > Total Client(s) in the Network: 8

Number of Client(s) selected: O

)¢ Administration

Client MAC v IPv4 v WLAN v User ~ Device

Address Address IPV6 Address AP Name ~|'ssipi’ v |iD State .« Protocol . Name Type Role
roubleshooting Giassiiad
044e.afb0.149d 10.10.10.86 NIA AP7069.5A74.8F30 10T 2 Run ac S Local
Un-Classified
18b4.3013.60c2 10.10.1054 feB0::1ab4:30f1fe13:e0c2 AP7069.5A74.7A2C 10T 2 Run 11n(2.4) s Local
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3ce1.a155.aa60 N/A N/A AP7069.5A74.7A2C 10T 2 IPleam  11n(2.4) LD)Z«/E ':55'"8" Local
6416.667b.cdf1 10.10.10.173 N/A AP7069.5A74.8F30 10T 2 Run 11n(5) g:;s':ss'f'ed Local
90f1.23e2.1870 10.10.10.21 NIA AP7069.5A74.8F30 EMPLOYEE 1 Run 11n(5) gz;i?:ss'“ed Local
1 10 <]

VA YL AREDOEH

Cisco Catalyst EWC R ET — ¥ E7 V1, BRHAEEEOMER, oo rihryneya=r7, Filktks+
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WED HMES P SN DT O LRIRICRETE, BEEHOKLSICRD ET,
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X, ¥ 7 RRCHEHTCE /AR T 47T 4T, 774NV DRI —F a7 7 A/, AP Join 7’1
T AN, Flex 7u 77 A, 24GHz BLO'5GHzRF 727 7 A Vid, YA ¥ L A2 hn—TF OEHE)iEF
2T 74NV N THERATEET,

4 " b 4 HA5Y &£ . RF5Y b

£ L RYY—5g ; . F : R
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T & - Fl .' RF 70774 u
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(Wireless Setup) 1> [# 1 7 D4R (Select Type) | > [H

A (Basic) ] ®JEIZE) L. [Default_Location] #7 V v~ L%,

1
Welcome admin “ o) g e °
Wireless Setup | Select Type M
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| Basic S

Advanced
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0 0
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2T w72 [ (General) | # 7 Tld, BAZT LT [2 T4 7 MEE (Client Density) ], [ AT 1«7
VLAN ID (Native VLAN ID) ]. [AAAY— X (AAA Server) |72 EDIRT A =X B EHRTEET,

[IConfiguration~ > Wireless Setup* > Basic
Back
AT

Location Default_Location

Narm

Descrig Default_Location

Client Dens o

Typ
Nati A 1
D

AAA Servers

Available (0)

Selected (0)

A7 97 3:Day-0 by b7 v 7 OB TERSNT WLAN 2 Z 0% MOBITEEY, Zh b WLAN
XFOFFEMTLZZEL, A FNOXR Yy NU—ZIZHERRT —IUn U TEET L b TEET, £72
1. [HHEF (Definenew) | RZ U ZHH L TH LW SSID Z#1{E+ 52 b Ta £,

H LW WLAN ZB 945121, [VA YL 2%y hU—2 (Wireless Networks) | % 7 12&@) L T [+B1 (+
Add) 127V v 7%, [FiHExE (Definenew) 147 U v 7 LT WLAN Z&%ELE7,

General Wireless Networks AP Provisioning

=

WLANS on this Location

Add Location Setup x

Wireless Network Details

or Define new

~

Close

Policy Details

VLAN ID*
ACL

Pre Auth URL
Filter

QoS

v

or Define new

A7 7 4: WLAN 7 ¢ > RUBRB & £7, [2f% (General) ] # 7 CWLAN @ [7' v 7 7 A4 L4 (Profile

Name) ]. [SSID]. [WLAN ID], [##t+ Y < — (Radio Policy) ] %

HELET, [AT—% A (Status) ] %

[£%) (Enabled) 1IZL T [k*=VU7  (Security) | # 7IZBEHL £7,
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Add WLAN x
Security Advanced

A Please add the WLANSs to Policy Tags for them to broadcast

Profile Name* Corp-Employee Radio Policy Al =
SsiD* Corp-Employee Broadcast SSID enasteD i)
WLAN ID* 2

Status enasiep i)

ATy TS5 MBRREZLICEF 2T A HERTEET,

Add WLAN

Layer2 Layer3 AAA

———
ve: SCurit 5 NPA +« WPA2
Layer 2 Security Mode W s v Fast Transition Adaptive Enabled v

MAC Filtering Over the DS

Protected Management Frame Reassociation Timeout 20

PMF Disabled v

WPA Parameters

AT 7 6: ZZCAP R ra=r 735 08NRG0 9, MHREER AP U X Fvd AP Z38#IR L,
KAZ7 Vw7 LET, BIRLZ AP, Forbr— g SCEEMT O TS AP DY 2 MIBEIL £7°,
EF (Apply) 12270 w7 LET,

General Wireless Networks AP Provisioning

Add/Select APs
inges will impact all the APs which use this configuration.

R o

Select CSV File

AP MAC Address

APs on this Location

Available AP list Q Search ﬁ Associated AP list Q Search

Number of selected APs : 1 Number of selected APs : 0
w4 AP MAC v AP Name v AP MAC ~ AP Name v Status v
1
‘“03'30‘ 9.5834 APDA4ES.8019.5834 I d4e8.8019.5834 APD4EB.8019.5834 Joined ]

RUV—&T YA T RFEAINTa g =TT V2 ARA » MCHBEIIZC vy =2 SnET,

FHEMT A X VAREICZ X D WLAN OERR

By alR— RR—=V0H EMICHEUVA VYL ARET AL %27V w7 LT, VAV LAREIZT Z7EAL
F9,
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Welcome admin a E &

Wireless Setup | Advanced B
Select Type
Basic

Advanced

Welcome admin PR &+ n e

Wireless Setup Flow Overview

This screen allows you to design Wireless LAN
Configuration. It involves creating Policies and Tags. Once
the design is completed, they can be deployed to the
Access Points right here.

DESIGN PHASE

Tags & Profiles
1

I L] 1
WLAN Policy  Site Policy Radio Policy
(Mandatory) (Optional) (Optional)

| wiaN Profite | | AP Join Profite | | RF Profie |

[ Policy Profile | [ Flexprofie | [RFTag @ |

I Policy Tag QJ I SiteTag ¢ ]

DEPLOY PHASE
Apply to APs
|

(Mandatory)

| Ta§ APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS
Tag y
WLAN Policy, Policy Profile | | i Go to List View
Site Policy - AP Profile, Site
Profile - | Create New
Radio Policy - Radio
Characteristics

‘\

Cisco Catalyst VA YL A2 ha—F TRy N —V R ET H1-DICHER FIEZEHICERTE S L9
2. A & —r7 7o—2EfREhTuhEd,

FIE

[V %L 2g&%iE (Wireless Setup) ] > [##1 (Advanced) | #EIR L, ZON—V O EFHELZER LD
[43 <Bth (StartNow) 127U v 27 LTCIAL YL ARy hU—7 OREFBILELET,
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= Configuration* > Wireless Setup* > Advanced
™ ? ‘
g4 Dashboard :S__“\ m
N
(<) Monitoring > Number of WLANs selected : 0
= Tags & Profiles
5 f S Nama v D v SSO v Status v Securty
Configuration > Bisd _m ANProtle |3
EMPLOYEE 1 EMPLOYEE w [WPAZJPSKIAES)
Administration > 0 | potey proe L ot 2 o1 w [WPAZIPSKIAES)
A GUEST 3 GUEST DOWN Véo Auth)
3 Troubleshooting o [N---‘ Tw e W [open) )
« 1V oro»
| AP son protve o
0 l Flax Protée =B
0 | Seo Tog ¢ =n
o [ re o ]
0 ‘ RF Tog ¢ =B
Apply
o | Tog APs k|

¥ RO—EHOFINETITRBEY RNE T TREAXITOET, WLAN 727 7y A LERX . TS a7 74 /L
R TNNIT 7 AN FOF TV =7 SEEMT STV ET,

1. 7a 77 A NVEERT S
o W/ WLAN 7'm 77 AL (SSID) %1 L £7
o RV v—T 77 ANEERLET (T 74/ NUSBKEREE) .
e RFE7u77ANEERLET (57740 FUABKERGE)
o YA NTuTrANEERLET (T 740 NUSBREREGE)
2. ZUERERTD

o RV —FTEIERL (T 74/ NUABRMERES) | LEIZSCTELD SSID #4K8Y v—7n
TrANMIT BT LET,

o RFZZ7ZAMERL (7740 NUSARRERYE) | 802.11a 55X 11 802.11b Hid RF 7'u 7 7 A )b
ZBMLET,

o YA NXTEEKRL (T 74V NUABRKERGE) | Flex 7un 7740 (A SRV E— DL
A) £ AP Join 7Ty A NEBIMLET (IFEAEDOEET 74V M aEH) .

3. X% AP (BN
B AR WE TINRERBEIT, T 740 b DF 7R AP ICEEMNT bR 5720 2 O FIEZRETY,
BRI 2 % 7037 7 4V NUSOATE, AP BT £,
o RF % 7% AP £7-1Z AP Ot v MZBEhET £,
o« RUT—F7% AP £7213 AP Ot v MIBEA I ET,
o YA LT % AP EIT AP O v MIBEEMT £,
WLAN 7'u 7 7 A )V DERL
WLAN 717 7 A LVORICH 5 [+] i25% 27 U v 7 LT WLAN O EZBtA L 7,
B (Add) A% %2207 LET,
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Configuration ™ > Wireless Setup~ > Advanced

4 Dashboard (o) m
o/
() Monitoring > Togs & Profies Number of WLANs selected : 0

S No v D v SSD v St ~  Securky
\, Configuration it m’ e atus Security
EMPLOYEE 1 EMPLOYEE w [WPAZJPSKYAES)
Administration > (1] [ Polcy Profie . or 2 o1 o (WPAZJPSKIAES)
3% Troubleshooting o [ PoicyTeg ¢ & ouesT 3 GUEST DoWN [opon.(Web Auth]
1 10

o | AP Join Profée ™

(1) | Flex Profie L

o | Ste Tag ¢ =

) | »# Protie -

o RF Tag ¢ =

Aoply
o | Tog APs =

& : Day-0 @7 v —T{Epk &7z SSID iL, WLAN 7'1 7 7 A L-_—VICHEIICR R SIVE T,

fEEO7a 77 A 41— 16 D WLANID Zf5E L, [A7T—% X (Status) | N7 /W& % [H%)
(Enabled) JIZs%@E L £,

Add WLAN 3

General Security Advanced
Profile Name* [ Enterprise ‘ Radio Policy [ A v i
SSID* ; i Broadcast
‘ Enterprise ‘ SSID ENABLED
WLAN ID* ‘ A ‘

“\

Save & Apply to Device
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WIS 802.11r BLORA N T T 7T 4 ZZHESLS ZOMDOERETT 7 4/ b TH 2> T0ET,

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

Layer 2 Security Mode WPA + WPAZ v Fast Transition Adaptive Enabledy

MAC Filtering Over the DS v

Protected Management Frame Reassociation Timeout
PMF Disabled v

WPA Parameters

D Cancel |=| Save & Apply to Device

[t*=UF ¢ (Security) | %7 CTiRiEx—4# (AKM) & LT [PSK] £721% [802.1X] &N L £, [{RfF
LCT A 225 (Save & Apply to Device) 12 U v 27 LE9,

Add WLAN x

WPA?2 Policy T4
WPA2 Encryption AES(CCMP128)
CCMP256
GCMP128
GCMP256
MPSK
IF
Auth Key Mgmt 802.1x %
PSK
CCKM
FT + 802.1x
FT + PSK
802.1x-SHA256
PSK-SHA256
| Save & Apply to Device
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[802.1X] # N L7=5E 15, AAA/RADIUS H— PNBIMENTWA Z & &R LET, Tk, Day-0 Ok
EYy T v 7o W= RTBEMSITWDH, Day-1 % ED R CEM S vEd, Day-0 T RADIUS H—X
ZiRE L7=%4 . RADIUS ¥—/% (RADIUS_SERVER_DAYO_1) . RADIUS — " —7

(RADIUS_SERVER_GROUP_DAY0) . AAA 5R.U %2 14 (authentication_dot1x_day0) 7 H &I Rk
SET, ZoFHAY R M, [WLAN] > [EF% = U7 ¢ (Security) ] > [AAA] > [F8FEYU X ~ (Authentication
List) JIcRrEET,

General Advanced
Layer2 Layer3

Authentication List authentication_dot1x v

Local EAP Authentication

Day-1 T® RADIUS FHEICHOWTIE, ZDOHA R TAAA/RADIUS H— RDORE] DHEHZBRL T EEW,
WLAN 72 7 7 A V3RO XD ITERR SN TWD Z L 2R L ET,

il Cisco Mobility Express for Catalyst 9115AX Access Points Weicomeadmin | #% % [ & 0 © O

©  16.12.:20190430

Configuration~ > Wireless Setup~ > Advanced

= «
F Dashboard (’%F\ m
o

Number of WLANSs selected : 0

¢Z) Monitoring

Tags & Profiles

f : Name v D v SSD v Stws v Securty
%, Configuration > @ eeeene WLAN Profile »
EMPLOYEE 1 EMPLOYEE up WPA2IPSKIAES]
Administration > o I Policy Profile - ot 2 o7 P (WPA2)PSKJAES]
= GUEST 3 GUEST DOWN | [Web Auth
% Troubleshooting o I PoicyTag @ | = fopenl !
[l Enterprise 4 Enterprise UP TWPA21802 TXJAES] il
« 1 0 v

o | AP JoinProfie | 1=

R)—7Fa77A

TI7FINVEDOR) =TT 7 ANET TN NDORY =X TITFFNICRESINTNDIZD, HAX <A XT
DB IR WG A TR 2R ) O —REIAETT (T 7' ARY »—, a—h/LAA vF VLAN, QoS.
AVC., AAA F—R—F A K ¥) |

n "C'I',';L;' Cisco Embedded Wireless Controller on Catalyst Access Points Welcome admin A# B &R Q C
181220191011
> Tags & Profiles~ > Policy Edit Policy Profile =
General  Access Policie 20S and AV Advanced
4 Dashboard
A Q cofve
; Monitoring > Status - Policy Profle Name
= o default-policy-prohie
Configuration > Name* detault-policy-profile WLAN Switching Policy
1 10
Administration oanss detmuk policy prosle Central Authentication [m«mm !\
—— E ——
Stat [enameo [ P s |
Troubleshooting { FRCNATIPAT [ o J
Passive Client | osa
Encrypted Trafhc Analytics (@ oszeueo |

[7 27 AR Y — (Access Policies) ] > [VLAN] > [VLAN/VLANZ /L —=" (VLAN/VLAN Group) 1 47> =
v Ter—H)AA vF VLAN 2R E T £,
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RADIUS Profiing

Local Subscriber Policy Name
WLAN Local Profiling
g
HTTP TLV Caching

DHCP TLV Caching

VLAN

VLAN/VLAN Group

Multicast VLAN

ticast VLAN

1Pv4 ACL

1Pv6 ACL

URL Filters

Pro Auth

Post Auth

[£#m (Advanced) 1> [AAAKRY o —

General Access Policies
WLAN Timeout

Session Timeout (sec)

Idle Timeout (sec)

Idie Threshold (bytes)

Client Exclusion Timeout v
(sec)

DHCP

IPv4 DHCP Required
DHCP Server IP Address

IShow more >>>

AAA Policy

1800

Allow AAA Override

NAC State

Policy Name

Accounting List

defauit-a2a-poicy x v

RY—87

(AAA Policy) ] T [AAAF—/N—F A RZFH (Allow AAA
Override) 1 A7 Y 3 L ZRIRL T, FFEDRY v —7 17 7 A JWZEES T S 3172 WLAN (2 AAA JEMHED—H
AWM ELITEST LB TEET,

F 74V N TIZWLANID 1 — 16 N F 7 4L hDORY 2 —& ZICBHET SN ET. ROOFETIER ST
SSID %, WIZRT LI, ZDOT 740 bORY) —X ZIZHEIZBNSET,

£3 Dashboard

) Monitoring

Configuration
Administration

% Troubleshooting

Configuration > Wireless Setup~ > Advanced

Tags & Profiles

(] I WLAN Profile
) ] Poicy Profile
[ TR Poscy Tag

() AP Join Profie
o | Flex Profée
o | Site Tog

o | RF Profie

o[ mm

« B
. cisco %|§7C§)0M095>ahly Express for Catalyst 9115AX Access Points

Policy Tag Name

Edit Policy Tag

Welcomeadmin | % @ B &% ™ @ T Q

Name* default-policy-tag
Description default policy-tag
V' WLAN-POLICY Maps: 4
WLAN Profile ~  Poicy Profile
EMPLOYEE detaut-posicy-protie
1ot defaut-policy-profie
GUEST detautt-poicy-protie
[Eromrse Getaut-porcy-prone J|
« 1 » » 10

T 74N D AP Join a7 7 ALY A bE ZIZHBICEA SN D720, FelZe YA REREIIAETT,
EWC X, 774/ hDOHA NZ T THDH T a— S0P A o 1 DTV R—FLET,
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+ Add
=3 Dashboard (S -

(2) Monitoring y Togs & Profiles AP Join Profile Name “ Description v
< default-ap-profile default ap profile
L, Configuration > o | O o i+ ’ PO 0
Policy Profi
Administration o I oy .|+
o | Policy Tog ¢ = +

%~ Troubleshooting

o D

o | P prosie =+

o XL

o | re protie = +

0 [ 7 o0 ¢ =+
Apply

O

Flex 7’u 77 AL

Flex 707 7 A )WiX, @ —H/VIZAA v F ST SSID I 415 VLAN 28 AAA IZ L > TA——=F 4 K
SHTZBRIZ, AP TVLAN ZET S0 s E9,

Flex 72 77 A VD% AT 47 VLAN ZEHETXF T,

Configuration~ > Wireless Setup~ > Advanced Edit Flex Profile
< Local Authentication Policy ACL VLAN
R
| Start )
\ / Name* default-flex-profile Fallback Radio Shut
Flex Profile Nar
Tags & Profiles Description default flex profile Flex Resilient
default-flex-g..
= | ARP Caching A
o I b = 1 { | Native VLAN ID 105
o Join Minimum Latency
o | Palicy frote = HTTP Proxy Port 0
i} | PolicyTag @ | = HTTP-Proxy IP 0.0.0.0
Address
(i) | AP Join Profile =
[ RO Flex Profile | 2
(1) | Site Tag e B
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=B AA v F ENT= SSID IfEH S5 VLAN 2 E£THZ b T FE9, ZOHITiE, VLAN 11 &4
JALE9. VLAN 111X, AAAVLAN F—R_—F A RA S a VA LIEREIC AP v b —H LIZ A A v F
S5 VLAN T,

0 10 v VLAN Name* n
IVLAN Id* n
ACL Name .

RF 7a7 7 AL
T7H/VEDRF 777 A4l RF ¥ ZI3FANIHESNTWND28®, RFZTEITRETT,

= «
Dashboard ( start ) Alekt
Monitoring ; Tags & Profiles RF Profile Name © Band v State “  Description v
Low_Client_Density_rf_Sgh 802.11a Enable pre configured Low Client Density rfprofile for 5gh radio
3 WLAN Profile = +
nfiguration 9 | =
Configuratio High_Ciient_Density_rf_5gh 802.11a Enable pre configured High Client Density rfprofile for 5gh radio
O Administration [i] | Policy Profile = o+ Low_Client_Density_rf_24gh 802.11b/g Enable pre configured Low Client Density rfprofile for 2.4gh radio
: — High_Client_Density_rf_24gh 802.11b/g Enale pre configured High Client Density rfprofile for 2.4gh radio
- : o PoicyTag € | =+
¥ Troubleshooting Typical_Ciient_Density_rf_Sgh 802.11a Enable pre configured Typical Density rfprofile for Sgh radio
Typical_Client_Density_rf_24gh 802.11b/g Enable pre configured Typical Client Density rfprofile for 2.4gh radio
o | AP Join Profile = 4 A 0 v
o | Flex Profile = +
o | Site Tag ¢ = +
P S—— RF Profile »
o [ R e ¢ =+
Apply
o [ Tog e ™
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AP ZIZT 74V bR —2 T A 2T RF Z 7R HEWINIA G SN T ORI IEARE
T, SSID (1 —16) "%y h—7 KT a—FFyv 2 hEhET,

'Lluls'élé' Cisco Mobility Express for Catalyst 9115AX Access Points Welcomeadmn | ## ® B & W @ T Q Cd
16.12.20190424
Configuration™ > Wireless Setup~ > Advanced
£ Dashboard (N
- \ Start
./
Z) Monitoring o Number of APs: 2
Tags & Profiles Selected Number of APs: 0
OL_ Configuration P AP v AP . Admin . Oporation . Policy - Site + RF
\ g o YANN Prole - AP Nome . Model  APMAC . Mode  Status  Status Tog Tog Teg  Location . Cour
Administration > 0 | Polcy Profie | A7069.5a74782¢ SV M 5069.6078.7660  Flex Enabled  Rogistered QUROR: .. SONUR:: e | dUA us
8 poicy-tag  ste-tag  fl-tag  location
o = C9115A0- Gofaut-  default-  defaut-  Cefaut
Policy T = 1
Troubleshooting (i} I y Tog ’ AP7069 5A74 8530 8 BOL6115.4680  Flex Enabled Registered poleyiag | ehecea’ %0 oadon us
1 » 10 v o
(1] | AP Join Profie =
0 | Flex Profie L
0 | Ste Tog rAN: |
o RF Profie =
0 RF Tog Ll i |
Apply
Qeeennen Tag APs. »

AAA/RADIUS ¥ — DR E
AAA H— 3% Day-0 TE L TWARWEAIT, kOFIEIZHE - T AAA/RADIUS Hr— " ZBINTx £4,

EWC DA A v A=a—05, [%E (Configuration) ]1>[tx =V 7 ¢ (Security) 1> [AAA] DIEIZEE L.
[AAAEINY 4 F—F (+ AAAWizard) 1227 VU v 7 LET,

EJ Interface
Logical
E= Dashboard Ethernet
Wireless
(2) Monitoring > L Layer
VLAN
9‘\\ Configuration
5 Radio Configurations
dministration CleanAir
High Throughput
& Troubleshooting Network
Parameters
RRM

) Security

AAA
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ROEIIZHRELET,

1. RADIUS : #jfij, —DIP 7 KL A, F— (

X NISE] WO £AFHZ L TWET,

B

PN

IPv4 / IPv6 Server
Address*

PAC Key
Key Type
Key*

Confirm Key*

SERVER
RADIUS ¥ TACACS+ LDAP
RADIUS
Name*

5
10.10.105.36

E—

‘=

2. Y—ANITN—TEEEMT : =T N—T DA ERE L,
AR D, FERTERLEY— (Zof<iE NISE] ) #@RLET, [>]
3% [E]D YTV —3 (Assigned Servers) | U A I L, [k~ (Next) |22V v/ LZF

B

) o [k~ (Next) 1227V v 27 LET, ZOHIT

[FIH ATRE 22— (Available Servers) ]V

Add Wizard

RADIUS
Name*
Group Type
MAC-Delimiter
MAC-Filtering

Dead-Time (mins)

Available Servers

€ Previous

SERVER GROUP ASSOCIATION

ISE-Server-Group |

RADIUS

1-1440

(5]

Assigned Servers
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3. AAAD~y 7 : [ (Authentication) ] Z3#% [J7Y A 14 (Method List Name) ] Z#5%¢7E L
(T 74V MR LARWES) | [#47 (Type) ]I [dot1x] #&% & LEd, [FIHATEE/R Y — 7
/L—=" (Available Server Groups) ] T, {Ef L7271V —7 %8BI L £5, ZOHITIL, ISE-Server-
Group Z1ERK L CWET, BABEREA M L2 iGa1E, [8A (Authorization) | F = v 7 Ry 7 2% 4
ZICLET, [F34 22iEA (Apply to Device) 1 %27 U w27 L%,

@ Basic () Advanced

o O el

SERVER SERVER GROUP ASSOCIATION MAP AAA

Authentication (¥ Authorization  |¥. Accounting

11

Authentication Authorization

12
13
Type* dotix v
Group Type group v

Fallback to local
Available Server Groups Assigned Server Groups

radius - ISE-Server-Group
>

Idap
tacacse

'_ Apply to Device

4. FEATHEREZFRET HHA 1. [387 (Authorization) JICBEIL, [# A 7 (Type) ] T[®y FU—2
(network) ] ZE4R L x4, [ AREZR Y — 327 L—F (Available Server Groups) ] T [ISE-Server-
Group] ZEIR L. [T 34 2|Zif (Apply to Device) 1 %27 VU v 7 L%,
O O Q@

SERVER SERVER GROUP ASSOCIATION MAP AAA

Authentication (¥ Authorization (v Accounting

15

Authentication Authorization
16,

17,
Typer

Group Type group v

Fallback to local

Avallable Server Groups Assigned Server Groups
18
Idap 2

tacacs+

19

= ik
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EWC % hU— 27 OEHE

GUI 2 L7-BBT 7 E A DRE

EWC =2 he—FDOEHT IV EAL U H—T oA AF, 22 ha—TF0OAf N\ REFHESZ VX —T T4 X
P —EANDEEGIEASNDT 7NV A X —T =24 ATT, £/2, avrbue—J L7 7 BRARA 2 FEO
WECHLEHASNET, [EMH (Administration) ] > [%# (Management) ] > [HTTP/HTTPS/Netconf] (Z &)
L\iﬁ—o

[HTTP7 7t A (HTTP Access) |: HTTP 77 &t XE— FEZHMZTHIZi%, [HTTPT 7 &R (HTTP

Access) | Kry 747U 2 T [H%) (Enabled) 1 &#BRL £, AZICTHZ LT, Web 77 7 H 0 b
https://<ip 7 KL A> OIEXTar ba—7 GUIIZT 7 BATEE3, AT LAWEEIT, [
(Disabled) ] Z#4R L ¥4,

F 7 4V NI [#%) (Disabled) 1 T3, HTTP 7 7 & 2 E— R COEFHGITILETIEH Y FH A,

[HTTPST 7 £ % (HTTPS Access) |: HTTPS 7 7t 2E— R& AT 5Iid, [HTTPST 7 &2 (HTTPS
Access) | kev 7% U A KNT[HE%) (Enabled) 1 Z&IRLET, AT HI LT, Web 77 7 ¥ b
https://<ip 7 KL 2> O Tary br—7 GUIIZT 7 BATE T, AT LARWVESIE, [
(Disabled) ] R L £,

T 74/ MI %) (Enabled) ] 7, HTTPS 77 & 2E— N COHFRITLZ AT,

[FERIC, HTTP R 7 A RARA & MIT 740 B THEMCZR > TWET, F£72. Netconf &7 7 4 /L F THEIIC
o TEY, T740 FDOKR— +E51EL 830 TI,

Administration~™ > Management~ > HTTP/HTTPS/Netconf

HTTP/HTTPS Access Configuration Timeout Policy Configuration

HTTP Access HTTP Timeout-policy (secs) 180

HTTP Port 80 Session Idle Timeout (secs) 600

HTTPS Access Server Life Time (secs) 180

HTTPS Port 443 Max Number of Requests ‘I]

Personal Identity Verification [l oisasLep

HTTP Trust Point Configuration

Enable Trust Point
CISCO_IDEVID_SUDI »

Trust Points

Netconf Yang Configuration

Status enasLeo [l

SSH Port 830

BHET WU FOEH

BHEDL—PLH L RAT—FEHRELTEBL &, HRORW—Rar ho—FORELZER L1200 RET
HAEFRLIZDTDOEETET,

EWC 2> he—Ji2n /A4 v LTIUA VYL ARy NP E&RE/T=X) 73 5I21F, BHE2—FTHY
¥ IBRETT, BAIRY [EZADMERE 2 ITFR AT EHMERZHET DI21E, WLC DA A v A=a—IlF
@ L. [EMH (Administration) ]> [—&H (User Administration) 1> [iB/1 (Add) ] DNEIZEIR L F7,
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Best Practices

Command Line Interface

= Dashboard

Device

Monitoring 2, DHCP Pools

Configuration
Licensing
Administration
% Troubleshooting Backup & Restore
HTTP/HTTPS/Netconf
Logging

) Reload
Smart Call Home
Software Management
Time

User Administration

il Cisco Mobility Express for Catalyst 9115AX Access Points

Administration * >

=/ Dashboard ﬁ

Monitoring > Name «  Privilege
admin Admin
Configuration
1 0 o

)¢ Administration

Welcome admin

“

€ B

important guidelines to create new Password

User Name* alial

© Must contain at least 6 characters
© Must contain at most 127 characters

Policy None
Privilege Admin

=
-

Password* R
=

Confirm | e
Password*

| o cancel Save & Apply to Device
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EWC ToOEZ| DB HE

0D Wireless Express &~ 7 v 70 44— K Cix, £ CiscoEWC O A7 LAHBZHE L £9, [EA
(Administration) ]> [Kf%] (Time) ] Z@INTIUX WLC A =2 — ORI ZRE/EE T ET,

©" Best Practices

(>-] Command Line Interface

= Dashboard _
’ . Device

@ Monitoring 2, DHCP Pools

YL Configuration £ DNS
e —— @) Licensing
'Of Administration
% Management
& Troubleshooting Backup & Restore
HTTP/HTTPS/Netconf
Logging
£) Reload

L/I\J Smart Call Home
) Software Management

© Time

£ User Administration

Network Time Protocol (NTP) #¥— 3%, Wireless Express & v +7 v 7 i AfF & AR E STV 0n
BAICEBT A LR ETEET, avrhte—F EoZ A LY — %, Greenwich Mean Time (GMT; 7' U
= VHEER) A HEUEL LCEHRELET, BED NTP — % EWC (3B EHFTHZ b TEET,

Administration~ > Time

Source: Local May 10, 2019

[
12:27:55

(UTC+00:00) Casablanca, Dubiin,
Change Date and Time

NTP Server Details

_m £ Refresh NTP Table
Host Name v Swtus v VRF Name ~  Source Address
1.ciscome.pool.ntp.org Unsynchronized None None
0.ciscome.pool.ntp.org Unsynchronized None None
2.ciscome.pool.ntp.org Unsynchronized None None

1 10 v

CiscOEWC V7 =T D7 v 75— |

Cisco CatalystEWC ¥ 7 b =713, 2 ra—J0O Web A v X —T =2 AZMHLTT v 75— T& %
T, VI =T ET 7T 5L, arbte—I Y7 =T EEEOTRTO AP BT v 7T — S
F9, WY T RT 2T NRA A=A ENTND AP T, v AKX — AP IZEINT 5 L HEIZ EWC Y 7 k

VT v T L= RENET, ar ha—FZHEICENT5 AP, FOY T =T OR—Vg b
AL — AP DNR—T g EKEL, —EHLRWESIE, Y7 2T OT7 v L — REERLET, v AX—
AP X, HZIZBMTH AP ICH LWY 7 b7 = 7 Ziaikd 5 X 9 TFTP — 28Rk L %7,

Cisco Catalyst 9115AX B3 LTV 9120AX 2 U —XDT 7B AKRA » bE, MU AP f A= 7 7 A )L

(ap1g7) #HHFLET, —FH. 9MMTIAX v U —AXDA A—F aplgb. CI9130 U —RX AP O A A —Z
ap1g6a (C9800-AP-universalk9 </N\— g »>zip 7 7 A )VIZE £ D) T, HTTP 5k — ROEHS
X, BN~ U EDT IV EARA L N A A=Y T 7 A N~ONRAEFELET,
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TIT 47 AP I, TR AP IZA A=V EHEETH LD TFTP — NCER L E 3, AP A A—1L TFTP ¥—
NI SN TIEY . ZRIZS U T TFTP r— bRk iu g 4,

EWC > NU—2 %7 v 77 L— KT HHIZ, IROBHESRENmIZ SN TNDZ L Z2ERLET,
HTTP VY7 b =77 v 75— hORIREM

o Xy NIV—=JEFRIULEAT, 2FVD, TXTOAPRFEL AP A A=V Z A T AL TWDHMERH
VET, £ TRWESIEZ, TFTP/SFTP TOX U o — RRALETY,

o Cisco.com 64X U ua— KL% AP A A— (apl1g6. aplg6a. ap1g7. ap3g3 72 &) & WLC 1
A —3 (C9800-AP-iosxe-wlc.bin) #&de AP N RANMER SN, m—h v lat —ShET,

o RIRSNIZEWC A A=Y 7 4 VHEBLOAP ET /L E AP 4 A=V ORNEELLTFIR LET,

AP images and WLC image AP Model
after unzipping C9800-AP<version>.zip COTABAY
v C9800-AP-universalk9-16.12.2 C9117AX ap1g6
ap1gGa C9120AX ap1g7
C9130AX aplgba
aplgd
ARR-AP1815 ap1g5
pigs AIR-AP1832 aplgd
aplg7 AIR-AP1840 ap1g5
I C9800-AP-iosxe-wlc.bin AR-AP1852 ap1g4
controller_version.info AIR-AP2802 ap3g3
version.info AIR-AP3802 ap3g3
ap1g6 AIR-AP4802 ap3g3
AIR-AP1542 ap1g5
ap3g3
ARR-AP1562 ap3g3

5.
AP EF5 )L & AP A A — T D%l
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TFTP Y7 bU =77 v 75— b ORiREM
o TFTP — "N WLC OFHIP 7 RUAMLEETE ANENH Y 47,
o Cisco.com 6 ur— KL/ AP A A— (ap1g6. aplg6a, aplg7. ap3g3 72 &) & WLC A+
A —37 (C9800-AP-iosxe-wlc.bin) #&ieT v 7 7 L— KX RIURIRE S 4L, TFTP — Rz a e’ —
ENTVWAHRENRHY £9, EHENTZEWC A A=Y 7 3V ABLNAP 5L E AP A A —Y OX%fG
ZLLFIR LET,

AP images and WLC image AP Model

after unzipping C9800-AP<version>.zip EOTIER
b 4 C9800-AP-universalk9-16.12.2 CO1M7AX ap1g6
ap1gsa C9120AX ap1g7
C9130AX aplgba
ap194 AIR-AP1815 ap1g5
ap1gs AIR-AP1832 apl1g4
aplg7 ARR-AP1840 ap1g5
I C9800-AP-iosxe-wlc.bin AIR-AP1852 aplgd
controller_version.info AIR-AP2802 ap3g3
version.info AIR-AP3802 ap3g3
ap1g6 AIR-AP4802 ap3g3
AIR-AP1542 ap1g5
ap3g3 AIR-AP1562 ap3g3

X 6.
AP EF /L& AP A A=V DXIIG

V7 =TT v 77— FOFIE

Cisco.com 7> C9800-AP-universalk9</X\—Y g v>zip 77 A Va X v — RKLEd, HTTP #izi%E— K
DAL, EWCWeb Ul ~O7 7 AL CWba— L~y Al 7 7 A VidnF oy ra—RanEd,
TFTP #5i%5E — ROEAIEL, TFTP =237 L TCWAHT A R zip 7 7 A VidF v — REnET,

o T ANEMRELTAP A4 A= LET,

o HAEE— K& LT[HTTP], [TFTP], [SFTP] DWTNaEIRL, Y7 N =T Ty 7T L — R X—
THIST DT A—FZRELET,

e« EWC Ry NT—I TA A=V LA u— RERHBLET,
e EWC BIXUHEHETAT VEARAL LV "EFHEB LT 7T 47l LET,
VI N =TT v 7T — baEGT 51, RO FINEE ER L ET,
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HTTP TO X v ru— KFIE

AT T 1 RX—=FHPA kb u—hL~ 2 C9800-AP-universalk9</N\— g v>zip 7 7 A LV E L T
n—RLET (FREEHT 7 AV)

AF 972 WLC DAA v A=a—05 [iEH (Administration) 1>[Y 7 b7 = 7% (Software
Management) |> [V 7 b =77 v 727 L— K (Software Upgrade) ] ®JRIZKEE) L £7,

>-| Command Line Interface

Es Dashboard T3 Device

4% DHCP Pools

(D Monitoring

DNS

Configuration . :
Licensing

3 ,‘: Administration 2% Manag

) HTTP/HTTPS/Netconf
Troubleshooting

Logging
Software Management

) Time

User Administration

27973 [F—F (Mode) | Fay7H o A=a—n6 [F227 kv (HTTP) (Desktop (HTTP)) ] %
BIRLET,

[ hr—F A A— (Controller Image) | 473 2T [7 7 A /LDER (Select File) ] 27
Vo 7358E v—in<vyORITAT70HEEET, C9800-AP-iosxe-wlc.bin 7 7 1 /L% &
WLET,

[APA 22— (APImage) 1 47> a > T[77 A4 /LDi#ER (SelectFile) 1 %27V v/ +5Ln—
N~ DRTATHREETETDOT, APA A=V 7 7 A VBTN L FET,

[(RFLTCH¥ > —FK (SaveandDownload) ] %27 Vv 7 LEd, arbtr—JL AP A4 A—V
DB NPT R CERC > TR T LI 2R TETEDOEEHEL 7,

Administration = > Software Management
1
SMU (Beta) Controfler Image* Required image is C9800-AP-iosxe-wic.bin*

AP Image* Required AP image is ap1g7*

4
==

Software Upgrade Status

(4] 3 @ o ® o
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ATy T4 VT NI 2T T T T —RDAT—Z AR LET, AT —X R 2L, APBIOa br—

FGARA=DT v T TF—MIATHA v E—UNFRENET, A7 aroRFy ([R1F

(Save) ]. [fRfEL T > m— R (Save and Download) ]. [£%h{k (Activate) ) 1L/ L —%*

RIZIR Y F97,

Mode

Controller Image* Required image is C9800-AP-iosxe-wic.bin*

AP Image* Required AP image is ap1g7*

I Dapig?7 v |

Please stay on this page till controller and AP image download completes

Software Upgrade Status

L L J L L ] L}
Initiate © Controlier Image Download @ AP Image Download @ Network Upgrade @ Activate @ Reload ©
Status | Extracting controller and AP version info files from downloaded image I

AT FS VT NUT T v L— ROAT—HA(Z [Controller Image Predownload to EWC Capable

APs Complete (EWC xf)iz AP ~D =y b —F 4 A=V DT Fyru—RRRETLEL

72) | EnH Avb—UREREINTEL, [A3ML (Activate) | R¥ > %227 Vw7 LTV 7 hu=

T e LEY,

Save & Download
Software Upgrade Status
o L © © ] .
Initiate @ Controlier Image Downiload @ AP Image Download @ Network Upgrade @ Activate @ Reioad ©
Status l Controller Image Predownload to EWC Capable APs C To trigger k upgrade click on Acti
Show Install Logs >>
Total number of AP 2
Initiated 0
Predownloading 0
Completed predownloading 3
Failed to predownload 0
AP Name v Primary image ~ Backup Image v Predownload Status ~ | Predownload Version ~ Next Retry Time v Retry Count
AP2CF8 985F DOEC 16.12.1.20 16.12.1.23 Complete 16.12.1.23 0 o
AP7069.5A74.8FD4 16.12.1.20 16.12.1.23 Complete 16.12.1.23 0 o
T [ 10 v |n
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LT 4V RUNRKRy T T 7L, T ADRHFEIHIND I EERT A vE—UNRERINET,
[ITv (Yes) 1227V w7325 EWC Y r—RS, 7y 77— a7V 7 by =T BRHEEE I ET,

X

Device will reload whole network and it will take some time
to upgrade after activate is triggered. Do you want to
activate?

—m

Software Upgrade Status

Initiate @ Controller Image Download @ AP Image D L2} L 2} Activate @ Reload @

Status I Image Activati ded. Ne k reload triggered |

TFTP TO ¥ v u— FFJE
AT 271 C9800-AP-universalk9</X— g »>.zip 7 7 A VB X=X YA ki TFTP — N2 X v
m— FLET (BREER7 7 1A0)

AT 972 WLC DA A A==a—/5 A (Administration) 1>[Y 7 7 = 7% (Software
Management) 1> [V 7 ho =77 v 77 L— K (Software Upgrade) | ®IEIZEE L £7,

>-| Command Line Interface

£z Dashboard , Device

L, DHCP Pools

#7) Monitoring

DNS

Configuration
Licensing

Administration %% Management

HTTP/HTTPS/Netconf
Troubleshooting
Logging

Software Management

U Time

27y 73 [E—F (Mode) ] Fry 7 XU A=a—06 [TFTP] Z#IRL £,
AA=TH—=DIPT RLA (TFTP H—D IP 7 RLRA) ZiERLET,

NAZEFRLET, TFTP =N TFTP 7 4 L7 P U BT TITHET 25G1E, VAR () %
AL ET,

[fRfFLTH¥ D> r—F (SaveandDownload) 1 %27 Vv 27 LT, Y7 =TT v/ 7 L—KR%&
BAtE L £,
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Administration ~ > Software Management

Software Upgrade Mode

SMU (Beta) Image Server*

Image Path*

Software Upgrade Status

Initiate @ e [ i @ ) i 9 Network Upgrade @ \Ct! o load @

Status Removing existing images from backup

AT T4 VT NTTT T L— ROAT—42 AT [Controller Image Predownload to EWC Capable
APs Complete (EWC iz AP ~Day ra—F 4 A—VDF LAy ru—RPZETLEL
72) | Ens A= URERINEL, [AoE (Activate) | R¥ %227 Vv 7 LTV 7 hUx
TaEELET,

Mode p v
Image Server* 10.10.105.15
Image Path*

Ve & Bowrioad

Initiate @ Controller image Download @ AP Image Download © Network Upgrade @ Activate @ Reload ©

Status Controller Image Predownload to EWC Capable APs Complete. To trigger network upgrade click on Activate.

.

Total number of AP
Initiated

Predownloading
Completed predownloading

O w o onN

Failed to predownload

AP Name ~  Primary Image ~  Backup Image ~  Predownioad Status ~ |Predownioad Version ~  Next Reuy Time v RewyCount  ~
BR2-EWC-AP1-1568 16.12.1.16 16.12.1.23 Complete 16.12.1.23 o o
BR2-EWC-AP2-257C 16.12.1.16 16.12.1.23 Complete 16.12.1.23 0 0

V> » 10

-

Device will reload whole network and it will take some time
to upgrade after activate is triggered. Do you want to
activate?

—
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Software Upgrade Status

Initiate @ Controller Image Download @ AP Image D (>} Upgrade @ Activate @ Reload @

Status I Image A ded. Ne reload triggered I

BEXY NUV—JHDODAPA A=Y Fyra—R a7y )L

EWC vy NU—ZIZBMESND APRT 77 47 EWC ERILET NV, RILA A=V ThLGHE, Y7 MU=
T%Tzkﬁéﬂﬁﬁ—ﬂizgﬁbiﬁh AP®%7N&4% VIRT VT 47 AP LR DA 1X. AP
NSNS BRI Ny 2T A= RTELE9IT, ]W:T%TXhﬁéﬂﬂﬁﬂﬂﬁug?To

77EZITEWC 2y NU—27 D7 75 47 EWC 7 9120AX T, FEJE AP 725 9115AX, 9117AX. 9130AX 5
ITHLHGE, MTAX BEL O 9I30AXAP N Y 7 vy =T 2 X o —RTE5K9512, Y7 hu=T %7K
A NT BN — "ty N T T THUNERHD 7,

WLC DA A > A=a—/n5, [iEH (Administration) ]1>[Y 7 h 7 = 7&# (Software Management) 1> [V
7 =TT w77 L— R (Software Upgrade) 1 IZBE)L 4, #xxE— & LT TFTP £721% SFTP %%
RUET, TFTP £721L SFTP O/ T A —X 2R E LT [{#1F (Save) 1227 U v 7 L, a7 7 A VEHRFL
N

? 'cl.'s'élc;' Cisco Embedded Wireless Controller on Catalyst Access Points
Welcome admin A ® & h e Q
I»'«GH‘\'V'*.U.‘,'.I{\I ~ > Software Managemem]
£ Dashboard Mok I P Y |
o - . SMU (Be Image Server* 10.10.105.15
‘/‘;‘\’ Monitoring (Beta) mage Server
Image Path* I /C9800-AP-universalks I

Configuration

{10! Administration

Software Upgrade Status

% Troubleshooting

FEAER T DIE

1=V

VAT AA =YXk, VAT LA RV R & syslog N E BRI D U E— Y — NIRRT DAERE
TT, FVAT LAY NI, AV NOFEMAEET syslog A v E—V% NI H—LET,

VAT AR =V ua XU SEEPEDIC o TWDEE, artue—TF, arbe—JZEESRL TV
syslog #— 3|2 syslog A v E—T & EELET,
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ITHEHEEOT 7+ MUy b
EWC %y NU—27 Z THHGREOT 740 MoV By h35 28 T, IHREICETZ N TE E9,

Best Practices
-~] Command Line Interface
[ Dashboard
3. Device

Monitoring > T, DHCP Pools

Configuration > = DNs

"0} Administration
A% Management
\\\ Troubleshooting Backup & Restore
HTTP/HTTPS/Netconf
Logging
£) Reload

Administration* > Reload

& Save Configuration and Reload. Apply

Reload without Saving Configuration.

Reset to Factory Default and Reload.

UA ¥ L AEHIRE

WLC DA A > A =a—/n5 [%E (Configuration) 1>[7 1 ¥ L A (Wireless) ]> [;£#ll (Advanced) ] (2%
#HL, [m—K~Z 27 (Load Balancing) 1. [+#kiEi®R (Band Select) ]. [fE{kr—= > 7
(Optimized Roaming) ] 7 EDEER/NT A —F 2R ETHI EHTEET,

B Uil Cisco Mobility Express for Catalyst 9115AX Access Points Welcome acr #eBONOC Q -
V6 33 S0190424

5 GHz Band 2.4 GHz Band
Aggressive Load Balancing Window (clents)® @ s 5
Aggressive Load Balancing Denis! Count® ® 3 3

Statistics

Total Denied Count (clents)

Exceeded Denial Max L

None 2.4G Candidate Count (tmes) 0

EWC HA 777 4 7B IONARAHZ 34

Cisco Catalyst EWC % Cisco Catalyst 9100 77t AR A > h THR—FENTEY ., 7277 47 AP 23ER
SNBHEEIZED 9100 AP 75 EWC #EREZ AT T 200N IR E W £9°, 7277 4 7 AP MBI X 721412 EWC %t
JEDOMOUEE 9100 AP N T 7T 4 7 AP IZBNIT 5 & A X 31 AP NEIR S, TUEMEOSIER S E T,

ZoOEA A (HA) 7—%7 27 F v 1%, Cisco Catalyst 9800 HA 7 — %7 7 F ¥ & _X—ZAZ LN 5L, I HIT
WORENR B £,
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HA X7 U 7 OB N R0 7, RAIOEENCTIE, 7277 47 EWC [T XTD AP &9 % & TRk
LET, Wiz, (AEBREZIIHREICL ST HESNTZAZ A AP 2L, Z0Or—/L L HA XZ
A=K (a—=HN T IP, =77 74 TRk, EEIEAL72 L) % CAPWAP filffl A »&— % L TEIN L
7= AP IZIEE L E9,

BINLTAZ 8 AP S EE) L, FEIEMER LT HA NT A= 2 8EIRICRE SIVE T,
TIT 47 AP & AKX N, AP O TLEM 2R 512iE, EWCGUIIZT 78 A LET,
[E=% 1V 7 (Monitoring) 1> [ A7 2 (System) ]> [JUEM: (Redundancy) ] (ZB#EL £,

Monitoring~ > General ~ >
‘— Dashboard Memory Utilization CPU Utilization Wireless Interface Management Summary Redundancy

Monitoring 10S Daemon Memory Usage @ |0SD Memory Dump

&\, Configuration Memory Details size (B)

o . . Free 268548208

) O¢ Administration Usad YT
Total 338622996

% Troubleshooting

Slot: @ Control Plane Data

[£&f% (General) | # 7 CT 7T 47— RERF LU NAL T — ROFEMEERTEE T,

Memory Utilization CPU Utilization Wireless Interface Management Summary Redundancy

Active Statistics Standby Statistics

My State ACTIVE Redundancy State $SO
Peer State ] Manual Swact enabled

Unit ID 1 Communications Up

Redundant Mode (Operational) Standby Failures 1
0

Redundancy Mode(Configured) Switchovers System Experienced

Chassis Details

Chassis + Role +~ MAC Address v Priority ~ H/W Version v Current State v~ IPAddress § Mobility MAC Address v Image Version ~ Device Uptime
" Active 7069.5a74.8fcc 1 Vo1 Ready 10.10.10.1 0000.5e00.0101 16.12.20190507:000947 S days, 3 hours, 29 minutes
2 Standby  7069.5a76.5310 1 Vo2 Ready 10.10.10.2 0000.5e00.0101 16.12.20190507:000947 2 hours, 14 minutes

o=V

T 7 47 EWC OFEIR 7 1t A

EWC #R7 et X%, a2 bhe—J%E®8)7T25 AP 23R T 57207 1A CT¥, Virtual Router
Redundancy Protocol (VRRP) %L CT7 27T 47 AP ZBIR L £4, 77T 4 T [AX 734 EWC DiEIR
nYy 7 U TR LET,
T 7T 47 EWC DER
WOTILTY XLT2O0 AP &L F7,

o BEm br—FLLTHESNTWD AP R LELSNET,

o WIZAP DX A TN ESNFE T, ETAEFEEZNRKEWVAPIZEMEREL 20, Kb EVMED AP 7
TT 4 T £9,
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o APDXATRRILHEIL. 7 74T FOAM (7Y 2= RFLTWH27 747 hOF) ks
. BB —F/NS VAP BNIEIRSNE T,

o EEETHRELLRVGS (AP TTRCELEHE) . MAC T RLABRB/NIWAP BT 7T 4 71272
D £,
A B34 EWC DOER (Day-1 RN A)
AH 34 EWC 1X VRRP TITiEREnE A, RO LI ISEIREE T,
o TUT 47T EWC HRED, A AP BNBIMLTID AL L3 OBIRMPIEE D £9,

o SBAP BNBINTHE, T7T 47 EWCIZE > THMLUIZTNTO AP ITERIBMNE Y B ToHNE
T BERIEM DR B EW AP BAZ U3, L L TRIREE T, 5o AP CHELIBMANE CHA .
MAC 7 R L AN H/NEW AP MR ENE T, EWC A A—U 0 A VA b—/LEN T\ 5 EWC %)t
AP DB EIROX BT/ ) 7,

o MEERNENIX, RDINT A= TSN THEINET,
o A—WFIZKDHHARMRERE : ROETay be—F & UTEEIRM A b v AP 28R £,
o AP XA
o AP ZINREZ

Day-0 & Day-1 O&EW

Day-0 [ZIZA X U3 OAITH Y £ A, Day-0 TlE, 7277 47 EWC 28 1 DT HFEELET, 50D
FHTT 7747 EWC NF 7458 #H LW EWC 28R4 572512 VRRP |2 L 5B IR A HETHOILET,
F:1THEDAP Carvhua—INEf TS5 E, arbhn—JL L THEREL TR AP L0 & 5 I EE)IE
MNEL R0 ET, 728 20F, 9T15AX U —X AP 2 1 BilEEEIT 2 &, BIRTEX Do AP RNz, £
DAP BT 7T 4 7 ZlpoTCariiae—J%EELES, ZOFRy hU—2TI9117AX U —X AP %L L
TH, 9TIBAX LV ETAFE ZFIIRENWTTR, ar b —I 08T TRy NU—=7 THEHLTWA 20, =2
vhur—3 3 E A, BIRSaE R L. 250 AP FZEIFFICEE L-BAICOSBE S E T,

B\ v r—F DR (FHLWARFZ /31 EWC)

TUT 47 EWC & AZ 31 EWC 1%, FRROTutv 2 TERINRENET, 2770, Mor0MEbTAZ 34
ELTHID AP %IRRT 255815, ED EWC %It AP ko v —F L L GRIRTE 9,

B BHEAZ A TIERWHID AP 2B a hr—J L LTRIRT S & BUED A X /3 EWC 13 ¥ T
L. BRL7ZH LWV EWC B A X 3 EWC 12720 £,

ATy 71 BEa L br—F129% EWC AP 2R L £,

AT w7 2: AP O [F#1 (Advanced) | Z 71ZBE L C [lHRAH YA ¥ L A2 hr—F (Embedded
Wireless Controller) ] ® T [#E4:=2> fu—= (Preferred Controller) ] Zi#4R L, [FH L TT /31 AT
fil (Update & Apply to Device) 1 %27 U v 27 LE7,

© 2020 Cisco and/or its affiliates. All rights reserved. 48/56 ~—



|C:mbqumum' > Wireless* > Access Points I

£ Dashboard WV All Access Points
w3 Advanced AP Retransmit Config Parameters
¢Z) Monitoring
‘ Current Primary Country Code’ us AP Retransmit Count 5
%, Configuration C9115-1-79A8 siale Cocniiies us AP Retransmit Interval 3
Administration > ti C 1
ol AP(s): 3 Statistics Timer 80 AP Crash Data
v Aahet CAPWAP MTU 1485
3% Troubleshooting B Download to bootflash Get Crash File
AP Link Latency Disabled
AP v AP v EWC Image Admin v Hardware Reset
Name Model Capable Type Slots ~  Status TCP Adjust MSS Option
cons-  conisan- ::?ovm') e 2 ) Performs reset on the AP
. AP TCP MSS Enabled
1815W- Adow
7688 4, APIBISW- No CAPWAP 2 ]
“ B-x9 | APTCPMSS Size 1250 AP Conversion
v Yo EWC y
2-8A744 B L 2 ° AP IPV6 TCP MSS Enabled
- ~ Adust Converts EWC to CAPWAP
AP IPV6 TCP MSS 1250
Size Embedded Wireless Controlier
5 GHz Radios
Set to Factory Default Preferred Controlier v I
2.4 GHz Radios -
i . Convert to Embedded Make Controlier
Clear Configuration on this AP and Rese to Factory e s
Dual-Band Radios Clasr An Condg
Clear Config except Static 1P
Country

{ D Cance! Update & Apply to Device

[z be—Fi2f8E (Make Controller) 1| 47 a > (HLWT 277 47 EWC DFER)

T 2T 47 EWC & AZZ 34 EWC 1Z, FREo7 ot 2 TRBIRENET, 72770, 60O H THID AP %
77747 EWC & LTEIRT D581, [22 he—FIZ8E (Make Controller) | 47> a &2 L &
T ZOF TV arEERT ORI, RO AP 2oy br—F L LTHETHVLERDY £3, BIET 7
T4 T TIEBRWEWCAP Z a2y hr—J & LCERTHE, Ur— RRIZHLWAP T 77 47 EWC (72
D BAED EWC DBHTZICAX R AL12 0 £,

AT T 1 EBa Fa—F129 %5 EWC AP #38#IK L £9,

AT o7 2: AP O [F# (Advanced) ] # 71BN L C [flAART A YL A2 fr—7 (Embedded
Wireless Controller) | ® T [#E4c= sr—F (Preferred Controller) ] Z3#4R L. [EH L TT /34 A2k
A (Update & Apply to Device) 1 %27 U v 27 LE7,

27 w7 3: EWC AP @ [l (Advanced) ] % 7IZjk-> T[22 Fr—T1248% (Make Controller) ]| %7
Vw7 L, [EHLTT /A A IZi#H (Update & Apply to Device) 127V v 7 LE 7,

E: ZOBEC Lo Tarbte =080y FENLH2D, Ry NT—IPRHPiEns 2L 285 TH Ay
T=UNREIRSNET,
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. Statistics Tim 18 AP Crash Data
V' All Access Points
CAPWAP MTU
Current prirnary AP Link Latency Disabled
APT0B9 SAT4 BAFL Hardware Reset
TCP Adjust MSS Option
Performs reset on the AP Reset
Number of AP(s): 3 AP TCP MSS Enabled
Adjust
AP TCP MSS Sze 1250
AP v EWC image Admn -~ P ‘ AP IPV6 TCP MSS Enabled
Name APModel -~ Capable Type Siots .~ Status Address Adjust
(CALAE - 4 AP IPV6 TCP MSS 1250
C915AX-B  Yes EwC 2 (] |o.|a01 & S 250
oo AR | 1
i APIBISW-B-  No CAPWAP 2 [ 10.10.99
7688 b | ESstibeckey Dotk Preterred Controlier
o

K9

Co115-2 onsac-n Y8 EWC 10.10.99

8AF4 & (ntermat) = o Clear Configuration on this AP and Reset to Factory Convert to Embedded

Defoults Wireless Controller
« < > 0 v
[ 2
v Cor a
1

5 GHz Radios

2.4 GHz Radios

; O(a"’:” m
= 20 X - I

This operation will cause network disruption and wireless
connectivity will be lost. During this operation the
controller will reset and any unsaved configuration will be
lost. The selected AP will become controller after failover is
completed. Do you wish to continue?

‘\io

0S Z&#4

I : CAPWAP 7>6 EWC ~DZE#iit, AireOS 8.10.105.0 ¥ 7~ X Cisco IOS°XE 16.12.2s LI THHR— h&h
TWE$, CAPWAP % EWC (ZZE#45121%. 9100 7 7 ¥ AR A > D CAPWAP £ X —7% 8.10.105.0 =
7713 16.12.2 IRt i 8 A,

Cisco Catalyst 9100 7 7 & A4 > hZ, CAPWAP AP £7-1% EWC xfJ& AP (EWC v NV —2 Tz |
n—JHREAFT) L LTEEL T T 7B ARA U REEHL, 7747 Mo —E A2 L E T,

ROBHRYR— F S THET,

CAPWAP AP 7% EWC xf)iis AP ~D 284 : Z O HE, 8.10.X £721% 16.12.X CAPWAP A A —T % F(74 5
9100 7 7 B ARA L "R HY ., ZNEMEHLTEWC %y hU—2 ZRET2HBICHETT, FDHIT,
CAPWAP AP 27 75 7 EWC AP (EWC %y NU—27 Tay hua—IEL2 21745 AP) 128 L £1,

Cisco Catalyst 9100 7 7 £ AR A > ME, RO 2FEHDA A=V %Y R—FLTWET,

CAPWAP A A —V : T 7B AKRA > MIA A h—/L & 7z CAPWAP A A — X CAPWAP 7 7 & AR A v
FELTOREEL, 2 br—JRBITAR—FLEEA,

EWC A A=Y : TV EARA L MIA VA= VESNTZEWC A A—VE, a2 bue—F &7 7 BARA b
DOWSFELTEETLZ L, T78RARAS  FEME LTEMET S Z & B ARETT,

TIRARALA L NDA A= LHREA flEZRT 5121, AP @ CLI T show version =~ > FZFETLET, iR
MH AP A A=V A TaYE LT AP REAMR T ET,

© 2020 Cisco and/or its affiliates. All rights reserved. 50/56 ~<—



show version =< > RTAP A A—TH A7 & AP HIE/NRT A —F BERIN2WEEIE. AP 28 CAPWAP 1
A=V EFETLTWAHENS Z & T,

show version =~ R CAP A X — % A 77 EWC IMAGE & #Rr&Eh, AP #&E) EWC CAPABLE & %=
INAEE, avr b —JLT7 08 ARA U OB HELTEELET, 72— VA —"—=L7EBEIE. T2
F 47 AP EBIR S utE 2A0%RE L0 £,

show version =~ R TCAP 4 X — % A4 77 EWC IMAGE & R &, AP & ED NOT EWC CAPABLE &
FRENDILEENL., TV EBARLA U P LTOREWEL, 72— LA —R_R—WRIT 75 47 AP IR 70 2D
KEATIT 72 £H A,

show version =~ > ROFERY 7L a2 RIR L ET,

Cisco C9117AXI-B with 1927052/380724K bytes of memory.

Processor board ID KWC224709BU

AP Running Image : 16.12.2
Primary Boot Image : 16.12.2
Backup Boot Image : 8.10.105.5

Primary Boot Image Hash:
Backup Boot Image Hash:

AP Image type : EWC IMAGE
AP Configuration : EWC CAPABLE
1 Gigabit Ethernet interfaces
2 802.11 Radios

Radio FW version : QC IMAGE VERSION STRING=WLAN.HK.1.0-03095-QCAHKSWPL SILICONZ-
1.198262.4.200256.9

NSS FW version : NSS.HK.H.CS.g len512-E custC

cisco C9117AXI-B with 1927052/1296108K bytes of memory of memory.
Processor board ID RFDP2BCRO21

AP Running Image : 16.12.2

Primary Boot Image : 16.12.2

Backup Boot Image : 8.10.105.5

AP Image type : EWC IMAGE

AP Configuration : NOT EWC CAPABLE

2 Gigabit Ethernet interfaces

2 802.11 Radios

Radio FW version : 1401b63d121b073a3008aa67£0c039d0

NSS FW version : NSS.AK.1.0.c4-00026-E cust C-1. 24160.1

CAPWAP AP 7>5 EWC AP ~DZH#i

CAPWAP A A=V %2 FEITLTWAT 7B ARA 2 b EWC ST 7 B ARA o MTE#HT 512X, EWC A1
A= B TFTP b — b A7 a— RLUTA VA ML TABEVENSHY £, TFTP — 0285 EWC A A —
HaEHAu—RL, AP RE%S EWC CAPABLE ([CZHid 2~ o~y FAHAES N THET,
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CAPWAP AP % EWC AP [ZE#4 5 1- 9 ORI

o FRIRSHLIZ EWC A A — 7 7 ANV TFTP Y — NIZRE SN TV ARERH Y £5, i siviz7 7
A WL, EWC A A — C9800-AP-iosxe-wlc.bin &, ZiZEd AP 4 A — (ap1g6. aplg6a,
apl1g7) NEFENTNET,

¥  C9800-AP-universalk9-16.12.2
apig6a
aplgd
ap1g5
aplg7
' C9800-AP-iosxe-wlic.bin

controller_version.info
version.info

aplg6

ap3g3

AP Model AP Image

C9115AX ap1g7
C9117AX ap1gb
C9120AX ap1g7
C9130AX ap1g6a

« Cisco Catalyst 9100 7 7 £ AR A > MZIP 7 KL AZEY 4 T2% DHCP ¥ — "3 E T,

o EWC A A=V 2 —KTAF, 9100 T 7 B ARA v baxry MU= NOBEFEDO > b —F 220
SHRNTL7ZE N, AP BREMNTE5EFOay hue—I 08 %y NU—7 EIZh D56, BT FE
A,

CAPWAP A A —T % EITLTW5H AP %= EWC ICEHLT 51213, RO TFNEEFEhE L £,

FIE

A7 v 71 Cisco Catalyst 9100 7 7 £ AR A > h® CLI £k Y —ici#Ew L Tu /A4 LET,
AT v 72 enable & AJJL T, FrHEFATE— RICATLET,

AF w3 TV EBAKRA L D CLI T show version & AJjL £9, show version ®H I1ERS AP A
A—=THAT L AP REEMHR L, BT o X 2Ed F7,

A5 w7 4 show version DHIFERIC AP A A — 2 4 7L AP RERF RSN WESIZ. AP T
CAPWAP A A —UNETENTWDLZ L aRLET, BHTHIIKROa~ REFEITLET,

AP#ap-type EWC tftp://<TFTP % — X IP>/< ap A A —> tftp://<TFTP #— X IP>/< WLC A
A—=>

51 . APHap-type EWC tftp://10.10.10.15/ap1g7 tftp://10.10.10.15/C9800-AP-iosxe-wlc.bin

2T w75 AP OFE#HEI%. Day-0 T EWC 723Bf%4 L. CiscoAirProvision-<MAC> SSID /8 7' 7 — K& ¥ & |k
EnFEd, TO%, VA YL AREV AP —FLRETEET,
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Web Ul Z%|fH LT EWC AP 7>5> CAPWAP AP [ZE#
EWC xt)is AP 2 CAPWAP AP [ZZ#T 58 HIZ 2 2H Y £7,

e 9100 77 AKRA L h& EWC % U= bl =ay hr—F (EWC s TiERY) Ry hU—
TIATT D720
e 9100 7V EARA L FE2 EWC X NT—2 TOT VT 47 APIBIR P ut 2ADO%SRIZ LN

AP % A 773 CAPWAP O;4 AP IZid=2y ha—FKEN <, 777 47 AP BIRT u A5 7e 0 £
A,

AP Z A FHIEF LT, O AP ZIEEWC % v NV —271CBITTHE, FOFRy NU—INOay fa—F
WCBIMLET, TOar ba—T0A A=Y AP OA A—U L BIpBEE1E, L CAPWAP A A —V RNz
Vha—I b REINET,

AP % A 78 CAPWAP D55 (ZDOEBOFER) . AP 1X= v o —Jeabth L %A, £72 AP 23ME
Ay he—JZBMT5E, arba—=I0n6H LA A—URERI, AP 23 CAPWAP 1 A —JZHifs L
£

EWC AP % CAPWAP AP (259 % IZ1d, RO FIHZ Eifi L £7
FIR

2T w71 [%E (Configuration) ]> [V A ¥ 1L 2Z (Wireless) ]>[7 27 tA&K Ak (Access Points) ] @
EicEE L, AP #FrLET, [ A—T %A~ (Image Type) ] IZi&. AP 7% CAPWAP 7> EWC @ &5 57>
PR EINET,

nfiguration* > Wireless * > Access Points
£ Dashboard V' All Access Points
¢Z) Monitoring
Current Primary Current Standby Preferred Master
-\, Configuration C9115-1-79A8 Not Appiicable Not Configured

Administration
Number of AP(s): 3

% Troubleshooting

image Admin » Base Radio AP Operation Tag
AP Name Type plots Status Address MAC Mode Status Sou
© 10w0ms - oc
8 768 CAPWAP © 10.10.99.110 7070.8b7c.f2e0  Flex Registered o Def
defa def:
o s nd poic 4 £ -t

ATy 21 DEITEED AP ZiEIR L T CAPWAP [ZZEH#L L £,

Convert to CAPWAP I

i Number of AP(s): 2

Base
AP v EWC Image Admin -~ WP ~  Radio AP v Operation ~ Policy - Ske -~ RF v Tag v
~  Model Capable Type Slots - Status Address MAC Mode Status Tag Tag Tag Source Location
. 9B5F DOEC default- default-  default- default
@mﬁ 4 CO120AX-B Yes Ewc 2 o 10.1050.75 10b3.c6bafced Flex Registered " she-tag  ri-tag Default X
AP7069 5A74 8FD4 Yes default- default-  default- default
g, CONSAX-B ) EWC 2 (] 10.1050.73 f801.6f15.4ba0  Flex Registered pohy-g kg rug,  DemK ocaton

F 7 a v 43 #fEA Lz EWC »>5 CAPWAP ~DZ#i

DHCP F 7> a3 v A3 IR F—[EHADA T2 a0 T, TZ7EBARALA L MIWLCIP 7 RL 2 &4 53572912
fFRENEST, 72 a v A3 B/l EDOY T EA T H T g bEbETHMT S L. EWC 2 CAPWAP (%
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YL CWLC 7774 T AEMUEay ho—Zi28msEebhntd, 7— 7 v 7FFHC AP 78 DHCP %
Fa A3 YT H AT OXF2 5T 5 L. AP X A 71X CAPWAP [ S, lH OB M7 vt 2 it
WET,

AA wF @O DHCP EEX IR LET,

Switch (dhcp-config) #option 43 hex F2056464645801

AP CLI 2 L7z EWC %> CAPWAP AP ~DZ#i

TIREARALA L FOCL NGB 1 DDa~vy ReETT 52 LT, EWC 2°5H CAPWAP [ZAE#TE £7,

AP#ap-type capwap

H: 77 8ARA 2 FOFHES LT, AP #1775 NOT EWC CAPABLE (ZZH 0 £9, £7z. AP »®
CAPWAP |2 s D &, 777 47 AP IR 1k ZADRLNBIMVET,

EWC Xy NU—I b ary ha—IX—ZXDORy NU—7 ~OBAT

Fy R —2712100 G525 AP BRLELRSGEIE, BEFOEWC Xy RV —7 % ar br—7X—ADXy
N7 —2 (Cisco Catalyst 9800 ' U —X (7774 7 v AMA) F7=i% AireOS (3504, 5520, 8540 U A
YL Aar be—JF L 810X Y7 My =T RBRET A= Fe—T) ) IZHEBICBITTEET,

27 w7 1:EWC Web Ul 225, [%& (Configuration) ]>[V A 1L A (Wireless) |>[7 7t ARA b
(Access Points) | DIEIZEEI L, [y NV —27 D17 (Migrate Network) | 47> a £ TFIZAZ m—/L
Lih@‘o

ATy 7 2: AP OB T hr—FD4HTE IP T FLAzgE L, [EH (Apply) 1227V v 7 LET, B
T2 & AP IZay bu—=JRELZFATEY, REFADI L Fr—FIZBMLET,

V' Migrate Network

© To migrate all the Embedded Wireless Controller APs 10  controller based deployment, configure the controller [P address and name below. After the migration. Access Points will no loager run the controller function and will look for the controller (appliance of virtual) to join

New Controller Name* £9800-CL-1

New Controller IP Address 172.21.22855

=—

FA M= FT Y7

Cisco EWC on Catalyst APs (L fitfto> B A EWC C, Cisco IOS XE U U —2% 16.12.2s DY A FH—~o
BEREZ AR — R LT E T, EWC A A —UNEHINTZRDOT 7B ARA VM, A S —AEEE Y
A—hLTWNET,

Cisco Catalyst 9120AX > — X (C9120AX-x)
Cisco Catalyst 9117AX > U —X (C9117AX-x)
Cisco Catalyst 9115AX +J — X (C9115AX-x)
Cisco Catalyst 9130AX > U —X (C91130AX-Xx)

Cisco EWC [ZN#BD DHCP #— "% ¥ 7KR— kL, ping AlfEZX— b7 = A 2 L CEIEL £, TD-d2—
. RNy T IR I EEH LT IV BARA L NI TAT U RTNNAATT VT TR R CcEET, &
T 27 2B O BN T 2 MERH Y £7,
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PA b —A AP L LTEWC 2B ¥ 5121L, ZORF=2 A D Day-0 VeV a=27] OET
LT\ 5 Day-0 RENLIDDLENRH Y 5,

T Ta = IRET L, REL SSID BB ENTZ L EFRHFAD PSK #fEH LTI L., Web 77 7
% BAVNT https://192.168.1.1 F 721X https://mywifi.cisco.com |27 7 & A L £,

MERDARENRNT — L F v XV ERET HI21E, [%E (Configuration) ]1>[7 7t AHR A (Access

Points) ] > [5 GHzZE#: (5 GHz radio) ] £7-1%[2.4 GHzZE#E (2.4 GHz radio) ] IZBEI L, AP Z#IR L %
4, £ 2T [HIY ¥ TH (Assignment Method) | % [/ = — 3L (Global) ] 75 [ A% 4 (Custom) ] iZ
EHEL, LEREARELTC[EHLTT A 25 H (Update & Apply to Device) 1 %27 UV v 2735 L, AP
HROF ¥ FIL LRENT —EEHTEET,

Edit Radios 5 GHz Band x

Configure Detail

General RF Channel Assignment
AP Name AP7069.5A74.7C2C Current Channel 36
Admin Status Channel Width 40 MHz
Antenna Parameters Assignment Method Custom
Channel Number 36
Antenna Type Internal
Tx Power Level Assignment
Antenna Mode Omni
Antenna A 4 Current Tx Power Level 8
Antenna B v Assignment Method Custom
Antenna C 4 Transmit Power 8
Antenna D v BSS Color
Antenna Gain 10
8SS Color Global
Configuration
ssscoorsas (oo W
Current BSS Color 29
Download Core Dump to bootflash

' Update & Apply to Device
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https://192.168.1.1/
https://mywifi.cisco.com/

W

AR

o VAT AX—FNTA R
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/mobility -
express/quide-c07-741338.pdf

o EWC-AP EATE :
https://xd.adobe.com/view/76b25e06-d905-487c-4de1-3d19719a5ac5-0083/

o CAPWAP AP 725 EWC-AP ~DOZEHLT £
https://xd.adobe.com/view/8fd6c90c-2543-4ded-772c-12be163103f7-f9e7/

o Cisco DNA Spaces |Z L D7 A RNT 78 ADTE .
https://xd.adobe.com/view/e7af8c14-b2ea-426c-5bf4-0cabefa022f5-919¢/

e JU—RA/)—1]:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/16-12/rel-notes/ewc-rn-16-12-
2.html

o WIEHNA KR :
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/16-12/config-
guide/ewc cg 16 12.html

o AU RNUT 7L LA
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/16-12/cmd-
ref/ewc _cr_16_12.html

° j_\/ﬁ/]) \//\/1/70 :
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/ewc/16-12/olh/Default.htm
o ENANT T

https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/mob-a user-
uide/cisco catalyst wifi a user_guide.html
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https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/mobility-express/guide-c07-741338.pdf
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/mobility-express/guide-c07-741338.pdf
https://xd.adobe.com/view/76b25e06-d905-487c-4de1-3d19719a5ac5-0083/
https://xd.adobe.com/view/8fd6c90c-2543-4ded-772c-12be163103f7-f9e7/
https://xd.adobe.com/view/e7af8c14-b2ea-426c-5bf4-0ca6efa022f5-919e/
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/16-12/rel-notes/ewc-rn-16-12-2.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/16-12/rel-notes/ewc-rn-16-12-2.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/16-12/config-guide/ewc_cg_16_12.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/16-12/config-guide/ewc_cg_16_12.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/16-12/cmd-ref/ewc_cr_16_12.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/16-12/cmd-ref/ewc_cr_16_12.html
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/ewc/16-12/olh/Default.htm
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/mob-app/user-guide/cisco_catalyst_wifi_app_user_guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/mob-app/user-guide/cisco_catalyst_wifi_app_user_guide.html

