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IE T Windows. Mac. Linux. Android. iOS F/\4 XA % {FELF 9,
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RUE=T4wIINI 7O : YILY 2 7HEEIG. —ROGRHFEZRET S-HIC. ALIILTI 7D
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h. RIBENO OS DM ZHEL T, RENKEEZEHIBRLE T, BHEEDHZI TV RRIV M@V RV 27
MtFon, BEEEFIBEICEBEIEUZMIISIENTEXT,
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ZEFNICERIL. V5T RR=ZADB Y RRYIATENSOY Y TILERTLT, Hi-BERERRLET.
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BY—ILty NEREETZHLENH D ETF, Cisco Secure Endpoint |F. & F I EFHIEHEEE & R EREEEICINZ T,
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Significant Compromise Artifacts ©
FILE ¢md.exe 17174648 ? e : |
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v 0 »n n » ¥ N B b 2 3

Compromise Event Types ©

Reset  New Filter

Dashbosrd  Inbox  Overview  Events  (OS Clarity Time Period 14 days v Refresh Al | O Auto-Refresh
itive T Ivti
70 3(y compromised © Inbox Status Cognitive Threat Analytics
. (o] © 26 Require Attention © 0ln Pragress @ 0 Resolved z High  REE
1
Compromises © =wer  Quarantined Detections © duannune tvens  Viulnerabilities
2637 Top (=EVET] Top s/37
Sandbox Devices Exzcutives — ‘
o G
Network Devices Lo Carmpuions.
-
[re——
Lab Computers
HR Resources b
Exploit Prev...
Threat Grid Analysis
Protect 0 Auton sicn

2 Retro

Statistics

2.34 Thousand Files Scanned
454 Network Connections Logged

Connectors

37 Connectors

Theeat Detected # EI i
FILE powershellexe 6c05et ! $7ae 4 Executed matware 7~ [
P 751022576 ZB Cloud Recall Quarantine of False Negative Z @ Quick Start
FILE wicriptexe 047 Z Il Cloud Recall Quarantine Attempt ’l: | & Set Up Windows Connector
FILE taskdlexe 434686 4794 4 Threat Quarantined - | -
112/3|4/5/6,7 2. » i o ‘

X 1.
Cisco Secure Endpoint ®% vy & 2 7h— K

IVRRAVYN ALY IV i T7AINZ IV MIPTINNAANZ I NI REDRNIZY—)LIE. Cisco
Secure Endpoint QDRI MTIEEEZ FERA L TERD2EMHZ /AL X 9. Cisco Secure Endpoint [IFE%2F (T %
IRTDT7TVIT—o3y, 7OER, YATLAZIBEL. RYDBAZIERICKET 2 LERIC. BAFLEERA
RAVRFBRELET. ChSDKEEIL. WEENMBD Y AT ANDEIND 2B 5HICFERLTVWSTILT T
DTF—R 74PN RAEZHELT. BMBEOHEZ TIEPIBET2DICH/IEET,
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100 58116, ekjrngjker.exe

cecuted by rundii32 exe
: - ). Microsoft® Windows®
G DB BB BB e = G B B Operating System 6.1.7600.16385

& 2.
Cisco Secure Endpoint DF/N\Af ANz KV

BB : Cisco Secure Endpoint [ClE. 8L LW 7 71 IILOEMEZITT 7D, Cisco Threat Grid Z#&H L
FEIERBICEX a2 7R YRRy I AREBAIHEAATNTVWET, Z71IILDICED. EDIES T4 (EX

B) . TD774IE. EITSNTWBIILTITDRIV—=roay b, SUTIVNNTY M Fv TFvRE, 77
A ILICET 25 BRI ERSINE T, COLOIBRBEREAF IS LT, BEEOFH UIASH SAFROKEMR IS
PEM LDHEICEBRETEZET,

LEAOARRY T 147 %2 F 1 : Cisco Secure Endpoint [, BIEICEALLEELERZEHNICRET 24
FREEHIDOTY /OY—2HALTWET, Cisco Secure Endpoint (&, s EREZFAL T, HILLWERIS
HMEEREZEBEMT. BEOHZEMEZ7 7M1 ILDAREBBD KRR TZO7 7/ ILZBFICRERELET. CDLD
ICRHOEBANDHISH B LI TS/, MEBEENEHEL. ILY 7 DILEAKIBICERL X9,

OARYVRSAVORARY : AV Y RS54 V5 8ZARIEL. Windows 1—F 4 U T4 BREDEHEHBRF T T —2 3
VHEEDHDENTERINTLVRWNE S EEETE XY, Cisco Secure Endpoint (&, vssadmin Z{EH L
ferv RUAE—DHEIRYE—7 7— N DEME. PowerShell R—XDI Y RA70O4 b, $HHEFK. 7V HH
DZNDEE, YRATAFZORTHE, REINRHELEEEZRRTEEY.

IVRRA YV MOREE : RBESNALIVRKRS Y M Z2REEL TERBOILEIZEIEL. C&C LDBEZHILET S ER
BFIC. Cisco Secure Endpoint 7 5 KRR EDERETEZ VY —REDERKIBEAREICT B EHLNEETY, TV
KRSV NDRRBEICE D, BERUEIVRRAVNZ 17UV I TREETSEEHIC, EBETEDXRYNT—DV
V—RERTA NIV AMIBRTEXT, TYRRSAY NORREEEIE. EBERS 1 7Yy I THRTE, 1—H—
NAOYIBRI—RZANUVTHERIZDEHTEZLY,
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FHIMREE « S¥HMRZE(L. Cisco Secure Endpoint DEERIEHETT, 100 BEU OV T UNH SN UHHAEINT
WB7H., EXFaVT1ADREBEBRI/INY T A VIDNBBICKD., HE5WBZIVRRA Y NTERBZII)ZTIEP
CEITTEZXY, ChICED, BEOKREDR Ty 7oay h2EELT. FEORATIVRRAI Y MIREERLZ
EHEFHAICARILTEE T, A1V ITFY MR, BR/N\VYTa« VY. ITER., BtV 7547V ADVTHIC
HSFEETH, FHAREFICLD., TVRRA Y MBI IZVELRBEREZDEICESNET.

Cisco Secure MDR for Endpoint

Cisco Secure MDR for Endpoint (&, # 7> 3a>Y DIy KR4 Y MDORHEE LUK (EDR) H—EXTY, Cisco
Security Operations Center (SOC) [&. Cisco Secure Endpoint "5 XTDA XY M ERDIAH, HAE. TV
Uy FAYN, AVTVITVRAREEETL., Zhoz2 T LA 7y E1—AT—RAICBSLTLE2Z—LET
(LEZBEFEEABICLZLELI—PIVYYFAVNEZED) . ThEDA VI TYRMEP1 ~ P4 (P1/P2 BE
BEBEEZHD) EUTERIBUMITEINh, TERLETRBICERRIERESNET, YXAFEF2VF7477—b
ZEHL. RUDAXRY M SEAURICETICHEUE T, LA >T. BEKIIEBICE > TEERLICER
TEXY,

v aR—REZ{ERLA : Cisco Secure MDR for Endpoint —E ZR—% JLIE. H—EXDAAL VALV 5 —

7I4ATY, CDR—=FILTIE, IRTDAYITVR, YR—F, Z4—RN\v o, ANy I REEFIATE
9. HILWAVIOTYMNERBBEEDOA YTV R ZENLT, SOC ICTFP K BRICERERTEET, Y—E
AR=FIDIR—LR—=IZIF. FRDAVITYRNERNTZ2V4T Ty MDHD. IRXTODA VI TV MHEE
EIgIc) R hEh 9., Approval Response Action 1 V7 —T7 x4 A, A VITYRMADYVIICIMAT, #E
SNEEBEREDESICEEARBOLODR—F I ZRHELUET, T, EF2VT1Z21—ZADT71—K. BEEk
ICLBLELA—FEDAIVYITYN BFDFLY IR—IAEELRHLIT,

alali paococod Detection and R N
ciseo Managed Detection and Response
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Cisco Secure MDR for Endpoint ;k— % JL
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Y—EXAZOAT T, 74—V IDEE. YR—bDUIIAM, AVFVITVALR=FDIVI TR

EZITIENTEXT,

Cisco Secure MDR for Endpoint D+ L v IRXR—X(ClF, Y—ERXEZDEROIETIERAEICBBT 25BBH1
RPRFLIAYVRIBAERSINTWET, Cisco Secure MDR for Endpoint Tld, YU—X/—k, BIRHA REH—
EXAA R RANTZI9T74 R, A4V RAERER. FEOA VTV IV RAF—ANSEERESINZEFER

AVTIVI TV AREPT RNA YU ZRATEXT,

= 7 Al Stale = Requested

Approval Record Shert Description State Created v Updated By Due Date Action
SKO000000000T1770  Add Sess o SWE Walchist Recuested 2021-10-08 ubanks 2000
TASKO000D0000071770  Add 1P Address 1o SWC Watchis! Requested o) eubanks gyt
e S S 2021-10-06 20211006
TASK0D0000000071763  Add domain to Umbrella Blockiist Requested 134232 kevbanks 134232
TASKOO aps  Sop9dTad afScedcicEObcd0aledcra2e3s '83e0190d616265 - Remove file hash Senuesisd 2021-08-26 o 2021-08-26
e " from AMP for Endpoints Blockist e 72 e 17:27:18
021-05-05 2021-05-05
TASKO00000000063286  178.175.12 44 - Add IP Address 10 SWC Watchiist Requested 2 2_ o madr_user! : =
195203 195202
TASKDD0000000063285  W10-CUCKOO-MC - Isolate hast via AMP for Endpoints Requesteq ] mar_user! i
ASKDOO000000063285 W1 OO-MC - I 1t via AMP for Endpoint eques St _u oo
TASKO00000000063282  fpqovmQuaNXotm Xyz - Add domain to Umbrella Blocklist Requested SRR I00e mdr_user! el
SKDOO0000000 fpqovmgua z u nbred : equeste o i el
TASKO000000000632: S Bk £ P— Bt 2021-05-04
TASKO00000000063280  commando skynet 1ab - Isatate host via AMP for Endpoints Requested mar_usert Py
2e205500507322570€3592e310abS020e 87027 5 Be6247e0be 1484Ce54MHEEES - Add fle hash 10 2021-05-04 2021-05-04
3 00000 9 2 =
TASKO000000000063279. 1o 1o Enapoints Blocklist Requesied 194157 ) 194157

TASKO00000000062748 192 168 11.159 - Add IP Addr¢

Approve
TASKO00000000061621
TASK000000000071770

Add IP Address to SWC Watchlist

Destination IP
3410435123

Add IP Address to SWC Watchlist

By checking this box, you agree that if you approve this request for your organization, you grant Cisco permission to make the specified changes to
D the MDR Components. Customer accepts the risks of Cisco performing these changes

X 4.
Approval Response Action 1 7 —7 x4 X

Cisco Secure Endpoint O3z U 7=t — K /X—F « (T &L %5

AV AV

I I === MITRE ATT&CK"
=== ENGENUITY. | Evaluations

coriipératives comparatives

~ APPROVED Certified
Business Security EPR 2021

DEC 2021 Strategic Leader
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Cisco Secure Endpoint (&, XDAXRL—F 4 VIV AT AEHBRELHD XTI,
« Windows (F¥#iIEHRIZ-55)
> Windows 7" (ESU h'hE)
o Windows 8", 8.1°, 10, 11
> Windows Server 2008 R2" (ESU A E)
o Windows Server 2012, 2012 R2, 2016, 2019, 2022
o Linux (FHEIERIEC55)
o Red Hat Enterprise Linux 6, 7, 8
o CentOS 6. 7. 8
> Oracle Linux RHCK (Red Hat Compatible Kernel) 6, 7, 8
> Oracle UEK (Unbreakable Enterprise Kernels) 7. 8
> Alma Linux 8

o Rocky Linux 8
o Ubuntu Linux 18.04, 20.04

o Amazon Linux 2 - Kernel 4.14 B[

o SUSE Enterprise Linux 15 / openSUSE Leap 15
o Debian Linux 10, 11
e MacOS HL U IOS (FEHIBEHRIE -5 5)
> macOS 10.13. 10.14, 10.15. 11, 12
o i0S 14.4 PIRE
o Android
o Android 8.0 (Oreo) BUf&

LAHY— 0S YAFAANDEIRIERENDIBENHDET
RAE IR

REFIBERICD L\ TIE. Cisco.com O TELR(RIF] R—YEBRULT LS,
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https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215163-amp-for-endpoints-linux-connector-os-com.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214849-amp-for-endpoints-mac-connector-os-compa.html
https://www.cisco.com/c/ja_jp/products/warranty-listing.html

Y ZAADREREANDED #HH

YRAOEEDOHZHEL (CSR) LAR—=hO TRRRE) £7/Ya v TR Ka, Ya—Yay, Ef HikKE
R 754 Fz—VICHT2. YAOAORERERV Y —LA V7 F72/EHLTVET,

RORIC, REFREICEIZERBIEY Y (CSR LAR—bD MRERE] £V Y 3 VICRKH) \OBRUV I %
~LET,

RiGATREEICET B EY & 2%

SROMBHCET 3 ZEES LUREIICET 2158 7El
BE, NyTFTU, Ny —I28OEFEEMFRFICET 51EHR WEEE S&&

DAATI, Ny T—I7—9ZBEREBFEMNTOHMEELTVET, ChSDBERIGEFDOERSZRRL TULVER
WalgEEA DD E 9, YA OlE. BFEHTE. IFHE. FHESFOLDOTHS T LKA, REE. FE3EHLELE
o CTNSDBHRIIFERUVICEESINDCELHDET,

FEI5H

SHENXHARIFECESNABAFLTLES L,

Cisco Capital

BRERICRI OEHLBZTILVNWY Y a—Yay

Cisco Capital IC& D, BEZENT 2/-HDO@YLGTY / OV —%2HEICREBL. EVXRRZEEEZRBL. 3%N
ZHEFTEE T, HBAAEOQX N (TCO) DHIE. E€DEH. REDEEICKRIIEET, 100 rEHEDDEL T
& N=Kox7. YVI7bhD0x7. Y—ER, BLUY—RN—FT 1 O@EIEEEZEATZDIC, Y RAADFHLTE
HWyVa—2avzFEALT. EMDEHERICKILS CENTEZXT, T 552 CEBELREIL,

S

FEMICOWTIE. XDV EEL L&, Cisco Secure Endpoint
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https://www.cisco.com/c/ja_jp/about/csr.html
https://www.cisco.com/c/en/us/about/product-innovation-stewardship/materials.html
https://www.cisco.com/c/en/us/about/product-innovation-stewardship/product-recycling/weee-compliance.html
https://salesconnect.cisco.com/open.html?c=e7ac1635-9c2e-44bd-b317-77ce30be25c7
https://www.cisco.com/go/financing
https://www.cisco.com/go/ampendpoint

(vzaav5srtvs— @

BHEAZCRE SN TV SEERAOSHWALEBOTY.
SRCELT | Y—ERICEALT | BEFrUR—VICEALT | SRBEKE | —RNBERS

SHLWEDbEL
HEETOMLADE BRVWEDEITTIA—A
EH 9:00 - 17:00 cisco.com/jp/go/vdc_callback

0120-092-255
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