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Cisco Secure Client (JH¥K Cisco AnyConnect 217 EEUT 4 7547V ) &, Windows 10 8KV 11 T
FARATEET, 11— —a V5 —7 4 RIFIWED AnyConnect I—H—HEBRBFUALDLDERD, —BDTS
VT4 VT ETAAVHEHFHINET,

macOS £ & U Linux 2F{TL TS HEHkIE. Cisco Secure Client T 0S A& ICHR—bk2 N3 E T,
AnyConnect 4.x Z5| R E CFIAWEEITET,

Cisco Secure Client & AnyConnect

@ Cisco Secure Client - X '9 Cisco AnyConnect Secure Mobility Client = X

AnyConnect VPN:
Ready to connect.

Network:

Network: Connected (192.168.26.123)

Connected (192.168.26.222)

[ Woland-Meraki alll vJ _

wired

ISE Posture:
No policy server detected.
Default network access is in effect.

System Scan:
No policy server detected.
Default network access is in effect.

Secure Endpoint:
} Connected

Q | Flash Scan

Roaming Security:
Disabled while your VPN is active.

Secure Umbrella:
Umbrella is active.

AMP Enabler:
AMP for Endpoints already installed.

# @ Tk
Cisco Secure Client [, FRHLA<KEBHINhTWS X2 T4 0547 Y NORHI/IN— 3> TY, Secure Client
. UE—RT7IVEAY—ERE—EDEY21T7— X2 VT4 Y—EX%IRMHT % Cisco AnyConnect Z~X— 2
ICEBEINTWET,
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Engage W
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MerakiTest Beta (5.0.117.0)

New Deployment

(@) AnyConnect VPN | SxDIProfie + | @) (@) s Befors togon @) @Socmumbnllo

X SxDiProtie

Secure Endpoint Deployment for...

Secure Endpoint Deployment for...

-

@) (D) Diagnostics and Reporting Tool (I (©)1sePosture | Choose a Profie
x

(I @) Secure Firewall Posture @) (&) Network Access Manager

Secure Endpoint Deployment for...

-

Secure Endpoint Deployment for...

-l

Secure Endpoint Deployment for...

@) () Network Visiviity Module | ATW-NVMProfile

Servers

‘ShouldntWork

-

Show AMP Linkage

SxDI

TAG Deploy

-
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AnyConnect VPN/ZTNA 21— —E L UOEE NV X)L

Cisco Secure Client [C1E. BEIRIIC VPN £y ¥ a vz, BiER. FR@3UMI 002804 T avhA
BEShTWEYT., ThdDATyavid, I—¥—H VPN [CEHKET 21 DEFLAEELLLSL. Ry NT—2
tFX1UTADEHEZYR—MLET, BICEWBAIYFTYI Vb VPN (. AnyConnect 7 54 7> M FINA R
PRELBRYNT—0 POEIA R4V M 2BEFWICEIRL. ZO M) vy 708N E2ROMENBEISE
REEZEIT/RIBET., ChiCldE, BEOFEZZITPLI VN T T 1 v U BHO Datagram Transport Layer
Security (DTLS) AR, EAMS AN XY NT—T PO ECRICABDIEOHDINNADNEEFNET., bRYY
JHR— K&, IP Security Internet Key Exchange /\—< 3~ 2 (IPsec IKEV2) I[CHFIATEZXY, —&HD7 TV
JT—av®d® VPN 72Ut XE. Apple iOS & &L U Google Android [CEF S W358 HDET,

BE VPN by X)EE, TR —[CL>T VPN EFRHIEILINDEELEITITRL, JFA4T7 VNI RATAD
BENABLVICHARY NT—UADEHEZRHELET., ZOHRR. A7 XDV RRIV b IS, 21—
HF—MN VPN BEHTA 74 AXYy M7=V ICHEICEKFELBEVWTNAR) TRNYFEBZITOIENTEZXT, D
BEEEICIE. HARY N T—V DEHGEZMEELETZIVRRAIN0SAVA VYRV VTMNIHTEAY Y MBHDE
T, COMEDIVRK I—— A V5—T 1 AEHDFEA,

Cisco Secure Endpoint

Windows A Cisco Secure Client T TZ % Cisco Secure Endpoint (£, Cisco Secure Client NOEY 2 —J)L &
L TH#BEL. Cisco Secure Client 21— —A 5 —T7 14 22N L TF7 I EXATEEY, Cisco Secure Endpoint
Cloud &. SecureX Cloud Management & [@#k(C. Cisco Secure Client % Cisco Secure Endpoint & & % (CERE
T5IEHTEEY, COMEZHATSZIET, BEHRIEFIEETICHD VATV MDOBZERSTIENTEET,

VSV REBEYa-IL

Cisco Secure Client FH®D SecureX Cloud Management & 704 XY N &{ERT % &, EIEEL Cisco Secure
Clent @7 2V REBEFFOCN AV NEERTEEXT., T7O1M AV MERICED. BEDT—MIANZTyN\%ZS
JyvO—RI2ATVavhrERIhEST, COT7—FRAMZYNICIE. BEMIIShA7O7 70 IILZ2ERAL T,
F704 AY MTL>THEES i Cisco Secure Client EV 2 —ILDY 57 RICIEHT D76, TYRKRAVEH
MWBEETBZBERIEENETT, ZIAMVAN—=F—bFHETZET. WThDFEEFH., EBEL. FHOVYTIMUI
FPHEEFERLT, A YA —=—5—%IYRRA Y MNIEHTEET,

XY bIT—ORREEY 21—

Network Visibility Module (. fifEOBWVWIY KRS Y b FL AN ZGERICIRELET., ZhiCL D, B
XYNT—VLODIVRRAV NEI—Y—DEZHERTEET, 21— — 7TV Ir—r3y. TINAL R, 5.
BHRAERBREDEERIAVFTFAMNEEBIC, AVTLIREATTILIAWMADIVRRA VY MHS7O0-%REL
9, COT—F%ZFvyal, FETEZXYNT—Y (AVTLIRFRIE VPN BHODERY NT—7)
+IZ3% % Network Visibility Module O 7 % [C¥E{E L F 9. Network Visibility Module JL 7 % [&. Internet
Protocol Flow Information Export (IPEIX) F—=#&EA T avDT7 4L —&RET5H—/I\—THH. Zh 5l
Cisco Secure Network Analytics T KR4V M Z4 > X, Syslog, £l —RKN—F4OIALIZICTVR
R—bkENnF9. Network Visibility Module AL 7 % (&, nvzFlow 70Ok J)LERRICENT Z2REA Yy E—I % 0E
L¥d.

NVM A7 O—1EHEEETHDIE. EETEDXYNTI—VLEICESNET, T7AIMTER, T—7NESH
Ftth,. T—INPESINZDIE. 7OT77AILTEZDLIICHRESINTVBIBEEDHATY ., TV RRA >V MHYESE
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ENTWLWBEE, T—FHHEL TINESNFT T, EEERY hT—J LTRENITONIEE. T EF vy
Yadh, TVRKRAYIDEBRRXY M7= LICEGINEBISOEEINET, UKL
CiscoUmbrellaO—X>J X1V F54 EVa—-)l
CiscoUmbrella O—X Y7 %21V 74 Y—EXZFIAT SICIE. Professional. Insights. Platform, F7z(&
MSP Xy T —S DY TR U T3V METY, CiscoUmbrella O—I vy X2 VT4 3795474 VPN
MHNBEWEZICDNS LAV EFa Vs 2BHLU, 417V IYz o 7OFZEMULET, E5(C. Cisco
Umbrella 47X U723y Tk, AVTYV 74NV 0T, 8BOR)Y— BARKRLKR—b, #ET« LS
NUDREBENREEINE T, YTV UT 3 VICEFEEL. U CiscoUmbrella O—I vy tF+a21 U7«
EV1-IPERAEINET,

ISE.RAFVYEY 21—l

ISE /R F + . Cisco Secure Client #FZICEBMOtEF 1V T4 AVR—KXYMEULTAVAN=ILTEDE
Ja—=ILTT, IVRRAVE RRAF¥ PFEAAVNE, IRTOLEEHEHST, FERNERBSIhizTY
RARAYMITHUTEELE T, ZOMODIY KRS Y FOFAIAT—4 R, RAF v REAXcIFEM (HEBEH
ICEH) TY. 7747V I AYRIVRDPSRAFYEHRY D —2ZEL. RAFvyT—5Z&EL. BER
ZRY—EHRL, FHEFERZAY FIYRIOELEY, TV RRA Y MHAEML TWS N E S H ISE AP HIRTL
FIH. ZFhld Cisco Secure Endpoint IC &k DR ¥ —DFHEICKEL TWVWET,

Network Access Manager

Network Access Managerld, €F¥ a1 7R 77 CAICVERI—YBELVOTNA R PATVTATAIBRS5TICERY
N7—0 70X 70N ZERBLEY, EEETERORY V—ICERTSEHKZIY RI—Y—HIREIZLEL
L. AVTFIVITVMIFELET, REBLAV27I7EARYy NT7—0%RHUTERL., BFEXY b
T—PETAVLRARXRY NT—VDEANDT VRIS UL TTFINA RFBEEZEITLE T,

RZXF+ (Cisco Secure Firewall F§)

Cisco Secure Firewall /R X F v [EH—/\BIFEMZ3R1TL X 9. Cisco Secure Firewall "I RRA vV MEME (AR
L=FT4YJIYZATA IPPRLAR, LYZMYIV MY, O—ADIGERE. 77MILERE) DU MDHZE

kU, Thi5h Cisco Secure Firewall L& > TIRENF T, RYI—DFHEFERICEONT, EDRAMDEF2
VFATTFZATVANDYE— N7V REGEZRITEZN Z2HIETEET,

JE— k7Y€ X VPN/ZTNA
BLEWARL—F 4 YT Y ZAFADY  Windows 11 (64 Ew k) . IR Microsoft A R— kL TWBZN—I 3 VD
R—Fb Windows 10 x86 (32 E'w K) & x64 (64 Evw k) . LU Windows 8
ARM64 X—Z AIZ Microsoft A*R—k L TWV%/\—Y 3 D Windows 11
ARM64 X— 2 M PC AIC Microsoft i Hr/R— bk L TLVE/X\—Y 3 D Windows 10

s : Cisco Secure Client 5.0 [& Windows 10/11 D& T3, AnyConnect (&, FEED
IRTEYR—FLET,

macOS 12, 11.2, 10.15, LUV 10.14 (IXT 64 EY )

Red Hat

Ubuntu

SUSE (SLES)
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AnyConnect BDT Y Z ALY R—bB LY 7 b7z 7ERAZFAIE. BAEXRX—Z0
?gr@zmmB;UAmx54tyxuéinTBD‘mmmiﬁ34tyx&uﬂ
[CEE AT RE

EENFEE (L Cisco.com D ITY VI SN TWBHENH D S, #4lIE Secure
Client #T/4 F1 #8BLT W

BElkEni=xy c7—2F7 X : AnyConnect TVPN 7OKNIJJIZBIRTZ27/0, BEERZIEIYRXAZ—XICHRELR
VPN 7O N JJ)LAEBIRT % SSL 7Ok = AR

(TLS & DTLS) . IPsec IKEv2 SSL (TLS 1.2 & DTLS 1.2) LK H IPsec IKEV2 i2ED kv R U v FHR— b

DTLS #EBALT. VoIP kS 74w IP TCPR—ZADF7 TIU—avF7 IRk
E. BEOEEEZ(IVLITVNST 4 v OERZHEL

TLS 1.2 (HTTP over TLS /SSL) %#fERALT. Ov o450y ani&E (Web 70
FOY—N—Z2FERATIREREEZEST) oD Y N T—JEGEORIRAM % ER

tFaUT4RYI—TIPsec ZFEHRET Z2NENHZHEIC. IPsec IKEv2 ZERL
T, BEDOFEZZTPIVWNT T4 v I OEREREL

BoET — bV o1 BR RERBRY bT—U 77X KAV b RES BRI EILISNS/cH, TV RI—
Y—ICLBRELOOT—2 3 VY OREHNTE

TEUT 6 ENA LAY —TBURE

IP7RLANEEShIcE &, EERMKDhICEE, T@FT/INA AHKRIEIRREL X
FYVINAMREEICHE oo & ZITH,. VPN BRSNS L 5 ICERERTBE

BEMICTIETL. 1—Y—2"ERMIC W\ BI5EIC3IEER T 5 Z LA HIEE

BEE1t TLS/DTLS 1.2 QN BRES Z HR— b

NSA Suite B 7))L X A, IKEv2 Z{EFR L 7= ESPv3. 4096 Ev h® RSA £—,
Diffie-Hellman ¥ )L—7 24 H L U@t S h/fc SHA2 (SHA-256 & & U SHA-384)
BREDRERESIL, IPsec IKEv2 ##EICDHEF. Premier (|[H AnyConnect
Apex) DHETY

ZREBERAA T3y BRATYayv:

ERIER  FRA VAN —ILETY T UL —RIF TV RI—Y—ICL>T, FlF
HAOY 7Dz 7EBY AT A (SMS) ZFERALTERITESNET,

Web BB : Cisco Secure Client J\y 7 —3J &, Ny KRI >V K (Secure Firewall
ASA. Secure Firewall Threat Defense, F7z(d ISE —/\—) [CO—KREhZxT,

A—HY—DT7 7470 +—ILETIL ISE [CEHT B &, Cisco Secure Client i T A
7Y MIRBHASNET,

SecureX 7 57 REERER : Cisco Secure Client 5.0 [&. hH 2% ¥« XAgERT 70
A AV R EFERALTI VR SRATEXT,
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BRRGBRAA T3y 7okl :
MBPABERIIRA T4 T T 50 (SSO) ZFER L= SAML 2.0
RADIUS
LDAP
FEFAE.
TACACS+
HTTP Form
SDI
Kerberos
Ay RIV AR
AAA
AAA ERERRE
FEFAE D A
SAML
BRDIAZ L AAA
—BlLEA-¥—-IT/ZARYIVR LAN EEHRDREL I —IT VARV IV ZENBELTZYE—N7 I/ ERI—
Y—%, T2 YRILIFAT7 Y MNE—RTHYR—F
EHOREART. AnyConnect DIRIA W E it % E£I]

BEECL>TEESNTWREGES, 1—Y—R@ISA4T7V MY TNV T7OEHZ
HHAY B Z & HVATRE

HDAII—THOARYIVADT A =R\ IA T3y
R Y —DHIEE L VUCEEDO—IT R Y—EFBFIICHREELIEO—HILTHREL. VPN X2 UF45—hDz M H5
BENEFHI % DT

AnyConnect M APl [C& > T, Web R—=IF/@7 TV T—yavhS5nEAH
BZ

EHETERVEAESICH U THERZITV., I——BEEZRT
Cisco Secure Client [+ SecureX 72 v b 7 4 —AZFERAUCEREEEZHR—

EESIP Xy MU —UEE IPvd LT IPVE Xy hT—2 EDIXT V) v Tk
RNERD IPvA LV IPV6 Xy hT—2 )Y —RICTF 7 & AATHE

ERENFHIZ2RTI Y RYRIVYT (XY RT—=U LB (RASY) 8LV
ZILbYRILRXYNT=0 PR RY D —

A4+ 7OEARIVO—FRET7ATVT4T74 Y—EX TV IVEFRL
f=7ot€Xx avkcO—IL RYY—

Apple i0S & & U Google Android D7 71U & D VPN R & —
IP7RLRABIDYETAHZXA :

50

RERT—IL

Dynamic Host Configuration Protocol (DHCP)
RADIUS/Lightweight Directory Access Protocol (LDAP)
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BEGHEEIVERRAVN AV T34 BRFFEETAVLRARETIY KRS Y MRAF v OFFl & EE%Z HR— bk (Cisco
VR Identity Services Engine NAC T—J x>V b &EE#Z) , Identity Services Engine
ISE) 1.3 L | i i Engine A v > \Y)
(Premier |5 Apex 54 &3 Z ¢ (ISE) 1.3 BAf# & Identity Services Engine Apex 54 Y ZAHNWE

HE) ISE/RRAF+ (ISE &£EE) SLUVKRAMIFvyY (VPN DH) F. Ry NT—9T7
T RAEFAIT BHEIC, YLV T7H/EY 7 Mo 7DEFEE. Windows H—EZ/Vy &
[Ny FERRE, BLUIVRRA VYN RATFALEDZDOMODY 78Dz 7H—EX
DEEERHLELSELET,

EEEFIETHOIOLRDBERICEDNT, MBORAFvF vy HEEARE

ISE/RRF ¥ ERAMRFYVIF VE—FMIVRTAICUA—9—I—ONEETSZ
EHLRUELEY, V=9 —X—V AL TEENFAT HEEZHITE D
B, TNICE>TERBRT7VERZRMTELY., V4—59—~X—UF v IHEIC
F YRTALIRANUBE, BB CRCI2F VI TAIC—HIZT7M1ILDFE
. BLUZOMDS LTEXBRENEFTNEY. AV T ATV RERDT 7Y
T—YavElFIGEMEENYR—bEhE T,

I9FA7YR 77470 x—ILRY X7V bbby Y ITFRERICEMOREZ R

7 O—AILT7 o7 ZA0OF9 22Fa] %781 AnyConnect & & U Cisco Secure 7 5 4
NEHISER (FMRA. 7YY Y ITSnicT /A4 RO R— &)

R=bMR=ZD)L=)L (IPv4 DIFH) . XY b T—IHBLTIP 7/ ERHIEY 2 b
(ACL) (IPv6 MIFH) ZHR—

Windows & Mac OS X 75w k7 # — A THERATEE

4,

—hyt¥—vayv KREICMA T, UTOSHEICER
cs-CZ Fx I8 (F = JH£ME)
de-DE R4 VEE (K1)
es-ES ANRA VEE (ARA V)
fr-CA 75V R5E (h71%)
fr-FR 7S5V Z5& (77 V2R)
hu-HU A\Y HY—5& (\YHY—)
t_ITAYV7EE (15V7)
ja-JP HAEE (HA)
ko-KR &E:E (&EH)
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pl-PL /R—5 > KEE (R—F v K)
pt-BRRIL N HILEE (FZ VL)
ru-RU OV 738 (AY7)
zh-CN HEFE (PE)
zh-HANS FE5E (Fsﬁﬁs:r—)
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WEBI 17V NER BEEEFINYRIVR EFa)Tq PTIATVANSY IR0z 7ELVOR) —
DEFHZ=BEMICERETEZDHD. V547 VNV TN 7OEFICHES BEIEE
HTETY, Cisco Secure Client 5.0 [Cld. BEIEEH SecureX Cloud W57 5147y
NzBHEBLIUEETIHELHDET,
EEEFITY RO —HFIAT LR EKEEZ IEE T BE
RALSOTA VR )T EFBATERSESIC, BEEEIERS L OUEOT
YRIRAVINRIUT R ERN)H—TF % EHARE
BEEIE. TVRI—Y—[CRRSINZDAYE—IERLICHARAIIA XFEO—
h> 4 XAJRE
ZO7 74N ITF45 AnyConnect 7R ) &—% Cisco Adaptive Security Device Manager (ASDM) Hh5E
EHRY A XAlgE
29ROy 7O7 741 744
SecureX Cisco Secure Client 7O7 7 A ILR—Y
) TINA AT & OFEEHERD L AF v JIEHRHF| A ATEE
O7 &5 /N1 A TRRATHE
VAAVPEBZIIAMMEAE UV TEFA—ILTOY Z EE(TXERTEE
KEEIRIEEHNIBESE (FIPS) FIPS 140-2 Level 2 [T (75 v b7+ —A, #EE. N—IY 3 VICEAT ZHIRNE

AEhZxY9)

EFXaT7RBEEV T ERY NT—U DA

Cisco Umbrella Roaming (Cisco Umbrella O—3X Y% w£21UF 4« £V 2—J)LICIE. Professional, Insights,
Umbrella Roaming 51 Y X H* Platform, MSP O WFNHAD/\y T —ITD Umbrella O—I>V T EF1UT 1 ¥—
WHER) EXDYTROY T3 vhANETYT, Unbrella O—I V5t UF 479574

TIRVPN DR NWEEITDNS LAV EF2 T4 %RMHL. Cisco Umbrella 7 X%
V7oavid(4yTV vy 7Ox 0 %EBMULEYS, 5T, Cisco Umbrella 47
2907 aviEavysoy 74900 T,. EERYY—, BAOKLKR—,
Active Directory DB R E DEEEZRBLET, U7XV T avICBREL. A
U Umbrella O—3 VY Exa V74 EVa—ILHMERINET,

o VPN AAA 7 DZEICO—I VI T NS ZADEFa2Y T4 Z2HEA

e O—SVIFNARTIND I T, Z49vIvT,. LU C2 A—-ILN\y I =BEMICT
Oy

e ETILVWTHTNA RZREI 2ROBI VY TIRBITE

VPN B’A 7 DIFE. £@E A7V Yy MY XRILEFEARALTWSIEES (MY RILSERD
BEICEA) . TVYRKRAVYMUFA LIV a3V EFERUTDNS R—XDEF2Y
T4 ZEBERLULEY,.

Network Visibility module (Premier ZFRX1—4%—, TV RKRSA Vb, F7US—yay, OF5—vay, 8LUERE
[H Apex T4 Y AHWNHE) AVFHFAMNEFERALEIVRRA Y M 70-DF v T F v
AVTLIREATTL I ADTRRRUNERT
T7VT—avoFERRREERT S LT BENBEEREZRR
EDEZLLDBFERICED =R Y N T— U RETDREH AIEE
Cisco Network Analytics 7 & @ NetFlow 97V —JL EERKR T —4 2 L HT]EE
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