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Cisco® 1000 &) —X H—EZRHEEIL—4 (ISR) O—ETH S ISR1100 Y —XE LV ISR1100X U —X
&, Viptela® ARL —F 4 VTV XAFAXIE I0S XE SD-WAN ARL —F 4 VIV RATFAZEBEH LTWET, &
hoD7 /N1 ZAlE. WAN L BiEHRtEF 1Y T4 2B EDELEHELRT Y N7+ —ATT, ISR1100 ¥
J)—ZXEISR1100X V) —=XTlE, TVI—TZAXTL—RDTZY M7 x—ALEDV T ARED SD-WAN HHE
BHINTWET, ISR1100 ¥ J—XICIE 4 GB DRAM A%, ISR 1100X ¥ 1) —XI(CIE 8 GB DRAM A& h T E
9,

e e

ISR1100 ¥V —X ISR 1100-4G 4 GB DRAM
ISR 1100-6G
ISR 1100-4GLTENA
ISR 1100-4GLTEGB

ISR1100X &Y —X ISR 1100X-4G 8GB DRAM
ISR 1100X-6G
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REREGRE. RYNT—0Z2REITZI2RLVENBLEXF VT 7oV M T7A4—L%ZFIATESR L TT,
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e Virtual Router Redundancy Protocol (VRRP, RFC 2338) i EDY A +3Iv Y Jx—ILA—/\—
ZOkal

e NTA—RVRZETE BRI LB LKEHROY—ERZRBICKITTEXT,

o Cisco SD-WAN (&, H52ERTREDI— Y IIARV IV ZEZRHLET,

e NTA—IVRIF. BYICH> TNIEEOKEICIKTFLET,

e &% IP Security (IPsec) & Advanced Encryption Standard (AES) OBEEE{LICKZT—5DT
SANY—

e BBTEDZYRATALAEN—RIITZICLZTVH—

e YZ1 vManage XY 7=V BBYZTA (NMS) IC&k2EOYyF7OEY 3=V
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A B : IP ¢ UE—R NTA—RYRAVFIVE SAEYR Py TTL—K (\=RKIxFOPv 75 L—
B s N R#L) IR&DIL—7 IPsec DRENDBIELS N, /e CapEx OF HEBA AR

TN

IT OIS, ZR—ZDEHK. BFF *E—0IVN—IK T5UF 75y hTa—AlLED. L—FAVY, £F1UF4. KTA—
ﬁ?ﬁf (1¢0) ?)&g““ R 2 EmmamA

E¥aUFrq4 H—EZX o XESD-WAN AXRL —F 4 VT I RATA :
> ISR1100-4G/6G/AGLTE : TV —TS5A4 X 7747V 4—J)L. DNSWeb LA ¥tV
T4
> ISR1100X-4G/6G : 7 TV —o a VRBHEEDIVY—T A4 X 774774 —)b. EAHHE
YZRF A, URL 747 YV, BERTILY = 7HifEl. Cisco Umbrella #i&
o Viptela AR L —F 4 YTV RTFLA : IVI—TS5A X T74 7 4—)L. DNSWeb L 1 ¥+
*Falrqa

T2YNTA—LT—FT I FvELUBRKEE

=2 T—=FTIVFvOHE
INFAF7—%T9F v . Eiﬁ‘&i%ﬂ—t‘z%%ﬁ@“%%ﬂi@:y FAO=IWTL—Y, RTA—XVREFZHBIILFIAT
F=TL—Y
o7 $ _ 9 ¢ ISR1100-4G. ISR1100-4G LTEGB/NA. ISR1100X-4G [&. WAN Z7=(3 LAN BICER X 4 DDOK
ﬁEE%#ﬁE bR B 10/100/1000 o —H % v FR— k%12
¢ ISR1100-6G, ISR1100X-6G 75w k7 #—AlE. RJ-45 ixFITH1Z T Small Form-Factor
Pluggable (SFP) X—Z2 D% HR— 9% WAN F/=(d LAN FHD 4 DDAE 10/100/1000
;r”—_b‘*'y FR—F&E2DDA—HRY FAR—FZEBMTREZ. X7 714 /N\EIEERIEOELIC
3] |:,\
AVY—ILFIEZR e RJA5 OV Y —)LiR— h TEEERZ Y R— b
USB 3.0 e HiR—KrEN3USB F/NA1 R :
o USB73v¥aXtEY
o 5E: F/NA XD USB 3.0 iHFI3o 8RR T9 . [USB Device Support Data Sheet] [#3E] 25
BLTSESL,
TSy RAEYDYHR—F ¢ ISR1100 LV ISR1100X Y U —X JL—FICIRBEET 2 7L 16 MB YU 7L TSy a AEY
HIE
e JNILZ 75w a 1 ISR1100 ¥ —XH LV ISR1100X-4G JL—% Tld 8 GB eMMC pSLC ({EF
AHER ML —Y : 5.8 GB) . ISR 1100X-6G JL—% Tld 16 GB eMMC pSLC ({FREIREX kL —
¥ :113.1 GB)
e 547 AMDUSB3.0/R—b (4.5W) IFEMGRR b L —IaE% {21
DRAM ¢ ISR1100 ¥ 1) —XIC|Z 4 GB DEIXE DDR4 ECC DRAM H (/@
¢ ISR1100X ¥ U —X(CId 8 GB MEZE DDR4 ECC DRAM Hifst@
BHABTINA ZEF1Y T« o ¥ ABERILLREE

e UEFIt*a27 7—h
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https://www.cisco.com/en/US/prod/collateral/modules/ps6247/product_data_sheet0900aecd80232473.html

INT A — v R EHLREM : 10S XE SD-WAN 17.12.1

NTA—=RIAINFGA—=H ISR 1100X-6G ISR 1100-6G ISR 1100X-4G ISR 1100-4G

SD-WAN IPSec RJ)L—7w b+ 1,889 Mbps 1,889 Mbps 477 Mbps 477 Mbps
(1400 /X1 M)

SD-WAN IPSec XJ)L—7 v b 972 Mbps 972 Mbps 411 Mbps 411 Mbps
(IMIX)
SD-WAN A —/X\—L 4 b RILOE 3000 1500 500 250

XYy RND—0BBYY)1—-Y3YV

. - g . B%E. Ci M o Cisco SD-WAN [FREMEICEN, 1V F—K v P MPLS 12 £ DEHD
FyL0o 7 2ATONE, WE. | CiscovManage BICT 7T~ 3V & ERRICEGLE T,
Ya—T4vT o feoBEIDY Uy U T, BEBERY NI —FVIELUEF VT«

H—EXZRHLET. WAN #Et. 757 KEF2VUFT0. 7747
JA—IJL. IPS, URL 74 L7V % SD-WAN 7 77 v U LI,
B—oOy—yvavhsEBETEED,

e SD-WAN 7 7 7Yy I %TSVF, FvVYNAR, T—FEVH— U7
TRIBEDYIBT Y N7 A—ALAFIIFEETZ Y b7+ —A2EKICHER

LTEEBLET,
% 4. A H D ETRRERE
T REBIL—FTa VT
Simple Network Management Protocol (SNMP) .  SNMP
DE—FE=#Y>%7 (RMON) . syslog. CFlowd, o SSH #2/ Netconf, CLI, REST (vManage)

IP Flow Information Export (IPFix) « SNMP A0 ACL D3

e CPEWAN EE 70O k)L (XE SD-WAN D #)
e SNMP &K U SSH OF /X1 2R 7 I ZAKRY ¥ —
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https://www.cisco.com/go/ipsla
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% 5. V7RI 7OMEE IORNII - Viptela ARL—F 4 YTV RXT A

peE

ZOokan

h7eIE

FNST74v &R

BEL7ILIVXA

Open Shortest Path First (OSPF) . R—4—4—k2 x4 7O KL3JL (BGP) . eBGP,
iBGP, BGP IL—hUTL Y%, X9 T4 vV, HEREH. OMP, 802.1Q. x4 T4 7
VLAN, 77Uy I RALY, IRB, RANE—RZYy I, EOMF A, RTA MY R,
WEABSLEEY 2—)L, DTLS/TLS, IPSec, DDOS {R:&., OAv hO—ILFL—VIRE. »
¥, BEIEAT. BEEf 21— VY. UR—FV T, Yx—EVI, RTYa-UY
g, RV T, 25—=UvT, IGMPvi1/v2, PIM, B8I1RP, XRT—=IL7IbF S T74 v
VLTV T—vay, Y—ERDT7RNRTA XAV NEFEARY &—, IPv4, SNMP,
NTP. DNS 54 7~ k. Dynamic Host Configuration Protocol (DHCP) . DHCP o7 54
77> k. DHCP H#—/X, DHCP Y L —. config archival, syslog. SSH. SCP. Cflowd v10
IPFIX T2 Z/R— b, IPv6 (kT Z/R—KAl) . VRRP. MPLS, X{#i NAT, 2571 v ¥
NAT, NAT 7—JL, NAT64, NAT/PAT. NAT FZ/\—t )L, XZ7YUw k DNS, TCP i
ft. 7oE£x avrO—=J)L YR+ (ACL) . AppQoE : /X7 v hNEHE

Generic Routing Encapsulation (GRE) . IPSec. 4 —%Xw k. 802.1q VLAN.
CHAP/PAP |C & % PPP over Ethernet (PPPoE)

Quality of Service (QoS) . COSY—*Fv ¥, MR EDQOS, 7TV s—ay
PRI —T v, EMITTVTAREKRE (WRED) . BXBESLVI VI —F
ZHIVT W—=bRUY—, PFVT—=o 3 VBRI —FT VT, GIEIRY O—,
F—HRUY—, ACLRYY—, VPN XY )\—=Y vy TRYY—, TILF VRF HiR— k.,
NTA—IVRARI—F4v% (PR) . Zscaler N\DL AV IANILAFzvY, %27
A=Yy N TF—=rTxA (SIG) ANDFYXIYR—F, RSA F—%{FHL/K SSH
FRE. /A ADZWVWF v RILDINT Y MMESR, R7 T4 X IPsec ¥—. SSH [C—HT %
ACL, VTY, EIULAN A Y5 =T 2 A A/FTA V5 —7 4 RICHEER T SNIERD
VRRP %7 )L—7. Dynamic On Demand k> X% JL. Umbrella EDNS &L TO—AJL K XA
Y INA XA, Umbrella B&1 k> RJLHYR—bK, VPNO & —E Xl VPN BDIL— kU —
7. Y—EREANZ v H—

Netconf over SSH, CLI. REST (vManage) . Linux &z /L. ZBF (Y—YX—XD7 7
AT IH—=I)

=51t : AES-256 (CBC LU GCM E—R) . 1 Y9—XXYNF—TIVRFzVY
(IKE) . Cisco PKI

SRAL : SBEE. FAl. BXUTHUVT 45 (AAA) . RSA (2048 Ew K) . #&E
QAT. ESP-256-CBC. FRifAw 4 —. HMAC-SHA1. ECDSA (256/384 Ew K) ., &=
214 $ZX IPSEC b Y RILICXET B HMAC-MD5, SHA-1., SHA-2. HMAC_SHA256.
HMAC_SHA384, HMAC_SHA512, SHA256 ®HR—

% 6. Y7 ROz 7OEEE 7ORTJL - 10S XE SD-WAN AXRL —F 4 VTV AT A

peE

ZOokan

IPv4, IPv6, X% 54 v % IJL—b. Open Shortest Path First (OSPF) . Enhanced
Interior Gateway Routing Protocol (EIGRP) . R—4%— 4 —ko x4 7OKMIJL

(BGP) . BGP JL—hk U 7L % %. Intermediate System-to-Intermediate System (IS-
IS) . Multicast Internet Group Management Protocol /A\—< 3> 3 (IGMPv3) ., 7Ok
DT ERTILFF ¥ A RDR/I\—RE—K (PIMSM) . PIM Source-Specific Multicast

(SSM) . Cisco Discovery Protocol, 1 Y% —xy bk ¥F—IOZXFxz Y (KE) . 7
JtZx23vbkO—J)LY Xk (ACL) . Dynamic Host Configuration Protocol (DHCP) .
DNS, VRRP, RADIUS, §RiE. FRl. 7hUvF« % (AAA) . IPsec. Bidirectional
Forwarding Detection (BFD) . AppQoE. SNMP, Y7 Dz 7 F7 74V K 77V
T— 3 VAMRILE L UHIfE (SD-AVC) . L1 ¥ 3VPN, IPv6 (k5 ZRKR— KA .
SFE NAT, NAT 7—JL. NAT/PAT. R7Yw k DNS, TCP &i#ft (BBR) . 802.1Q.
OMP, X4 54 7 VLAN, DTLS/TLS, DDOS 5. O hO—-IL7L—V{RE. N,
BEIEMT. BRBEF 21—V Y., UN—FV Y. Yz—EVYT, A59a—-uvy,
RUTYT, IGMPVI/N2, PIM, H—ERZRNZ A XAV MBLVBARY V—,
SNMP, NTP. DNS 7 4 77> k. Dynamic Host Configuration Protocol (DHCP) .
DHCP 754 7> k. DHCP U L —, syslog. SSH, SCP, Cflowd
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h7EIit Generic Routing Encapsulation (GRE) . IPSec, 4 —%%w k. 802.1q VLAN

rS74voER Quality of Service (QoS) . EHfFII T V¥ LARHIMRE (WRED) . BEER! QoS. RV

I—=AR=Z)—=F 4% (PBR) BLURY NT—IXR=X FPTV5— a3 vkl
(NBAR) . BEREBESLUVIYYI—FEZFIYVYT., L= RYY—, PTV5—2 3y

REEIL—FT v, #HIEHRYY— F—=HRUY—, ACLRUI—, VPN AV /)\—Ivy
TRY U —, WILF VRF HR—K., Zscaler N\DL AV INILZAFTvY., X271V
H—FXYy M T—rDx4 (SIG) NDbFYRILYR—F, RSA F—%FEHL SSH iR
fE. /A ZXDEZWVWFrRILDINT Y MESL, RF7JTA X IPsec ¥—, SSH [T—9 3%
ACL. VTY. Dynamic On Demand k> %JL. Umbrella EDNS. VPNO &+ —E X il VPN
EDI—kY—o, H—EREAMTYH—

BESiE7ZILTY XA BE21k : AES-256 (CBC & U GCM E—R)

SPEE : HMAC-SHA1, ECDSA (256/384 Ev 1)
#4 : HMAC-MD5, SHA-1. SHA-2

=7. SD-WAN €% 2 1) 7 1 ##8E (XE SD-WAN 0S)

-

F7Vr—vavidBiory NBAR2 77U —vaviRHI VIV EGATRAT =N 77470 4=ILHT7 TV
H—TZAXT7ALT 74— T—oavOARtE EHEHSVEIEERMHEL, 1400 U EDTF TV -V avERETE
9, Viptela0OS THHR—bEZNET,

BARBEY 27 A ZDYRAT Al CiscoTalos DV T RXFvICL>THR—bEh, HEMICEFHFINE
. BABEYZATARE. EF2VTAREAM AV EFERALTEAINET,

URL 74 L5V VYT 82 MERBZHTFIVEWeb LE2FTF—YayvAOAFZICETVWTURL Z7Oyv U £iE
FA[ Y B7-0HIC, FRINDFERFEZERALET. URL 74 LT UV IV AT AR &
FAVTFTAREAA-IEFERALTEAINET,

=EERTILY 7 JO—NILBERAVTUII VAR BEBRYYRRY IR, UZIIALDIILI T
TOYIICEDEROBEAZHELT, £, HERRYNT—I2BOT7AILT I T«
ETF 4 Z#EHNICOITLET. Chickh, BERTILT 2 7HTIEEP<EESh. HU
AHSN, RESNET. BELBVYILIzTVHEYATAR. EXxa VT4 REAA—Y
ZFEALTEAINIET,

Cisco Umbrella #& IIVRBEHBRY D=0 F2UTA4 T, YA NX—tF2 VT4 DERICTT B5H]
ROPEE 1 —(CIRHLETD,
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e TACACS+
* RADIUS
e O—NILOO—IR—X FHEX Qv tO—-IL

o BUFERTHER :

o SMF1F 74 T4 — : 30W 341-100891-01

¢ AC AHERE : 2=/\—%JL 100 ~ 240 VAC

o EKE : 50 ~ 60 Hz

o RAHAES :30W

o HOEBHE : VAT AERA +12VDC

e YVRAFART—H R Hk = BRIEL, REOFKT = ERICEE. ALY IDRKT = VRFAY
UVIEERE. ALVIORR =T Py TT7—X

e OMP X7—% R : RO FT = IER IR, BT = BRIy OV

¢ BA—HRXYMR—rDRELED : HKT = UV UL, mT=VYV UK. Rl=b>37497
70—

o SIM: #gfa, BKT=SIMIL. fkT=SIM&HD. |l =574 v 70— (ISR1100-4GLTENA
H LV ISR1100-4GLTEGB IC D #&E )

o % SFP O#xf LED

¢ ISR 1100 KLU ISR1100X 1) —X -259 X 178 X28 mm (10.2X 7 X 1.1 41 VF)

¢ ISR 1100X-4G. ISR1100X-6G. ISR1100-4G. ISR1100-6G - 1.21 kg (2.67 /R k)
o ISR 1100-4GLTENA. ISR1100-4GLTEGB - 1.22 kg (2.69 /R K)

o UL 60950-1 % 2 kR

o CAN/CSA C22.2 No. 60950-1, %5 2 kR

o EN 60950-1 % 2 kR

e CBto IEC 60950-1. 52 iR (VIL—7DIEERS LTEFERIEEZ2ITRTEY)
o AS/NZS 60950.1:2011

o IEC-62368 (CB & & Tf UL/CSA)

o NOM-019-SCFI-1998

o GB4943

o EN55022/CISPR22, CFR 47 Part 15, ICES003, VCCI-V-3, AS/NZS CISPR22, CNS13438,
EN300-386. EN61000-3-2, EN61000-3-3, KN22, TCVN 7189, EN61000-6-1

e EN55024/CISPR24, (EN61000-4-2, EN61000-4-3. EN61000-4-4, EN61000-4-5,
EN61000-4-6, EN61000-4-11) . EN61000-6-1. KN24, TCVN 7317, EN300-386

o EMMERE :B¥R0TO ~ 40°C (32 ~ 104°F) (HE300m (1,000 714 —k) Z&iZ1.5°C
fEFL. &K 3,000m (10,000 7 4 — ) FTHISATEE)
o EMfEEE :300m (1,000 74 —hk) Z&IC1°CETTHEA3,000m (10,000 74— k)

o BEREEE : 0 ~ 95% HHSHEE (BEL&ZWLI L)

7



#=o. ISR 1100 &Y —X, ISR 1100X ¥V —X& & U LTE SKU

Biavy—i
- 4

ISR1100-4G 4 - XIS
ISR1100-6G 4 2 - 4 Foiy
ISR1100-4GLTENA 4 - paiT 4 Foivy
ISR1100-4GLTEGB 4 - POV 4 PO
ISR1100X-4G 4 - - 4 Xt
ISR1100X-6G 4 2 - 4 XIS

& 10. HiR—hEh3 LTE/XV R

Wi EFO 75— ISR1100-4GLTENA ISR1100-4GLTEGB

A4 LTE : B2, B4, B5. B12, B13. LTE : B1. B3. B7. B8. B20. B28
B14, B17, B66 o
FDD LTE 2100 MHz (/X>~ K 1) . 1800
FDD LTE 1900 MHz (/XY K 2) . MHz (/XK 3) . 2600 MHz (J\Y K
1700 MHz (/X K 4) . 850 MHz 7) . 900 MHz (/XK 8) . 800 MHz (/\
(/XK 5) . 700 MHz (JAXV R v K 20) . 700 MHz (JXV K 28)
12, 13, 14, 17) . 1700 MHz (/X
v K 66) UMTS : B1. B8
UMTS : B2. B4. B5 GSM/GPRS/EDGE : E-GSM 900, DCS 1800

R DY yO—REEESLU 7Y 7 150 Mbps/50 Mbps - LTE (CAT4) 150 Mbps/50 Mbps - LTE (CAT4)
O— REE

*E

BRI

h+4

{:;%) (E&E® LTE Y KIERE%

RE7I7

FEEk FEDLTENXNY RZYR—FLTVWBEEDARL—FICL>TERBDET,
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=11, Cisco LTE D+#k
ma R
:E;Aﬁ%sgﬁ e WP7607 - ISR1100-4GLTEGB
e WP7610 - ISR 1100-4GLTENA
LTE OEE /S HEE e 1.4 MHz, 3 MHz, 5MHz, 10 MHz, 15 MHz, && T 20 MHz O RF HigiE
¢ WCDMA 7 #—JL/\v T
o JANUY—NEIR
e SIMAR—ZADF v UF7 T 7—ADxT7DEIR (Verizon. AT&T. Generic)
SIM OHHR— e YVJILR4A44- O (3FF) SIMA—KY4 vy b

TJLVYLRATY /OI—DHR— K Cisco LTE Advanced 3.0LTE ( % 9: HR—FZIhBLTE/XV K] 28E)
THRIEHM :
o UMTS & &L UF HSPA+

S e VILFINY R ZRARILRIV b F4R—IL 7T+ (LTE-FANTM-SMA-D) X 2 /X1 R
ICBDO7 YT+ X1

e N7VUTFHETr—7IDFREHA KIZTDWWTIE. [FConnected Grid Antennas Installation
Guide] [RFE] Z2ERL T AL,

F12. YR—bEINTWBYU—X

CEN e

ISR1100 ¥ Y—X e Viptela ARL —F 4 YTV ZFLDY ) —ZN—=T 3> 19.2 B, HR—rSh2HED
Y1—2Z:20.9

¢ IOS XE SD-WAN AXRL —F 4 Y IV XFADY Y —ZN—=Y 3> 17.4.1 YFE (Iv ~O—
SE-FDH)

ISR1100X Y —X o Viptela ARXL—F 4 YT RTLDY ) —ZIN\—=I 3 20.4 HE. FR—rEh2HED
yy—2:20.9

¢ IOS XE SD-WAN ARL —F A YTV RTAD) )V—ZRN=3 3> 17.41 L& (v hO—
SE—RO#H)
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https://www.cisco.com/en/US/docs/routers/connectedgrid/antennas/installing/Overview.html
https://www.cisco.com/en/US/docs/routers/connectedgrid/antennas/installing/Overview.html

CiscolOS YV I MDDz T7DT7A4A BV RENYT—T

CiscoSD-WAN Y 7 b x 7oA A=Y
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