Configurazione e risoluzione dei problemi di
backup di Cisco Unified Communications
Manager (CUCM)
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Introduzione

Questo documento descrive la procedura per aggiungere un dispositivo di backup a Cisco Unified
Communications Manager (CUCM).

Prerequisiti

Requisiti
Cisco raccomanda la conoscenza dei seguenti argomenti:

- Cisco Unified Communications Manager (CUCM)
- Amministrazione del server Secure File Transfer Protocol (SFTP)

Componenti usati
- Cisco Unified Communications Manager 11.5

- Server Linux SFTP
Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico



ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione & stata
ripristinata ai valori predefiniti. Se la rete & operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Premesse

L'obiettivo dei backup disponibili nell'ambiente con qualsiasi software € quello di consentire il
ripristino in caso di guasto irreparabile. | backup sono importanti per evitare la perdita di dati in
caso di danneggiamento del software, guasti hardware o calamita naturali.

Topologia CUCM e SFTP come mostrato nell'immagine:
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Configurazione

Procedura di aggiunta del dispositivo di backup tramite GUI

Passaggio 1. Passare a CUCM > Disaster Recovery System > Backup > Backup Device (CUCM >
Sistema di ripristino di emergenza > Backup > Dispositivo di backup) e fare clic su Add New
(Aggiungi nuovo) come mostrato nelle immagini:

CEWGLEWGLE Disaster Recovery System
=8 Csco Unified Reporting
Cisco Unified CM Administration
Disaster Recovery System
Cisco Unified Serviceabiity
Csco Unified OS5 Administration




ahalie Disaster Recovery System
CISCO

For Cisco Unified Communications Solutions

Device
Scheduler

Manual
Backup

History r Recovery System
SUEE T n: 11.5.1.15900-18

VMware Installation: 1 vCPU@ Intel(R) Xeon(R) CPU E5-2690 v4 @ 2.60

Backup * Restore * Help «

Backup Device List
o Add New

= 5Status

@ Status: Mo records found

-Backup Device List

No backup device configured.

Add New

@' The Backup Dewvice which is associated with 1 or more schedule(s) cannot be delated.

Passaggio 2. Aggiungere un nome di dispositivo di backup, un indirizzo IP, un nome di percorso,
un nome utente e una password come mostrato nelle immagini:

- L'indirizzo IP deve essere il server SFTP di destinazione in cui vengono archiviati i backup.

- Il nome del percorso € la directory all'interno del server SFTP in cui vengono archiviati i
backup.

- Il nome utente e la password devono essere presenti nel server SFTP ai fini
dell'autenticazione.



- Il numero di backup da archiviare nella directory di rete deve essere impostato sul numero di
backup da conservare nella directory SFTP.
Al termine, fare clic su Salva.

Backup * Hestore + Help -

Backup Device

- Status

@ Status:Ready

—Backup device name

Backup device name® TAC-Backup

- Select Destination®

Metwork Directory

Host name/IP address 192 250
Fath name JUCM/Backups/
Uzer name cisco

Paszeword FTTTY NS

Mumber of backups to store on Metwork Directory ’7 1 vl

Save| Back

Confermare che I'aggiornamento & riuscito come mostrato nell'immagine:



Backup Device
e s

- Status

(D Update successful

~Backup device name

Backup device name™® TAC-Backup

~Select Destination™®

Metwork Directory

Host namea/IP address 192, 250

Path name lfUCWBaEkLIPSf ]

User name [::iscu ]

Password |un- |
Number of backups to store on Network Directory 1 vl

Save| Back

Procedura di aggiunta del dispositivo di backup tramite CLI

Passaggio 1. SSH (Secure Shell) nell'indirizzo IP del server di pubblicazione CUCM e
autenticazione con il nome utente e la password del sistema operativo (OS), come mostrato nelle
immagini:



ﬁ PuTTY Configuration ? >,
Category:
= Sfassinn Basic options for your PuTTY session
Ten L.-:lglging Specify the destination you want to connect to
= Termina —
- Keyboard Hu:n_st Mame (or IP address) Port
-~ Bel 192 s 2
- Features l.onnection type:
= Window (JRaw () Telnet () Rlogin [!_5 SSH | () Senal
F-ppea.rann::e Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
""':'z'l':'!"m Default Settings Load
—J- Connection
Data Sa".I'E
s Pn:lx!'l
- Telnet Delete
- Rlogin
+- 55H
""" Sefial Close window on exit:
() Aways (O Never (@ Only on clean exit
About Help Open Cancel

Passaggio 2. Aggiungere il dispositivo di backup con la seguente sintassi: utilizza il dispositivo di
disaster recovery add network <nome dispositivo di backup> <percorso> <indirizzo-ip del server
remoto> <nome utente> [numero di backup] come mostrato nell'immagine:



R 192, 106 - PuTTY

Al momento dell'esecuzione della procedura Aggiungi dispositivo di backup, la procedura descritta
di seguito viene eseguita in CUCM:

1. Contatta il server SFTP e autentica

2. Trasferire un file di test nella directory
3. Disconnetti dal server SFTP

4. Contatta il server SFTP e autentica

5. Elimina il file di test nella directory

6. Disconnetti dal server SFTP

Nota: Se una di queste operazioni non riesce, CUCM non & in grado di aggiungere il
dispositivo di backup.

Analisi del log per I'aggiunta di un dispositivo di backup

o S L S S S L B e o o S O O A O S o S S T S o S

Richiesta UpdateDestination inviata per aggiungere una nuova destinazione di backup
+++++++H+H R

2018-12-24 11:39: 22, 494 DEBUG [ Net MessageDi spatch] - drfMessageVal i dator. val i dat eMessage():
Starting introspection for Message | D = 3200 Message Body =

========== BEG N nsgSubUpdat eDesti nati on_REQ ==========

devi cepat h : [ UCM Backups/

devi cet ype : NETWORK

hostnane : 192. X X. 250

m_ i BackupSet Count : 1

password : 8f5fcb108a798014abf f 9ab4f c006f 2a83027d6c858f 0ac9b2720a32balb8d3c

st or agel ocati onname : TAGC Backup

user nanme : cisco

version : 1.0.0

schedules : []

e L o S

CUCM tenta di connettersi al server SFTP
+++++++++++H

2018-12-24 11:39: 23,168 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection: Trying to
connect to the SFTP server.

2018-12-24 11:39: 23,171 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection:
Connecting SFTP server. ..

+++++++++

Autenticazione completata
+++++++++++++++H R

2018-12-24 11:39: 23, 373 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection:
Aut henti cati on Conpl eted Successfully, connected to renpte server. Now opening a SFTP channel .



2018-12-24 11:39: 23,580 DEBUG [ Net MessageDi spatch] - drfUtils:sftpPutFile: SSH Authentication
success for user cisco on 192. X X. 250

+++++++++++++
+++++++++++++
+++++++++++++
++++++++++++++H

CUCM trasferisce i file da: /common/drf/d3-sb-11pub_dUmmI_Drf al server: 192.X.X.250
/UCM/Backups/d3-sb-11pub_dUmmlI_Drf

Questa operazione viene eseguita per verificare se CUCM dispone di privilegi di lettura/scrittura.
+++++++++++++

e
e
++++++++H+

2018-12-24 11:39: 23,581 DEBUG [ Net MessageDi spatch] - drfUtils:sftpPutFile: Transferring files
from /common/drf/d3-sb-11pub_dUm _Drf to the server: 192. X X 250 /UCM Backups/ d3-sh-
11pub_dUnm _Drf

2018-12-24 11:39: 23,581 DEBUG [ Net MessageDi spatch] - drfSftpProgressMnitor:: STARTING O
/ comon/ drf/d3-sb-11pub_dUnm _Drf -> /UCM Backups/ d3-sb-11pub_dUm _Drf total: O

+++++++

Trasferimento file completato
+++++++H

2018-12-24 11:39: 23,585 DEBUG [ Net MessageDi spatch] - drfSftpProgressMnitor:: ...File Transfer
Conpl et ed

+++++++ b

CUCM chiude ChannelSftp...
++++++++++

2018-12-24 11:39: 23,586 DEBUG [ Net MessageDi spat ch]
Channel Sftp. ..

2018-12-24 11:39: 23,586 DEBUG [ Net MessageDi spatch] - drfUtils: cl oseSFTPConnecti ons:
Di sconnecting Channel . ..

2018-12-24 11:39: 23,586 DEBUG [ Net MessageDi spat ch]
Session. ..

drfUtils:cl oseSFTPConnections: C osing

drfUtils:cl oseSFTPConnections: C osing

T L O o O S S A S A S O

CUCM tenta di connettersi al server SFTP
+++++++++++++++++++++H

2018-12-24 11:39: 23,586 DEBUG [ Net MessageDi spatch] - drfUtils: establishSftpConnection: Trying to
connect to the SFTP server.

2018-12-24 11:39: 23,587 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection:
Connecti ng SFTP server. ..

+++++++ b

Autenticazione completata
++++++++++++++

2018-12-24 11:39: 23, 733 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection:
Aut henti cati on Conpl eted Successfully, connected to renpte server. Now opening a SFTP channel .



+++++++++++++++++H R
+++++++++++
CUCM elimina i file /UCM/Backups/d3-sb-11pub_dUmmI_Drf dal server: 192.X.X.250

Questa operazione viene eseguita per verificare se CUCM dispone di privilegi di lettura/scrittura.
+++++++++++++++++H R

+++++++++H++

2018-12-24 11:39: 24,277 DEBUG [ Net MessageDi spatch] - drfUtils:sftpDeleteFile: Deleting files
/ UCM Backups/ d3-sb-11pub_dUmm Drf fromthe server: 192. X. X 250

+++++++

Eliminazione completata
+++++++H

2018-12-24 11:39: 24,277 |1 NFO [ Net MessageDi spatch] - drfutils.sftpDeleteFiles: Successfully
del eted /UCM Backups/ d3-sb-11pub_dUmm _Drf on the Server 192. X. X. 250

+++++++ b

CUCM chiude ChannelSftp...
++++++++++HH

2018-12-24 11:39: 24,278 DEBUG [ Net MessageDi spat ch]
Channel Sftp. ..

2018-12-24 11:39: 24,278 DEBUG [ Net MessageDi spat ch]
Di sconnecting Channel . ..

2018-12-24 11:39: 24,278 DEBUG [ Net MessageDi spatch] - drfUtils:cl oseSFTPConnections: C osing
Session. ..

2018-12-24 11:39: 24,278 DEBUG [ Net MessageDi spat ch]
SFTP Cient...

drfUtils:cl oseSFTPConnections: C osing

drfUtils:closeSFTPConnecti ons:

drfUtils:isSftpLocationAccessible: C osing

Awvio di un backup manuale mediante la procedura GUI

Passaggio 1. Passare a CUCM > Disaster Recovery System > Backup > Backup manuale come
mostrato nelle immagini:

RENLELILE Disaster Recovery System
=8 Csco Unified Reporting
Cisco Unified CM Administration
Disaster Recovery System
Cisco Unified Serviceabiity
Csco Unified OS Admnistration




1), Disaster Recovery System

CIS€0  For Cisco Unified Communications Solutions

Device

Scheduler

T T e 11.5.1.15900-18

VMware Installation: 1 vCPU@ Intel(R) Xeon{R) CPU E5-2

Passaggio 2. Selezionare il dispositivo di backup, le funzionalita di cui eseguire il backup e fare
clic su Start. Per questo esempio, viene eseguito il backup solo della funzionalita UCM, come
mostrato nell'immagine:

Backup ¥ Restore ¥ Help

Manual Backup

. Estimate Size @ Select Al E_g Clear Al

Status
|V® Status:Ready

Select Backup Devic
|Vl3evice Name™ [Tac-Backup ]

Select Features *
Mucm
Ocor_car
Oewm

~The foll g comp are reg ed with D Recovery Syst

Feature Server

UCM D3-5B-11PUB CDPAGT
UcM D3-SB-11PUB SYSLOGAGT
UCM D3-SB-11PUB PLATFORM
UCM D3-SBE-11PUB CLM
UCM D3-SB-11PUB CCMDB
UCM D3-SB-11PUB TCT
ucM D3-SB-11PUB CCMPREFS
UCM D3-SB-11PUB TFTP
UCM D3-SB-11PUB MOH
UCM D3-SB-11PUB ANN
ucM D3-5B-11PUB BAT
ucmMm D3-5B-11PUB CEF
UcM D3-5B-11PUB REPORTER
ucMm D3-SB-11PUB DNALIASLOOKUP
UCM D3-5B-11PUB DMALIASSYNC
CDR_CAR D3-5B-11PUB CAR
PLM D3-SB-11PUB ELM-AGENT
PLM D3-SB-11PUB ELM-SERVER

- Quando il backup € in corso, viene visualizzata un'indicazione di stato come mostrato
nell'immagine:



Backup v Restore = Help +

Q reresn (@ concen

@ Backup operation in progress for server [D3-SB-11FUB], please wat... *

- Backup detail
Tar Filename: 2018-12-24-13-04-38.tar
Backup Device: NETWORK
O i BACKUP
Percentage Complete: 26%
Feature Server Component Status Result ** Start Time Log File *
ucM D3-SE-11PUB CDPAGT 100 SUCCESS Mon Dec 24 13:04:38 PST 2018 -12-24-13-04-; -5b-.
ucM D3-SB-11PUB SYSLOGAGT 100 SUCCESS Mon Dec 24 13:04:40 PST 2018 -12-24-13-04- -sb- m 1!
ucH D3-SB-11PUB PLATFORM 100 SUCCESS Maon Dec 24 13:04:41 PST 2018 -12-24-13-04- -gb- m_platform.
ucHM D3-SB-11PUB CLM 100 SUCCESS Mon Dec 24 13:04:44 PST 2018 -12-24-13-04- -gb- m_clm.|
ucM D3-SB-11PUB CCMOB 1] Active Mon Dec 24 13:04:44 PST 2018
ucM D3-SB-11PUB TCT 0 - -
ucM D3-SB-11PUB CCMPREFS 0 - -
ucM D32-5B-11PUB TFTP 0 - -
UcM D3-SB-11PUB MOH o == ==
ucHM D3-SB-11PUB ANN o == ==
ucM D3-SB-11PUB BAT 1] - -
ucM D3-SE-11PUB CEF 0 - -
ucM D3-SB-11PUB REPORTER 0 - -
ucM D32-5B-11PUB DNALIASLOOKUP 0 - -
ucM D3-SB-11PUB DNALIASSYNC 0 - -
Refresh Cancel Backup

- Una volta completato il backup, viene visualizzato il messaggio SUCCESS che indica il
backup completato in CUCM, come mostrato nell'immagine:

Backup = Restore ¥ Help ~

Backup Status

@ retresn || cancel

@ success: Backup Completed...
rBackup detail
Tar Filename: 2018-12-24-13-04-38.tar
Backup Device: NETWORK
Operation: BACKUP
[Per:entsge Complete: 100%
Feature Server Componant Status Result ** Start Time Log File *
ucMm D3-5B8-11PUB COPAGT 100 SUCCESS Mon Dec 24 13:04:38 PST 2018 -12-24-13-04-. -gh- m 2
ucH D3-5B8-11PUB SYSLOGAGT 100 SUCCESS Mon Dec 24 13:04:40 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm svslogagt.log
ucH D3-5B8-11FPUB PLATFORM 100 SUCCESS Mon Dec 24 13:04:41 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub wcm platform.log
ucH D3-5B8-11FPUB LM 100 SUCCESS Mon Dec 24 13:04:44 PST 2018 2018-12-24-13-04-38 b d3-sb-1ipub ycm cim.log
ucH D3-56-11PUB CCMDB 100 SUCCESS Mon Dec 24 13:04:44 PST 2018 2018-12-24-13-04-38 b d3-sb-1ipub ucm comdb log
UCM D3-S8-11PUB TCT 100 SUCCESS Mon Dec 24 13:04:59 PST 2018 2018-12-24-13-04-38 b d3-sb-1ipub ucm tctlog
UcM D3-58-11PUB CCMPREFS 100 SUCCESS Mon Dec 24 13:05:00 PST 2018 -12-24-13-04-38 b d3-sb-1ipub uem log
ucM D3-5B-11FUB TFTR 100 SUCCESS Mon Dec 24 13:05:03 PST 2018 2018-12-24-13-04-38 b d3-sb-1ipub ucm tftplog
ucM D3-58-11PUB MOH 100 SUCCESS Mon Dec 24 13:08:57 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm mohlog
ucM D3-S8-11PUB ANN 100 SUCCESS Mon Dec 24 13:09:00 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ycm ann.log
ucH D3-58-11PUB BAT 100 SUCCESS Mon Dec 24 13:09:00 PST 2018 2018-12-24-13-04-38 b d3-sb-1lpub ucm batlog
[[=] D3-58-11PUB CEF 100 SUCCESS Mon Dec 24 13:09:02 PST 2018 2018-12-24-13-04-38 b d3-sb-lipub ucm ceflog
UcM D3-58-11PUB REPORTER 100 SUCCESS Mon Dec 24 13:09:03 PST 2018 2018-12-24-13-04-38 b d3-sb-1ipub ucm reporterlog
ucM D3-58-11PUB DNALIASLOOKUP 100 SUCCESS Mon Dec 24 13:09:04 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm i 1
ucH D3-5B-11PUB DNALIASSYNC 100 SUCCESS Mon Dec 24 13:09:05 PST 2018 2018-12-24-13-04-38 b d3-sb-1ipub ucm Ii log
‘ Refresh Cancel Backup

- Una volta completato il backup, i file .TAR vengono visualizzati nella directory SFTP come
mostrato nell'immagine. Questi file vengono utilizzati successivamente, se & necessario un
ripristino:



Awvio di un backup manuale mediante la procedura CLI

Passaggio 1. SSH (Secure Shell) nell'indirizzo IP del server di pubblicazione CUCM e
autenticazione con il nome utente e la password del sistema operativo, come mostrato

nell'immagine:

ﬁ PuTTY Cenfiguration

Category:

. - Features
— - Window

: Appearance
Behaviour

. Tranglation

About Help

Basic options for your PuTTY session

Specify the destination you want to connect to

s

Hu:n_st Mame (or IP address) Port

152 06 22

L.onnection type:

(JRaw () Telnet () Rlogin I@ S5H | () Senal

Load, save or delete a stored session

Saved Sessions

Default Settings Load
Save
Delete

Cloze window on exit:
() Mways

() Never

Open

(®) Only on clean exit

Cancel




Passaggio 2. Avviare un backup manuale con la sintassi del comando: utilizza disaster_recovery
backup network <elenco funzionalita> <nome dispositivo di backup> come mostrato
nell'immagine:

- Quando il backup € in corso, viene visualizzata un'indicazione di stato con la sintassi del
comando: utilizza il backup dello stato di disaster recovery come mostrato nell'immagine:

&P 192, 106 - PuTTY

- Una volta completato il backup, viene visualizzato un messaggio di operazione riuscita con la
sintassi del comando: utilizza il backup dello stato di disaster recovery come mostrato
nell'immagine:

229 106 - PUTTY

Abilita backup pianificato tramite procedura GUI

Passaggio 1. Passare a CUCM > Disaster Recovery System > Backup > Scheduler > Aggiungi
nuovo come mostrato nelle immagini:



Manual
Backup

History r Recovery System

=L 11.5.1.15900-18

VMware Installation: 1 vCPU@ Intel(R) Xeon(R) CPU E5-2690 v4 @ 2.60G

4. Disaster Recovery System

CIS€Q  For cisco Unified Communications Solutions

Backup * Restore * Help -

Schedule List

Status
[@ Status: No records found

|'5chedule List

No Schedules configured.

Passaggio 2. Aggiungere un nome per l'operazione di backup automatico come mostrato
nell'immagine:



B Save ﬁ’ SetDefaut () Disable Schedule | ) Enable Schedule . Back

Status
‘ @ Status:Ready

Schedule Name

Schedule Name™ |w=ekly-Eackup

~Salert Racrkin Newvice

Passaggio 3. Seleziona un dispositivo di backup

Q Save d'ﬁ’ SetDefaut () Disable Schedule | > Enable Schedule . Back

~Status

@ Status:Ready

~Schedule Name
Scheadule Namea™ |w~:ekly-Eackup |

Select Backup Device

Device Name™ | TAC-Backup v |

Passaggio 4. Selezionare le funzionalita di cui eseguire il backup

L
[klm Backup Device

Device Name™ TAC-Backup w

- Select

Muem Ocor_car Orm

rThe following components are registered with Disaster R ¥

Passaggio 5. Scegliere una data di inizio e scegliere la frequenza:

Jm=s
[ Start Backup at*

Date 2018 | [Bec v 30« Time [00 +] Hour 00 | Minute
Frequency
O once
O paily
® weekly
COmonday O Tuesday [ wednesday O Thursday
[ Friday [l saturday Sunday
O Manthly

Passaggio 6. Salvataggio



‘ O Monthly

ma et Defa

Passaggio 7. Abilitare il backup pianificato:

m} Weeklv-Backup TAC-Backup 192,88 250 : JUCM/Backups/ Disabled

Backup ~ Restore ¥  Help ~
Schedule List

o Asatew [ seectan [T Clearas gl Deite Seicied } Enable Selected Scheduies () Disable Selected Schedules

| Weekly-Backup TAC-Backup 192,08 250 : JUCM/Backups/ Enabled

Abilitazione del backup pianificato tramite la procedura CLI

Passaggio 1. SSH (Secure Shell) nell'indirizzo IP del server di pubblicazione CUCM e
autenticazione con il nome utente e la password del sistema operativo, come mostrato
nell'immagine:



ﬁ PuTTY Configuration ? >,
Category:
= Sgassiu:un Basic options for your PuTTY session
""" Logging Specify the destination you want to connect to
Teminal
= Termina —
- Keyboard Hu:n_stHarne jor |IP address) Port
. Bell E 06 22
- Features l.onnection type:
= Windaow (JRaw () Telnet () Rlogin SSH | () Senal
F-ppea.rann::e Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
""':'z'l':'!"m Default Settings Load
—J- Connection
Data Sa".I'E
s Pn:lx!'l
- Telnet Delete
- Rlogin
+- 55H
""" Sefial Close window on exit:
() Aways (O Never (@ Only on clean exit
About Help Open Cancel

Passaggio 2. Aggiungere il backup pianificato con la sintassi del comando: utilizza la
pianificazione di disaster_recovery add <nomepianificazione> <nomeperiferica> <elenco
funzionalita> <datetime><frequency> come mostrato nell'immagine:

EP 192, 106 - PuTTY

le's

rfac

Passaggio 3. Abilitare il backup pianificato con la sintassi del comando: utilizza la pianificazione di
disaster_recovery enable <nomepianificazione> come mostrato nell'immagine:



&2 192, 106 - PuTTY

Esempio di eliminazione di un backup precedente in CUCM

Configurazione del dispositivo di backup con il numero di backup impostato su 1 come mostrato
nell'immagine:

Q Save . Back

~Status

'@' Status:Ready

-Backup device name

Backup device name™ TAC-Backup

~Select Destination™®

Network Directory

Host name/IP address | 192. 250

Path name JUCM/Backups/

User name CisSco

PSS Ed = »
Number of backups to store on Network Directory |1 ]

Directory di backup con un solo backup disponibile (16 file), come mostrato nell'immagine:



CUCM inizia a trasferire i file di backup prima di eliminare il vecchio backup (raggiunge i 32 file):

Backup = Restore = Help =

2 roo

J-SFTP: /home/cisce/UCM/Backups - D0 X I

@ reresn () Cancel

Status
[@ Backup operation in progress for server [D3-58-11PUB), please wait..

rBackup details

Percentage Complete:

Feature Component Status Result **

ucH COPAGT 100 Tue Dec 2

ucH SYSLOGAGT 100 Tue Dec 2

ucH PLATFORM 100 Tue Dec 2

ucH cM 100 Tue Dec 2

ucH cemMps 100 Tue Dec 2
TCT 100 Tue Dec 2

ucH CCMPREFS 100 Tue Dec 2

ucH TFTP Tue Dec 2

ucH MOH

ucH ANN

ucH BAT

ucH CEF

ucH REPORTER

ucH oN LOOKUP

ucH O NC

Refresh Cancel Backup

* Click on the filename to view the loa file

Una volta completato il backup, DRS elimina il backup precedente per renderlo conforme al
numero di backup da archiviare nella directory di rete (16 file):

Backup v Restore ~  Hep v

P ot

A-SFTP: fhome/cisco/UCM/Backups - (m] x I

§Q rerrenn Cancel

ckup Completed

Backup details

Tar Filename

Feature

100
CCMPREFS 100
TETR 100
MOH 00

Tue Dec 25 1
Tue Dec 25 1

Refresh

* Click on the filename to view the log file



Analisi del log per il nuovo backup creato e il vecchio backup eliminato

+++++++++H++

Viene visualizzato il messaggio all'avvio di un backup manuale: INIZIA MANUALE
+++++++++++

2018-12-25 11:11:59, 486 DEBUG [ Net MessageDi spatch] - drfMessageVali dator. val i dat eMessage():
Starting introspection for Message ID = 1700 Message Body =

========== BEG N nsgSubBackup_ REQ ==========

m bLeaveTenpBackupDi rect oryl nPl ace . false

destinationld . TAC- Backup

backupType : MANUAL

f eat ur esTobeBackedup : [ UCM

========== END msgSubBackup_ REQ ==========

+++++++

Questo ¢ il dispositivo aggiunto come dispositivo di backup: TAC-Backup
+++++++++++++++++

2018-12-25 11:11:59, 486 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: Handl eBackup: The backup
is being processed for the device: TAC Backup

+++++++ b

Accertarsi che SFTP sia accessibile
++++++++++

2018-12-25 11:11:59, 487 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: Handl eBackup: Executing
sftpLsFiles to nake sure SFTP is accessible.

2018-12-25 11:11:59,487 | NFO [ Net MessageDi spatch] - drfUtils:sftpLsFiles-: Executing JSCH SFTP
I's command for: User: ciscoHostNane: 192. X X 250 from source :/UCM Backups/ with pattern -|
2018-12-25 11:11:59, 487 DEBUG [ Net MessageDi spatch] - drfUtils: establishSftpConnection: Trying to
connect to the SFTP server.

+++++++++ bR

CUCM si connette al server SFTP remoto
+++++++++++++++ R

2018-12-25 11:11:59, 617 DEBUG [ Net MessageDi spatch] - drfUtils: establishSftpConnection:
Aut henti cati on Conpl eted Successfully, connected to rembte server. Now opening a SFTP channel .

++++++++H+

Numero di funzionalita selezionate:
Trovate 1 funzionalita selezionate

Nome funzionalita: UCM
+++++++H+HHH

2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Found 1 features selected for Restore

2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: CDPAGIDI rect Backup set to : yes
2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: SYSLOGAGTD rect Backup set to : yes
2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: PLATFORMDI rectBackup set to : yes
2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: CLMDirectBackup set to : yes
2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: CCMVDBDI rect Backup set to : yes



2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
yes
2018-12-25 11:
Feature Nane: UCM Server
yes

UCM Server
UCM Server
UCM Server
UCM Server
UCM Server
UCM Server
UCM Server
UCM Server

UCM Server

++++++++H b

33 file trovati nel percorso specificato
++++++++++++

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
gi ven path

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM PLATFORM t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_dr f Conponent . xmi

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM REPORTER t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CLM t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM DNAL| ASSYNC. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM REPORTER t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM MOH. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM BAT. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CCMDB. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM SYSLOGAGT. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CEF. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CCMPREFS. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CCMPREFS. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM TCT. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CEF. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM PLATFORM t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]

11: 59, 834 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: TCTDi rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Name: CCMPREFSD rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nanme: TFTPDi rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: MOHDI rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: ANNDI rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: BATDI rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: CEFDirectBackup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Name: REPORTERDI rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Name: DNALI ASLOOKUPDI rect Backup set to :

11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Name: DNALI ASSYNCDI r ect Backup set to :

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

- drf MessageHandl! er: set Conponent BackupType:

drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.

sftpLsFiles-:

sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFiles-:
sftpLsFil es-:
sftpLsFil es-:

sftpLsFil es-:

33 files found at the

2018- 12- 24- 13- 21- 17_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-

2018-12- 25- 11- 12- 03_D3-



SB- 11PUB_UCM CDPAGT. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM ANN. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM SYSLOGAGT. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM TFTP. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM TFTP. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM CCMDB. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM ANN. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM DNALI ASSYNC. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM DNALI ASLOOKUP. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM CDPAGT. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM MH. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM CLM t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM DNALI ASLOOKUP. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM BAT. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM TCT. t ar

++++++++++++++H
Questa opzione consente di tenere traccia del numero di backup:
DRS ottiene un elenco degli ID di backup precedenti:
2018-12-24-13-21-17

2018-12-25-11-12-03
++++++++++++++H

2018-12-25 11:16: 23,887 | NFO [ Tar Wor ker Thread] - drf SftpManager: drf GetLi st Of Backups: Adding the
backup id after the _pubhostnanme filtering: 2018-12-24-13-21-17
2018-12-25 11:16: 23,887 I NFO [ Tar Wor ker Thread] - drf SftpManager: drf GetLi st Of Backups: Adding the
backup id after the _pubhostnanme filtering:2018-12-25-11-12-03

++++++++++++

dimensioni elenco: 1
++++ -+

2018-12-25 11:16: 24,852 | NFO [ Tar Wr ker Thread] - drf SftpManager. Renoved dBackupSet: |ist size :
1

e L
e L
e L
+++++++ R

CUCM rimuove: /JUCM/Backups/2018-12-24-13-21-17_D3-SB-11PUB*

e L
e L
e L
+++++++ R



2018-12-25 11:16: 24,852 | NFO [ Tar Wr ker Thread] - drf SftpManager. Renoved dBackupSet: Renpvi ng:
/ UCM Backups/ 2018- 12- 24- 13- 21- 17_D3- SB- 11PUB*

++++++++H+

L'elenco ora ha solo 1 backup
+++++++++++++++H+H+H+H+H+H+++

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 18 files found at the
gi ven path

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM REPORTER. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB-11PUB_UCM CLM t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM MH. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM BAT. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM CEF. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM CCMPREFS. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM TCT. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM PLATFORM t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM CDPAGT. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM ANN. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM SYSLOGAGT. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM TFTP. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM _CCMDB. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM DNALI ASSYNC. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM DNALI ASLOOKUP. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_dr f Conponent . xmi

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: Found 16 matching the
search criteria.

+++++++ b

CUCM chiude ChannelSftp...
o S AU IR

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfUtil s: cl oseSFTPConnecti ons: C osing
Channel Sftp. ..

2018-12-25 11: 16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfUtil s: cl oseSFTPConnecti ons: Di sconnecting
Channel . ..

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfUtil s: cl oseSFTPConnecti ons: C osing
Session. ..

++++++++H+ bR

OPERAZIONE DI BACKUP COMPLETATA
++++++++H+ bR

2018-12-25 11:16: 26,572 | NFO [ Tar Wr ker Thread] - {STATE_I DLE} drfBackup: Conpl et eBackup(Devi ce=-
): === BACKUP operation COVPLETED ===



Verifica

Per verificare che il backup sia riuscito, € necessario visualizzare il messaggio di stato SUCCESS:
Backup completato come mostrato nell'immagine:

Backup > Restore = Help v

| & root@cht-sF

@ success: Backup Completed...
rBackup de
Tar Filaname: 2018-12-25-11-12-03.tar
Backup Device: NETWORK
Operation: BACKUP
Percentage Complete: 100%

Foature Server Component Status Rasult **
ucH 03-58-11PUB COPAGT 100 SUCCESS
ucH D3-SB-11PUB SYSLOGAGT 100 SuCCESS
ucH D3-5B-11PUB PLATFORM 100 Success
ucwH D3-SB-11PUB cn 100 success
ucw D3-SB-11PUB ccMDB 100 SuCCEss
uck D3-SB-11PUB TcT 100 success
ucm D3-SB-11PUB CCMPREFS 100 SUCCESS
= 1 TR 100 Success
ucw MOH 100 SUCCESS
ucw AN 100 SUCCESS
ucw BaT 100 SUCCESS
uecm cer 100 SUCCESS
ucw REPORTER 100 SUCCESS
ucw DNALIASLODKUP 100 SUCCESS
uem DNALIASSYNC 100 SUCCESS

Rafresh

* Click on the filename to view the log file

Risoluzione dei problemi

Per risolvere i problemi relativi ai backup in CUCM, & necessario:

- Regqistri locali DRF
- Registri master DRF

In RTMT, selezionare Trace and Log Central > Collect Files > Cisco DRF Local & Cisco DRF
Master per tutti i server, come mostrato nell'immagine:

home/cisco/UCM Backups




File System VoiceVideo AnalysisManager |1 a0 Presence  Edit Window  Application  Help

co Unified Real Time Monitoring Tool (Currently Logged into: 192, 06)

System
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Compl Collect Files X opsiav
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5 System Summary

Server
. ||Down

CPU and Memory [} schedule Collectio Downl | Select System Senices/Applications |
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Disk Usage @[] Real Time Trace Ciown [Z] Select all Services on all Servers

B Critical Seni [ Collect Crash Dumf|pown Name All Servers [ d3-sb-11pub
rical senvices [ Collect Install Logs | Downl ;2 <, & Gradmin Web Senvice O O -

Performance [3 Audit Logs Downl |5is o CCMRealm Web Service

Performance Pownf||cisco CCMSenvice Web Senice

Pownl | cisco CCMUSser Web Senvice
pownl [cisco COP
Pownl [cisco COP Agent
Bownl | ~isco CallMlanager Cisco IP Phone Senvices
Bownl | ~iscq Called Party Tracing
Cisco Certificate Change MNotification
Cisco Certificate Change MNotification Service
Cisco Common User Interface
Cisco ControlCenter CLI
i Tool

Performance Log Viewer

S Trace & Log Central

s Job Status

S

@ SysLog Viewer

@ VLT

@ AuditLog Viewer

Hosth
Mo.of

Cisco DRF Local

Cisco DRF Master

[Cisco Database CN Ouiput
Cisco Database Installation Service
Cisco Database Layer Monitor

Cisco Database Library Trace

Cisco Database Motification Service
Cisco Database Replicator Trace

Cisco DirSync

Cisco Discovery Responder Service
Cisco E911 Service

Cisco External Call Control Senvice
Cisco GRT Communication Web Senvice
Cisco Informix Database Service

Comp|
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<Back | Next> | | cancel

Per ulteriori informazioni, vedere Come raccogliere le tracce per CUCM 9.x o versioni successive.

Si consiglia I'accesso all'SFTP remoto.
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