Gestione certificati CUCM e notifica modifiche
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1. Introduzione

Questo documento descrive che la gestione dei certificati in Cisco Unified Operating System €& un
componente molto importante di CUCM e VOS stesso perché molte applicazioni e funzionalita si
basano sui certificati, ad esempio: TVS, CAPF, Security by Default o Unified
Serviceability.CertMgmt fornisce un unico repository di certificati e API per altri componenti al fine
di includere facilmente la sicurezza e il trasferimento sicuro dei dati (TLS).

Il servizio "Cisco Certificate Change Notification" & stato introdotto principalmente per
sincronizzare alcuni certificati tra i nodi del cluster ed € monitorato da ServM. Semplifica e
velocizza il provisioning dei certificati per gli amministratori in installazioni di maggiori dimensioni.

Contributo di Mateusz Olszowy, Cisco TAC Engineer.

2. Come vengono archiviati i certificati?

| certificati vengono archiviati nel file system e nel database e il servizio CN ne mantiene la
sincronizzazione tra i nodi. Ai certificati del file system viene assegnata una precedenza maggiore
rispetto ai certificati del database.

Tabelle DB:

- CERTIFICATO: memorizza tutti i dettagli del certificato, ad esempio oggetto, emittente,
numero di serie, certificato in formato PEM e cosi via.

- CERTIFICATESERVICECERTIFICATEMAP - Mapping tra certificato e tipo di certificato, ad
esempio CallManager-Trust, CAPF-Trust

- CERTIFICATEHASHMAP - mapping tra certificato e hash del certificato

- CERTIFICATEPROCESSNODEMAP - mapping tra certificate e processnode

- CERTIFICATETRUSTROLEMAP - Mapping tra certificato ed enum_ruolo



- TYPECERTIFICATESERVICE - mappa le enumerazioni disponibili in
CERTIFICATESERVICECERTIFICATEMARP ai tipi di certificato (tomcat, tomcat-trust,
callmanager e cosi via)

Memorizzazione nel file system:

- certificati: chiave pubblica (certificato X509 - proprio certificato) (formato .der e .pem con
.description) e anche in formato keystore pkcs-12.
- chiavi: chiave privata, passphrase e CSR.
- certificati di attendibilita: tutti i certificati attendibili (formato .der e .pem) e anche nel formato
keystore PKCS-12.
Percorsi di esempio:

/usr/local/cm/.security/CallManager/
/usr/local/cm/.security/ CAPF
lusr/local/platform/.security/tomcat

La sottodirectory trust-certs contiene collegamenti simbolici che fanno riferimento a file .pem con
nomi speciali costituiti da hash openSSL e in genere dall'estensione .0 che puo essere utilizzata
come iteratore quando viene generato lo stesso hash. Fare riferimento all'esempio seguente:

[root @ucnpub trust-certs]# pwd
/usr/local/cm.security/ Call Manager/trust-certs

[root @ucnpub trust-certs]# |s -1 cucnpub. pem
-rwxr-xr-x 1 certbase ccnbase 993 Mar 15 2013 cucnpub. pem

[ root @ucnpub trust-certs]# openssl x509 -noout -hash -in cucnpub. pem
5eb51e07

[root @ucnpub trust-certs]# |s -1 5eb51e07.0 |Irwxrwxrwx 1 certbase ccnbase 11 May 13 17:16
5eb51e07. 0 -> cucnpub. pem

3. Panoramica della progettazione di CertMgmt e certificati CN

Quando il certificato viene caricato nella pagina Amministrazione del sistema operativo, il file in
formato PEM e DER viene scritto nel file system e le tabelle DB vengono aggiornate.

Questi certificati vengono successivamente replicati tramite la replica del database negli altri nodi
del cluster.

Alcuni tipi di certificati vengono selezionati dal processo di notifica delle modifiche ai certificati
Cisco sui nodi remoti e caricati nel file system dallo stesso processo.

Il processo di notifica delle modifiche ai certificati Cisco riceve una notifica per le modifiche
apportate alle seguenti tabelle: CERTIFICATE e CERTIFICATESERVICECERTIFICATEMAP.

| certificati selezionati da Notifica modifica certificato Cisco sono configurati nel file di
configurazione seguente /usr/local/platform/conf/certM.conf:

CHANGE_NOTIFICATION_UNIT=tomcat,tomcat-trust,directory-trust,CallManager,Phone-AST-



trust,CallManager-trust

Inoltre, per impostazione predefinita, il servizio viene eseguito ogni 30 minuti (1800 sec) per
mantenere sincronizzati tutti i certificati. Questo timer & configurato anche nel file precedente:
CN_SYNC_TIMER=1800

Una volta caricati, replicati nei nodi remoti e caricati nel file system, i certificati verranno
visualizzati nella pagina di amministrazione del sistema operativo.

Eimportante notare che la pagina Amministratore del sistema operativo e tutti gli altri servizi
leggono i certificati dal file system e non dal database.

 — "
|

e
» (=

:
e [E]

Display

importCert(]— File systern
File svstem checkDeletesndimport
- inse rtCe rtificate InDE() Rart)

Cisco Certificate
Change Motification

process. change Data

DB replication—————=|

CUCM DB CUCM DB
Node 1 Node 2

4. Esempi

In questa sezione verranno illustrati tre diversi scenari di gestione dei certificati.

Per ogni scenario si segue il processo in dettaglio e si utilizzano screenshot e registri.
Per questi scenari si utilizza un cluster a 2 nodi con CUCM versione 9.1.2.10000-28.
Legenda:

CM - Gestione certificati (i registri sono disponibili in 'elenco file registro attivo
platform/log/certMgmtXXXXX.log')



certCN - Servizio di notifica delle modifiche ai certificati (i registri sono disponibili in 'elenco file
activelog platform/log/certCNXXXXX.log')

Esempi basati sul cluster CUCM 9.1.2.10000-28, due nodi:

PUB, IP:10.48.46.29, NOME HOST:CUCMB861

SUB, IP: 10.48.46.30, NOME HOST:CUCM861s

| certificati vengono presentati nella pagina Amministratore del sistema operativo con il numero di
serie in formato decimale. DB memorizza questi numeri in formato ESADECIMALE. Per convertire
i numeri seriali tra HEX/DEC e possibile utilizzare questo strumento online.

| frammenti di log contengono alcuni commenti (in grassetto, a partire da '##').

4.A. Inserire un nuovo certificato tomcat-trust.

Nel primo scenario in cui si carica un certificato in tomcat-trust tramite la pagina Amministratore
del sistema operativo, si verificheranno i passaggi seguenti in entrambi i nodi del cluster:

r. Carica manualmente il certificato

b. Il certificato verra archiviato nel file system da CM.

c. Il certificato verra inserito nel database da CM.

d. Il certificato verra replicato nel sottoscrittore tramite la replica di database. CertCN su entrambi i
nodi (pub e sub) verra notificato in merito alla modifica. Non verra eseguita alcuna azione sul nodo
del pub.

e. CertCN nel sottonodo importera il certificato nel file system e lo aggiungera al keystore.

f. Al termine di questa procedura, il certificato sara visibile sulla GUI nella pagina OS Admin.

r. Quando viene caricato il certificato dal file PEM. Segui gli screenshot:
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File Marme CUCMIx.pem
Certificate Mame tormcat-trust
Certificate Type  trust-certs
Certificate Group product-cpi
Description Signed Certificate

r Certificate File Data

E'l.-'ersian: w3 \ I

Serial Number: 16250316173085121321756988869658995890998
Zignaturealgorithrm: SHAZS6withREA (1,2.840,113549,1.1.11)
Issuer Mame: L=Krakow, ST=Malopalska, CHN=CUCM3x, OU=TAC, O=Cisco Systems, C=PL
Validity From: Mon Aug 04 15:19:07 CEST 2014

To: Sat Aug 03 15:19:06 CEST 2019
Subject Mame: L=Krakow, ST=Malopolska, CN=CUCM2x, QU=TAC, 0=Cisco Systemns, CT=PL
Key: RSA (1.2.840,113549.1.1.1)

N Kex value: _
3082010a02582010100chd 2282338208965 2fe0180H0b09513a32bec0771c1184052tb2ba3b96aafeace37eld00z964115daf0f6a

a8 2ffIc0zf09329fSeca7E409225eafcSc31606ac05e92dde2 30004fd 3cal 636664091 G805Td 3haeleda 7 7f7d0S 7 Ef1fdGeSe5e55 |
553097508a6954b7c5af72abacatlaezbecfliad32adaf520c82a6d8561d0ea3d475f6e995ch28b2499878452b972715badeedds
3376d884bb7fO7050b674d0b12fdb33bal56dch32a98b 924 1d7 604066 boeafE 012307806633 adbddbdBes11cB262 3390042
69z2f2d123c7dbbedidaetacdbafe 74 a60bbolo?5372228de3d90a72a6e49138a220b5a58db35304de72f91893e3126745desf237
65ab910203010001
Extensions: 3 present
[
Extension: KeylUsage (OID.2.5.29.15)
Critical: false
Usages: digitalSignature, keyEncipherment, dataEncipherment, keyagreement, keyCert=Sign,

.3

m

Extension: ExtkeyUsageSyntax (OID.2.5.29.37)
Critical: false -
lUsage nids: 1.36.1.55.7.3.1,1.3.6.1.557.3.72, 1.3.6.1.5.5.7.3.5,

—’ Delete l [ Download ]

Numero di serie del nuovo certificato:
Dic.: 162503161730851213217569888696899890998
Hex: 7A40F8743A793B44FE802B5F3E1E6GF 36

Il certificato viene scritto nel file system (questa procedura verra illustrata nei passaggi successivi)

[root @ucMsél tontat]# pwd
/usr/local/platform/.security/tomcat
[root @UCMVMB61 tontat]# Is -la

total 40
dr wxr - Xr - X
dr wxr - Xr - X
dr wxr - Xr - X
dr wxr - Xr - x
dr wxr - Xr - x

r oot r oot 4096 Apr 4 12:47 .

r oot r oot 4096 Apr 4 12:47 ..

certbase ccnbase 4096 Aug 2 23: 36 certs
certbase ccnbase 4096 Aug 2 23:36 keys
certbase ccnbase 4096 Aug 4 15:21 trust-certs

N NN 01O



[root @UCMVMB61 tontat]# |s -la certs

total 48

drwxr-xr-x 2 certbase ccnbase 4096 Aug 2 23:36

drwxr-xr-x 5 root r oot 4096 Apr 4 12:47 ..

-rwxr-xr-x 1 certbase ccnbase 939 Aug 2 23:36 tonctat.der

-rwxr-xr-x 1 certbase ccnbase 64 Aug 2 23:36 tontat.description

-rwxr-xr-x 1 certbase ccnbase 2598 Aug 2 23:36 tontat.keystore

-rwxr-xr-x 1 certbase ccnbase 1326 Aug 2 23:36 tontat.pem

[root @UCMVMB61 tontat]# |s -la trust-certs total 140 drwxr-xr-x 2 certbase ccnbase 4096 Aug 4
15:21 . drwxr-xr-x 5 root root 4096 Apr 4 12:47 .. Ilrwxrwxrwx 1 certbase ccnbase 11 Aug 4 15:21

101f 99a6.0 -> CUCMB61. pem | rwxrwxrwx 1 certbase ccnbase 10 Aug 4 15:21 25ffab9b.0 -> CUCM9X.pem

I rwxrwxrwx 1 certbase ccnbase 42 Aug 4 15:21 7e0370f0.0 ->

Veri Si gn_Cl ass_3_Secure_Server _CA -_G3. pem

-rwxr-xr-x 1 certbase ccnbase 939 Aug 2 23:36 CUCMB61. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 23:36 CUCMB61. description

-rwxr-xr-x 1 certbase ccnbase 1326 Aug 2 23:36 CUCMB61. pem

-rwxr-xr-x 1 certbase ccnbase 941 Aug 2 22:51 CUCMB61s. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 22:51 CUCMB61s. description

-rwxr-xr-x 1 certbase ccnbase 1330 Aug 2 22:51 CUCMB61s. pem

-rwxr-xr-x 1 certbase ccnbase 953 Aug 4 15:21 cucM9X.der

-rwxr-xr-x 1 certbase ccnbase 45 Aug 4 15:21 cucM9X.description

-rwxr-xr-x 1 certbase ccnbase 1346 Aug 4 15:21 CUCM9X.pem

I rwxrwxrwx 1 certbase ccnbase 12 Aug 4 15:21 dOaacffb.0 -> CUCMB61s. pem

-rwxr-xr-x 1 certbase ccnbase 4939 Aug 4 15:21 tontat-trust. keystore

-rwxr-xr-x 1 certbase ccnbase 1520 Apr 4 12:47 Veri Sign_Cl ass_3_Secure_Server _CA - G3. der
-rwxr-xr-x 1 certbase ccnbase 44 Apr 4 12:47 Veri Sign_C ass_3_Secure_Server_CA -
_&3.description

-rwxr-xr-x 1 certbase ccnbase 2114 Apr 4 12:47 Veri Sign_Cl ass_3_Secure_Server _CA -_G3. pem

[ root @UCMB61 tontat]# miSsumtrust-certs/ CUCMBDX. pem a0a2el2a42e4bbbf10655c9b299839d9
certs/ CUCMBDX. pem

Come si puo vedere il nuovo certificato € archiviato nella directory dei certificati di attendibilita. Il
nome comune (che equivale al nome host del nodo CUCM) & stato utilizzato come nome file. E
stato salvato come .pem e .der.

Estato inoltre creato il collegamento simbolico 25ffab9b.0 -> CUCM9X.pem ed & stato aggiunto un
certificato al tomcat-trust.keystore.

Infine, si confronta il checksum md>5 del file del certificato sul sottonodo per dimostrare che si
tratta dello stesso certificato.

trust-

b. Esaminiamo piu in dettaglio come si verifica il salvataggio del certificato nel file system. Dal
registro CM (commenti nello snippet, in grassetto, inizia con ##):

2014- 08-04 15: 21:
2014- 08-04 15: 21:
2014- 08-04 15: 21:

21,116 INFO [main] -
21,239 INFO [main] -
21,241 INFO [main] -

| 0g4j
IN --
decode

configuration successful.
CertMyr.java - mainlnternal (args) -

operation that will be performed

21,241 INFO [main] - op:inport

21,241 INFO [main] - type:trust-certs
2014-08-04 15:21:21,241 INFO [main] - unit:tontat-trust
2014-08-04 15:21:21,241 INFO [main] - src-

cert: %R2Fusr %2Fl ocal %2Fpl at f or nd@2Fupl oad¥2Fcert s¥2Ft ontat . pem

## import is the
2014-08- 04 15: 21:
2014-08- 04 15: 21:

2014-08-04 15:21:21,241 INFO [main] - cert-
di r: %2Fusr ¥2F| ocal %2Fpl at f or nP2F. securi t y%2Ft ontat ¥2Ftrust -certs
2014-08-04 15:21:21,241 INFO [main] - key-

di r: %2Fusr ¥2FI ocal %2Fpl at f or nP2F.
2014-08-04 15:21:21,241 INFO [ma
2014-08-04 15:21:21,241 INFO [ma
di r: 9%2Fusr ¥2FI ocal %2Fpl at f or nP2F.

security%Ft ontat ¥2Fkeys

n] - root CA-cert: Dummy+Root +cert
n] - trust-
security%Ft ontat ¥2Ftrust-certs



2014-08-04 15:21:21,241 INFO [main] - logfile: %2Fvar %2F og%2Facti ve¥2Fpl at f or n?2F| og%2Fcert -
nmgmt . | og

2014-08-04 15:21:21,241 INFO [main] -

resultfile: %2Fvar %2Fl og%2Fact i ve¥2Fpl at f or nP2FI og¥%2Fcert de-i nf o. xm

2014-08- 04 15:21: 21,241 INFO [main] - description: Signed+Certificate
2014-08-04 15:21:21,294 INFO [main] - Parsed information

2014-08-04 15:21:21,294 INFO [main] - O gNanme: Cl SCO

2014-08-04 15:21:21,294 INFO [main] - OgUnit: TAC

2014-08-04 15:21:21,294 INFO [main] - Location: KRAKOW

2014-08-04 15:21:21,294 INFO [main] - Country: PL

2014-08-04 15:21:21,294 INFO [main] - State: MALOPOLSKA

2014-08-04 15:21:21,294 INFO [main] - Hostnane: CUCMB61

2014-08-04 15:21:21,294 INFO [main] - AlternateHostnane: null

2014-08-04 15:21:21,294 INFO [main] - Domai n Nane:

2014-08-04 15:21:21,294 INFO [nmain] - |PAddress: 10.48.46.29

2014-08-04 15:21:21,296 INFO [main] - In parseXM()

2014-08-04 15:21:21,359 INFO [main] - FQDN Nane retrived by |Inet Address : CUCMB61
2014-08-04 15:21:21,360 INFO [main] - CN. CUCMB61

2014-08-04 15:21:21,360 INFO [main] - Tenp before nod is

2014-08-04 15:21:21,361 INFO [main] - Tenp afer nmod is TAC

2014-08-04 15:21:21,361 INFO [main] - Tenp in else is TAC

2014-08-04 15:21:21,361 INFO [main] - Tenp before nod is

2014-08-04 15:21:21,361 INFO [main] - Tenp afer nmod is TAC

2014-08-04 15:21:21,361 INFO [main] - Tenp in else is TAC

2014-08-04 15:21:21,361 INFO [main] - CQuFields are TAC

2014- 08- 04 15:21: 21,361 DEBUG [ mai n] Field after encodi ng: TAC

2014- 08- 04 15:21: 21,361 DEBUG [ mai n] Field after encoding: Cl SCO

2014- 08- 04 15:21: 21, 362 DEBUG [ mai n] Field after encodi ng: KRAKOW

2014- 08- 04 15:21: 21, 362 DEBUG [ mai n] Field after encodi ng: MALOPCOLSKA
2014-08-04 15:21:21,362 DEBUG [nmain] - Field after encoding: PL

2014-08-04 15:21:21,366 INFO[main] - QU field is :TAC

2014-08-04 15:21:21,366 INFO [main] - SubjectDN ::

CN=CUCMB61, QU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL

2014-08-04 15:21:21,366 INFO [main] - IN-- CertMr.java - getCertMrQbj(unit) - tonctat-trust
2014-08-04 15:21:21,386 INFO [main] - QUT -- CertMr.java - getCertMrCbj -
com ci sco. cpi . cert Mgnt . manager . Tontat Cert Mgr @ 62dbb6

2014-08-04 15:21:21,386 INFO [mai n] - Dunmy | oadProperties

2014-08-04 15:21:21,386 INFO[main] - IN-- CertMr.java - doOp(info) -

2014-08-04 15:21:21,387 INFO [main] - IN-- DefaultCertMr.java - inportCert(info) -
decode: true

op: i mport

unit: t ontat - t rust

keyst oreUnit:toncat-trust

| ogFi | e: /var/log/activel/platform | og/cert-nmgnt.|og
resultFile: /var/log/activel/platfornlog/certde-info.xm

keyDir: /usr/local/platform.security/tontat/keys

certDir: /usr/local/platform .security/tonctat/trust-certs
srcCert: /usr/1ocal/platformupl oad/ certs/tontat.pem

type: trust-certs

root CACert: Dummy Root cert

trustDir: /usr/local/platform .security/tonctat/trust-certs
DNAME: CN=CUCMB61, OU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL

description: Signed Certificate
i sDBl nsert:true

2014-08-04 15:21:21,387 INFO [main] - IN -- DefaultCertMr.java - |oadlnputCert(info) -
2014- 08- 04 15:21: 22,246 DEBUG [nmain] - Loading RSA providers explicitly...

2014- 08- 04 15:21: 25,159 DEBUG [main] - RSA providers are | oaded explicitly...

2014- 08- 04 15:21: 25,159 DEBUG [nain] - New security. provider.1=Jsaf eJCE

2014- 08- 04 15: 21: 25,159 DEBUG [nmain] - New security. provider.2=RsaJsse

2014- 08- 04 15:21: 25,159 DEBUG [main] - New security. provider.3=BC

2014- 08- 04 15:21: 25,159 DEBUG [nain] - New security. provider.4=SUN

2014- 08- 04 15:21: 25,159 DEBUG [nmain] - New security. provider.5=SunRsaSi gn

2014- 08- 04 15: 21: 25, 159 DEBUG [nmain] - New security. provider.6=SunJSSE



2014-08- 04
2014-08- 04
2014-08- 04
2014-08- 04
2014-08- 04
2014-08- 04
2014-08- 04
2014-08- 04
2014-08-04 15: 21:
2014-08-04 15: 21:
| oaded i nput cert
2014-08-04 15:21: 25,772
2014-08-04 15:21: 25,772

15:
15:
15:
15:
15:
15:
15:
15:

21:
21:
21:
21:
21:
21:
21:
21:

25,159
25,159
25,160
25,160
25,160
25,160
25,160
25,772
25,772
25,772

2014-08-04 15:21:25,772
2014-08-04 15:21:25,773

2014-08-04 15:21:25,773
' CUCVBX'

2014-08-04 15:21:25,773
2014-08-04 15:21:25,773

DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]

DEBUG [ mai n]
I NFO [ mai n]

I NFO [ mai n]
DEBUG [ mai n]

DEBUG [ mai n]

I NFO [ mai n]
DEBUG [ mai n]

- Truncating CN ' CUCWBX, OU=TAC, O=Ci sco Systemnms, C=PL'

| oadCertificates(..) -

New security. provider. 7=SunJCE

New security. provi der. 8=SunJGSS

New security. provi der. 9=SunSASL

New security. provi der. 10=XM_DSi g

New security. provi der. 11=SunPCSC
IN -- RSACryptoEngi ne.java -
IN -- RSACryptoEngine.java - |loadCertificate(..) -
QUT -- RSACryptoEngine.java - |oadCertificate -
QUT -- RSACryptoEngine.java - |oadCertificates -
QUT -- DefaultCertMr.java - | oadl nputCert

Checking validity of cert
- Verifying certificate
L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL

IN --

CertUil.java -

par seCNf r onDN( cert Subj DN:
' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Systens, C=PL')

ouT --

Parsed CN ' CUCMBX

CertUtil.java -
from DN

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL’
- trying to load cert fromtrust store
::/usr/local/platform .security/tonctat/trust-certs/CUCMIX. pem
cert not available in trust store
11 L=Kr akow, ST=Mal opol ska, CN=CUCMB X, OU=TAC, O=Ci sco Syst ens, C=PL

2014-08-04 15:21:25,773
2014-08-04 15:21:25,773

2014- 08- 04 15:21:25,773
2014- 08- 04 15:21:25,773
2014- 08- 04 15:21:25,773
cert Type) -

2014- 08- 04 15:21:25,773
2014- 08- 04 15:21:25,773
' L=Kr akow, ST=Mal opol ska
2014- 08- 04 15:21:25,773
' CUCMBX

2014- 08- 04 15:21:25,773
2014- 08- 04 15:21:25,773
' L=Kr akow, ST=Mal opol ska
2014- 08- 04 15:21:25,773
2014- 08- 04 15:21:25,773
' L=Kr akow, ST=Mal opol ska
2014- 08- 04 15:21:25,774
' CUCMBX

2014- 08- 04 15:21:25,774
2014- 08- 04 15:21:25,774

I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]

I NFO [ mai n]
DEBUG [ mai n]

DEBUG [ mai n]

I NFO [ mai n]
DEBUG [ mai n]

- Truncating CN ' CUCWBX, OU=TAC, O=Ci sco Systemnms, C=PL’

IN --
IN --
IN --

IN --

Def aul t Cert Myr. j ava -

CertUil.java -

par seCNf r onDN( cert Subj DN:
CN=CUCMB X, OU=TAC, O=Ci sco Systens, C=PL')

ouT --

Parsed CN ' CUCMBX

CertUtil.java -
from DN

CN=CUCWBX, OU=TAC, O=Ci sco Systens, C=PL’

I NFO [ mai n]
DEBUG [ mai n]

DEBUG [ mai n]

I NFO [ mai n]
DEBUG [ mai n]

- Truncating CN ' CUCWBX, OU=TAC, O=Ci sco Systenms, C=PL’

IN --

CertUil.java -

par seCNf r onDN( cert Subj DN:
CN=CUCMB X, OU=TAC, O=Ci sco Systens, C=PL')

ouT --

Parsed CN ' CUCMBX

CertUtil.java -
from DN

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL’

par seCNf r onDN -

par seCNf r onDN -

par seCNf r onDN -

i mport Trust Cert (info,
Def aul t Cert Myr. java - saveToTrust Store(info,
Def aul t Cert Myr.j ava - saveTrustCert(cert,

Successful ly

par seCNf ronDN( DN, sSearchStr) -

->

cert) -
cert)
targetDir,

par seCNf ronDN( DN, sSearchStr) -

par seCNf ronDN( DN, sSearchStr) -

## cert will be stored in filesystem with below filename (which is CN retrieved from

certificate)

2014-08-04 15:21:25,774
2014-08-04 15:21:25,774
2014-08-04 15:21:25,774

2014- 08-04 15:21:25,776

DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]

I NFO [ mai n]

- target filenanme for

i mported cert:

' CUCMBX. pen

existing certificate with same fil ename not found.
Savi ng PEM encoded cert
"/usr/local/platform .security/tontat/trust-certs/ CUCVBX. pem

IN --

CryptoUtil.java - saveAsPEM..) -

/usr/local/platform .security/tontat/trust-certs/ CUCMBX. pem

2014- 08- 04 15: 21: 25, 796
2014- 08- 04 15: 21: 25, 796

2014- 08- 04 15: 21: 25, 797

I NFO [ mai n]
DEBUG [ mai n]

I NFO [ mai n]

## saving it to key store

2014-08- 04 15: 21: 25, 797
2014-08- 04 15: 21: 25, 797
keyst or ePass,

x509Certificate,

I NFO [ mai n]
I NFO [ mai n]

al i as)

ouT --

Cryptoltil.java -

Savi ng DER encoded cert
‘/usr/local/platform .security/tontat/trust-certs/CUCVMDX. der'

ouT --

IN --
IN --

Def aul t Cert Myr. j ava -

Tontat Cert Myr. j ava -
RSACr ypt oEngi ne. j ava -

saveAsPEM -

saveTrust Cert

saveToKeyStore(..)

File :

saveToKeySt or e( keyst or eFi | e,



2014-08-04 15:21:25,797 INFO [main] - IN -- RSACryptoEngine.java - | oadKeyStore(keystoreFile,
keyst or ePass) -

2014-08-04 15:21:25,981 INFO [main] - OQUT -- RSACryptoEngine.java - | oadKeyStore -

2014-08-04 15:21:25,981 INFO [main] - Size of the keystore before inport is : 3

2014-08-04 15:21:25,982 INFO [main] - Inporting certificate : CUCMBX

2014- 08- 04 15:21:26,023 INFO [main] - Size of the keystore after inport is : 4

2014- 08- 04 15:21:26,023 INFO [main] - OUT -- RSACryptoEngine.java - saveToKeyStore -

2014-08- 04 15:21:26,023 INFO [main] - OQUT -- TontatCertMr.java - saveToKeyStore -

2014- 08- 04 15:21: 26,023 DEBUG [ mai n] TrustCert description filename : ' CUCMDX. descri ption'
2014-08-04 15:21:26,024 INFO [main] - IN -- DefaultCertMr.java - createDescriptionFile(nane,
description) -

2014-08- 04 15:21:26,024 INFO [main] - description is :Signed Certificate

2014-08- 04 15:21:26,024 INFO [main] - OUT -- DefaultCertMr.java - createDescriptionFile -
2014-08-04 15:21:26,024 INFO [main] - IN -- DefaultCertMr.java -

set Onner shi pAndPer mi ssions(file) -

2014- 08- 04 15:21: 26,024 DEBUG [nmai n] - set Omershi pAndPer m ssions : CUCMBX. descri ption

2014- 08- 04 15:21: 26,025 DEBUG [ mai n] - Changi ng ownership of file

"/usr/local/platform .security/tontat/trust-certs/CUCMDX. description'

2014-08-04 15:21:26,025 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 04 15: 21: 26, 025 DEBUG [nain] - Executing command from Util.sysExec : /bin/chown
certbase /usr/local/platform.security/tontat/trust-certs/CUCMIX. description

2014-08-04 15:21:26,049 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 04 15:21: 26,049 DEBUG [main] - Changi ng group ownership of file

"/usr/local/platform .security/tontat/trust-certs/CUCMDX. description'

2014-08-04 15:21:26,049 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 04 15:21: 26,049 DEBUG [nain] - Executing command from Util.sysExec : [/bin/chgrp ccnbase
/usr/local/platform .security/tontat/trust-certs/CUCMIX. description

2014-08-04 15:21:26,064 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 04 15:21: 26,065 DEBUG [nmai n] - Changi ng node of file

"/usr/local/platform .security/tontat/trust-certs/CUCMDX. description'

2014-08-04 15:21:26,065 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 04 15:21: 26,065 DEBUG [ nmai n] - Executing command from Util.sysExec : /bin/chmd 755
/usr/local/platform .security/tontat/trust-certs/CUCMIX. description

2014-08-04 15:21:26,068 INFO [main] - QUT -- Util.java - sysExec -

2014-08- 04 15:21:26,068 INFO [main] - OQUT -- DefaultCertMr.java - setOamershi pAndPerni ssions -
2014- 08-04 15:21:26,068 INFO [main] - OUT -- DefaultCertMr.java - saveToTrustStore -

## certificate will be stored in trust-certs directory

2014-08-04 15:21:26,069 INFO [main] - trustdir ::/usr/local/platforni.security/tontat/trust-
certs

2014-08-04 15:21:26,069 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 04 15:21: 26,069 DEBUG [nain] - Executing command from Util.sysExec : python
/usr/1ocal/platform bin/c_rehash.py /usr/local/platfornl.security/tonctat/trust-certs
2014-08-04 15:21:26,449 INFO [main] - QUT -- Util.java - sysExec -

## setting necessary permissions

2014-08-04 15:21:26,449 INFO [main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

2014- 08- 04 15:21: 26,449 DEBUG [mai n] - set Omershi pAndPermi ssions : trust-certs

2014- 08- 04 15:21: 26,449 DEBUG [mai n] - Changi ng ownership of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-04 15:21:26,449 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 04 15: 21: 26, 449 DEBUG [nain] - Executing command from Util.sysExec : /bin/chown -R
certbase /usr/local/platform .security/tontat/trust-certs

2014- 08- 04 15:21:26,460 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 04 15:21: 26,460 DEBUG [main] - Changi ng group ownership of file
"/usr/local/platform .security/toncat/trust-certs’

2014-08-04 15:21:26,460 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 04 15: 21: 26,460 DEBUG [nain] - Executing command from Util.sysExec : /bin/chgrp -R
ccnbase /usr/local/platform .security/toncat/trust-certs

2014-08-04 15:21:26,471 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 04 15:21: 26,472 DEBUG [ main] - Changi ng node of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-04 15:21:26,472 INFO [main] - IN-- Uil.java - sysExec(exe, args) -



2014- 08- 04 15:21: 26,472 DEBUG [ nmain] - Executing command from Util.sysExec : /bin/chmd -R 755
/usr/local/platform .security/tonctat/trust-certs

2014-08-04 15:21:26,478 INFO [main] - QUT -- Util.java - sysExec -

2014-08-04 15:21:26,478 INFO [main] - OUT -- DefaultCertMr.java - set Oamershi pAndPerni ssions -

2014-08-04 15:21:26,478 INFO [main] - IN-- CertUtil.java - popul ateCertlnfo(cert, oplnfo,
certFi |l ePenLocation) -

2014-08-04 15:21:26,480 INFO[main] - IN-- CertUil.java - getHostName(..) -

2014-08-04 15:21:26,480 INFO [main] - QUT -- CertUtil.java - getHostNane - CUCMB61
2014-08-04 15:21:26,480 INFO[main] - IN-- CryptoUtil.java - saveAsPEM..) -

2014-08-04 15:21:26,482 INFO [main] - QUT -- Cryptoltil.java - saveAsPEM -
2014-08-04 15:21:26,483 INFO [main] - OQUT -- CertUtil.java - populateCertinfo -

c. |l certificato é stato archiviato nel file system, quindi deve essere inserito nel database. Questa
operazione viene eseguita anche dall'API CM.

2014-08-04 15:21:26,484 INFO [main] - IN -- CertDBAction.java -
insertCertificatelnDB(certFiletoStore, info) -
2014-08-04 15:21:26,485 INFO [main] -

## certificate has been identified as tomcat-trust one

DBPar aneters ...

PKI D : nul |

CN : L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL
serial No : 7a40f 8743a793b44f e802b5f 3elebf 36

host Name : CUCMB61

i ssuer Nanme : L=Kr akow, ST=Mal opol ska, CN=CUCMB X, OU=TAC, O=Ci sco Syst ens, C=PL
Certificate :Not Printing huge Certificate String..

| PV4Addr ess : 10. 48. 46. 29

| PV6Addr ess :

Ti meToLi ve : NULL

UNIT :tontat-trust

TYPE :trust-certs

RCLE : nul |

Rol eMoni ker : nul |

Rol eEnum : nul |

SERVI CE : nul |

Servi ceMoni ker :null

Servi ceEnum : 0

2014-08-04 15:21:26,485 INFO [main] - DB - Certifciate Store Plugin Handler is

:com ci sco.ccm certngnt. db. Cert DBI npl

2014- 08- 04 15:21: 26,697 DEBUG [main] - Connection Initialized to | ocal node. Connection
HashCode: 896033 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014- 08- 04 15: 21: 26, 697 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[ 0] connect ToPubByDef aul t[fal se]

2014- 08- 04 15:21:26,712 DEBUG [nain] - Try to get a connection from pool

2014- 08- 04 15:21: 26,712 DEBUG [nmain] - getting |ocal connection from Pool

2014- 08- 04 15:21: 26,714 DEBUG [main] - Getting connection from connection pool entry
<dat abase, j dbcur| 2>

2014- 08- 04 15:21: 26,715 DEBUG [nain] - There are currently O connection pool entries
2014- 08- 04 15:21: 26,719 DEBUG [nmain] - Checking if connection linmt has been reached for
dat abase

2014- 08- 04 15:21: 26,720 DEBUG [main] - Connecting to publisher so nax nunber of connections
allowed is 100

2014- 08- 04 15:21: 26,720 DEBUG [ nmai n] - Nunber of connections in use is O

2014- 08- 04 15:21:26,720 DEBUG [nain] - There is currently 1 connection pool entry

2014- 08- 04 15:21: 26,720 DEBUG [nai n] - Nunber of avail abl e connections in pool: 0

2014- 08- 04 15:21:27,411 DEBUG [mai n] - Addi ng connection

<com i nform x.jdbc.|fxSqli Connect @35da43> to connection |ist

2014- 08- 04 15:21:27,411 DEBUG [nmain] - Marking connection



<com inform x.jdbc. |fxSqli Connect @35da43> as used

2014- 08- 04 15:21:27,411 DEBUG [nain] - Got connection from pool

2014- 08- 04 15:21: 27,418 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 04 15:21: 27,422 DEBUG [main] - Cosing the resultset.

2014- 08- 04 15:21: 27,423 DEBUG [nain] - C osing the connection. Connection HashCode: 896033 --
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014-08- 04 15:21:27,423 DEBUG [nain] - Attenpting to close connection

2014- 08- 04 15:21: 27,423 DEBUG [nain] - Renoving connection <database, jdbcurl2> from

Connect i onManager i st

2014- 08- 04 15:21: 27,423 DEBUG [nain] - renmpveConnecti onFromConnecti onLi st ()

2014- 08- 04 15:21: 27,447 DEBUG [nain] - Renoving connection

<com i nform x.jdbc.|fxSqgli Connect @35da43> from connection |i st

2014- 08- 04 15:21: 27,452 DEBUG [nmain] - Connection <cominformni x.jdbc.|fxSqli Connect @35da43> is
not closed, adding it back to the pool entry <database,jdbcurl 2>

2014- 08- 04 15:21: 27,453 INFO [mai n] - Connection/Statement/Resultset is closed properly.

## service is checking current enums for TYPETRUSTROLEMAP (for tomcat-trust it is

## ROLE_APPLICATION SERVER=7) and TYPESERVICEROLEMAP (for tomcat-trust it will be

## tomcat-trust=6)

2014-08-04 15:21:27,453 INFO [main] - TYPETRUSTROLEMAP :: { TRUST_ROLE_DATA SERVI CE=24,
TRUST_ROLE_PROVI SI ONl NG_SERVI CE=23, TRUST_ROLE_SERVI CEABI LI TY=27,

TRUST_ROLES CALLMANAGER TFTP=2, PHONE TRUST_ROLES FI REWALL=6, ROLE_APPLI CATI ON_SERVER=7,
TRUST_ROLES_SAST=0, ROLE_SI GNALI NG CALL_CONTROL=22, TRUST_ROLES_ CALLMANAGER=1,
TRUST_ROLES_UNKNOWN=255, TRUST_ROLE _NETWORK_ELEMENT=25, TRUST_ROLES SRST=5,

ROLE_CERTI FI CATE_AUTHORI TY=20, TRUST_ROLE_VPN=26, TRUST_ROLES CAPF=4, TRUST_ROLES TFTP=3,
ROLE_AUTHENTI CATI ON_AUTHORI ZATI ON=21}

2014- 08- 04 15:21:27,453 I NFO [mai n] - TYPESERVI CEROLEMAP :: {Phone- VPN-trust=2, Call Manager =3,
Phone- CTL-trust =15, tontat-trust=6, TVS=11, ipsec-trust=8, Phone-trust=1, Phone-SAST-trust=14,
toncat =5, userlicensing-trust=16, CAPF=9, ipsec=7, CAPF-trust=10, Call Manager-trust=4, TVS-
trust=12, directory-trust=13}

2014- 08- 04 15:21:27,453 INFO [mai n] - unitRol eMap ::{Phone-VPN-trust=[ TRUST_ROLE VPN],

Cal | Manager =[ TRUST_ROLES_CALLMANAGER TFTP, TRUST_ROLES SAST], Phone-CTL-

trust =[ ROLE_APPLI CATI ON_SERVER], tontat-trust=[ ROLE_APPLI CATI ON_SERVER],

TVS=[ ROLE_AUTHENTI CATI ON_AUTHORI ZATI ON], ipsec-trust=[], Phone-trust=[ ROLE _APPLI CATI ON_SERVER],
Phone- SAST-trust =[ TRUST_ROLES_SAST, TRUST_ROLES TFTP], tontat=[ ROLE_APPLI CATI ON_SERVER],
userlicensing-trust=[], CAPF=[ TRUST_ROLES_CAPF], i psec=[ ROLE_APPLI CATI ON_SERVER], CAPF-trust=[],
Cal | Manager-trust=[], TVS-trust=[], directory-trust=[]}

2014- 08- 04 15:21: 27,453 INFO [main] - comonTrust StoreMap ::{}

2014- 08- 04 15:21: 27,456 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode: 7962652 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014-08-04 15:21:27,456 INFO [main] - IN-- CertDBlnpl.java - insertCertificate(certinfo, con) -
2014- 08- 04 15:21: 27,456 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014-08- 04 15:21:27,456 DEBUG [nain] - Try to get a connection from pool

2014-08- 04 15:21: 27,456 DEBUG [nain] - Getting connection from connection pool entry

<dat abase, j dbcur| 2>

2014- 08- 04 15:21: 27,456 DEBUG [nain] - There is currently 1 connection pool entry

2014- 08- 04 15:21: 27,456 DEBUG [mai n] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @35da43> to connection |ist

2014- 08- 04 15:21: 27,456 DEBUG [nmain] - Marking connection

<com i nform x.jdbc. | fxSqli Connect @35da43> as used

2014- 08- 04 15:21: 27,457 DEBUG [nain] - Got connection from pool

2014-08-04 15:21:27,459 INFO[main] - IN-- CertDBlnpl.java -

popul at eRol eEnunSer vi ceEnum(cert | nfo) -

2014-08-04 15:21:27,459 INFO [main] - UNIT ::: tontat-trust

2014-08-04 15:21:27,459 INFO [main] - role ::: [ROLE_APPLI CATI ON_SERVER|

2014-08-04 15:21:27,459 INFO [main] - roleEnum::: [7]

2014- 08-04 15:21:27,459 INFO [main] - service ::: null

2014-08-04 15:21:27,459 INFO [main] - serviceEnum::: 6

2014-08-04 15:21:27,459 INFO [main] - QUT -- CertDBlnpl.java - popul at eRol eEnunSer vi ceEnum -
2014-08-04 15:21:27,489 INFO [main] - IN-- CertDBUIil.java - getProcessNodel d(con, host Nane,

i pAddress, fqdn) -
2014-08-04 15:21:27,489 INFO [main] - getProcessNodeld Query : SELECT PKI D, NAVE FROM PROCESSNODE



WHERE UPPER( NAME) =UPPER(" CUCMB61") OR UPPER( NAME) =UPPER( " 10. 48. 46. 29") OR

UPPER( NAME) =UPPER( " CUCMB61" )

2014- 08- 04 15:21: 27,489 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 04 15:21: 27,497 INFO [mai n] - ProcessNodel d: 13f 4b0d9- Obae- 429a- a86e- 625336a35bb6
2014- 08- 04 15:21:27,498 DEBUG [nain] - Closing the resultset.

2014- 08- 04 15:21:27,498 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,498 INFO [main] - QUT -- CertDBUil.java - getProcessNodeld -
2014-08-04 15:21:27,498 INFO [main] - IN-- CertDBlnpl.java - getPkidO Certificate(hash,
server Nane, con) -

2014-08-04 15:21:27,498 DEBUG [main] - GetPKID Query : SELECT A. PKI D FROM CERTI FI CATE A,
CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND B. HASH = "a9Wv WeDnBnnHHnc UCqOGCz409g="
2014- 08- 04 15:21: 27,498 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 04 15:21:27,522 DEBUG [nmain] - Closing the resultset.

2014- 08- 04 15:21:27,539 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,539 INFO [main] - OUT -- CertDBInpl.java - getPkidO Certificate -
2014-08- 04 15:21: 27,539 DEBUG [nmain] - |INSERT FLAG :: isCertUpdate=false :: doNothi ng=fal se

## you can see an insert query that is used to upload the certificate into the CERTIFICATE
## table

2014-08-04 15:21:27,543 DEBUG [ nmai n] - | NSERT/ UPDATE Query of CERTIFI CATE : | NSERT | NTO
CERTI FI CATE VALUES ("4152b36b- 002e- 68ac- 711d-

c373fa940779", "CUCMB61", " L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OQU=TAC, O=Ci sco

Syst ems, C=PL", " L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco

Syst ens, C=PL", " 7a40f 8743a793b44f e802b5f 3ele6f 36", "---- - BEG N CERTI FI CATE- - - - -
M | Dt TCCAp2gAW BAgl QekD4dDp500T+gCt f Ph5vNj ANBgkghki GOWOBAQs FADBq

MQs wCQYDVQQGEW] QT DEWWVBQGALUEChMNQ2I z2Y28gU3I zdGvt cz EMVA0GALUECX MD
VEFDMBWDQYDVQQDEWZDVUNNOVg X Ez ARBgNVBAg TCk 1hb wb2xz a2 Ex Dz ANBg NV

BAcTBKt y YW vdz Ae FwOx NDA4 MDQx Mz E5 MDd aFwOx OT A4 MDIVk Mz ES MDZaMGox Cz AJ

BgNVBAYTAI BMVRYWFAYDVQQRKEWL DaXNj by BTe XN0ZWLz MQwmwCg'YDVQQL EWNUQUIVK

Dz ANBg NVBAMT Bk NVQO 05 VWDETVBEGAL UECBVKTWFs b3BvbHNr YTEPMAO GALUEBX MG

S3Jha293M | Bl j ANBgkghki GOWOBAQEFAACCA@AM | BCgKCAQEAYO0I ol zj yDpaC

/ gGVITws JUaoyvAdxwRhAWvsr 071 gr +r ON+HQApZBFA TWOgLOWv +c AvCTKf Xsl 4QJ

Il 6BvxcMABQWF6S10Ol WAE9DyhY2ZkuRi LXOO24eRnf 30FePH9j | 5eVWUW 4CKaVS3
xa9yg6yaYa4o7PE6QypKISDI Kn2l HQ6j 1HX26ZXLKLJJInmHhFK5cnFbo+7UUzdt i E

u3+XBQ nTQsS/ bM7oVbcsyqgYuaQddr T5Zr zo9QEj x4BuM62929j mEcgm / OQ6M4s

aS+dEj x9u+g9r nt NuvZ0pgt sHHU31 i j ePZCnKmbJE4o0i Clgl 2zUwTecvk Yk+M5Z0

XeXyN2W kQ DAQABo1cwWTAL BgNVHQ@BEBAMCAr winwd wYDVROI BCAWHg Y1 KwYBBQUH

AWEGCCs GAQUFBWMCBggr Bg EFBQc DBTAdBgNVHQAEFgQUt 6dl JJ8f Tevc RHXEQKE

f YV3SPswDQYJKoZI hvc NAQELBQADggEBALA9j n5CWRHVA+EGICEQUY LgKNN7Lshy

| 0SSE7Nn5Rs| BAPQcD8W/I 7bzRYp70yFoQLB+Z8U4FgSCWKbGAGAUbMyb/ 6r XLW

uUy Cr Xhy48Xr MDVI3CgMHXhR5t j YOSn1zi XdJe4Aw BRAz| d4Qr | dNUE6pUSLrrh

915dRYvr Xpl XgeQ2pGUHqol12CSay SSPTeFhNDh8U2yj w/ t g8HLAMVOVWTY+9U

B6TCO4i El mwOr 9t J6+LyZI 7enRm\kv50n5PZc K4RQz 5NCef VXd SHLpwAuUW-QBED

nt 7BbxyyZl 5KbaSdAM/k YRonuwDJy ZWWI PON t VenRl RPk2/ yDb9590=

----- END CERTI FI CATE- - - - -

","10.48.46.29","", NULL)

2014- 08- 04 15:21: 27,543 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]
2014-08-04 15:21:27,766 INFO [main] - IN-- CertDBlnpl.java - updateCertificateHashMap(certlnfo,
con) -

## hash for this certificate is being updated in teh CERTIFICATEHASMAP

2014-08-04 15:21:27,766 DEBUG [mmin] - Update query of CERTIFI CATEHASHVAP : UPDATE

CERTI FI CATEHASHVAP SET HASH = "a9VW/ WeDnmBnnHHncUCqOGCz4Mg=" WHERE FKCERTI FI CATE = "4152b36b-
002e- 68ac- 711d- c373f a940779"

2014- 08- 04 15:21:27,766 DEBUG [ nain] - getConn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-04 15:21: 27,771 INFO [main] - OQUT -- CertDBlInpl.java - updateCertificateHashMap -

## cert is in the DB, but there is still no info about the type of this certificate.
## Corresponding tables: CERTIFICATESERVICECERTIFICATEMAP, CERTIFICATETRUSTROLEMAP and
## CERTIFICATEPROCESSNODEMAP need to be updated with correct info. For each one CM will



## check if you have any entries in the DB with the PKID of certificate you just added. If
## no, proper entry is inserted

2014-08-04 15:21:27,771 INFO [main] - IN-- CertDBlnpl.java - insertCertSrvCertMap(certlnfo,
con) -
2014-08-04 15:21:27,771 INFO[main] - IN-- CertDBlnpl.java -

checkExi stingCertificateServiceMappi ng(certlnfo, serviceEnum con) -

## checked here

2014-08- 04 15:21:27,771 DEBUG [nain] - checkExistingTrustCertificateForService Query : SELECT
PKI D, FKCERTI FI CATE, TKCERTI FI CATESERVI CE FROM CERTI FI CATESERVI CECERTI FI CATEVMAP WHERE
FKCERTI FI CATE = "4152b36b- 002e- 68ac- 711d- c373f a940779" AND TKCERTI FI CATESERVI CE= " 6"

2014- 08- 04 15:21:27,771 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[0] connect ToPubByDef aul t[true]

2014-08- 04 15:21:27,774 DEBUG [main] - Closing the resultset.

2014-08-04 15:21:27,774 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,774 INFO [main] - OUT -- CertDBInpl.java -

checkExi stingCertificateServiceMapping -

## inserted here

2014-08-04 15:21:27,774 DEBUG [main] - Certificate to be inserted in

CERTI FI CATESERVI CECERTI FI CATEMAP tabl e :tontat-trust ::PKID :4152b36b- 002e- 68ac- 711d-
c373fa940779 ::tolnsertlnCertSrvMap:true

2014-08-04 15:21:27,774 DEBUG [main] - Insert query of CERTIFI CATESERVI CECERTI FI CATEMAP : | NSERT
I NTO CERTI FI CATESERVI CECERTI FI CATEMAP VALUES (new d(), "4152b36b- 002e- 68ac- 711d- c373f a940779", 6)
2014- 08- 04 15:21:27,775 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-04 15:21:27,778 DEBUG [main] - CertService mapping entry already exists..

2014-08-04 15:21:27,778 INFO [main] - OUT -- CertDBInpl.java - insertCertSrvCertMp -

2014-08-04 15:21:27,778 INFO [main] - IN-- CertDBlnpl.java - insertCert TrustRol eMap(certlnfo,
l og, con) -
2014-08-04 15:21:27,779 INFO[main] - IN-- CertDBlnpl.java -

checkExi stingCertificateRol eMappi ng(certlnfo, rol eEnum con) -

## checked here

2014-08- 04 15:21:27,779 DEBUG [nain] - checkExistingTrustCertificateForRole Query :SELECT

PKI D, FKCERTI FI CATE, TKTRUSTROLE FROM CERTI FI CATETRUSTROLEVMAP WHERE FKCERTI FI CATE = "4152b36b-
002e- 68ac- 711d- c373f a940779" AND TKTRUSTROLE= "7"

2014- 08- 04 15:21:27,779 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[0] connect ToPubByDef aul t[true]

2014- 08- 04 15:21:27,781 DEBUG [nmain] - Closing the resultset.

2014-08-04 15:21:27,781 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,781 INFO [main] - QUT -- CertDBInpl.java -

checkExi stingCertificat eRol eMappi ng -

## inserted here

2014-08-04 15:21:27,781 DEBUG [nain] - Certificate to be inserted in CERTI FI CATETRUSTROLEVAP
table :tonctat-trust ::PKID :4152b36b- 002e-68ac-711d-c373fa940779 ::tolnsertlnCertSrvMap:true
2014-08-04 15:21:27,781 DEBUG [main] - Insert query of CERTIFI CATETRUSTROLEVAP : | NSERT | NTO
CERTI FI CATETRUSTROLEMAP VALUES (newi d(), "4152b36b- 002e- 68ac- 711d- ¢c373f a940779", 7)

2014- 08- 04 15:21:27,782 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-04 15:21:27,868 INFO [main] - QUT -- CertDBlnpl.java - insertCertTrustRol eMap -

2014-08-04 15:21:27,868 INFO [main] - IN-- CertDBlnpl.java - insertCertProcessNodeMap(certlnfo,
con) -
2014-08-04 15:21:27,868 INFO[main] - IN-- CertDBlnpl.java -

checkExi sti ngCert ProcessNodeMappi ng(certlnfo, con) -

## finally checked here

2014- 08- 04 15:21: 27,868 DEBUG [ mai n] - checkExi stingCertProcessNodeMappi ng Query : SELECT

PKI D, FKCERTI FI CATE, FKPROCESSNODE, SERVERNAME FROM CERTI FI CATEPROCESSNCDEMVAP WHERE

FKCERTI FI CATE="4152b36b- 002e- 68ac- 711d- c373f a940779" AND FKPROCESSNODE="13f 4b0d9- Obae- 429a- a86e-
625336a35bb6" AND SERVERNAME="CUCMB61"

2014- 08- 04 15:21: 27,869 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]



2014- 08- 04 15:21:27,872 DEBUG [main] - Closing the resultset.

2014-08- 04 15:21:27,872 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,872 INFO [main] - OUT -- CertDBInpl.java -

checkExi sti ngCert ProcessNodeMappi ng -

## and inserted here

2014-08-04 15:21:27,872 DEBUG [main] - Insert query of CERTIFI CATEPROCESSNODEMAP : | NSERT | NTO
CERTI FI CATEPROCESSNODEMAP VALUES (new d(), "4152b36b- 002e- 68ac- 711d- c373f a940779", " 13f 4b0d9-
Obae- 429a- a86e- 625336a35bb6" , "CUCMB61", "10.48.46.29" , "")

2014- 08- 04 15:21: 27,872 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[0] connect ToPubByDef aul t[true]

2014-08-04 15:21:27,879 INFO [main] - OQUT -- CertDBlInpl.java - insertCertProcessNodeMap -
2014-08- 04 15:21:27,930 DEBUG [main] - Connection conmitted for insertCertificate..

2014-08- 04 15:21:27,930 DEBUG [nain] - Insertion of Certificate in DB is Successful.
2014-08-04 15:21:27,930 INFO [main] - OQUT -- CertDBInpl.java - insertCertificate -

2014- 08- 04 15:21:27,930 DEBUG [main] - C osing the connection. Connection HashCode: 7962652 --
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014-08-04 15:21:27,930 DEBUG [nain] - Attenpting to close connection

2014- 08- 04 15:21: 27,930 DEBUG [nain] - Renoving connection <database, jdbcurl?2> from

Connect i onManager i st

2014- 08- 04 15:21: 27,930 DEBUG [nain] - renmpveConnecti onFromConnecti onLi st ()

2014- 08- 04 15:21: 27,930 DEBUG [nain] - Renobving connection

<com i nform x.jdbc.|fxSgli Connect @35da43> from connection |i st

2014- 08- 04 15:21:27,931 DEBUG [nain] - Connection <cominformnix.jdbc.|fxSqli Connect @35da43> is
not closed, adding it back to the pool entry <database,jdbcurl 2>

2014-08-04 15:21:27,931 INFO [mai n] - Connection/Statenment/Resultset is closed properly.
2014-08-04 15:21:27,931 INFO [main] - DB - Generate Certificate operation in DB is successful
2014-08-04 15:21:27,931 INFO [main] - OQUT -- CertDBAction.java - insertCertificatelnDB -
2014-08-04 15:21:27,931 INFO [main] - IN-- CryptoUtil.java - isOCSPEnabled(..) -

2014-08-04 15:21:27,931 INFO[main] - IN-- CryptoUil.java - getCertMnitorXm Parser(..) -
2014-08-04 15:21:27,989 INFO [main] - QUT -- Cryptoltil.java - getCertMnitorXm Parser -
2014-08-04 15:21:27,989 INFO [main] - QUT -- Cryptoltil.java - isOCSPEnabled - false

2014- 08- 04 15:21:27,990 DEBUG [nain] - OCSP is not enabl ed.

## process of importing the cert to this node is finishing here.

2014-08-04 15:21:27,990 INFO [main] - Successfully inported trusted certificate with Subject
DN: L&#61; Kr akow, ST&#61; Mal opol ska, CN&#61; CUCMBX, QU&#61; TAC, C&#61; C sco Syst ens, C&#61; PL
2014-08-04 15:21:27,990 INFO [main] - OUT -- DefaultCertMr.java - inmportTrustCert -
Successfully inmported trusted certificate with Subject

DN: L&#61; Kr akow, ST&#61; Mal opol ska, CN&#61; CUCMIX, QU&#61; TAC, C&#61; C sco Syst ens, C&#61; PL
2014-08-04 15:21:27,990 INFO [main] - result of inport operations is ::lnmport of trust
certificate is successful

2014-08-04 15:21:27,990 INFO [main] - OUT -- DefaultCertMr.java - inmportCert -

2014-08-04 15:21:27,990 INFO [main] - IN-- CertMr.java - |logResult(result, desc, resultFile) -
2014-08-04 15:21:27,990 INFO [main] - CertMnmt Operation Result : null

2014-08-04 15:21:27,991 INFO [main] - QUT -- CertMyr.java - |logResult -

2014-08-04 15:21:27,991 INFO [main] - QUT -- CertMr.java - doQp -

2014-08-04 15:21:27,992 INFO [main] - OQUT -- CertMyr.java - mainlntenal -

d. Dopo la replica dei certificati, il servizio CertCN su entrambi i nodi riceve una notifica relativa
alla modifica apportata nel database. Nei registri € possibile verificare questa condizione. Di
seguito € riportato il log sul server di pubblicazione

## notification about the change comes, service is notified about change in CERTIFICATE and
CERTIFICATESERVICECERTIFICATEMAP tables

2014- 08-04 15:21:28,003 INFO [Thread-5] - IN - process. changeData &col on;

2014-08-04 15:21:28,016 | NFO [ Thread-5] - Inside CERTIFICATE - 1/U option..

2014- 08-04 15:21:28,016 DEBUG [ Thread-5] - Updated Data in CERTI FI CATE

1 <neg><t ype>DBL</t ype><t abl e>certificate</tabl e><tabl ei d>41</t abl ei d><acti on>l </ acti on><ti ne>14
07158487</ti ne><new><cdr server >2</ cdrserver ><cdrti me>1407158486</ cdrti me><pki d>4152b36b- 002e-
68ac- 711d-

c373f a940779</ pki d><ser ver nane>CUCMB61</ ser ver nane><subj ect name>L=Kr akow, ST=Mal opol ska, CN=CUCMBX
, OU=TAC, O=Gi sco



Syst ens, C=PL</ subj ect nanme><i ssuer nane>L=Kr akow, ST=Mal opol ska, CN=CUCMBX, QU=TAC, C=Ci sco

Syst ens, C=PL</ i ssuer name><seri al nunber >7a40f 8743a793b44f e802b5f 3ele6f 36</ seri al nunber ><certifica
te></certificate><i pvdaddress>10. 48. 46. 29</ i pv4addr ess><i pv6addr ess></i pv6addr ess><ti met ol i ve>NU
LL</tinetolive><ifx_repl check>6043699677659004930</i f x_r epl check></ new></ nsg>

2014-08-04 15:21:28,016 DEBUG [ Thread-5] - Certificate PKID : 4152b36b-002e-68ac-711d-
c373fa940779 , ipAddress : 10.48.46.29 , O dSerialNo : , NewSerial No :

7a40f 8743a793b44f e802b5f 3elebf 36

2014- 08- 04 15:21:28,017 INFO [Thread-5] - QUT - process.

2014- 08- 04 15:21:28,018 INFO [Thread-5] - IN - process. changeData &col on;

2014-08-04 15:21:28,018 I NFO [ Thread-5] - |nside CERTIFl CATESERVI CECERTI FI CATEMAP - | option..
2014-08-04 15:21:28,019 DEBUG [ Thread-5] - Updated Data in CERTI Fl CATESERVI CECERTI FI CATEVAP

1 <neg><t ype>DBL</type><tabl e>certificateservicecertificatemp</tabl e><tabl ei d>44</tabl ei d><acti
on>| </ action><tinme>1407158487</ti me><new><cdr server >2</ cdr server><cdrti ne>1407158487</ cdrti me><p
ki d>798f f 6el- eld6- 42e5- ade6- 30d9d7360d6d</ pki d><f kcerti fi cat e>4152b36b- 002e- 68ac- 711d-
c373fa940779</fkcertificate><tkcertificateservice>6</tkcertificateservice><ifx_repl check>6043699
681953972226</i f x_r epl check></ new></ nsg>

2014-08-04 15:21:28,019 INFO [InsertThread --- 8] - IN -- CertKeystoreHandler.java - run() -
2014-08- 04 15:21:28,021 DEBUG [InsertThread --- 8] - InsertThread --- 8 -- START --

## change is related to the PKID that has been assigned for the new certificate

2014-08-04 15:21:28,021 DEBUG [l nsertThread --- 8] - DB Val ue UPDATE: 4152b36b-002e-68ac-711d-
c373fa940779

2014-08-04 15:21:28,021 INFO [InsertThread --- 8] - IN -- CertKeystoreHandl er.java -

updat el nt oKeystore() -

2014-08-04 15:21:28,021 INFO [InsertThread --- 8] - IN-- CertDBlnpl.java -
getCertificate(certBash64SHAL: nul | --pkid: 4152b36b- 002e- 68ac- 711d- c373f a940779

2014- 08- 04 15:21:28,022 DEBUG [InsertThread --- 8] - Connection Initialized to | ocal node.

Connecti on HashCode: 14186201 --Detail s: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

2014- 08- 04 15:21: 28,022 DEBUG [InsertThread --- 8] - Select Query to getCertificate : SELECT

A. *, B. HASH FROM CERTI FI CATE A, CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND A. PKID =
"4152b36b- 002e- 68ac- 711d- c373f a940779"

2014- 08- 04 15:21: 28,022 DEBUG [I nsert Thread --- 8] - getConn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 04 15:21:28,022 DEBUG [InsertThread --- 8] - Try to get a connection from pool

2014- 08- 04 15:21: 28,022 DEBUG [Insert Thread --- 8] - getting |local connection from Pool
2014- 08- 04 15:21:28,022 DEBUG [Insert Thread --- 8] - Getting connection from connection pool
entry <dat abase, j dbcurl 2>

2014- 08- 04 15:21:28,022 DEBUG [InsertThread --- 8] - There are currently 2 connection pool
entries

2014- 08- 04 15:21: 28,023 DEBUG [Insert Thread --- 8] - Checking if connection lint has been
reached for database

2014- 08- 04 15:21: 28,023 DEBUG [Insert Thread --- 8] - Connecting to publisher so max numnber of
connections allowed is 100

2014- 08- 04 15:21: 28,023 DEBUG [Insert Thread --- 8] - Nunber of connections in use is O

2014- 08- 04 15:21: 28,023 DEBUG [InsertThread --- 8] - There are currently 2 connection pool
entries

2014- 08- 04 15:21: 28,023 DEBUG [Insert Thread --- 8] - Nunber of avail able connections in pool: 0
2014- 08- 04 15:21: 28,079 DEBUG [Insert Thread --- 8] - Adding connection

<com inform x.jdbc.|fxSqli Connect @62db76> to connection |ist

2014- 08- 04 15:21:28,079 DEBUG [Insert Thread --- 8] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @62db76> as used

2014-08- 04 15:21:28,079 DEBUG [Insert Thread --- 8] - Got connection from pool

2014-08- 04 15:21:28,081 DEBUG [InsertThread --- 8] - Cosing the resultset.

2014- 08- 04 15:21:28,081 DEBUG [InsertThread --- 8] - Cosing the connection. Connection
HashCode: 14186201 --Detail s: Connect or (CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - Attenpting to close connection

2014-08- 04 15:21:28,081 DEBUG [Insert Thread --- 8] - Renobving connection <database, jdbcurl 2>
from Connecti onManager |i st

2014-08- 04 15:21:28,081 DEBUG [Insert Thread --- 8] - renmoveConnecti onFromConnecti onLi st ()
2014-08- 04 15:21:28,081 DEBUG [I nsert Thread --- 8] - Renpbving connection

<com i nform x.jdbc.|fxSqgli Connect @62db76> from connection |i st

2014-08- 04 15:21:28,081 DEBUG [I nsert Thread --- 8] - Connection

<cominform x.jdbc.|fxSqli Connect @62db76> is not closed, adding it back to the pool entry



<dat abase, j dbcur| 2>

2014-08-04 15:21:28,082 INFO [InsertThread ---

properly.

2014- 08- 04 15:21: 28,082 DEBUG [ I nsert Thread ---

CertDBI npl . get Certificate method.

2014-08-04 15:21:28,082 INFO [InsertThread ---
2014-08-04 15:21:28,082 INFO [InsertThread ---

get Cer t Uni t ByPki d( pki d)

2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---
Connecti on HashCode: 20337133

Driver=cominformx.jdbc.|fxDriver;)

2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---

002e- 68ac- 711d- c373f a940779"
2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---

2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---
2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---
2014- 08- 04 15:21: 28,083 DEBUG [ I nsert Thread ---

entry <dat abase, j dbcurl 2>

2014-08- 04
entries
2014-08- 04

15

15

<com i nform x

2014- 08- 04

15

<com i nform x

2014- 08- 04
2014- 08- 04
2014- 08- 04

15
15
15

:21: 28,083 DEBUG [ I nsert Thread ---
:21: 28,083 DEBUG [ I nsert Thread ---

:21: 28,083 DEBUG [ I nsert Thread ---
.jdbc. I fxSqgli Connect @62db76> as used
:21: 28,083 DEBUG [ I nsert Thread ---
:21: 28,085 DEBUG [ I nsert Thread ---
:21: 28,085 DEBUG [ I nsert Thread ---
HashCode: 20337133
2014- 08- 04 15:21: 28,085 DEBUG [ I nsert Thread ---
2014- 08- 04 15:21: 28,085 DEBUG [ I nsert Thread ---
|ist

8]
8]

8]
8]

8]

8]

8]
8]
8]
8]
8]
8]
8]
8]

8]
8]

Connection/ St atenent/ Resultset is closed

Connection rel eased from

ouT --
IN --

CertDBInpl .java - getCertificate -
Cert DBl npl . j ava -

Connection Initialized to | ocal node.

- - Det ai | s: Connect or ( NOT CONNECTED:

Sel ect Query to getCertUnitByPkid : SELECT
A. PKI D, A. FKCERTI FI CATE, A. TKCERTI FI CATESERVI CE, B. NAME UNI T FROM
CERTI FI CATESERVI CECERTI FI CATEMAP A, TYPECERTI FI CATESERVI CE B WHERE A. FKCERTI FI CATE="4152h36b-

AND A. TKCERTI FI CATESERVI CE =

B. ENUM

get Conn:
usePool i ng[true] connect ToLocal DB[true] _target[ 0] connect ToPubByDef aul t[fal se]

Try t
getti
Cetti

0 get a connection from pool
ng | ocal connection from Pool
ng connection from connection pool

There are currently 2 connection pool

Addi ng connection
.jdbc. 1 fxSqgli Connect @62db76> to connection |ist

Mar ki

ng connection

CGot connection from pool

C osi
C osi

ng the resultset.
ng the connection. Connection

--Det ai | s: Connect or (CONNECTED: Driver=com i nform x.jdbc.|fxDriver;)
- Attenpting to close connection
Renovi ng connecti on <dat abase, jdbcurl 2>

from Connect i onManager

2014- 08- 04 15:21: 28,085 DEBUG [ I nsert Thread ---
2014- 08- 04 15:21: 28,085 DEBUG [ I nsert Thread ---

2014- 08- 04 15:21: 28,085 DEBUG [ I nsert Thread ---

8]
8]

8]
8]

8]

<com inform x.jdbc.|fxSqli Connect @62db76> i s not
<dat abase, j dbcur| 2>

2014-08-04 15:21:28,085 INFO [InsertThread ---

properly.

2014-08- 04
Cer t DBI npl .
2014-08- 04
2014-08- 04
2014-08- 04
2014-08- 04
2014-08- 04
2014-08- 04

15: 21: 28, 085 DEBUG [I nsert Thread ---

get Cert Uni t ByPki d met hod.

15:
15:
15:
15:
15:
15:

21:
21:
21:
21:
21:
21:

28, 085
28, 086
28, 086
28, 086
28, 086
28, 086

I NFO [I nsert Thr ead
I NFO [I nsert Thr ead
I NFO [I nsert Thr ead
I NFO [I nsert Thr ead
I NFO [I nsert Thr ead
I NFO [I nsert Thr ead

: 7a40f 8743a793b44f e802b5f 3elebf 36
2014-08-04 15:21:28,086 I NFO [I nsert Thread
get Li st FronConaSeperatedStr(..) -
2014-08-04 15:21:28,086 INFO [Insert Thread
get Li st FronConaSeper at edStr -

8]
8]

8]
8]
8]
8]
8]
8]

8]

8]

r enoveConnect i onFr omConnect i onLi st ()
Renovi ng connecti on

<com i nform x.jdbc.|fxSqgli Connect @62db76> from connection |i st

Connecti on

cl osed,

adding it back to the pool entry

Connection/ St atenent/ Resultset is closed

Resul

ouT --
UNIT :

tset released from

CertDBI npl .java - getCertUnitByPkid -
toncat - trust

Current | PAddress : 10. 48. 46. 29
Renot el PAddress : 10. 48. 46. 29

d dSer
NewSer

IN --

ouT --

ial No :
i al No

CertUil.java -

CertUtil.java -

## tomcat-trust is in scope of certCN for import but since it is already on the file

## system the service will nothing with that one.

2014-08-04 15:21:28,086 INFO [InsertThread ---
2014- 08- 04 15:21: 28,086 DEBUG [ I nsert Thread ---
node except tontat cert.

2014-08-04 15:21:28,086 INFO [InsertThread ---
updated in trust-store by Change Notification..
2014-08-04 15:21:28,086 INFO [InsertThread ---

8]
8]

8]

8]

t ontat

-trust --- is included unit for CN

Change notification not require on sane

ouT --

- tonctat-trust Certificate successfully

Cert Keyst oreHandl er. java -



updat el nt oKeystore -
2014- 08- 04 15:21: 28,086 DEBUG [I nsertThread --- 8] - InsertThread --- 8 -- END --
2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - QUT -- CertKeystoreHandl er.java - run -

e. Nel sottoscrittore si vede lo stesso accade, certCN viene notificato della modifica e quindi
importare il certificato nel file system, crea i collegamenti simbolici ecc... Il log riportato di seguito
mostra questa condizione:

## service is notified about the change in DB. Notifications are related to two tables:
2014- 08-04 15:21:29,298 INFO [Thread-5] - IN - process. changeData &col on;
2014-08-04 15:21:29,299 I NFO [ Thread-5] - Inside CERTIFICATE - 1/U option..

## CERTIFICATE one ...

2014- 08- 04 15:21: 29,299 DEBUG [ Thread-5] - Updated Data in CERTI FI CATE

1 <neg><t ype>DBL</t ype><t abl e>certificate</tabl e><tabl ei d>41</t abl ei d><acti on>l </ acti on><ti ne>14
07158488</ti ne><new><cdr server >2</ cdrserver ><cdrti me>1407158487</ cdrti me><pki d>4152b36b- 002e-
68ac- 711d-

c373f a940779</ pki d><ser ver nane>CUCMB61</ ser ver nanme><subj ect name>L=Kr akow, ST=Mal opol ska, CN=CUCMBX
, OU=TAC, G=Ci sco

Syst ens, C=PL</ subj ect nane><i ssuer nane>L=Kr akow, ST=Mal opol ska, CN=CUCMDX, OU=TAC, O=Ci sco

Syst ens, C=PL</ i ssuer nane><seri al nunber >7a40f 8743a793b44f e802b5f 3ele6f 36</ seri al nunber ><certifica
te></certificate><i pvdaddress>10. 48. 46. 29</ i pv4addr ess><i pv6addr ess></i pvb6address><ti met ol i ve>NU
LL</tinetolive><ifx_repl check>6043699677659004930</i f x_r epl check></ new></ nsg>

2014- 08-04 15:21:29,299 DEBUG [ Thread-5] - Certificate PKID : 4152b36b-002e- 68ac- 711d-
c373fa940779 , ipAddress : 10.48.46.29 , O dSerialNo : , NewSerial No :

7a40f 8743a793b44f e802b5f 3elebf 36

2014- 08- 04 15:21:29,299 INFO [Thread-5] - QUT - process.

2014-08-04 15:21:29,299 INFO [InsertThread --- 35] - IN -- CertKeystoreHandl er.java - run() -
2014-08-04 15:21:29,300 DEBUG [InsertThread --- 35] - InsertThread --- 35 -- START --

2014- 08-04 15:21:29,300 DEBUG [I nsert Thread --- 35] - DB Val ue UPDATE: 4152b36b- 002e-68ac-711d-
c373fa%940779

2014-08-04 15:21:29,300 INFO [InsertThread --- 35] - IN -- CertKeystoreHandl er.java -

updat el nt oKeystore() -

2014-08-04 15:21:29,300 INFO [InsertThread --- 35] - IN-- CertDBlInpl.java -
getCertificate(certBash64SHAL: nul | --pkid: 4152b36b- 002e- 68ac- 711d- c373f a940779

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Connection Initialized to |ocal node

Connect i on HashCode: 30607587 --Details: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Select Query to getCertificate : SELECT
A. *, B. HASH FROM CERTI FI CATE A, CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND A. PKID =
"4152b36b- 002e- 68ac- 711d- c373f a940779"

2014-08-04 15:21:29,301 DEBUG [l nsertThread --- 35] - getConn:

usePool i ng[true] connect ToLocal DB[true] _target[ 0] connect ToPubByDef aul t[fal se]

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Try to get a connection from pool
2014-08-04 15:21:29,301 DEBUG [I nsert Thread --- 35] - getting local connection from Poo
2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Getting connection from connection poo
entry <dat abase, j dbcurl 2>

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - There are currently 2 connection pool
entries

2014- 08- 04 15:21:29,301 DEBUG [InsertThread --- 35] - Checking if connection limt has been
reached for database

2014- 08-04 15:21:29,302 DEBUG [I nsertThread --- 35] - Connecting to subscriber so max nunber of
connections allowed is 100

2014-08-04 15:21:29,302 DEBUG [InsertThread --- 35] - Nunber of connections in use is O

2014- 08-04 15:21:29,302 DEBUG [InsertThread --- 35] - There are currently 2 connection pool
entries

2014- 08- 04 15:21:29,302 DEBUG [I nsert Thread --- 35] - Nunber of avail able connections in pool: 0O
2014- 08- 04 15:21:29,315 INFO [Thread-5] - IN - process. changeData &col on;

2014- 08- 04 15:21:29,316 INFO [Thread-5] - Inside CERTI FI CATESERVI CECERTI FI CATEVMAP - | option..
## ... and CERTIFICATESERVICECERTIFICATEMAP

2014- 08- 04 15:21:29,316 DEBUG [ Thread-5] - Updated Data in CERTI FIl CATESERVI CECERTI FI CATEMVAP
1 <neg><t ype>DBL</type><t abl e>certificateservicecertificatenmap</tabl e><tabl ei d>44</tabl ei d><act



on>| </ action><tinme>1407158489</ti me><new><cdr server >2</ cdr server><cdrti ne>1407158487</ cdrti me><p
ki d>798f f 6el- eld6- 42e5- ad4e6- 30d9d7360d6d</ pki d><f kcerti fi cat e>4152b36b- 002e- 68ac- 711d-
c373fa940779</fkcertificate><tkcertificateservice>6</tkcertificateservice><ifx_repl check>6043699
681953972226</i f x_r epl check></ new></ nsg>

2014- 08- 04 15:21: 29,354 DEBUG [Insert Thread --- 35] - Adding connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> to connection |ist

2014- 08- 04 15:21: 29,355 DEBUG [Insert Thread --- 35] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @ec9f 34> as used

2014- 08- 04 15:21: 29,355 DEBUG [Insert Thread --- 35] - Got connection from pool

2014- 08- 04 15:21: 29,363 DEBUG [Insert Thread --- 35] - Closing the resultset.

2014- 08- 04 15:21: 29,363 DEBUG [InsertThread --- 35] - Cosing the connection. Connection
HashCode: 30607587 --Detail s: Connect or (CONNECTED: Driver=cominformx.jdbc.|fxDriver;)
2014-08- 04 15:21: 29,363 DEBUG [Insert Thread --- 35] - Attenpting to close connection

2014- 08- 04 15:21: 29,363 DEBUG [I nsert Thread --- 35] - Renoving connection <database, jdbcurl 2>
from Connecti onManager |i st

2014- 08- 04 15:21: 29,363 DEBUG [Insert Thread --- 35] - renoveConnecti onFromConnecti onLi st ()
2014- 08- 04 15:21: 29,363 DEBUG [InsertThread --- 35] - Renoving connection

<com i nform x.jdbc.|fxSqgli Connect @ec9f 34> from connection |i st

2014- 08- 04 15:21: 29,363 DEBUG [Insert Thread --- 35] - Connection

<cominform x.jdbc.|fxSqli Connect @ec9f34> is not closed, adding it back to the pool entry
<dat abase, j dbcur| 2>

2014-08-04 15:21:29,363 INFO [Insert Thread --- 35] - Connection/Statenment/Resultset is closed
properly.

2014- 08- 04 15:21: 29,363 DEBUG [I nsert Thread --- 35] - Connection released from

Cert DBl npl . get Certificate method.

2014-08-04 15:21:29,363 INFO [InsertThread --- 35] - OUT -- CertDBInpl.java - getCertificate -
2014-08-04 15:21:29,363 INFO [InsertThread --- 35] - IN-- CertDBlnpl.java -

get Cert Uni t ByPki d( pki d) -

2014- 08- 04 15:21: 29,364 DEBUG [Insert Thread --- 35] - Connection Initialized to |ocal node.

Connecti on HashCode: 29897942 --Detail s: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

2014- 08- 04 15:21: 29,364 DEBUG [Insert Thread --- 35] - Select Query to getCertUnitByPkid : SELECT
A. PKI D, A. FKCERTI FI CATE, A. TKCERTI FI CATESERVI CE, B. NAME UNI T FROM

CERTI FI CATESERVI CECERTI FI CATEMAP A, TYPECERTI FI CATESERVI CE B WHERE A. FKCERTI FI CATE="4152h36b-
002e- 68ac- 711d- c373f a940779" AND A. TKCERTI FI CATESERVI CE = B. ENUM

2014- 08- 04 15:21: 29, 364 DEBUG [Insert Thread --- 35] - getConn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 04 15:21: 29,364 DEBUG [InsertThread --- 35] - Try to get a connection from pool
2014- 08- 04 15:21: 29,364 DEBUG [InsertThread --- 35] - getting |ocal connection from Pool
2014- 08- 04 15:21: 29,364 DEBUG [Insert Thread --- 35] - Getting connection from connection pool
entry <dat abase, j dbcurl 2>

2014- 08- 04 15:21: 29,364 DEBUG [InsertThread --- 35] - There are currently 2 connection pool
entries

2014- 08- 04 15:21: 29,364 DEBUG [Insert Thread --- 35] - Adding connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> to connection |ist

2014- 08- 04 15:21: 29,364 DEBUG [InsertThread --- 35] - Marking connection

<com i nform x.jdbc. | fxSqli Connect @ec9f 34> as used

2014- 08- 04 15:21: 29,364 DEBUG [InsertThread --- 35] - Got connection from pool

2014- 08- 04 15:21: 29,369 DEBUG [InsertThread --- 35] - Closing the resultset.

2014- 08- 04 15:21: 29,369 DEBUG [InsertThread --- 35] - C osing the connection. Connection
HashCode: 29897942 --Detail s: Connect or (CONNECTED: Driver=com i nform x.jdbc.|fxDriver;)
2014-08- 04 15:21: 29,369 DEBUG [Insert Thread --- 35] - Attenpting to cl ose connection

2014- 08- 04 15:21: 29,369 DEBUG [I nsert Thread --- 35] - Renobving connection <database, jdbcurl 2>
from Connecti onManager |i st

2014- 08- 04 15:21: 29,369 DEBUG [Insert Thread --- 35] - renoveConnecti onFromConnecti onLi st ()
2014- 08- 04 15:21: 29,369 DEBUG [InsertThread --- 35] - Renoving connection

<com i nform x.jdbc.|fxSqgli Connect @ec9f 34> from connection |i st

2014- 08- 04 15:21: 29,369 DEBUG [Insert Thread --- 35] - Connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> is not closed, adding it back to the pool entry
<dat abase, j dbcur| 2>

2014-08-04 15:21:29,369 INFO [Insert Thread --- 35] - Connection/Statenment/Resultset is closed
properly.
2014- 08- 04 15:21:29,369 DEBUG [Insert Thread --- 35] - Resultset released from

Cert DBI npl . get Cert Uni t ByPki d met hod.



2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - QUT -- CertDBInpl.java - getCertUnitByPkid

2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - UNIT : tontat-trust

2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - Currentl PAddress : 10.48. 46. 30
2014-08-04 15:21:29,370 INFO [Insert Thread --- 35] - Renotel PAddress : 10.48. 46. 29

2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - O dSerial No :

2014-08-04 15:21:29,370 INFO [Insert Thread --- 35] - NewSerial No

: 7a40f 8743a793b44f e802b5f 3elebf 36

2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - IN-- CertUtil.java -

get Li st FronConaSeperatedStr(..) -

2014-08-04 15:21:29,370 INFO [Insert Thread --- 35] - QUT -- CertUtil.java -

get Li st FronConaSeper at edStr -

2014-08-04 15:21:29,370 INFO [Insert Thread --- 35] - tontat-trust --- is included unit for CN
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - IN-- CertUtil.java -

| oadCert FronString(cert) -

2014-08-04 15:21:29,370 INFO [Insert Thread --- 35] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - QUT -- CertUtil.java - |oadCertFronString -

## Info about the certificate has been received. CertCN will try to delete old
## tomcat-trust for this node (if any) and import it

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - IN-- CertDBUIil.java -
checkDel et eAndl nmport (unit, dbCert) -
2014-08-04 15:21:29,373 INFO [Insert Thread --- 35] - DB Certlinfo.--

SN: 162503161730851213217569888696899890998- -
Subj ect DN: L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL- - Get Not Bef or e: Mon Aug 04
15:19: 07 CEST 2014- - Get Not After: Sat Aug 03 15:19: 06 CEST 2019

2014-08-04 15:21:29,373 INFO [Insert Thread --- 35] - loading certificate element named [tontat-
trust]

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08-04 15:21:29,373 INFO [Insert Thread --- 35] - loading the config file

[/usr/local/platform conf/cert-conf.xm]

2014-08-04 15:21:29,374 INFO [Insert Thread --- 35] - looking for first [trust-certs] in

[ product - cpi ]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - |oaded el enent [tontat-trust]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - determining cert dir for [tontat-trust]
2014-08-04 15:21:29,374 INFO [Insert Thread --- 35] - looking for first [dir] in [tontat-trust]
2014-08-04 15:21:29,374 INFO [Insert Thread --- 35] - getting the value of [dir]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - value is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - cert dir is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -
_&B.description] match is fal se

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. description] match is false
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. peni
match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/toncat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. der]
match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/tonctat-trust.keystore] match is false
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. der] match is true
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61.der] match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tontat/trust-certs/CUCMB61. description] match is fal se



2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform .security/tonctat/trust-certs/7e0370f0.0] match is false

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/dOaacffb.0] match is false

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/101f99a6.0] match is fal se

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61. peni match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. pen] match is true

2014-08-04 15:21:29,375 INFO [Insert Thread --- 35] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08-04 15:21:29,375 INFO [Insert Thread --- 35] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08-04 15:21:29,375 INFO [Insert Thread --- 35] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - IN-- CertDBUIil.java -
importTrustCertlnFil eSystem. unit : tonctat-trust

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - IN-- CertDBUIil.java -

popul at eCpl nf o(operation, unit, type, filelLocation, x509Cert, isDBlnsert) -

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - loading certificate el ement named [tontat-
trust]

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08-04 15:21:29,376 INFO [Insert Thread --- 35] - loading the config file

[/usr/local/platform conf/cert-conf.xm]

2014-08-04 15:21:29,377 INFO [Insert Thread --- 35] - looking for first [trust-certs] in

[ product - cpi ]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - |oaded el enent [tontat-trust]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - determining key dir for [tontat-trust]
2014-08-04 15:21:29,377 INFO [Insert Thread --- 35] - looking for first [key-dir] in [tontat-
trust]

2014-08-04 15:21:29,377 INFO [Insert Thread --- 35] - getting the value of [key-dir]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - value is

[/usr/local/platform .security/tontat/keys]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - key dir is

[/usr/local/platform .security/tontat/keys]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - loading certificate el ement named [tontat-
trust]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08-04 15:21:29,377 INFO [Insert Thread --- 35] - loading the config file

[/usr/local/platform conf/cert-conf.xm ]

2014-08-04 15:21:29,379 INFO [Insert Thread --- 35] - looking for first [trust-certs] in

[ product - cpi ]

2014-08-04 15:21:29,379 INFO [Insert Thread --- 35] - |oaded el enent [tontat-trust]

2014- 08- 04 15:21:29,379 INFO [InsertThread --- 35] - determining cert dir for [tontat-trust]
2014-08-04 15:21:29,379 INFO [Insert Thread --- 35] - looking for first [dir] in [tontat-trust]
2014-08-04 15:21:29,379 INFO [Insert Thread --- 35] - getting the value of [dir]

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - value is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - cert dir is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - OUT -- CertDBUtil.java - popul ateOplnfo -
2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- CertMyr.java - getCertMrCbj (unit) -
toncat - trust

2014-08-04 15:21:29,379 INFO [Insert Thread --- 35] - QUT -- CertMyr.java - getCertMrQbj -

com ci sco. cpi . cert Mgnt . manager . Tontat Cert Mgr @04f 57f



2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- DefaultCertMr.java -
i mportCert(info) -

decode: true

op: i mport

unit: t ontat - t rust

keyst oreUnit:toncat-trust

| ogFi | e: /var/log/activel/platform |og/cert-nmgnt.|og
resultFile: /var/log/activel/platfornlog/certde-info.xm
keyDir: /usr/local/platform.security/tontat/keys
certDir: /usr/local/platform .security/tontat/trust-certs
srcCert: nul |

type: trust-certs

root CACert: null

trustDir: nul |

DNAME: nul |

description: null
i sDBl nsert:fal se

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Checking validity of cert

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - Verifying certificate

L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- CertUtil.java - parseCNf ronDN( DN,
sSearchStr) -

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - parseCNfronDN( cert Subj DN:

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Systens, C=PL")

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Truncating CN ' CUCMBX, QU=TAC, O=Ci sco
Systens, C=PL' -> ' CUCMBX

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - OUT -- CertUil.java - parseCNfronDN -
2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Parsed CN ' CUCMBX from DN

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL’

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - trying to load cert fromtrust store
::/usr/local/platform.security/tonctat/trust-certs/CUCMIX. pem

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - cert not available in trust store

11 L=Kr akow, ST=Mal opol ska, CN=CUCMB X, OU=TAC, O=Ci sco Syst ens, C=PL

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- DefaultCertMr.java -
importTrustCert(info, cert) -

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- DefaultCertMr.java -
saveToTrust Store(info, cert) -

2014-08- 04 15:21:29,379 ERROR [InsertThread --- 35] - trust directory paraneter is null
2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- DefaultCertMr.java -
saveTrustCert (cert, targetDir, certType) -

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- CertUtil.java - parseCNf r onDN( DN,
sSearchStr) -

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - parseCNfronDN( cert Subj DN:

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Systens, C=PL')

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Truncating CN ' CUCMBX, QU=TAC, O=Ci sco
Systenms, C=PL' -> ' CUCMBX

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - OUT -- CertUil.java - parseCNfronDN -
2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Parsed CN ' CUCMBX from DN

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL’

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- CertUtil.java - parseCNf r onDN( DN,
sSearchStr) -

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - parseCNfronDN( cert Subj DN:

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Systens, C=PL")

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Truncating CN ' CUCMBX, QU=TAC, O=Ci sco
Systenms, C=PL' -> ' CUCMBX

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - OUT -- CertUil.java - parseCNfronDN -
2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Parsed CN ' CUCMBX from DN

' L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL’

## certificate will be stored in filesystem with below name (CN from cert). 01d

## certificate for CUCM9X has not been found

2014- 08- 04 15:21:29,379 DEBUG [InsertThread --- 35] - target filenane for inported cert:
' CUCMBX. pem



2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - existing certificate with same fil enane
not found.

## saving certificate as *.pem and *.der

2014- 08- 04 15:21:29,379 DEBUG [Insert Thread --- 35] - Saving PEM encoded cert
"/usr/local/platform .security/tontat/trust-certs/CUCVMBX. pem

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN-- CryptoUil.java - saveAsPEM..) -
File : /usr/local/platfornl.security/tontat/trust-certs/CUCMIX. pem

2014-08-04 15:21:29,403 INFO [InsertThread --- 35] - QUT -- CryptoUtil.java - saveAsPEM -

2014- 08- 04 15:21: 29,403 DEBUG [Insert Thread --- 35] - Saving DER encoded cert
"/usr/local/platform .security/tontat/trust-certs/CUCVMDX. der'

2014-08-04 15:21:29,406 INFO [Insert Thread --- 35] - QUT -- DefaultCertMyr.java - saveTrustCert
2014-08-04 15:21:29,406 INFO [InsertThread --- 35] - IN -- TontatCertMr.java -
saveToKeyStore(..) -

2014-08- 04 15:21:29,406 INFO [Insert Thread --- 35] - IN -- RSACryptoEngine.java -

saveToKeySt ore( keystoreFil e, keystorePass, x509Certificate, alias) -

2014-08- 04 15:21:29,406 INFO [Insert Thread --- 35] - IN -- RSACryptoEngine.java -

| oadKey St or e( keystoreFil e, keystorePass) -

2014-08-04 15:21:29,421 INFO [InsertThread --- 35] - OUT -- RSACryptoEngi ne.java - | oadKeyStore
2014-08-04 15:21:29,421 INFO [InsertThread --- 35] - Size of the keystore before inport is : 3
2014-08-04 15:21:29,421 INFO [InsertThread --- 35] - Inporting certificate : CUCMBX

2014-08-04 15:21:29,428 INFO [InsertThread --- 35] - Size of the keystore after inport is : 4
2014-08-04 15:21:29,428 INFO [InsertThread --- 35] - OUT -- RSACryptoEngi ne.java -
saveToKeyStore -

2014-08-04 15:21:29,428 INFO [InsertThread --- 35] - OUT -- TontatCertMr.java - saveToKeyStore
2014- 08- 04 15:21:29,428 DEBUG [InsertThread --- 35] - TrustCert description filenane :

' CUCMBX. descri ption'

2014-08-04 15:21:29,439 INFO [InsertThread --- 35] - IN-- DefaultCertMr.java -

creat eDescriptionFil e(nane, description) -

2014-08-04 15:21:29,439 INFO [InsertThread --- 35] - descriptionis :Trust Certificate

2014- 08- 04 15:21:29,446 INFO [Insert Thread --- 35] - QUT -- DefaultCertMr.java -
createDescriptionFile -

2014-08- 04 15:21:29,446 INFO [InsertThread --- 35] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

## setting necessary permissions for the new created files (correcting access, owner and
## group)

2014- 08- 04 15:21: 29,446 DEBUG [I nsert Thread --- 35] - set Omershi pAndPermi ssions :

CUCMBX. descri ption

2014- 08- 04 15:21: 29,446 DEBUG [Insert Thread --- 35] - Changi ng ownership of file
"/usr/local/platform .security/tontat/trust-certs/CUCMDX. description'

2014-08- 04 15:21:29,446 INFO [InsertThread --- 35] - IN-- Util.java - sysExec(exe, args) -
2014- 08- 04 15:21: 29,446 DEBUG [Insert Thread --- 35] - Executing command from Uil .sysExec :
/ bi n/ chown certbase /usr/local/platform .security/tontat/trust-certs/CUCMBX. description
2014-08-04 15:21:29,471 INFO [Insert Thread --- 35] - QUT -- Util.java - sysExec -

2014- 08- 04 15:21:29,471 DEBUG [Insert Thread --- 35] - Changing group ownership of file
"/usr/local/platform .security/tontat/trust-certs/CUCMDX. description'

2014-08-04 15:21:29,472 INFO [InsertThread --- 35] - IN-- Util.java - sysExec(exe, args) -
2014- 08- 04 15:21:29,472 DEBUG [Insert Thread --- 35] - Executing command from Uil .sysExec :
/ bin/chgrp ccnbase /usr/local/platforn.security/toncat/trust-certs/ CUCMBX. descri ption
2014-08-04 15:21:29,474 INFO [Insert Thread --- 35] - QUT -- Util.java - sysExec -

2014- 08- 04 15:21: 29,475 DEBUG [Insert Thread --- 35] - Changing node of file
"/usr/local/platform .security/tontat/trust-certs/CUCMDX. description'

2014-08-04 15:21:29,475 INFO [InsertThread --- 35] - IN-- Util.java - sysExec(exe, args) -
2014- 08- 04 15:21:29,475 DEBUG [Insert Thread --- 35] - Executing command fromUtil.sysExec :
/ bin/chnod 755 /usr/local/platforni.security/toncat/trust-certs/ CUCMBX. descri ption
2014-08-04 15:21:29,484 INFO [Insert Thread --- 35] - QUT -- Util.java - sysExec -
2014-08-04 15:21:29,484 INFO [Insert Thread --- 35] - QUT -- DefaultCertMr.java -

set Oaner shi pAndPer mi ssi ons -

2014-08-04 15:21:29,484 INFO [Insert Thread --- 35] - QUT -- DefaultCertMr.java -

saveToTrust Store -



2014-08-04 15:21:29,485 INFO [InsertThread ---

35]

::/usr/local/platform .security/toncat/trust-certs

2014-08-04 15:21:29,485 INFO [Insert Thread ---
2014- 08- 04 15:21: 29,485 DEBUG [ I nsert Thread ---

2014-08-04 15:21:29,668 INFO [InsertThread ---
2014-08-04 15:21:29,668 INFO [InsertThread ---

set Onner shi pAndPer mi ssions(file) -

2014- 08- 04 15:21: 29,668 DEBUG [ I nsert Thread ---
2014- 08- 04 15:21: 29,668 DEBUG [ I nsert Thread ---

35]
35]

35]
35]

35]
35]

"/usr/local/platform .security/toncat/trust-certs’

2014-08-04 15:21:29,668 INFO [InsertThread ---
2014- 08- 04 15:21: 29,669 DEBUG [ I nsert Thread ---

2014-08-04 15:21:29,675 INFO [Insert Thread ---
2014- 08- 04 15:21:29,675 DEBUG [ I nsert Thread ---

35]
35]

35]
35]

"/usr/local/platform .security/toncat/trust-certs’

2014-08-04 15:21:29,675 INFO [Insert Thread ---
2014- 08- 04 15:21:29,675 DEBUG [ I nsert Thread ---

2014-08-04 15:21:29,680 INFO [InsertThread ---
2014- 08- 04 15:21: 29,680 DEBUG [ I nsert Thread ---

35]
35]

35]
35]

"/usr/local/platform .security/toncat/trust-certs’

2014-08-04 15:21:29,680 INFO [InsertThread ---
2014- 08- 04 15:21: 29,680 DEBUG [ I nsert Thread ---

2014-08-04 15:21:29,683 INFO [InsertThread ---

2014-08-04 15:21:29,683 INFO [l nsert Thread
set Onner shi pAndPer mi ssi ons -

2014-08-04 15:21:29,683 INFO [l nsert Thread
2014-08-04 15:21:29,683 INFO [l nsert Thread
2014-08-04 15:21:29,683 INFO [l nsert Thread
get Cert Moni t or Xm Parser(..) -

2014-08-04 15:21:29,683 INFO [l nsert Thread
get Cert Moni t or Xm Par ser -

2014-08-04 15:21:29,683 INFO [l nsert Thread
fal se

2014- 08- 04 15:21: 29,683 DEBUG [ I nsert Thread ---
2014-08-04 15:21:29,683 INFO [Insert Thread ---

35]
35]

35]
35]

35]
35]
35]
35]
35]

35]
35]

- set Oawner shi pAndPer ni ssi ons :

trustdir

IN --

Uil.java - sysExec(exe, args) -

Executing command from Wil .sysExec :
python /usr/local /platformbin/c_rehash.py /usr/local/platform .security/toncat/trust-certs

ouT --
IN --

Uil.java - sysExec -
Def aul t Cert Myr. j ava -

Changi ng ownership of file

IN --

Uil.java - sysExec(exe, args) -

Executing command from Wil .sysExec :
/bin/chown -R certbase /usr/local/platfornm .security/toncat/trust-certs

ouT --

Uil.java - sysExec -

Changi ng group ownership of file

IN --

Uil.java - sysExec(exe, args) -

Executing command from Wil.sysExec :
/'bin/chgrp -R ccnbase /usr/local/platfornl.security/tonctat/trust-certs

ouT --

Uil.java - sysExec -

Changi ng node of file

IN --

Uil.java - sysExec(exe, args) -

Executing command from Wil.sysExec :
/bin/chnod -R 755 /usr/local/platfornl.security/tontat/trust-certs

ouT --
ouT --

Uil.java - sysExec -
Def aul t Cert Myr. j ava -

No plugins registered for DB Store
CryptoUtil.java - isOCSPEnabl ed(..)

IN --
IN --

ouT --

ouT --

OCSsP

Successfully inmported trusted certificate

Cryptoltil.java -
CryptoUtil.java -
CryptoUtil.java - isOCSPEnabl ed -

i's not enabl ed.

wi th Subject DN: L&#61; Kr akow, ST&#61; Mal opol ska, CN&#61; CUCMBX, OU&#61; TAC, O8#61; C sco

Syst ens, C&#61; PL

2014-08-04 15:21:29,683 INFO [InsertThread ---

35]

ouT --

Def aul t Cert Myr. j ava -

importTrustCert - Successfully inmported trusted certificate with Subject
DN: L&#61; Kr akow, ST&#61; Mal opol ska, CN&#61; CUCMBX, QU&#61; TAC, O&#61; C sco Syst ens, C&#61; PL

## inserting certificate ends with success
2014-08-04 15:21:29,683 I NFO [l nsert Thread
trust certificate is successful

2014-08-04 15:21:29,683 I NFO [l nsert Thread
2014-08-04 15:21:29,683 I NFO [l nsert Thread
i mport Trust CertlnFil eSystem -

2014-08-04 15:21:29,683 I NFO [l nsert Thread
checkDel et eAndl nport -

2014-08-04 15:21:29,683 I NFO [l nsert Thread

updated in trust-store by Change Notification..
2014-08-04 15:21:29,683 INFO [InsertThread ---

updat el nt oKeystore -

2014- 08- 04 15:21: 29,683 DEBUG [ I nsert Thread ---
2014-08-04 15:21:29,683 INFO [InsertThread ---
2014- 08- 04 15:21: 29, 786 DEBUG [ Connecti onC eaner]

35]

35]
35]

35]
35]
35]

35]
35]

t ontat

ouT --

| nser
QuT --

of inport operations is ::Ilnport of
Def aul t Cert Myr.java - inmportCert -
CertDBUtI | .java -

CertDBUtI | .java -

-trust Certificate successfully
Cert Keyst or eHandl er . j ava -

tThread --- 35 -- END --

Cert Keyst oreHandl er.java - run -

Cl eani ng connection |ist

## above process was the result for row inserted into CERTIFICATE table. Similar check
## will be done for the row inserted into CERTIFICATESERVICECERTIFICATEMAP

2014-08-04 15:21: 34,322 | NFO [ Thread-5] -

I nsi de CERTI FI CATESERVI CECERTI FI CATEMAP - | option.

trust-certs



2014-08- 04 15:21: 34,322 DEBUG [ Thread-5] - Insert Data i n CERTI Fl CATESERVI CECERTI FI CATEMAP

1 <neg><t ype>DBL</type><t abl e>certificateservicecertificatemp</tabl e><tabl ei d>44</tabl ei d><acti
on>| </ action><tinme>1407158489</ti me><new><cdr server >2</ cdr server><cdrti ne>1407158487</ cdrti me><p
ki d>798f f 6el- eld6- 42e5- ad4e6- 30d9d7360d6d</ pki d><f kcerti fi cat e>4152b36b- 002e- 68ac- 711d-
c373fa940779</fkcertificate><tkcertificateservice>6</tkcertificateservice><ifx_repl check>6043699
681953972226</i f x_r epl check></ new></ nsg>

2014-08-04 15:21:34,322 INFO [Thread-5] - IN-- CertDBlnpl.java -

getCertificate(certBash64SHAL: nul | --pkid: 4152b36b- 002e- 68ac- 711d- c373f a940779

2014- 08- 04 15: 21: 34, 323 DEBUG [ Thread-5] - Connection Initialized to | ocal node. Connection
HashCode: 32140521 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)

2014- 08- 04 15: 21: 34, 323 DEBUG [ Thread-5] - Select Query to getCertificate : SELECT A *, B. HASH
FROM CERTI FI CATE A, CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND A. PKI D = "4152b36b-
002e- 68ac- 711d- c373f a940779"

2014- 08- 04 15: 21: 34, 323 DEBUG [ Thread-5] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[ 0] connect ToPubByDef aul t[fal se]

2014- 08- 04 15: 21: 34, 323 DEBUG [ Thread-5] - Try to get a connection from pool

2014- 08- 04 15:21: 34,323 DEBUG [ Thread-5] - getting | ocal connection from Pool

2014- 08- 04 15: 21: 34, 324 DEBUG [ Thread-5] - Getting connection from connection pool entry

<dat abase, j dbcur| 2>

2014- 08- 04 15:21: 34,324 DEBUG [ Thread-5] - There are currently 2 connection pool entries

2014- 08- 04 15: 21: 34, 324 DEBUG [ Thread-5] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> to connection |ist

2014- 08- 04 15: 21: 34, 324 DEBUG [ Thread-5] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @ec9f 34> as used

2014- 08- 04 15: 21: 34, 324 DEBUG [ Thread-5] - Got connection from pool

2014- 08- 04 15: 21: 34, 328 DEBUG [ Thread-5] - C osing the resultset.

2014- 08- 04 15:21: 34,329 DEBUG [ Thread-5] - C osing the connection. Connection HashCode: 32140521
--Det ai | s: Connect or (CONNECTED: Driver=com i nform x.jdbc.|fxDriver;)

2014- 08- 04 15: 21: 34,329 DEBUG [ Thread-5] - Attenpting to close connection

2014- 08- 04 15: 21: 34, 329 DEBUG [ Thread-5] - Renovi ng connection <database, jdbcurl2> from
Connect i onManager |i st

2014- 08- 04 15: 21: 34, 329 DEBUG [ Thread-5] - renoveConnecti onFromConnecti onLi st ()

2014- 08- 04 15: 21: 34, 329 DEBUG [ Thread-5] - Renobvi ng connection

<com i nform x.jdbc.|fxSqgli Connect @ec9f 34> from connection |i st

2014- 08- 04 15: 21: 34, 329 DEBUG [ Thread-5] - Connection <cominform x.jdbc.|fxSqli Connect @ec9f 34>
is not closed, adding it back to the pool entry <database,jdbcurl 2>

2014- 08- 04 15:21: 34,329 INFO [ Thread-5] - Connection/Statenment/Resultset is closed properly.
2014- 08- 04 15: 21: 34, 329 DEBUG [ Thread-5] - Connection released fromCertDBInpl.getCertificate
net hod.

2014-08- 04 15:21:34,329 INFO [Thread-5] - QUT -- CertDBInpl.java - getCertificate -

2014-08- 04 15:21: 34,329 DEBUG [ Thread-5] - Certificate PKID : 4152b36b-002e-68ac- 711d-
c373fa940779 , ipAddress : 10.48.46.29 , O dSerial No : 7a40f 8743a793b44f e802b5f 3elebf 36 ,
NewSeri al No : 7a40f 8743a793b44f e802b5f 3ele6f 36

2014- 08- 04 15:21: 34,329 INFO [Thread-5] - QUT - process.

2014-08-04 15:21:34,330 INFO [Insert Thread --- 36] - IN-- CertKeystoreHandl er.java - run() -
2014- 08- 04 15:21: 34,330 DEBUG [InsertThread --- 36] - InsertThread --- 36 -- START --
2014-08-04 15:21: 34,330 DEBUG [l nsertThread --- 36] - DB Val ue UPDATE: 4152b36b- 002e- 68ac- 711d-
c373fa940779

2014-08-04 15:21:34,330 INFO [InsertThread --- 36] - IN -- CertKeystoreHandl er.java -

updat el nt oKeystore() -

2014-08-04 15:21:34,330 INFO [InsertThread --- 36] - IN-- CertDBlnpl.java -
getCertificate(certBash64SHAL: nul | --pkid: 4152b36b- 002e- 68ac- 711d- c373f a940779

2014- 08- 04 15:21: 34,330 DEBUG [Insert Thread --- 36] - Connection Initialized to |ocal node.

Connecti on HashCode: 14972385 --Detail s: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

2014- 08- 04 15:21: 34,330 DEBUG [InsertThread --- 36] - Select Query to getCertificate : SELECT
A. *, B. HASH FROM CERTI FI CATE A, CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND A. PKID =
"4152h36b- 002e- 68ac- 711d- c373f a940779"

2014- 08- 04 15:21: 34,330 DEBUG [Insert Thread --- 36] - getConn:

usePool i ng[true] connect ToLocal DB[true] _target[ 0] connect ToPubByDef aul t[fal se]

2014- 08- 04 15:21: 34,330 DEBUG [InsertThread --- 36] - Try to get a connection from pool

2014- 08- 04 15:21: 34,330 DEBUG [InsertThread --- 36] - getting |ocal connection from Pool
2014- 08- 04 15:21: 34,330 DEBUG [Insert Thread --- 36] - Getting connection from connection pool

entry <dat abase, j dbcurl 2>



2014- 08- 04 15:21: 34,330 DEBUG [InsertThread --- 36] - There are currently 2 connection pool
entries

2014- 08- 04 15:21: 34,330 DEBUG [Insert Thread --- 36] - Adding connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> to connection |ist

2014- 08- 04 15:21: 34,330 DEBUG [InsertThread --- 36] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @ec9f 34> as used

2014- 08- 04 15:21: 34,331 DEBUG [InsertThread --- 36] - Got connection from pool

2014- 08- 04 15:21: 34,333 DEBUG [InsertThread --- 36] - Closing the resultset.

2014- 08- 04 15:21: 34,333 DEBUG [InsertThread --- 36] - C osing the connection. Connection
HashCode: 14972385 --Detail s: Connect or (CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014- 08- 04 15:21: 34,333 DEBUG [InsertThread --- 36] - Attenpting to cl ose connection

2014- 08- 04 15:21: 34,333 DEBUG [I nsert Thread --- 36] - Renobving connection <database, jdbcurl 2>
from Connecti onManager |i st

2014- 08- 04 15:21: 34,333 DEBUG [InsertThread --- 36] - renoveConnecti onFromConnecti onLi st ()
2014- 08- 04 15:21: 34,333 DEBUG [InsertThread --- 36] - Renobving connection

<com i nform x.jdbc.|fxSqgli Connect @ec9f 34> from connection |i st

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - Connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> is not closed, adding it back to the pool entry
<dat abase, j dbcur| 2>

2014-08-04 15:21:34,334 INFO [Insert Thread --- 36] - Connection/Statenment/Resultset is closed
properly.

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - Connection released from

Cert DBl npl . get Certificate method.

2014-08-04 15:21:34,334 INFO [InsertThread --- 36] - OUT -- CertDBInpl.java - getCertificate -
2014-08-04 15:21:34,334 INFO [InsertThread --- 36] - IN-- CertDBlnpl.java -

get Cert Uni t ByPki d( pki d) -

2014- 08- 04 15:21: 34,334 DEBUG [Insert Thread --- 36] - Connection Initialized to |ocal node.

Connecti on HashCode: 16196072 --Detail s: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - Select Query to getCertUnitByPkid : SELECT
A. PKI D, A. FKCERTI FI CATE, A. TKCERTI FI CATESERVI CE, B. NAME UNI T FROM

CERTI FI CATESERVI CECERTI FI CATEMAP A, TYPECERTI FI CATESERVI CE B WHERE A. FKCERTI FI CATE="4152h36b-
002e- 68ac- 711d- c373f a940779" AND A. TKCERTI FI CATESERVI CE = B. ENUM

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - getConn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - Try to get a connection from pool
2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - getting |ocal connection from Pool
2014-08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - Getting connection from connection pool
entry <dat abase, j dbcurl 2>

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - There are currently 2 connection pool
entries

2014- 08- 04 15:21: 34,334 DEBUG [Insert Thread --- 36] - Adding connection

<com inform x.jdbc.|fxSqli Connect @ec9f34> to connection |ist

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - Marking connection

<com i nform x.jdbc. | fxSqli Connect @ec9f 34> as used

2014- 08- 04 15:21: 34,334 DEBUG [InsertThread --- 36] - Got connection from pool

2014- 08- 04 15:21: 34,337 DEBUG [InsertThread --- 36] - Closing the resultset.

2014- 08- 04 15:21: 34,337 DEBUG [InsertThread --- 36] - C osing the connection. Connection
HashCode: 16196072 --Detail s: Connect or (CONNECTED: Driver=com i nform x.jdbc.|fxDriver;)
2014-08- 04 15:21: 34,337 DEBUG [InsertThread --- 36] - Attenpting to cl ose connection

2014- 08- 04 15:21: 34,337 DEBUG [I nsert Thread --- 36] - Renpving connection <database, jdbcurl 2>
from Connecti onManager |i st

2014- 08- 04 15:21: 34,337 DEBUG [InsertThread --- 36] - renoveConnecti onFromConnecti onLi st ()
2014- 08- 04 15:21: 34,337 DEBUG [InsertThread --- 36] - Renoving connection

<com i nform x.jdbc.|fxSqgli Connect @ec9f 34> from connection |i st

2014- 08- 04 15:21: 34,351 DEBUG [InsertThread --- 36] - Connection

<cominform x.jdbc.|fxSqli Connect @ec9f34> is not closed, adding it back to the pool entry
<dat abase, j dbcur| 2>

2014-08-04 15:21: 34,351 INFO [Insert Thread --- 36] - Connection/Statenment/Resultset is closed
properly.
2014- 08- 04 15:21: 34,351 DEBUG [InsertThread --- 36] - Resultset released from

Cert DBI npl . get Cert Uni t ByPki d met hod.
2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - OUT -- CertDBInpl.java - getCertUnitByPkid



2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - UNIT : tontat-trust

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - Currentl PAddress : 10.48. 46. 30
2014-08-04 15:21:34,351 INFO [Insert Thread --- 36] - Renotel PAddress : 10.48. 46. 29
2014-08-04 15:21:34,351 INFO [Insert Thread --- 36] - O dSerial No

: 7a40f 8743a793b44f e802b5f 3elebf 36

2014-08-04 15:21:34,351 INFO [Insert Thread --- 36] - NewSerial No

: 7a40f 8743a793b44f e802b5f 3elebf 36

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - IN-- CertUtil.java -

get Li st FronConaSeperatedStr(..) -

2014-08-04 15:21:34,351 INFO [Insert Thread --- 36] - QUT -- CertUtil.java -

get Li st FronConaSeper at edStr -

2014-08-04 15:21:34,351 INFO [Insert Thread --- 36] - tontat-trust --- is included unit for CN
2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - IN-- CertUtil.java -

| oadCert FronString(cert) -

2014-08-04 15:21:34,351 INFO [Insert Thread --- 36] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - QUT -- CertUtil.java - |oadCertFronString -
2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - IN-- CertDBUIil.java -
checkDel et eAndl nmport (unit, dbCert) -

2014-08-04 15:21: 34,351 INFO [Insert Thread --- 36] - DB Certlinfo.--

SN: 162503161730851213217569888696899890998- -
Subj ect DN: L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL- - Get Not Bef or e: Mon Aug 04
15:19: 07 CEST 2014- - Get Not After: Sat Aug 03 15:19: 06 CEST 2019

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - loading certificate el ement named [tontat-
trust]

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08- 04 15:21:34,352 INFO [Insert Thread --- 36] - loading the config file

[/usr/local/platform conf/cert-conf.xm]

2014-08-04 15:21: 34,353 INFO [Insert Thread --- 36] - looking for first [trust-certs] in

[ product - cpi ]

2014-08-04 15:21:34,353 INFO [Insert Thread --- 36] - |oaded el enent [tontat-trust]

2014- 08-04 15:21: 34,353 INFO [InsertThread --- 36] - determining cert dir for [tontat-trust]
2014-08-04 15:21:34,353 INFO [Insert Thread --- 36] - looking for first [dir] in [tontat-trust]
2014-08-04 15:21:34,353 INFO [Insert Thread --- 36] - getting the value of [dir]

2014-08-04 15:21: 34,353 INFO [InsertThread --- 36] - value is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-04 15:21:34,353 INFO [InsertThread --- 36] - cert dir is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -
G&3. description] match is fal se

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. description] match is fal se
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMDX. description] match is fal se
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. peni
match is true

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/toncat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. der]
match is true

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/tonctat-trust.keystore] match is false
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. der] match is true
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/25ffab9b.0] match is false

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61.der] match is true

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tontat/trust-certs/CUCMB61. description] match is fal se



2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -
[/usr/local/platform .security/tonctat/trust-certs/7e0370f0.0] match is false

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/dOaacffb.0] match is false
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMBX. der] match is true
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/101f99a6.0] match is fal se
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMOX. pem match is true
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61. pemi match is true
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. pen] match is true
2014-08-04 15:21: 34,355 INFO [Insert Thread --- 36] - IN -- RSACryptoEngine.java -
| oadCertificate(..) -

2014-08-04 15:21:34,355 INFO [InsertThread --- 36] - OUT -- RSACryptoEngi ne.java -
| oadCertificate -

2014-08-04 15:21: 34,355 INFO [Insert Thread --- 36] - IN -- RSACryptoEngine.java -
| oadCertificate(..) -

2014-08-04 15:21:34,355 INFO [InsertThread --- 36] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

## but since it has been checked that the certificate is already in the filesystem,
## nothing will be added.

2014- 08- 04 15:21: 34,355 DEBUG [Insert Thread --- 36] - SUBJECTDN of DBCert and Fil eSystemCert
conpared correctly..

2014- 08- 04 15:21: 34,355 DEBUG [InsertThread --- 36] - Certificate already exists in FileSystem.
2014-08- 04 15:21:34,355 INFO [Insert Thread --- 36] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08-04 15:21:34,355 INFO [InsertThread --- 36] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08-04 15:21:34,355 INFO [Insert Thread --- 36] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08-04 15:21:34,356 INFO [InsertThread --- 36] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08-04 15:21:34,356 INFO [InsertThread --- 36] - OUT -- CertDBUtil.java -

checkDel et eAndl nport -

2014-08-04 15:21:34,356 INFO [Insert Thread --- 36] - tontat-trust Certificate successfully
updated in trust-store by Change Notification..

2014-08-04 15:21:34,356 INFO [Insert Thread --- 36] - QUT -- CertKeystoreHandl er.java -

updat el nt oKeystore -

2014- 08- 04 15:21: 34,356 DEBUG [Insert Thread --- 36] - InsertThread --- 36 -- END --
2014-08-04 15:21:34,356 INFO [Insert Thread --- 36] - OQUT -- CertKeystoreHandl er.java - run -

f. Quando si controlla il certificato a livello di file system, & possibile verificare il checksum md5
(md5sum) e verificare che sia lo stesso del nodo di pubblicazione.

Dalla GUI é possibile verificare la stessa condizione confrontando il numero di serie.

[root @ucM861s toncat]# pwd
/usr/local/platform .security/tontat
[ root @UCMVMB61s tontat]# |s -la

total 40

drwxr-xr-x 5 root r oot 4096 Apr 4 14:33 .
drwxr-xr-x 5 root r oot 4096 Apr 4 14:33 ..
drwxr-xr-x 2 certbase ccnbase 4096 Aug 2 22:51 certs
drwxr-xr-x 2 certbase ccnbase 4096 Aug 2 22:51 keys
drwxr-xr-x 2 certbase ccnbase 4096 Aug 4 15:21 trust-certs

[root @UCVMB61s tontat]# |s -la certs
total 48
drwxr-xr-x 2 certbase ccnbase 4096 Aug 2 22:51 .



-rwxr-xr-x 1 certbase ccnbase 1330 Aug
[ root @UCMVMB61s tontat]# |s -la trust-certs
total 140
drwxr-xr-x 2 certbase ccnbase 4096 Aug
drwxr-xr-x 5 root r oot 4096 Apr
I rwxrwxrwx 1 certbase ccnbase 11 Aug
1
1

22:51 tontat. pem

drwxr-xr-x 5 root r oot 4096 Apr 4 14:33 .
-rwxr-xr-x 1 certbase ccnbase 941 Aug 2 22:51 tonctat.der
-rwxr-xr-x 1 certbase ccnbase 64 Aug 2 22:51 tonctat.description
-rwxr-xr-x 1 certbase ccnbase 2598 Aug 2 22:51 tonctat.keystore

2

t

15:21 .

14:33 ..

15: 21 101f99a6.0 -> CUCMB61. pem
I rwxr wxr wx certbase ccnbase 10 Aug 15:21 25ffab9b.0 -> CUCM9X.pem
I rwxr wxr wx certbase ccnbase 42 Aug 15: 21 7e0370f0.0 ->

Veri Si gn_Cl ass_3_Secure_Server _CA -_G3. pem

B A DM DD

-rwxr-xr-x 1 certbase ccnbase 939 Aug 2 23:36 CUCMB61. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 23:36 CUCMB61. description

-rwxr-xr-x 1 certbase ccnbase 1326 Aug 2 23:36 CUCMB61. pem

-rwxr-xr-x 1 certbase ccnbase 941 Aug 2 22:51 CUCMB61s. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 22:51 CUCMB61s. descri ption

-rwxr-xr-x 1 certbase ccnbase 1330 Aug 2 22:51 CUCMB61s. pem

-rwxr-xr-x 1 certbase ccnbase 953 Aug 4 15:21 CUCM9X.der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 4 15:21 CUCMBX. description

-rwxr-xr-x 1 certbase ccnbase 1346 Aug 4 15:21 CUCM9X.pem

I rwxrwxrwx 1 certbase ccnbase 12 Aug 4 15:21 dOaacffb.0 -> CUCMB61s. pem
-rwxr-xr-x 1 certbase ccnbase 4939 Aug 4 15:21 tontat-trust. keystore

-rwxr-xr-x 1 certbase ccnbase 1520 Apr 4 14:33 Veri Sign_C ass_3_Secure_Server _CA - _ G3. der
-rwxr-xr-x 1 certbase ccnbase 44 Apr 4 14:33 Veri Sign_C ass_3_Secure_Server_CA -

_&3.description

-rwxr-xr-x 1 certbase ccnbase 2114 Apr 4 14:33 Veri Sign_Cl ass_3_Secure_Server _CA -_G3. pem
[ root @UCMVMB61s tontat]# md5sum trust-certs/ CUCMBX. pem

ala2el2a42e4bbbf10655c9b299839d9 trust-certs/ CUCMIX. pem



Show «  Seftings = Security +  Software Upgrades +  Services * Help =

Certificate Configuration

x Delete -é_'b Diowvnload

rStatus

@ Status: Ready

—Certificate Settings

File Marme CUCM9x.pem
Certificate Marne torncat-trust
Certificate Type  trust-certs
Certificate Group product-cpi
Description Trust Certificate

—Certificate File Data

[ . -~

Féerial Mumber: 162503161730851213217569888696699690998 N
Signaturedlgorithm: SHAZSEwWIthRSA (1.2.840,113549.1,1.11)
Issuer Mame: L=kKralkow, ST=Malopolska, CHN=CUCMIx, OU=TAC, O=Cisco Systemns, C=PL
Yalidity Frorm: Mon Aug 04 15:19:07 CEST 2014
To: Sat Aug 035 15:19:06 CEST 2019
Subject Mame: L=krakow, ST=Malopolska, CH=CUCM2x, OU=TAC, O=Cisco Systems, C=PL
Key: REA (1.2.840.115549,1,1.1)
lye: >

3082010a0282010100chaz252336f20e9682fe01804f0b0951aa532bc0771c1184052fb2balb 9t aafeace37eld002964115d4f0f6a
245 2ffc02f09329f5ec9 784092 25eafc5c31A06ac05892dde230004f4 3calf3na64b9188b5f4 3baeledn 7 77 d0S 7Ef1fdEe5e5855 |
553097808a6954b7c5af72abac9atlae?Becfllad32adafS20c82a6d881d0ea3dd75fe995ch2802499878452b972715ba3eed4ds
3376d884bb7fa7050baT4d0b12fdb33bal56decb32a98b%a41d76b4f966bee 8501230780623 3adbddbdEet11c82623f390ed el
692f3d123c7dbbed3dactacdbafé?4a60bbclc?S5372226de3d90a72a6e491358a220b5a38db35304de72f91893e3126745deaf237
65ab910203010001
Extensions: 3 present
[

Extension: KeyUsage (OID.2.5.29.15)

Critical: false

Usages: digitalSignature, keyEncipherment, dataEncipherment, kevAgreement, keyCertSign,

m

Extension: ExtkeylsageSyntax (OID.2.5.29.37)
Critical: false -
Usage oids; 1.3.6,1.5.5.7.3.1,1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5,

—[ Delete ] l Cownload ]

4.B Elimina certificato tomcat-trust

Nel secondo scenario verra rimosso il certificato tomcat-trust caricato nella sezione 4.A.
Quando si analizza questo esempio & necessario ricordare le seguenti istruzioni di progettazione:

"ll servizio di notifica delle modifiche non propaghera all'altro I'eliminazione di un certificato
dall'archivio di attendibilita tomcat di un nodo. Cid implica che I'eliminazione di un certificato dal
trust tomcat da un nodo non elimina automaticamente lo stesso certificato da altri nodi. Questo
comportamento viene implementato per garantire che I'amministratore sia in grado di rimuovere
alcuni nodi dall'attendibilita delle applicazioni su altri nodi per motivi di sicurezza."

Sopra € valido solo per il tipo di certificato tomcat trust.



L'operazione di eliminazione & costituita dai passi riportati di seqguito.

r. eliminare il certificato dalla pagina CM.

b. i file dei certificati vengono eliminati dal file system

c. certCN esegue l'accesso all'editore e al sottoscrittore. Nessuna operazione € richiesta da
entrambi.

d. eliminazione dello stesso certificato tomcat-trust dal nodo del sottoscrittore

r. Operazione di eliminazione avviata dalla pagina CM

Show +  Settings = Security =  Software Upgrades «  Services *  Help -

Certificate Configuration

r Certificate Settings

File Mame CUCMIx. pem
Certificate Mame tomcat-trust
Certificate Type trust-certs
Certificate Group product-cpi
Description Signed Certificate

r Certificate File Data

[

ATRTa T
l Serial Number: 162503161730851213217569538096899590995 I

Issuer Mame; L=Krakow, ST=Malopolska, CN=CUCZMIx, QU=TAC, O0==Cisco Systems, C=PL
Validity Frorm: Mon Aug 04 15:19:07 CEST 2014

To: Sat Aug 03 15:19:06 CEST 2019
Subject Name: L=Krakow, ST=Malopolska, CH=CUCZMIx, QU=TAC, O0=Cisco Systerns, C=PL

»

m

I certificato viene eliminato dal file system e vengono eliminate anche le righe corrispondenti nel
database. Il certificato stesso non viene rimosso dalla tabella CERTIFICATE. Seguire questa
procedura nei log di CM (commenti in linea):

2014-08-19 23:25:10,714 INFO [main] - log4j configuration successful.
2014- 08-19 23:25:10, 720 I NFO [ mai n] IN-- CertMyr.java - nmainlnternal (args) -
2014-08-19 23:25:10,721 INFO [nain] - decode

## delete operation is invoked here

2014-08-19 23:25:10,722 INFO [main] - op:delete

2014-08-19 23:25:10,722 INFO [main] - unit:tontat-trust

2014-08-19 23:25:10,722 INFO [main] - cert-

di r: 9%2Fusr %2F| ocal %2Fpl at f or nP2F. securi t y¥2Ft oncat %2Ft r ust - cer t sS%2FCUCMBX. pem
2014-08-19 23:25:10,722 INFO [main] - key-

di r: 9%2Fusr %2F| ocal %2Fpl at f or mP2F. securi t y¥2Ft ontat %2Fkeys

2014-08-19 23:25:10,722 INFO [main] - logfile: %2Fvar %2F og%2Fact i ve¥2Fpl at f or n®2F|I og%2Fcert -
mgnt . | og

2014-08-19 23:25:10,722 INFO [main] -

resultfile: %2Fvar ¥2Fl og%2Fact i ve¥2Fpl at f or nP2FI og¥2Fcer t de-i nf 0. xm

2014-08-19 23:25:10,722 INFO [main] - type:trust-certs

2014-08-19 23:25:10,749 INFO [main] - Parsed information



2014-08-19 23:25:10,749 INFO [main] - O gNane: Cl SCO

2014-08-19 23:25:10,749 INFO [main] - OgUnit: TAC

2014-08-19 23:25:10,749 INFO [main] - Location: KRAKOW

2014-08-19 23:25:10,749 INFO [main] - Country: PL

2014-08-19 23:25:10,749 INFO [main] - State: MALOPOLSKA

2014-08-19 23:25:10,749 INFO [main] - Hostnane: CUCMB61

2014-08-19 23:25:10,750 INFO [mai n] - AlternateHostnane: null

2014-08-19 23:25:10,750 INFO [main] - Domai n Nane:

2014-08-19 23:25:10,750 INFO [nmain] - |PAddress: 10.48.46.29

2014-08-19 23:25:10,751 INFO [main] - In parseXM()

2014-08-19 23:25:10,761 INFO [main] - FQDN Nane retrived by |Inet Address : CUCMB61
2014-08-19 23:25:10,761 INFO [main] - CN. CUCMB61

2014-08-19 23:25:10,761 INFO [main] - Tenp before nod is

2014-08-19 23:25:10,761 INFO [main] - Tenp afer nmod is TAC

2014-08-19 23:25:10,761 INFO [main] - Tenp in else is TAC

2014-08-19 23:25:10,761 INFO [main] - Tenp before nod is

2014-08-19 23:25:10,761 INFO [main] - Tenp afer nmod is TAC

2014-08-19 23:25:10,761 INFO [main] - Tenp in else is TAC

2014-08-19 23:25:10,762 INFO [main] - CQuFields are TAC

2014- 08-19 23:25:10, 762 DEBUG [ mai n] Field after encodi ng: TAC

2014- 08-19 23:25:10, 762 DEBUG [ mai n] Field after encoding: Cl SCO
2014-08-19 23:25:10,762 DEBUG [main] - Field after encodi ng: KRAKOWN
2014- 08-19 23:25:10, 762 DEBUG [ mai n] Field after encodi ng: MALOPCOLSKA
2014-08-19 23:25:10,762 DEBUG [main] - Field after encoding: PL
2014-08-19 23:25:10,765 INFO[main] - QU field is :TAC

2014-08-19 23:25:10,765 INFO [main] - SubjectDN ::

CN=CUCMB61, QU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL

2014-08-19 23:25:10,765 INFO [main] - IN-- CertMr.java - getCertMrQbj(unit) - tonctat-trust
2014-08-19 23:25:10,774 INFO [main] - QUT -- CertMr.java - getCertMrCbhj -
com ci sco. cpi . cert Mgnt . manager . Tontat Cert Mgr @2bbba

2014-08-19 23:25:10,774 INFO [mai n] - Dunmy | oadProperties

2014-08-19 23:25:10,774 INFO[main] - IN-- CertMr.java - doOp(info) -

## details about the certificate that will be deleted

2014-08-19 23:25:10,774 INFO [main] - IN -- DefaultCertMr.java - deleteCert(info) -
decode: true

op: del ete

unit: t ontat - t rust

keyst oreUnit:toncat-trust

| ogFi | e: /var/log/activel/platform | og/cert-nmgnt.|og

resultFile: /var/log/activel/platfornlog/certde-info.xm

keyDir: /usr/local/platform.security/tontat/keys

certDir: /usr/local/platform .security/tontat/trust-certs/ CUCMBX. pem
srcCert: nul |

type: trust-certs

root CACert: null

trustDir: nul |

DNAME: CN=CUCMB61, QU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL

description: null
i sDBl nsert:true

## certificate file name

2014-08-19 23:25:10,775 INFO [main] - parsed fil ename: ' CUCMBX. pem

2014-08-19 23:25:10,775 DEBUG [nain] - filenane: 'CUCMDX. pem

2014-08-19 23:25:10,775 DEBUG [main] - fileRoot: 'CUCMBX

2014-08-19 23:25:10,775 INFO[main] - IN-- DefaultCertMr.java - del et eDERandPEM fi | enaneRoot ,
parentDir, info) -

## it will remove two files: CUCM9X.DER and CUCM9X.PEM

2014-08-19 23:25:10,775 DEBUG [main] - ParentDir:/usr/local/platforni.security/tontat/trust-
cert sFi |l eName. ( DER/ PEM : CUCMBX

2014-08-19 23:25: 11,100 DEBUG [ mai n] Loadi ng RSA providers explicitly...

2014-08-19 23:25:12,486 DEBUG [main] - RSA providers are | oaded explicitly...

2014-08-19 23:25:12,487 DEBUG [nain] - New security. provider.1=Jsaf eJCE



2014-08-19 23:25:12,487 DEBUG [ nmain] - New security. provider.2=RsaJsse
2014-08-19 23:25:12,487 DEBUG [main] - New security. provider.3=BC
2014-08-19 23:25:12,487 DEBUG [nain] - New security. provider.4=SUN

2014- 08-19 23:25:12,487 DEBUG [nain] - New security. provider.5=SunRsaSi gn
2014- 08-19 23:25:12,487 DEBUG [nmain] - New security. provider.6=SunJSSE
2014-08-19 23:25:12,487 DEBUG [nain] - New security. provider.7=SunJCE
2014- 08-19 23:25:12,487 DEBUG [nmain] - New security. provider.8=SunJGSS
2014-08-19 23:25:12,487 DEBUG [nmain] - New security. provider.9=SunSASL
2014- 08-19 23:25:12,487 DEBUG [nain] - New security. provider.10=XM.DSi g
2014-08-19 23:25:12,487 DEBUG [main] - New security. provider.11=SunPCSC

2014-08-19 23:25:12,487 INFO [main] - IN -- RSACryptoEngine.java - |loadCertificate(..) -
2014-08-19 23:25:12,802 INFO [main] - OQUT -- RSACryptoEngine.java - |oadCertificate -
2014-08-19 23:25:12,826 INFO[main] - IN-- CertUil.java - popul ateCertlnfo(cert, oplnfo,
certFil ePenLocation) -

2014-08-19 23:25:12,827 INFO[main] - IN-- CertUil.java - getHostName(..) -

2014-08-19 23:25:12,827 INFO [main] - QUT -- CertUtil.java - getHostNane - CUCMB61
2014-08-19 23:25:12,830 INFO[main] - IN-- Cryptoltil.java - saveAsPEM..) -

2014-08-19 23:25:12,834 INFO [main] - QUT -- Cryptoltil.java - saveAsPEM -
2014-08-19 23:25:12,834 INFO [main] - QUT -- CertUtil.java - populateCertinfo -

## certificate on the filesystem level has been deleted. Now the same must be done on the
## DB level
2014-08-19 23:25:12,835 INFO [main] - IN -- CertDBAction.java - deleteCertificatelnDB(certlnfo)

2014-08-19 23:25:12,835 INFO [main] -

DBPar aneters ...

PKI D : nul |

CN : L=Kr akow, ST=Mal opol ska, CN=CUCMBX, OU=TAC, O=Ci sco Syst ens, C=PL
serial No : 7a40f 8743a793b44f e802b5f 3ele6bf 36

host Name : CUCMB61

i ssuer Name : L=Kr akow, ST=Mal opol ska, CN=CUCMB X, OU=TAC, O=Ci sco Syst ens, C=PL
Certificate :Not Printing huge Certificate String..

| PV4Addr ess : 10. 48. 46. 29

| PV6Addr ess :

Ti meToLi ve : NULL

UNIT :tontat-trust

TYPE :trust-certs

RCLE : nul |

Rol eMoni ker : nul |

Rol eEnum : nul |

SERVI CE : nul |

Servi ceMoni ker :null

Servi ceEnum : 0

2014-08-19 23:25:12,835 INFO [main] - DB - Certifciate Store Plugin Handler is

:com ci sco.ccm certngnt. db. Cert DBI npl

2014-08-19 23:25:12,859 INFO[main] - IN-- CertDBlnpl.java - deleteCertificate(certinfo) -
2014- 08-19 23:25:13,024 DEBUG [nain] - Connection Initialized to | ocal node. Connection
HashCode: 14098944 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014- 08-19 23:25: 13,024 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014-08-19 23:25:13,026 DEBUG [nain] - Try to get a connection from pool

2014-08-19 23:25:13,026 DEBUG [nain] - getting |ocal connection from Pool

2014-08-19 23:25:13,029 DEBUG [nain] - Getting connection from connection pool entry

<dat abase, j dbcur| 2>

2014-08-19 23:25:13,029 DEBUG [nain] - There are currently O connection pool entries
2014-08-19 23:25:13,034 DEBUG [main] - Checking if connection lint has been reached for
dat abase

2014- 08-19 23:25:13,035 DEBUG [main] - Connecting to publisher so nmax nunber of connections
allowed is 100

2014-08-19 23:25:13,035 DEBUG [ nai n] - Nunber of connections in use is O

2014-08-19 23:25:13,035 DEBUG [nain] - There is currently 1 connection pool entry
2014-08-19 23:25:13,035 DEBUG [ nain] - Nunber of avail able connections in pool: 0



2014-08-19 23:25:13,406 DEBUG [ mai n] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @96e136> to connection |ist

2014-08-19 23:25:13,407 DEBUG [ main] - Marking connection

<com inform x.jdbc.|fxSqli Connect @96e136> as used

2014-08-19 23:25:13,407 DEBUG [nain] - Got connection from pool

2014-08-19 23:25: 13,412 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014-08-19 23:25:13,418 DEBUG [nain] - Cosing the resultset.

2014-08-19 23:25:13,419 DEBUG [nain] - Cosing the connection. Connection HashCode: 14098944 - -
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014-08-19 23:25:13,419 DEBUG [nain] - Attenpting to close connection

2014- 08-19 23:25:13,419 DEBUG [nai n] - Renoving connection <database, jdbcurl2> from

Connect i onManager i st

2014-08-19 23:25:13,419 DEBUG [nain] - renmpveConnecti onFromConnecti onLi st ()

2014-08-19 23:25: 13,431 DEBUG [nain] - Renoving connection

<com i nform x.jdbc.|fxSqgli Connect @96e136> from connection |i st

2014-08-19 23:25: 13,442 DEBUG [nain] - Connection <cominformni x.jdbc.|fxSqli Connect @96e136> is
not closed, adding it back to the pool entry <database,jdbcurl 2>

2014-08-19 23:25:13,442 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,443 INFO [main] - TYPETRUSTROLEMAP :: { TRUST_ROLE_DATA SERVI CE=24,
TRUST_ROLE_PROVI SI ONl NG_SERVI CE=23, TRUST_ROLE_SERVI CEABI LI TY=27,

TRUST_ROLES CALLMANAGER TFTP=2, PHONE TRUST_ROLES FI REWALL=6, ROLE_APPLI CATI ON_SERVER=7,
TRUST_ROLES_SAST=0, ROLE_SI GNALI NG CALL_CONTROL=22, TRUST_ROLES_ CALLMANAGER=1,
TRUST_ROLES_UNKNOWN=255, TRUST_ROLE _NETWORK_ELEMENT=25, TRUST_ROLES SRST=5,

ROLE_CERTI FI CATE_AUTHORI TY=20, TRUST_ROLE_VPN=26, TRUST_ROLES CAPF=4, TRUST_ROLES TFTP=3,
ROLE_AUTHENTI CATI ON_AUTHORI ZATI ON=21}

2014-08-19 23:25:13,443 INFO [mai n] - TYPESERVI CEROLEMAP :: {Phone- VPN-trust=2, Call Manager =3,
Phone- CTL-trust =15, tontat-trust=6, TVS=11, ipsec-trust=8, Phone-trust=1, Phone-SAST-trust=14,
toncat =5, userlicensing-trust=16, CAPF=9, ipsec=7, CAPF-trust=10, Call Manager-trust=4, TVS-
trust=12, directory-trust=13}

2014-08-19 23:25:13,443 INFO [main] - unitRol eMap ::{Phone-VPN-trust=[ TRUST_ROLE VPN],

Cal | Manager =[ TRUST_ROLES_CALLMANAGER TFTP, TRUST_ROLES SAST], Phone-CTL-

trust =[ ROLE_APPLI CATI ON_SERVER], tontat-trust=[ ROLE_APPLI CATI ON_SERVER],

TVS=[ ROLE_AUTHENTI CATI ON_AUTHORI ZATI ON], ipsec-trust=[], Phone-trust=[ ROLE _APPLI CATI ON_SERVER],
Phone- SAST-trust =[ TRUST_ROLES_SAST, TRUST_ROLES TFTP], tontat=[ ROLE_APPLI CATI ON_SERVER],
userlicensing-trust=[], CAPF=[ TRUST_ROLES_CAPF], i psec=[ ROLE_APPLI CATI ON_SERVER], CAPF-trust=[],
Cal | Manager-trust=[], TVS-trust=[], directory-trust=[]}

2014-08-19 23:25:13,443 INFO [main] - comonTrust StoreMap ::{}

2014- 08-19 23:25: 13,446 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode: 24762452 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014-08-19 23:25:13,446 INFO[main] - IN-- CertDBlnpl.java - getPkidO Certificate(hash,
server Nane, con) -

## looking for PKID of the certificate that should be deleted. This is done basing on the
## certificate hash

2014-08-19 23:25:13,447 DEBUG [main] - GetPKID Query : SELECT A. PKI D FROM CERTI FI CATE A,
CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND B. HASH = "a9Wv WeDnBnnHHnc UCqOGCz409g="
2014- 08-19 23: 25: 13, 447 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,447 DEBUG [nain] - Try to get a connection from pool

2014-08-19 23:25:13,447 DEBUG [nain] - Getting connection from connection pool entry

<dat abase, j dbcur| 2>

2014-08-19 23:25:13,447 DEBUG [nain] - There is currently 1 connection pool entry
2014-08-19 23:25: 13,447 DEBUG [ mai n] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @96e136> to connection |ist

2014-08-19 23:25: 13,447 DEBUG [nmain] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @96e136> as used

2014- 08-19 23:25: 13,447 DEBUG [nain] - Got connection from pool

2014-08-19 23:25:13,462 DEBUG [nain] - Cosing the resultset.

2014-08-19 23:25:13,463 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,463 INFO [main] - OQUT -- CertDBInpl.java - getPkidO Certificate -
2014-08-19 23:25:13,463 DEBUG [nain] - Cosing the connection. Connection HashCode: 24762452 - -
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014-08-19 23:25:13,463 DEBUG [nain] - Attenpting to close connection



2014- 08-19 23:25: 13,463 DEBUG [nain] - Renoving connection <database, jdbcurl?2> from
Connect i onManager |i st

2014-08-19 23:25: 13,463 DEBUG [nain] - renmpveConnecti onFromConnecti onLi st ()

2014-08-19 23:25: 13,463 DEBUG [nain] - Renoving connection

<com i nform x.jdbc.|fxSgli Connect @96e136> from connection |i st

2014-08-19 23:25: 13,463 DEBUG [ main] - Connection <cominformnix.jdbc.|fxSqli Connect @96e136> is
not closed, adding it back to the pool entry <database,jdbcurl 2>

2014-08-19 23:25:13,464 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014- 08-19 23:25: 13,465 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode: 12085572 --Detail s: Connect or (NOT CONNECTED: Driver=com i nform x.jdbc.|fxDriver;)
2014- 08-19 23: 25: 13, 465 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,465 DEBUG [nain] - Try to get a connection from pool

2014-08-19 23:25: 13,465 DEBUG [nain] - Getting connection from connection pool entry

<dat abase, j dbcur| 2>

2014-08-19 23:25:13,466 DEBUG [nain] - There is currently 1 connection pool entry
2014-08-19 23:25:13,466 DEBUG [main] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @96e136> to connection |ist

2014-08-19 23:25:13,466 DEBUG [nain] - Marking connection

<com inform x.jdbc.|fxSqli Connect @96e136> as used

2014-08-19 23:25: 13,466 DEBUG [nain] - Got connection from pool

2014-08-19 23:25:13,467 INFO[main] - IN-- CertDBlnpl.java - del eteCertFromCert SrvCert Map(con,
serial No, subjectNane, serviceEnunm -

## removing association for our certificate from CERTIFICATESERVICECERTIFICATEMAP table

## first

2014-08-19 23:25:13,467 DEBUG [main] - Delete query of CERTIFI CATESERVI CECERTI FI CATEVMAP : DELETE
FROM CERTI FI CATESERVI CECERTI FI CATEMAP WHERE TKCERTI FI CATESERVI CE = "6" AND FKCERTI FI CATE =
"4152h36b- 002e- 68ac- 711d- c373f a940779"

2014- 08-19 23:25: 13,467 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,561 INFO [main] - QUT -- CertDBlnpl.java - del eteCertFronCertSrvCertMp -
2014-08-19 23:25:13,561 INFO[main] - IN-- CertDBlnpl.java -

del et eCert FrontCert ProcessNodeMap(con, certinfo) -

## corresponding entry is being deleted from CERTIFICATEPROCESSNODEMAP table

2014-08-19 23:25:13,562 DEBUG [main] - Delete query of CERTIFI CATEPROCESSNODEVAP : DELETE FROM
CERTI FI CATEPROCESSNODEMAP WHERE FKCERTI FI CATE="4152b36b- 002e- 68ac- 711d- c373f a940779" AND
SERVERNAME = " CUCMB61"

2014- 08-19 23:25: 13,562 DEBUG [ nai n] - getConn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,608 INFO [main] - OQUT -- CertDBlInpl.java - del eteCertFromCert ProcessNodeMap
2014-08-19 23:25:13,609 DEBUG [nain] - Certificate to be deleted UNIT: tontat-trust

Rol eMoni ker : ROLE_APPLI CATI ON_SERVER :: Rol eEnum :7 :: Servi ceEnum : 6

2014-08-19 23:25:13,609 INFO[main] - IN-- CertDBlnpl.java - checkMilti pl eUnit For SaneRol e( con,
rol eMoni ker, unit, certlinfo) -

2014-08-19 23:25:13,609 DEBUG [main] - checkMil tipl eUnitFor SameRol e : SELECT PKI D, FKCERTI FI CATE,
TKCERTI FI CATESERVI CE, NAME UNI T FROM CERTI FI CATESERVI CECERTI FI CATEMAP, TYPECERTI FI CATESERVI CE
WHERE ENUM-TKCERTI FI CATESERVI CE AND FKCERTI FI CATE ="4152b36b- 002e- 68ac- 711d- c373f a940779" AND
NAME ! = "toncat-trust”

2014- 08-19 23:25: 13,609 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,646 DEBUG [nain] - Closing the resultset.

2014-08-19 23:25:13,654 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,654 INFO [main] - QUT -- CertDBInpl.java - checkMiltipl eUnitFor SaneRol e -
2014-08-19 23:25:13,654 INFO [main] - IN-- CertDBlnpl.java - del eteCert FronilypeTr ust Rol e(con,
certlnfo, rol eEnun) -

## and the same for CERTIFICATETRUSTROLEMAP map

2014-08-19 23:25:13,654 DEBUG [mmin] - Delete query of CERTIFI CATETRUSTROLEVAP : DELETE FROM
CERTI FI CATETRUSTROLEMAP WHERE TKTRUSTROLE = "7" AND FKCERTI FI CATE = "4152b36b- 002e- 68ac- 711d-
c373f a940779"

2014- 08-19 23: 25: 13, 654 DEBUG [ nai n] - get Conn:



usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,680 INFO [main] - QUT -- CertDBlInpl.java - del eteCertFronTypeTrustRole -
2014-08-19 23:25:13,680 INFO [main] - IN-- CertDBlInpl.java - checkMiltipl eCert For Srv(pkid, con)
2014-08-19 23:25:13,680 DEBUG [nmain] - checkMiltipleCertForSrv : SELECT PKI D, FKCERTI FI CATE,
TKCERTI FI CATESERVI CE FROM CERTI FI CATESERVI CECERTI FI CATEMAP WHERE FKCERTI FI CATE = "4152b36b- 002e-
68ac- 711d- c373f a940779"

2014- 08-19 23:25: 13,680 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,682 DEBUG [nain] - Closing the resultset.

2014-08-19 23:25:13,682 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,682 INFO [main] - QUT -- CertDBlInpl.java - checkMultipleCertForSrv -
2014-08-19 23:25:13,682 INFO[main] - IN-- CertDBlnpl.java - checkMiltipl eCert ForRol e(certlnfo,
con) -

2014-08-19 23:25:13,682 DEBUG [ mai n] - checkMiltipleCertForRole : SELECT PKI D, FKCERTI FI CATE,
TKTRUSTROLE FROM CERTI FI CATETRUSTROLEMAP WHERE FKCERTI FI CATE = "4152b36b- 002e- 68ac- 711d-

c373f a940779"

2014- 08-19 23:25: 13,683 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,684 DEBUG [nain] - Closing the resultset.

2014-08-19 23:25:13,684 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,684 INFO [main] - OQUT -- CertDBlInpl.java - checkMultipleCertForRole -
2014-08-19 23:25:13,684 INFO[main] - IN-- CertDBlnpl.java -

checkMuil ti pl eCert For Processnode(certlnfo, con) -

2014- 08-19 23:25: 13,684 DEBUG [ mai n] - checkMil ti pl eCert For Processnode : SELECT

PKI D, FKCERTI FI CATE, FKPROCESSNODE, SERVERNAMVE FROM CERTI FI CATEPROCESSNODEVAP WHERE

FKCERTI FI CATE=' 4152b36b- 002e- 68ac- 711d- c373f a940779'

2014- 08-19 23:25: 13,684 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-19 23:25:13,687 DEBUG [nain] - Closing the resultset.

2014-08-19 23:25:13,687 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,687 INFO [main] - OUT -- CertDBlInpl.java - checkMiltipl eCert For Processnode -

## normally you would expect that the certificate would be removed from CERTIFICATE table.

## This will not happen since it is possible that some of the nodes in the cluster will

## have specific tomcat-trust certificate in the trust store but some not. This is in

## compliance with the design. Since you remove the certificate only from publisher

## (by removing coresponding entries from 3 tables above) node it still be used

## by subscriber node. That is why the certificate will not be removed from CERTIFICATE

## TABLE

2014-08-19 23:25:13,687 DEBUG [nain] - DELETE FLAG :: isSrvMap=false :: isRol eMap=fal se ::

i sProcessnodeMap=t r ue

2014-08-19 23:25:13,687 DEBUG [nain] - The certificate is being used by either different role or
unit or other node. So no need to delte fromcertificate table.

2014-08-19 23:25:13,690 DEBUG [main] - Connection conmitted for deleteCertificate..

2014-08-19 23:25:13,690 DEBUG [nain] - C osing the connection. Connection HashCode: 12085572 - -
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014-08-19 23:25:13,690 DEBUG [nain] - Attenpting to close connection

2014-08-19 23:25: 13,690 DEBUG [ nai n] - Renovi ng connection <database, jdbcurl2> from

Connect i onManager |i st

2014-08-19 23:25: 13,690 DEBUG [nai n] - renmpveConnecti onFromConnecti onLi st ()

2014-08-19 23:25: 13,690 DEBUG [nain] - Renpving connection

<com i nform x.jdbc.|fxSqgli Connect @96e136> from connection |i st

2014-08-19 23:25:13,690 DEBUG [ nmain] - Connection <cominformni x.jdbc.|fxSqli Connect @96e136> is
not closed, adding it back to the pool entry <database,jdbcurl 2>

2014-08-19 23:25:13,691 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,691 DEBUG [main] - Connection released from CertDBInpl.del eteCertificate
net hod.

2014-08-19 23:25:13,691 INFO [main] - OQUT -- CertDBlInpl.java - deleteCertificate -

2014-08-19 23:25:13,691 INFO [main] - OQUT -- CertDBAction.java - deleteCertificatelnDB -
2014-08-19 23:25:13,691 INFO [main] - OUT -- DefaultCertMr.java - del et eDERandPEM -

2014-08-19 23:25:13,691 DEBUG [ mai n] - del et eDERandPEM sCertDir =

/usr/local/platform .security/toncat/trust-certs --- sAlias = CUCMBX



## removing the certificate from keystore on this node

2014-08-19 23:25:13,691 INFO[main] - IN-- TonctatCertMr.java - renoveFronKeyStore(..) -
2014-08-19 23:25:13,691 INFO [main] - IN -- RSACryptoEngine.java -

renoveFr onKeySt or e( keystoreFi |l e, keystorePass, alias) -

2014-08-19 23:25:13,691 INFO [main] - IN -- RSACryptoEngine.java - | oadKeyStore(keystoreFile,

keyst or ePass) -

2014-08-19 23:25:13,895 INFO [main] - QUT -- RSACryptoEngine.java - | oadKeyStore -
2014-08-19 23:25:13,922 DEBUG [main] - Renoving certificate fromkeystore : CUCMBX
2014-08-19 23:25:13,923 DEBUG [nain] - Size of the keystore after delete is : 3
2014-08-19 23:25:13,923 INFO [main] - QUT -- RSACryptoEngi ne.java - renoveFronKeyStore -
2014- 08-19 23:25:13,923 I NFO [ mai n] QUT -- TontatCertMr.java - renoveFronKeyStore -
2014- 08-19 23:25: 13,924 | NFO [ mai n] trustdir ::/usr/local/platform.security/toncat/trust-
certs

2014-08-19 23:25:13,924 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014-08-19 23:25:13,924 DEBUG [nain] - Executing command from Util.sysExec : python
/usr/1ocal/platform bin/c_rehash.py /usr/local/platfornl.security/tonctat/trust-certs
2014-08-19 23:25:13,940 DEBUG [Finalizer] - Attenpting to close connection

2014- 08-19 23:25:13,940 DEBUG [Finalizer] - Connection already closed or never open
2014-08-19 23:25:13,940 DEBUG [Finalizer] - Attenpting to close connection

2014-08-19 23:25:13,940 DEBUG [Finalizer] - Connection already closed or never open
2014-08-19 23:25:13,962 DEBUG [Finalizer] - Attenpting to close connection

2014-08-19 23:25:13,962 DEBUG [Finalizer] - Connection already closed or never open
2014-08-19 23:25:14,203 INFO [main] - QUT -- Util.java - sysExec -

## setting/updating the rights and the ownership of the files in trust store (nothing will
## be changed since you just removed two cert files + description file, this is just

## standard procedure)

2014-08-19 23:25:14,203 INFO[main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

2014- 08-19 23: 25: 14,203 DEBUG [nai n] - set Omershi pAndPermi ssions : trust-certs

2014- 08-19 23:25: 14,203 DEBUG [ mai n] - Changi ng ownership of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-19 23:25:14,204 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08-19 23: 25: 14,204 DEBUG [nain] - Executing command from Util.sysExec : /bin/chown -R
certbase /usr/local/platform .security/tonctat/trust-certs

2014-08-19 23:25:14,224 INFO [main] - QUT -- Util.java - sysExec -

2014- 08-19 23: 25: 14,224 DEBUG [ mai n] - Changi ng group ownership of file
"/usr/local/platform .security/toncat/trust-certs’

2014-08-19 23:25:14,224 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08-19 23: 25: 14,224 DEBUG [nain] - Executing command from Util.sysExec : /bin/chgrp -R
ccnbase /usr/local/platform .security/toncat/trust-certs

2014-08-19 23:25:14,236 INFO [main] - QUT -- Util.java - sysExec -

2014- 08-19 23:25: 14,237 DEBUG [ main] - Changi ng node of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-19 23:25:14,237 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08-19 23:25: 14,237 DEBUG [ main] - Executing command from Util.sysExec : /bin/chmd -R 755
/usr/local/platform .security/tonctat/trust-certs

2014-08-19 23:25:14,239 INFO [main] - QUT -- Util.java - sysExec -

2014-08-19 23:25:14,240 INFO [main] - OQUT -- DefaultCertMr.java - setOamershi pAndPerni ssions -
2014-08-19 23:25:14,240 INFO [main] - OUT -- DefaultCertMr.java - deleteCert -

2014-08-19 23:25:14,240 INFO [main] - IN-- CertMr.java - |logResult(result, desc, resultFile) -
2014-08-19 23:25:14,240 INFO [main] - CertMnt Operation Result : null

2014-08-19 23:25:14,241 INFO [main] - OQUT -- CertMyr.java - |logResult -

2014-08-19 23:25:14,241 INFO [main] - QUT -- CertMr.java - doQp -

2014-08-19 23:25:14,241 INFO [main] - OQUT -- CertMyr.java - mainlntenal -

b. Per confermare la riuscita dell'operazione a livello di file system, controllare la directory tomcat
trust:

[root @UCMB61 trust-certs]# |Is -la

total 108

drwxr-xr-x 2 certbase ccnbase 4096 Aug 19 23:25 .
drwxr-xr-x 5 root root 4096 Apr 4 12:47 ..



I rwxrwxrwx 1 certbase ccnbase 11 Aug 19 23:25 101f99a6.0 -> CUCMB61. pem
I rwxrwxrwx 1 certbase ccnbase 42 Aug 19 23:25 7e0370f0.0 ->

Veri Si gn_Cl ass_3_Secure_Server _CA -_G3. pem

-rwxr-xr-x 1 certbase ccnbase 939 Aug 2 23:36 CUCMB61. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 23:36 CUCMB61. description

-rwxr-xr-x 1 certbase ccnbase 1326 Aug 2 23: 36 CUCMB61. pem

-rwxr-xr-x 1 certbase ccnbase 941 Aug 2 22:51 CUCMB61s. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 22:51 CUCMB61s. descri ption

-rwxr-xr-x 1 certbase ccnbase 1330 Aug 2 22:51 CUCMB61s. pem

I rwxrwxrwx 1 certbase ccnbase 12 Aug 19 23: 25 dOaacffb.0 -> CUCMB61s. pem

-rwxr-xr-x 1 certbase ccnbase 3907 Aug 19 23: 25 tontat-trust. keystore

-rwxr-xr-x 1 certbase ccnbase 1520 Apr 4 12:47 Veri Sign_Cl ass_3_Secure_Server _CA - G3. der

-rwxr-xr-x 1 certbase ccnbase 44 Apr 4 12:47 Veri Sign_C ass_3_Secure_Server_CA -
_&B.description
-rwxr-xr-x 1 certbase ccnbase 2114 Apr 4 12:47 Veri Sign_Cl ass_3_Secure_Server_CA -_G3. pem

Come si puo vedere 3 file € stato rimosso (CUCM9X.pem, CUCM9X.der, CUCM9X.description) e
il collegamento simbolico.

c. Il servizio CertCN nel server di pubblicazione e nel sottoscrittore verra informato della modifica
della tabella CERTIFICATESERVICECERTIFICATEMAP dal meccanismo di notifica delle
modifiche al database.

Dal nodo autore:

2014-08-19 23:25:13,811 INFO [Thread-5] - IN - process. changeData &col on;

2014-08-19 23:25:13,812 INFO [Thread-5] - Inside CERTI FI CATESERVI CECERTI FI CATEVMAP - | option..
2014-08-19 23:25:13,812 DEBUG [ Thread-5] - Updated Data in CERTI FIl CATESERVI CECERTI FI CATEMVAP

1 <neg><t ype>DBL</type><t abl e>certificateservicecertificatenmap</tabl e><tabl ei d>44</tabl ei d><acti
on>D</ acti on><ti ne>1408483513</ti me><ol d><cdr server >2</ cdr server ><cdrti me>1407158487</ cdrti ne><p
ki d>798f f 6el- eld6- 42e5- a4e6- 30d9d7360d6d</ pki d><f kcertifi cat e>4152b36b-002e- 68ac- 711d-
c373fa940779</fkcertificate><tkcertificateservice>6</tkcertificateservice><ifx_repl check>6043699
681953972226</ i f x_r epl check></ ol d></ msg>

2014-08-19 23:25:18,818 INFO [Thread-5] - QUT - process.

Non & necessario eseguire alcuna operazione sul nodo dell'autore poiché tutte le operazioni sono

state eseguite dall'API CM. Lo stesso si puo osservare nei log certCN del sottoscrittore.

d. Eliminare lo stesso certificato tomcat-trust nel nodo del sottoscrittore per eseguire quasi la
stessa operazione osservata nel nodo del server di pubblicazione. L'unica differenza consiste
nella fase finale della rimozione della voce dalla tabella CERTIFICATE. Dai registri di CM (solo la
parte che contiene la modifica):

2014-08-21 11:59: 35,383 INFO [rmain] - OUT -- CertDBInpl.java - checkMiltipl eCert For Processnode -

2014-08-21 11:59: 35,383 DEBUG [mai n] - DELETE FLAG :: isSrvMap=fal se :: isRol eMap=fal se ::

i sProcessnodeMap=fal se

2014-08-21 11:59: 35,383 INFO[main] - IN-- CertDBlInpl.java - deleteCertificateBySerial No(con,
certlnfo) -

## certificate is removed from CERTIFICATE table

2014-08-21 11:59: 35,383 DEBUG [nain] - Del ete query of CERTIFI CATE : DELETE FROM CERTI FI CATE
WHERE PKI D = "4152b36b- 002e- 68ac- 711d- ¢373f a940779"

2014-08-21 11:59: 35,383 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014-08-21 11:59: 35,596 INFO [main] - QUT -- CertDBlInpl.java - deleteCertificateBySerial No -
2014-08-21 11:59: 35,598 DEBUG [nain] - Connection conmtted for deleteCertificate..

2014-08-21 11:59: 35,598 DEBUG [nain] - C osing the connection. Connection HashCode: 6923467 --
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

Anche in questo caso, verra inviata una notifica a certCN relativa alla modifica della tabella



CERTIFICATESERVICECERTIFICATEMAP in entrambi i nodi. Non verra eseguita alcuna azione
da certCN poiché tutto il lavoro e stato eseguito da CM.

4.C Rigenera certificato tomcat nel nodo di pubblicazione

Nel terzo scenario viene illustrato il processo di rigenerazione di tomcat.pem.

epossibile eseguire la rigenerazione nel nodo publisher e verificare in che modo la modifica si
propaga al secondo nodo.

Questa operazione prevede le fasi seguenti:

r. azione di rigenerazione avviata nella pagina CM.

b. genera un nuovo certificato tomcat e lo inserisce nel file system

c. il nuovo certificato tomcat viene inserito nel database (il precedente verra sovrascritto) da CM.
Queste informazioni verranno replicate tramite la replica del database.

d. il vecchio certificato tomcat-trust € stato eliminato dal file system (+rimuoverlo dal keystore)

e. tomcat-trust viene importato nel file system (+ vengono verificate le voci DB corrispondenti).

f. certCN nel nodo secondario viene attivato e rimosso tomcat-trust dal file system e dal keystore.
g. infine il nuovo file viene reimportato nel file system e letto nel keystore.

r. Colpire il rigenerazione mostraci sotto I'output (timestamp 23:36):



Show +  Setlings *  Security *  Softvware Upgrades =  Services = Help =

Certificate Configuration

L-.éj: Regenerate -é-'k Drovmiloscd Eii—j;) Generate CSR

—Status

@ Success: certificate regenerated JPerform a Disaster Recovery backup so the latest backup contains the regenerated certificate.

r Certificate Settings

File Marme torncat.pem

Certificate Mame tomcat

Certificate Type certs

Certificate Group product-cpi

Description Self-signed certificate generated by system

r Certificate File Data

[
Wersion: V3
Serial Nurmber: 8876968087 2451706773275250466208361017
Signaturealgorithm: SHAL1withRSA (1.2.840,113549,1.1.5)
Issuer Narme: L=KRAKOW, ST=MALOPOLSKA, CN=CUZMGel, OU=TAC, O=CI5SC0O, C=PL
Validity From: Sat Aug 02 23:36:44 CEST 2014
To: Thu Aug 01 23:36:43 CEST 2019
Subject Mame: L=kKRAKOW, ST=MALOPOLSKA, CH=CUCMa61, OU=TAC, O=CISCO, C=PL
key: RSA (1.2.840,113549,1.1.1)

Fey walle!
3082010a0252010100b460e5cl7323962babf797a031ecdal?3e02163e36f796007660439fb1dd35d75891439fd2b580c9dea514ba
fo0fa42db0511leca717a3b7996558b6d5c7dodf6bo7b336fcaf 3524078051 29495f19a56dd34 3654 9ff338061844099c939589a5f92 |
Oac76cdZ45ebb2f38e0f0calced2df87FEdd 737 c6f16561fc7a61d64a01f218ebfaZ3e56095e91 7472996020584 51237 778028Fd
260029cc5def00376589690096b39880e67 7a2a008eb7517379717h5d45fbdcedb 948692 1efE828b558e08346b2b4 1034420401 b4 a
Z28edee32bdc7edo8do90324d67 74 acn8fladefod a0d6 0277527 ecddo02232a1457b152bdE868c1178b0cedaa9c518512d3f92bae22
d43z2b0z03010001

Extensions: 3 present
[

Extension: KeyUsage (0I1D.2.5.29.15)

Critical: false

Usages: digitalSignature, keyEncipherment, dataEncipherment, keyAgreement, keyCertSign,

*

m

Extension: ExtkeyUsageSyntax (OID.2.5.29.37)
Critical: false -
Usage oids; 1.3.6,1.55.7.3.1,1.3.6,.1.5.5.7.3.2,1.3.6.1.5.5.7.3.5,

—[ Regenerate l [ Download ] [ Generate CSR ]

Numero di serie del nuovo certificato:
Dic.: 88769680872451706773275250466208361017
Hex: 42C86B2CF293630FE27BBDDC7FD02A39

Certificato salvato nel file system (dalla radice):

[ root @UCVB61 tontat]# pwd
/usr/local/platform/.security/tomcat
[root @UCMVMB61 tontat]# |s -la certs
total 48

drwxr-xr-x 2 certhbase ccnbase 4096 Aug 2 23:36

drwxr-xr-x 5 root r oot 4096 Apr 4 12:47 ..

-rwxr-xr-x 1 certbase ccnbase 939 Aug 2 23:36 tomcat.der
-rwxr-xr-x 1 certbase ccnbase 64 Aug 2 23:36 tontat.description
-rwxr-xr-x 1 certbase ccnbase 2598 Aug 2 23:36 tontat.keystore

-rwxr-xr-x 1 certbase ccnbase 1326 Aug 2 23:36 tomcat.pem
[root @UCMVMB61 tontat]# |s -la trust-certs
total 108



drwxr-xr-x 2 certbase ccnbase 4096 Aug 2 23:36 .

drwxr-xr-x 5 root r oot 4096 Apr 4 12:47 ..

I rwxrwxrwx 1 certbase ccnbase 11 Aug 2 23:36 101f99a6.0 -> CUCM861.pem
I rwxrwxrwx 1 certbase ccnbase 42 Aug 2 23:36 7e0370f0.0 ->

Veri Si gn_Cl ass_3_Secure_Server _CA -_G3. pem

-rwxr-xr-x 1 certbase ccnbase 939 Aug 2 23:36 CUCM861.der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 23:36 CUCMB61. description

-rwxr-xr-x 1 certbase ccnbase 1326 Aug 2 23:36 CUCM861.pem

-rwxr-xr-x 1 certbase ccnbase 941 Aug 2 22:51 CUCMB61s. der

-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 22:51 CUCMB61s. descri ption

-rwxr-xr-x 1 certbase ccnbase 1330 Aug 2 22:51 CUCMB61s. pem

I rwxrwxrwx 1 certbase ccnbase 12 Aug 2 23:36 dOaacffb.0 -> CUCMB61s. pem

-rwxr-xr-x 1 certbase ccnbase 3907 Aug 2 23:36 tontat-trust.keystore

-rwxr-xr-x 1 certbase ccnbase 1520 Apr 4 12:47 Veri Sign_Cl ass_3_Secure_Server _CA - G3. der
-rwxr-xr-x 1 certbase ccnbase 44 Apr 4 12:47 Veri Sign_C ass_3_Secure_Server_CA -

_&B.description

-rwxr-xr-x 1 certbase ccnbase 2114 Apr 4 12:47 Veri Sign_Cl ass_3_Secure_Server_CA -_G3. pem
[ root @UCVB61 tontat]# md5sum certs/tomcat.der

a0dd8031bcd3c269844df8a3fafda76c certs/toncat. der

[ root @UCMB61 tontat]# ni5sum trust-certs/CUCM861.der

a0dd8031bcd3c269844df8a3fafdd76c trust-certs/ CUCMB6L. der

Come si puo vedere (in base all'ora di modifica) il nuovo certificato &€ memorizzato nella directory
dei certificati (come tomcat.der) e nei certificati di attendibilita (come CUCMB861.der). Il checksum
MD5 (md5sum) dimostra che si tratta dello stesso certificato, memorizzato due volte. Viene inoltre
aggiornato il collegamento simbolico (101f99a6.0 -> CUCM861.pem).

b. La rigenerazione viene eseguita da CM. Esaminiamo piu da vicino il processo di rigenerazione:

2014- 08- 02 23:36:40,962 INFO [main] - log4j configuration successful.
2014-08-02 23:36:40,977 INFO[main] - IN-- CertMr.java - nmainlnternal (args) -
2014-08-02 23:36:40,979 INFO [nain] - decode

## operation invoked is "regenerate", if you would like to display the cert in 0OS

## Administration -> Security -> Certificate Management you would see "display" operation
## type.

2014- 08- 02 23:36:40,979 INFO [mai n] - op:regenerate

## you are going to regenerate tomcat cert, below the details of the cert are being listed
2014-08- 02 23:36:40,979 INFO [main] - unit:tontat

2014-08-02 23:36:40,979 INFO [main] - cert-

di r: %2Fusr ¥2FI ocal %2Fpl at f or mP2F. securit y¥@Ft ontat %2Fcert s¥%2Ft ontat

2014-08-02 23:36:40,979 INFO [main] - key-

di r: 9%2Fusr ¥2F| ocal %2Fpl at f or nP2F. securi t y%@2Ft ontat ¥2Fkeys

2014- 08-02 23:36:40,979 INFO [main] - logfile: %2Fvar %2F og%2Fact i ve¥2Fpl at f or n®2F|I og%2Fcert -
nmgnt . | og

2014-08-02 23:36:40,979 INFO [main] -

resul tfil e: %2Fvar %2Fl og%2Fact i ve%2Fpl at f or M2F| og%2Fcert de-i nf o. xm

2014-08-02 23:36:40,979 INFO [main] - type:certs

2014-08- 02 23:36:41,006 INFO [main] - Parsed information

2014-08-02 23:36:41,006 I NFO [main] - OrgNanme: Cl SCO

2014-08-02 23:36:41,006 INFO [main] - OgUnit: TAC

2014-08-02 23:36:41,007 INFO [main] - Location: KRAKOW

2014-08-02 23:36:41,007 INFO [main] - Country: PL

2014-08-02 23:36:41,007 INFO [main] - State: MALOPOLSKA

2014-08-02 23:36:41,007 INFO [main] - Hostnane: CUCMB61

2014- 08- 02 23:36:41,007 INFO [mai n] - AlternateHostnane: null

2014-08-02 23:36:41,007 INFO [main] - Domai n Nane:

2014-08-02 23:36:41,007 INFO [nmain] - |PAddress: 10.48.46.29

2014- 08- 02 23:36:41,008 INFO [main] - In parseXM()

2014-08-02 23:36:41,021 INFO [main] - FQDN Nane retrived by |Inet Address : CUCMB61
2014-08-02 23:36:41,021 INFO [main] - CN. CuUCMB61



2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
CN=CUCMB61,

2014-08-02 23:
2014-08-02 23:
com ci sco. cpi .
2014-08-02 23:
2014-08-02 23:
2014-08-02 23:
2014-08-02 23:
"lusr/local/pl
2014-08-02 23:
2014-08-02 23:
2014-08-02 23:
2014-08-02 23:

23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:

41, 022
41, 022
41, 022
41, 022
41, 022
41, 022
41, 022
41, 022
41, 022
41, 023
41, 023
41, 023
41, 026
41, 027

I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
I NFO [ mai n]
I NFO [ mai n]

36: 41,036 | NFO [ mai n]

36: 41, 037 DEBUG [ mai n]
36: 41, 037 DEBUG [ mai n]
atform .security/tonctat/certs’
36: 41, 037 DEBUG [ mai n]
36: 41, 037 DEBUG [ mai n]
36: 41, 038 DEBUG [ mai n]
36: 41, 038 DEBUG [ mai n]

Tenp
Tenp
Tenp
Tenp
Tenp
Tenp

af er

af er

Field
Field
Field
Field
Field

in else
QuFields are
after
after
after
after
after
QU field is

before nod is

nmod is TAC

inelse is TAC
before nod is

nod is TAC
is TAC
TAC
encodi ng:
encodi ng:
encodi ng:
encodi ng:
encodi ng:

: TAC

Subj ect DN ::

OU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL
36: 41,027 | NFO [ mai n]
36: 41,036 | NFO [ mai n]
cert Mgnt . manager . Tontat Cert Mgr @ 23b25c¢c
36: 41,036 | NFO [ mai n]

IN --
ouT --

CertMyr.java -
CertMyr.java -

Dumy | oadProperti es

IN --

TAC

Cl SCO
KRAKOW

MAL OPOLSKA
PL

CertMgr.java - doOp(info) -
cert filenane root: 'tonctat'
cert file parent directory:

File created with certParentDir

Dir Check for certParentDir succeeded

File created with keyDir
Di r Check for keyDir succeeded

## API function for generating certificate is invoked
2014-08-02 23:36:41, 039 DEBUG [ mai n]
2014-08-02 23:36:41,039 | NFO [ nai n]

2014-08-02 23:36:41,039 | NFO [ nai n]

"/usr/local/platform .security/tonctat/certs’
2014-08-02 23:36:41, 039 DEBUG [ mai n]
"/usr/local/platform .security/tonctat/certs’
2014-08-02 23:36:41, 040 DEBUG [ mai n]
2014-08-02 23:36:41,041 | NFO [ nai n]

"/usr/local/platform .security/tonctat/certs’

2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02

## at this
ertificate
2014-08-02
2014-08-02
2014-08-02
2014-08-02

## certificate is written into filesystem and the owner (user:group) and rights are being

## adjusted

23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:

moment generateCertificate() function is

as

23:
23:
23:
23:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:

41, 042
41, 385
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,990

a result
36: 42,990 | NFO [ mai n]
36: 43,003 | NFO [ mai n]
36: 44,657 | NFO [ mai n]
36: 44,658 | NFO [ mai n]

DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]
DEBUG [ mai n]

2014-08-02 23:36: 45,009 | NFO [ mai n]
2014-08-02 23:36: 45,009 | NFO [ mai n]

Calling genCert APl () fromregenCert ()
Def aul t Cert Myr. j ava -
parsed root

IN --

cert file parent

t ontat

Subj ect Al t Nane
Loadi ng RSA providers explicitly...
provi ders are | oaded explicitly...
security.
security.
security.
security.
security.
security.
security.
security.
security.
security.
security.

RSA

IN --

passphrase is

ouT --
IN --

ouT --
IN --

pat h:

Certificate keysize :
parsed root

pat h:

nul |

RSACr ypt oEngi ne. j ava -

11 LA20PvI 2sezuPgph
RSACr ypt oEngi ne. j ava -

RSACr ypt oEngi ne. j ava -

RSACr ypt oEngi ne. j ava -
Def aul t Cert Myr. j ava -

provi der.
provi der.
provi der.
provi der.
provi der.
provi der.
provi der.
provi der.
provi der.
provi der.
provi der.

directory:

1=Jsaf eJCE
2=Rsalsse
3=BC

4=SUN

6=SunJSSE
7=SunJCE
8=SunJGSS
9=SunSASL
10=XM_DSi g
11=SunPCSC

2048

5=SunRsaSi gn

get Cert Mgr Obj (unit)
get Cert Myr Qbj

t ontat

genCert API (i nfo) -

| oadCertificate -

invoked which actually returns a new ##
generateCertificate(..)

generateCertificate -
| oadCertificate(..)



set Onner shi pAndPer m ssions(file) -

2014- 08- 02 23:36: 45,009 DEBUG [ mai n] - set Omershi pAndPermi ssions : certs
2014- 08- 02 23:36: 45,009 DEBUG [ mai n] - Changi ng ownership of file
"/usr/local/platform .security/tontat/certs’

2014-08-02 23:36:45,010 INFO [main] - IN-- Uil.java - sysExec(exe, args)

2014- 08- 02 23:36: 45,010 DEBUG [nmain] - Executing command from Util.sysExec :

certbase /usr/local/platform .security/tontat/certs

2014-08-02 23:36:45,017 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 45,017 DEBUG [ mai n] - Changi ng group ownership of file
"/usr/local/platform .security/tonctat/certs’

2014-08-02 23:36:45,018 INFO [main] - IN-- Uil.java - sysExec(exe, args)

2014- 08- 02 23:36: 45,018 DEBUG [nain] - Executing command from Util.sysExec :

ccnbase /usr/local/platform .security/toncat/certs

2014-08-02 23:36:45,021 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 45,021 DEBUG [nain] - Changi ng node of file
"/usr/local/platform .security/tontat/certs’

2014-08-02 23:36:45,021 INFO [main] - IN-- Uil.java - sysExec(exe, args)

2014- 08- 02 23:36: 45,021 DEBUG [nmin] - Executing command from Util.sysExec :

/usr/local/platforn .security/tontat/certs
2014-08-02 23:36:45,046 INFO [main] - QUT -- Util.java - sysExec -

/ bi n/f chown -R

/bin/chgrp -R

/bin/chmod -R 755

2014-08-02 23:36:45,046 INFO [main] - OUT -- DefaultCertMr.java - setOamershi pAndPerni ssions -

2014-08-02 23:36:45,046 INFO [main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer mi ssions(file) -

2014- 08- 02 23: 36: 45,046 DEBUG [ nai n] - set Oanershi pAndPermi ssions : keys
2014- 08- 02 23:36: 45,046 DEBUG [ mai n] - Changi ng ownership of file
"/usr/local/platform .security/tontat/keys'

2014-08-02 23:36:45,046 INFO [main] - IN-- Uil.java - sysExec(exe, args)

2014- 08- 02 23:36: 45,046 DEBUG [nmain] - Executing command from Util.sysExec :

certbase /usr/local/platfornl.security/tontat/keys

2014-08-02 23:36:45,051 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 45,051 DEBUG [ mai n] - Changi ng group ownership of file
"/usr/local/platform .security/tonctat/keys'

2014-08-02 23:36:45,052 INFO [main] - IN-- Uil.java - sysExec(exe, args)

2014- 08- 02 23:36: 45,052 DEBUG [nhain] - Executing command from Util.sysExec :

ccnbase /usr/local/platform .security/tontat/keys

2014-08-02 23:36:45,055 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23: 36: 45,055 DEBUG [ mai n] - Changi ng node of file
"/usr/local/platform .security/tonctat/keys'

2014-08-02 23:36:45,055 INFO [main] - IN-- Uil.java - sysExec(exe, args)

2014- 08- 02 23: 36: 45, 055 DEBUG [nmain] - Executing command from Util.sysExec :

/usr/local/platform.security/tontat/keys
2014-08-02 23:36:45,061 INFO [main] - QUT -- Util.java - sysExec -

/ bi n/f chown -R

/bin/chgrp -R

/bin/chmod -R 755

2014-08-02 23:36:45,061 INFO [main] - OQUT -- DefaultCertMr.java - set Oamershi pAndPerni ssions -

## description is generated and put into the description file

2014-08-02 23:36:45,061 INFO [main] - IN-- DefaultCertMr.java - createDescriptionFil e(nane,

description) -
2014- 08- 02 23:36:45,063 INFO [main] - description is :Self-signed certific
system

ate generated by

2014-08-02 23:36:45,063 INFO [main] - OUT -- DefaultCertMr.java - createDescriptionFile -

2014-08-02 23:36:45,064 INFO [main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

2014- 08- 02 23:36: 45,064 DEBUG [nmin] - setOanershi pAndPerm ssions : tontat
2014- 08- 02 23:36: 45,064 DEBUG [ mai n] - Changi ng ownership of file
"/usr/local/platform .security/tontat/certs/toncat. description’

2014-08-02 23:36:45,064 INFO [main] - IN-- Uil.java - sysExec(exe, args)

2014- 08- 02 23:36: 45,064 DEBUG [nmain] - Executing command from Util.sysExec :

certbase /usr/local/platform .security/tontat/certs/tontat. description
2014-08-02 23:36:45,074 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 45,074 DEBUG [ mai n] - Changi ng group ownership of file
"/usr/local/platform .security/tontat/certs/toncat. description’

2014-08-02 23:36:45,074 INFO [main] - IN-- Uil.java - sysExec(exe, args)

2014- 08- 02 23:36: 45,075 DEBUG [nmain] - Executing command from Util.sysExec :

/usr/local/platform .security/tontat/certs/toncat.description

.description

/ bi n/ chown

/ bi n/ chgrp ccnbase



2014-08-02 23:36:45,077 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 45,077 DEBUG [ mai n] - Changi ng node of file

"/usr/local/platform .security/tontat/certs/toncat. description’

2014-08-02 23:36:45,077 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36:45,077 DEBUG [ mai n] - Executing command from Util.sysExec : /bin/chmd 755
/usr/local/platform .security/tontat/certs/toncat.description

2014-08-02 23:36:45,083 INFO [main] - QUT -- Util.java - sysExec -

2014-08-02 23:36:45,083 INFO [main] - QUT -- DefaultCertMr.java - setOmershi pAndPerni ssions -

2014-08-02 23:36:45,084 INFO [main] - IN-- CertUtil.java - popul ateCertlnfo(cert, oplnfo,
certFil ePenLocation) -

2014-08-02 23:36:45,086 INFO [main] - IN-- CertUil.java - getHostName(..) -

2014-08-02 23:36:45,089 INFO [main] - QUT -- CertUtil.java - getHostNane - CUCMB61
2014-08-02 23:36:45,092 INFO [main] - IN-- CryptoUtil.java - saveAsPEM..) -

2014-08-02 23:36:45,098 INFO [main] - QUT -- Cryptoltil.java - saveAsPEM -
2014-08-02 23:36:45,098 INFO [main] - OQUT -- CertUtil.java - populateCertinfo -

c. Al momento si dispone di un nuovo certificato pronto a livello di file system (tomcat.pem nei
certificati). Anche CUCM861.pem in trust-certs & presente ma non é stato aggiunto in questa fase.
Questa ¢ la copertina piu tardi.

Eil momento di aggiornare il certificato tomcat nel database per condividere la modifica con altri
nodi.

Prima della rigenerazione & possibile visualizzare il certificato tomcat nel database:

admin:run sql select c.pkid, c.serialnumber fromcertificate c, certificateservicecertificatemp
m WHERE m fkcertificate = c.pkid AND mtkcertificateservice ="'5'

pki d serial nunber
533dbbfc-78ce-b46£-7d64-cd2b7c536£6d 6¢f 5bc855b681f 658f 9e7506d3ec6eab

abb18f 66- bf 72- 261d- 8ecd- bf cead2add4e 68052e2e9cd6c979079e6449f f 873031

Come si puo vedere ci sono due certificati tomcat in DB (per PUB e SUB), il vecchio certificato
tomcat aveva serialnumber = '6¢f5bc855b681f658f9e7506d3ec6eab’. PKID del nostro certificato
tomcat e '5633dbbfc-78ce-b46f-7d64-cd2b7c536f6d' e non cambia quando il certificato viene

rigenerato.

Controllare ulteriormente il file di log di CM (commenti nello snippet):

2014-08-02 23:36:45,099 INFO [main] - IN -- CertDBAction.java -
insertCertificateInDB(certFiletoStore, info) -
2014-08-02 23:36:45,099 INFO [main] -

DBPar aneters ...

PKI D : nul |

CN : L=KRAKOW ST=MALOPCOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL
serial No :42c86b2cf293630f e27bbddc7f d02a39

host Name : CUCMB61

i ssuer Nane : L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL
Certificate :Not Printing huge Certificate String..

| PV4Addr ess : 10. 48. 46. 29

| PV6Addr ess :

Ti meToLi ve : NULL

UNI T :tontat

TYPE :certs

RCLE : nul |

Rol eMoni ker : nul |

Rol eEnum : nul |

SERVI CE : nul |

Servi ceMoni ker :null

Servi ceEnum : 0



2014-08-02 23:36:45,099 INFO [main] - DB - Certifciate Store Plugin Handler is

:com ci sco.ccm certngnt. db. Cert DBI npl

2014- 08- 02 23:36: 45,159 DEBUG [main] - Connection Initialized to | ocal node. Connection
HashCode: 17241377 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014- 08- 02 23: 36: 45, 159 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 02 23:36:45,160 DEBUG [nain] - Try to get a connection from pool

2014- 08- 02 23:36: 45,160 DEBUG [nain] - getting |ocal connection from Pool

2014- 08- 02 23:36:45,162 DEBUG [nain] - Getting connection from connection pool entry

<dat abase, j dbcur| 2>

2014- 08- 02 23:36:45,162 DEBUG [nain] - There are currently O connection pool entries

2014- 08- 02 23:36:45,166 DEBUG [nmain] - Checking if connection lint has been reached for

dat abase

2014- 08- 02 23:36: 45,167 DEBUG [main] - Connecting to publisher so nmax nunber of connections
allowed is 100

2014- 08- 02 23:36: 45,167 DEBUG [ mai n] - Nunber of connections in use is O

2014- 08- 02 23:36:45,167 DEBUG [nain] - There is currently 1 connection pool entry

2014- 08- 02 23:36: 45,168 DEBUG [ nai n] - Nunber of avail able connections in pool: 0

2014- 08- 02 23:36: 45,381 DEBUG [ mai n] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @a7789c> to connection |ist

2014- 08- 02 23:36: 45,382 DEBUG [nain] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @a7789c> as used

2014- 08- 02 23:36: 45,382 DEBUG [nain] - Got connection from pool

2014- 08- 02 23: 36: 45, 389 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 02 23:36:45,395 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,396 DEBUG [main] - C osing the connection. Connection HashCode: 17241377 - -
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014- 08- 02 23:36:45,396 DEBUG [nain] - Attenpting to close connection

2014- 08- 02 23:36: 45,396 DEBUG [nain] - Renoving connection <database, jdbcurl?2> from

Connect i onManager |i st

2014- 08- 02 23:36: 45,396 DEBUG [nain] - renmpveConnecti onFromConnecti onLi st ()

2014- 08- 02 23:36: 45,397 DEBUG [nain] - Renpbving connection

<com i nform x.jdbc.|fxSqgli Connect @a7789c> from connection |i st

2014- 08- 02 23:36: 45,399 DEBUG [nain] - Connection <cominformni x.jdbc.|fxSqli Connect @a7789¢c> is
not closed, adding it back to the pool entry <database,jdbcurl 2>

2014- 08- 02 23:36:45,399 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,399 INFO [main] - TYPETRUSTROLEMAP :: { TRUST_ROLE_DATA SERVI CE=24,
TRUST_ROLE_PROVI SI ONI NG_SERVI CE=23, TRUST_ROLE_SERVI CEABI LI TY=27,

TRUST_ROLES CALLMANAGER TFTP=2, PHONE TRUST_ROLES FI REWALL=6, ROLE_APPLI CATI ON_SERVER=7,
TRUST_ROLES_SAST=0, ROLE_SI GNALI NG CALL_CONTROL=22, TRUST_ROLES_CALLMANAGER=1,
TRUST_ROLES_UNKNOWN=255, TRUST_ROLE _NETWORK_ELEMENT=25, TRUST_ROLES SRST=5,

ROLE_CERTI FI CATE_AUTHORI TY=20, TRUST_ROLE_VPN=26, TRUST_ROLES CAPF=4, TRUST_ROLES TFTP=3,
ROLE_AUTHENTI CATI ON_AUTHORI ZATI ON=21}

2014- 08- 02 23:36:45,399 INFO [mai n] - TYPESERVI CEROLEMAP :: {Phone- VPN-trust=2, Call Manager =3,
Phone- CTL-trust =15, tontat-trust=6, TVS=11, ipsec-trust=8, Phone-trust=1, Phone-SAST-trust=14,
toncat =5, userlicensing-trust=16, CAPF=9, ipsec=7, CAPF-trust=10, Call Manager-trust=4, TVS-
trust=12, directory-trust=13}

2014- 08- 02 23:36:45,399 INFO [main] - unitRol eMap ::{Phone-VPN-trust=[ TRUST_ROLE VPN],

Cal | Manager =[ TRUST_ROLES_CALLMANAGER TFTP, TRUST_ROLES SAST], Phone-CTL-

trust =[ ROLE_APPLI CATI ON_SERVER], tontat-trust=[ ROLE_APPLI CATI ON_SERVER],

TVS=[ ROLE_AUTHENTI CATI ON_AUTHORI ZATI ON], ipsec-trust=[], Phone-trust=[ ROLE_APPLI CATI ON_SERVER],
Phone- SAST-trust =[ TRUST_ROLES_SAST, TRUST_ROLES TFTP], tontat=[ ROLE_APPLI CATI ON_SERVER],
userlicensing-trust=[], CAPF=[ TRUST_ROLES CAPF], i psec=[ ROLE_APPLI CATI ON_SERVER], CAPF-trust=[],
Cal | Manager-trust=[], TVS-trust=[], directory-trust=[]}

2014- 08- 02 23:36:45,400 INFO [main] - commonTrust StoreMap ::{}

2014- 08- 02 23:36: 45,403 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode: 5823789 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014-08-02 23:36:45,403 INFO [main] - IN-- CertDBlnpl.java - insertCertificate(certinfo, con) -
2014- 08- 02 23: 36: 45, 404 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:45,404 DEBUG [nain] - Try to get a connection from pool

2014- 08- 02 23:36: 45,404 DEBUG [nain] - Getting connection from connection pool entry

<dat abase, j dbcur| 2>



2014- 08- 02 23:36:45,404 DEBUG [nain] - There is currently 1 connection pool entry
2014- 08- 02 23:36: 45,404 DEBUG [mai n] - Addi ng connection

<com inform x.jdbc.|fxSqli Connect @a7789c> to connection |ist

2014- 08- 02 23:36: 45,404 DEBUG [nmain] - Marking connection

<com i nform x.jdbc.|fxSqli Connect @a7789c> as used

2014- 08- 02 23:36: 45,404 DEBUG [nain] - Got connection from pool

2014-08-02 23:36:45,406 INFO[main] - IN-- CertDBlnpl.java -

popul at eRol eEnunSer vi ceEnum(cert | nfo) -

## cert type is tomcat, you can see serviceEnum = 5

2014-08-02 23:36:45,407 INFO [main] - UNIT ::: tontat

2014-08-02 23:36:45,407 INFO [main] - role ::: [ROLE_APPLI CATI ON_SERVER|

2014-08-02 23:36:45,407 INFO [main] - roleEnum::: [7]

2014- 08- 02 23:36:45,407 INFO [main] - service ::: null

2014-08- 02 23:36:45,407 INFO [main] - serviceEnum::: 5

2014-08- 02 23:36:45,407 INFO [main] - QUT -- CertDBlnpl.java - popul at eRol eEnunSer vi ceEnum -
2014-08-02 23:36:45,409 INFO [main] - IN-- CertDBUIil.java - getProcessNodel d(con, host Nane,

i pAddress, fqdn) -

2014-08-02 23:36:45,409 INFO [main] - getProcessNodeld Query : SELECT PKI D, NAVE FROM PROCESSNODE
WHERE UPPER( NAME) =UPPER(" CUCMB61") OR UPPER( NAME) =UPPER( " 10. 48. 46. 29") OR

UPPER( NAME) =UPPER( " CUCMB61" )

2014- 08- 02 23: 36: 45,409 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:45,418 INFO [mai n] - ProcessNodel d: 13f 4b0d9- Obae- 429a- a86e- 625336a35bb6

2014- 08- 02 23:36:45,418 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,418 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,418 INFO [main] - QUT -- CertDBUil.java - getProcessNodeld -

2014-08-02 23:36:45,418 INFO [main] - IN-- CertDBlnpl.java - getSelfSignedCertificate(certlnfo,
con) -

2014- 08- 02 23:36:45,418 DEBUG [nain] - getSel fSignedCertificate Query : SELECT

A. PKI D, SERVERNAME, SUBJECTNAME, | SSUERNAME, SERI ALNUMBER, | PVAADDRESS, | PV6ADDRESS, TI METCLI VE, B. HASH
FROM CERTI FI CATE A, CERTI FI CATEHASHVAP B, CERTI FI CATESERVI CECERTI FI CATEMAP C WHERE

A. PKI D=B. FKCERTI FI CATE AND A. PKI D = C. FKCERTI FI CATE AND C. TKCERTI FI CATESERVI CE = "5" AND

A. SERVERNAME = " CUCMB61"

2014- 08- 02 23:36: 45,418 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,424 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,424 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08- 02 23:36:45,425 INFO [main] - QUT -- CertDBlInpl.java - getSelfSignedCertificate -
2014-08-02 23:36:45,425 INFO [main] - IN-- CertDBlnpl.java - getPkidO Certificate(hash,

server Nane, con) -

## looking for PKID of our cert

2014-08-02 23:36:45,425 DEBUG [main] - GetPKID Query : SELECT A. PKI D FROM CERTI FI CATE A,

CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND B. HASH = "/ hSVSEZT+yZeaxE+KOEM)2n1Pgk="
2014- 08- 02 23: 36: 45, 425 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:45,431 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,435 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,435 INFO [main] - OUT -- CertDBInpl.java - getPkidO Certificate -

2014- 08- 02 23:36:45,436 DEBUG [nain] - Om certificate is regenerated. newCert is not available
in DB.

2014- 08- 02 23:36:45,436 DEBUG [nain] - |INSERT FLAG :: isCertUpdate=true :: doNothi ng=fal se

## finally certificate is inserted. In fact this is an update since The same is used

## PKID of the tomcat cert as it was prior regeneration

2014- 08- 02 23:36: 45,436 DEBUG [nmain] - | NSERT/ UPDATE Query of CERTI FI CATE : UPDATE CERTI FI CATE
SET SERVERNAME=" CUCMB61", SUBJECTNAME="L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL",
| SSUERNAME=" L=KRAKOW ST=MALOPCLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL",

SERI ALNUVBER="42c86b2cf 293630f e27bbddc7f d02a39", CERTI FI CATE="----- BEG N CERTI FI CATE- - - - -

M | Dpz CCAo+gAW BAgl QQshr LPKTYW i e73cf 9AqQOTANBgkghki GOWOBAQUFADB]

M wCQYDVQQGEW] QT DEOVAWGAL UEChMFQOI TQO8x DDAKBgNVBAS TA1RBQz EQVA4 G

A1UEAXVHQLVDT Tg2MIETMBEGA1 UECBMKTUFMT 1BPTFNL QTEPMAOGA1UEBX MGS1JB

S09XMB4AXDTEONMDgWY] | x Mz YONFoXDTES MDgWMT | x Mz YOMLowYz EL MAk GA1UEBhMC



UEwWx Dj AVBgNVBAO TBUNJ U0 NPMWMACg Y DVQQL EWNUQUIMK EDACBg NVBAMIBONVQD04

Nj ExEz ARBgNVBAgTCk 1BTE9QTOX TSOEX Dz ANBgNVBAC TBkt SQUt PVz CCASI wDQYJ

KoZI hvc NAQEBBQADggEPADCCAQOCggEBALRs5¢cFz1 5Yr g/ eXoDHs2gc+AhY+0OPeW

AHZS QB+x3TXXi RQB/ Sul yd6VFLbwD6QX sFEeynF6mBmAVYt t XH1d9r | 7M4/ | 81IM

eMUS| IXxm bdNDZUn/ MABhhEuZy Tni pf kgr HONJF67Lzj g8Moc7S34f 43X83y PFI

Yf x6YdZKAF | Y620j 5WVERAHKZYCt Y5FEVN3e AKPOMACNMXe8AN2i WhAI r OYgQZ3

0gAl 63UXN5c Xt dRf t MBLI | aSHvi G 1j sg0i yt BWOQg@QBt KKOTuM THbcj VKDINZ3

SsaP&k71Sg1sJ3Un7E3Al j 6hRXsVK9i MEXi wzt qpx RhRLT+Suul t Qys CAWEAAaNX

MFUAMCWYDVRO PBAQDAgG K8 MCc GA1 Ud J QQg MB4 GCCs GAQUFBwWIVBBggr BgEFBQC DAg Y

KwYBBQUHAWUWHQYDVROCBBYEFPOx KMSHCAgnQQgl gLAgXQ | HOsr MAOGCSqGSI b3

DQEBBQUAA4I BAQBVSWFz SCInLTYKuOPs4Rt OQUQXF uUVHLhI 74QoBJs98A8a8wlKg

MBi | XUkBg6VZ37xgYnRuaLTCunXeG Ei Nx9nkC+kgJ9y78Q4j mRh2/ / wgdv Akl +R

RIO745RRNt D4xS3svv3uCSl j EGd1eCC76NUWQAWezz0ALAEAe/ EWD7h1ly ZVRghuD

hg5vLVNr HOgQkj ve56/ K7TE9QE83PqVOIJTAGRvj L9/ uRpeooucACI Yl 9WPy XMyabw

sl pCqFRLocYI UGCy9uf r of 1vpt awQl QaZ9Z29kW2 SpanRD2LJunqgY8Vbveq/ 7Z2x

ndn8j 36Lyn4l r ESr k7Unmpr m27f N8Kkt YvMaD

----- END CERTI FI CATE- - - - -

", | PVAADDRESS="10. 48. 46. 29", | PV6ADDRESS="", TI METOLI VE=ENULL WHERE PKI D = "533dbbf c- 78ce- b46f -
7d64- cd2b7c536f 6d"

2014- 08- 02 23: 36: 45,436 DEBUG [nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014-08-02 23:36:45,447 INFO [main] - IN-- CertDBlnpl.java - updateCertificateHashMap(certlnfo,
con) -

2014-08- 02 23:36: 45,448 DEBUG [mai n] - Update query of CERTI FI CATEHASHVAP : UPDATE

CERTI FI CATEHASHVAP SET HASH = "/ hSVsEZT+yZeaxE+KOEM)2n1Pgk=" WHERE FKCERTI FI CATE = "533dbbf c-
78ce- b46f - 7d64- cd2b7c536f 6d"

2014- 08- 02 23: 36: 45, 448 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014-08- 02 23:36:45,452 INFO [main] - OQUT -- CertDBlnpl.java - updateCertificateHashMap -
2014-08-02 23:36:45,452 INFO [main] - IN-- CertDBlnpl.java - insertCertSrvCertMap(certlnfo,
con) -

2014-08-02 23:36:45,452 INFO [main] - IN-- CertDBInpl.java -

checkExi stingCertificateServiceMappi ng(certlnfo, serviceEnum con) -

2014- 08- 02 23:36: 45,452 DEBUG [nai n] - checkExi stingTrustCertificateForService Query : SELECT
PKI D, FKCERTI FI CATE, TKCERTI FI CATESERVI CE FROM CERTI FI CATESERVI CECERTI FI CATEMAP WHERE
FKCERTI FI CATE = "533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d" AND TKCERTI FI CATESERVI CE= " 5"

2014- 08- 02 23: 36: 45, 453 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,455 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,456 I NFO [mai n] - Connection/ Statement/Resultset is closed properly.

## CM verifies if there is a proper mapping for the new cert in the

## CERTIFICATESERVICECERTIFICATEMAP table. There is so no need for update

2014-08-02 23:36:45,456 INFO [main] - QUT -- CertDBInpl.java -

checkExi stingCertificateServiceMapping -

2014- 08- 02 23:36:45,456 DEBUG [main] - Certificate to be inserted in

CERTI FI CATESERVI CECERTI FI CATEMAP tabl e :tontat ::PKID :533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d
::tolnsertlnCert SrvMap: fal se

2014- 08- 02 23:36: 45,456 DEBUG [nain] - CertService mapping entry already exists..

2014- 08-02 23:36:45,456 INFO [main] - OUT -- CertDBInpl.java - insertCertSrvCertMp -
2014-08-02 23:36:45,456 INFO [main] - IN-- CertDBlnpl.java - insertCert TrustRol eMap(certlnfo,
l og, con) -

2014-08-02 23:36:45,456 INFO [main] - IN-- CertDBInpl.java -

checkExi stingCertificateRol eMappi ng(certlnfo, rol eEnum con) -

## the same check for CERTIFICATETRUSTROLEMAP table. It is there, nothing to udpate.

2014- 08- 02 23:36: 45,456 DEBUG [nain] - checkExistingTrustCertificateForRole Query :SELECT

PKI D, FKCERTI FI CATE, TKTRUSTROLE FROM CERTI FI CATETRUSTROLEVMAP WHERE FKCERTI FI CATE = " 533dbbf c-
78ce- b46f - 7d64- cd2b7c536f 6d" AND TKTRUSTROLE= " 7"

2014- 08- 02 23: 36: 45,456 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,459 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,459 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,459 INFO [main] - OQUT -- CertDBInpl.java -



checkExi stingCertificat eRol eMappi ng -

2014- 08- 02 23:36:45,459 DEBUG [nain] - Certificate to be inserted in CERTI FI CATETRUSTROLEVAP
table :tontat ::PKID :533dbbfc-78ce-b46f-7d64-cd2b7c536f6d ::tolnsertlnCertSrvMap:fal se
2014- 08- 02 23:36: 45,459 DEBUG [nain] - CertRole mapping entry already exists..

2014-08- 02 23:36:45,459 INFO [main] - QUT -- CertDBlnpl.java - insertCertTrustRol eMap -

2014-08-02 23:36:45,459 INFO [main] - IN-- CertDBlnpl.java - insertCertProcessNodeMap(certlnfo,
con) -
2014-08-02 23:36:45,459 INFO [main] - IN-- CertDBlnpl.java -

checkExi sti ngCert ProcessNodeMappi ng(certlnfo, con) -

2014- 08- 02 23:36: 45,459 DEBUG [mai n] - checkExi stingCertProcessNodeMappi ng Query : SELECT

PKI D, FKCERTI FI CATE, FKPROCESSNODE, SERVERNAME FROM CERTI FI CATEPROCESSNCDEVAP WHERE

FKCERTI FI CATE="533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d" AND FKPROCESSNCDE="13f 4b0d9- Obae- 429a- a86e-
625336a35bb6" AND SERVERNAME="CUCMB61"

2014- 08- 02 23: 36: 45, 460 DEBUG [ nmi n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[1] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:45,462 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,463 INFO [mai n] - Connection/Statenment/Resultset is closed properly.
2014-08-02 23:36:45,463 INFO [main] - OQUT -- CertDBInpl.java -

checkExi sti ngCert ProcessNodeMappi ng -

2014- 08- 02 23:36: 45,463 DEBUG [nain] - CertProcessNode mapping entry already exists..

2014-08- 02 23:36:45,463 INFO [main] - QUT -- CertDBlInpl.java - insertCertProcessNodeMap -
2014- 08- 02 23:36: 45,467 DEBUG [main] - Connection conmitted for insertCertificate..

2014- 08- 02 23:36:45,467 DEBUG [main] - Insertion of Certificate in DB is Successful.
2014-08- 02 23:36:45,467 INFO [main] - OQUT -- CertDBlInpl.java - insertCertificate -

2014- 08- 02 23:36: 45,467 DEBUG [main] - C osing the connection. Connection HashCode: 5823789 --
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014- 08- 02 23:36:45,468 DEBUG [nain] - Attenpting to close connection

2014- 08- 02 23:36: 45,468 DEBUG [nai n] - Renovi ng connection <dat abase, jdbcurl2> from

Connect i onManager i st

2014- 08- 02 23: 36: 45,468 DEBUG [ nai n] - renmpveConnecti onFromConnecti onLi st ()

2014- 08- 02 23: 36: 45,468 DEBUG [ nain] - Renpvi ng connection

<com i nform x.jdbc.|fxSqgli Connect @a7789c> from connection |i st

2014- 08- 02 23:36: 45,468 DEBUG [nmain] - Connection <cominformni x.jdbc.|fxSqli Connect @a7789c> is
not closed, adding it back to the pool entry <database,jdbcurl 2>

2014- 08- 02 23:36:45,468 I NFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,468 INFO [main] - DB - Generate Certificate operation in DB is successful
2014-08- 02 23:36:45,468 INFO [main] - QUT -- CertDBAction.java - insertCertificatelnDB -

2014- 08- 02 23:36:45,468 INFO [main] - OUT -- DefaultCertMr.java - genCert APl - Self-signed
certificate generated by system

2014-08-02 23:36:45,469 INFO [main] - IN-- CertUil.java - sendAl arnal armNane, al ar nPar anmNane,
al ar nPar anval ue) -

2014- 08- 02 23:36:45,469 DEBUG [nain] - Sending alarmfor :: TontatCertRegen :: Message :: The
toncat certificate is regenerated

2014- 08- 02 23:36:45,471 DEBUG [nain] - Al arnBSender: getlnstance

d. Come ricorderete, nel file system potete vedere lo stesso certificato di tomcat e tomcat-trust.
Finora solo il tomcat uno € stato correttamente aggiornato nel file system. Seguire ulteriormente |l
log CM per vedere come viene aggiornato tomcat-trust in questo nodo:

2014-08-02 23:36:45,518 INFO [main] - QUT -- CertUtil.java - sendAl arm -

2014-08-02 23:36:45,518 INFO [main] - IN-- TontatCertMr.java - copyToTontat Trust Store(info) -
2014-08-02 23:36:45,518 INFO[nmain] - IN-- TontatCertMyr.java -

del et eCert FronfTontat Trust Store(i nfo) -

2014-08-02 23:36:45,519 INFO [main] - IN -- RSACryptoEngine.java - |loadCertificate(..) -

2014- 08-02 23:36:45,520 INFO [main] - OUT -- RSACryptoEngine.java - |oadCertificate -
2014-08-02 23:36:45,520 INFO[main] - IN-- CertUtil.java - parseCNfronDN(DN, sSearchStr) -

2014- 08- 02 23:36: 45,520 DEBUG [nmai n] - parseCNfronDN( cert Subj DN:

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL")

2014- 08- 02 23:36: 45,520 DEBUG [nain] - Truncating CN ' CUCMB61, OU=TAC, O=Cl SCO, C=PL' -> ' CUCMB61'
2014-08-02 23:36:45,520 INFO [main] - OQUT -- CertUtil.java - parseCNfronDN -

2014- 08- 02 23:36: 45,520 DEBUG [nain] - Parsed CN ' CUCMB61' from DN

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL'



## first you need to delete old tomcat-trust certificate on the filesystem
2014-08- 02 23:36:45,521 DEBUG [nain] - Od Cert to be deleted during inport
/usr/local/platform .security/tontat/trust-certs/CUCVMB61. pem

2014-08-02 23:36:45,521 INFO [main] - IN-- DefaultCertMr.java - deleteCert(info) -
decode: true

op: del ete

unit: t ontat - t rust

keyst oreUnit:toncat-trust

| ogFi | e: /var/log/activel/platform |og/cert-nmgnt.|og

resultFile: /var/log/activel/platfornlog/certde-info.xm

keyDir: /usr/local/platform.security/tontat/keys

certDir: /usr/local/platform .security/tontat/trust-certs/CUCVB61. pem
srcCert: nul |

type: trust-certs

root CACert: null

trustDir: nul |

DNAME: CN=CUCMB61, QU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL

description: null
i sDBl nsert:true

2014- 08- 02 23:36:45,521 INFO [main] - parsed filename: ' CUCMB61. peni

2014- 08- 02 23:36:45,521 DEBUG [main] - filenane: ' CUCMB61. peni

2014-08-02 23:36:45,521 DEBUG [main] - fileRoot: 'CUCMB61'

2014-08-02 23:36:45,521 INFO [main] - IN-- DefaultCertMr.java - del et eDERandPEM fi | enaneRoot ,
parentDir, info) -

2014- 08- 02 23:36:45,521 DEBUG [nain] - ParentDir:/usr/local/platforni.security/tontat/trust-
cert sFi |l eName. ( DER/ PEM : CUCMB61

2014-08-02 23:36:45,521 INFO [main] - IN -- RSACryptoEngine.java - loadCertificate(..) -
2014- 08- 02 23:36:45,538 INFO [main] - OQUT -- RSACryptoEngine.java - |oadCertificate -
2014-08-02 23:36:45,539 INFO [main] - IN-- CertUtil.java - popul ateCertlnfo(cert, oplnfo,
certFil ePenLocation) -

2014-08-02 23:36:45,539 INFO [main] - IN-- CertUil.java - getHostName(..) -

2014-08-02 23:36:45,539 INFO [main] - QUT -- CertUtil.java - getHostNane - CUCMB61
2014-08-02 23:36:45,540 INFO [main] - IN-- CryptoUtil.java - saveAsPEM..) -

2014-08- 02 23:36:45,540 INFO [main] - QUT -- Cryptoltil.java - saveAsPEM -
2014-08-02 23:36:45,540 INFO [main] - OQUT -- CertUtil.java - populateCertinfo -

## the same should be done on the DB level. CM consider deleting the the association

## for this tomcat-trust cert from corresponding tables: CERTIFICATESERVICECERTIFICATEMAP,

## CERTIFICATEPROCESSNODEMAP and CERTIFICATETRUSTROLEMAP. As you see this does not

## happen since the certificate itself has not been deleted so FKCERTIFICATE in those

## tables become "null for this certificate" (cert still exists, has been

## updated only)

2014-08-02 23:36:45,540 INFO [main] - IN -- CertDBAction.java - deleteCertificatelnDB(certlnfo)

2014-08-02 23:36: 45,540 I NFO [main] -

DBPar aneters ...

PKI D : nul |

CN : L=KRAKOW ST=MALOPCLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL
serial No : 6¢cf 5bc855b681f 658f 9e7506d3ec6eab

host Name : CUCMB61

i ssuer Nane : L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL
Certificate :Not Printing huge Certificate String..

| PV4Addr ess : 10. 48. 46. 29

| PV6Addr ess :

Ti meToLi ve : NULL

UNIT :tontat-trust

TYPE :trust-certs

RCLE : nul |

Rol eMoni ker : nul |

Rol eEnum : nul |

SERVI CE : nul |

Servi ceMoni ker :null



Servi ceEnum : 0

2014-08-02 23:36:45,540 INFO [main] - DB - Certifciate Store Plugin Handler is

:com ci sco.ccm certngnt. db. Cert DBI npl

2014-08-02 23:36:45,541 INFO[main] - IN-- CertDBlnpl.java - deleteCertificate(certinfo) -
2014- 08- 02 23:36: 45,542 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode: 12578138 --Detail s: Connect or (NOT CONNECTED: Driver=com i nform x.jdbc.|fxDriver;)
2014-08-02 23:36:45,542 INFO [main] - IN-- CertDBlnpl.java - getPkidO Certificate(hash,
server Nane, con) -

2014-08-02 23:36:45,542 DEBUG [main] - GetPKID Query : SELECT A. PKI D FROM CERTI FI CATE A,
CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND B. HASH = "/ XB5QanYXgqr UTFZ2CDgT7Bk SxNs="
2014- 08- 02 23: 36: 45,542 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:45,542 DEBUG [nain] - Try to get a connection from pool

2014- 08- 02 23:36:45,542 DEBUG [nain] - Getting connection from connection pool entry

<dat abase, j dbcur| >

2014- 08- 02 23:36:45,542 DEBUG [nain] - There is currently 1 connection pool entry

2014- 08- 02 23:36:45,543 DEBUG [nain] - Checking if connection lint has been reached for
dat abase

2014- 08- 02 23:36: 45,543 DEBUG [main] - Connecting to publisher so max nunber of connections
allowed is 100

2014- 08- 02 23:36: 45,543 DEBUG [nmai n] - Nunber of connections in use is O

2014- 08- 02 23:36:45,543 DEBUG [nain] - There are currently 2 connection pool entries

2014- 08- 02 23:36: 45,544 DEBUG [nain] - Nunber of avail able connections in pool: 0

2014- 08- 02 23:36: 45,590 DEBUG [ mai n] - Addi ng connection

<cominform x.jdbc. | fxSqli Connect @7eb97> to connection |ist

2014- 08- 02 23:36: 45,590 DEBUG [nain] - Marking connection

<com inform x.jdbc.|fxSqli Connect @7eb97> as used

2014- 08- 02 23:36: 45,590 DEBUG [nain] - Got connection from pool

2014- 08- 02 23:36:45,596 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,599 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,599 INFO [main] - OQUT -- CertDBlInpl.java - getPkidO Certificate -

2014- 08- 02 23:36:45,599 DEBUG [main] - Cosing the connection. Connection HashCode: 12578138 - -
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014- 08- 02 23:36: 45,600 DEBUG [nain] - Attenpting to close connection

2014- 08- 02 23:36: 45,600 DEBUG [ nai n] - Renovi ng connection <dat abase, jdbcurl> from
Connect i onManager |i st

2014- 08- 02 23:36: 45, 600 DEBUG [ nain] - renmpveConnecti onFromConnecti onLi st ()

2014- 08- 02 23:36: 45, 600 DEBUG [ nai n] - Renpvi ng connection

<com i nform x.jdbc.|fxSqgli Connect @7eb97> from connection Ii st

2014- 08- 02 23:36: 45,600 DEBUG [ mai n] - Connection <cominform x.jdbc.|fxSqli Connect @7eb97> is
not closed, adding it back to the pool entry <database,jdbcurl >

2014- 08- 02 23:36:45,600 I NFO [mai n] - Connection/Statement/Resultset is closed properly.
2014- 08- 02 23:36: 45,602 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode: 17578504 --Detail s: Connect or (NOT CONNECTED: Driver=com i nform x.jdbc.|fxDriver;)
2014- 08- 02 23: 36: 45,602 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:45,602 DEBUG [nain] - Try to get a connection from pool

2014- 08- 02 23:36: 45,602 DEBUG [nain] - Getting connection from connection pool entry

<dat abase, j dbcur| >

2014- 08- 02 23:36: 45,602 DEBUG [nain] - There are currently 2 connection pool entries

2014- 08- 02 23:36: 45,602 DEBUG [ mai n] - Addi ng connection

<com inform x.jdbc. | fxSqli Connect @7eb97> to connection |ist

2014- 08- 02 23:36: 45,603 DEBUG [nain] - Marking connection

<com inform x.jdbc.|fxSqli Connect @7eb97> as used

2014- 08- 02 23:36: 45,603 DEBUG [nain] - Got connection from pool

2014-08-02 23:36:45,604 INFO [main] - IN-- CertDBlnpl.java - del eteCertFromCert SrvCert Map(con,
serial No, subjectNane, serviceEnunm -

## you can see it here ...

2014- 08- 02 23:36: 45,605 DEBUG [nain] - Del ete query of CERTIFI CATESERVI CECERTI FI CATEMAP : DELETE
FROM CERTI FI CATESERVI CECERTI FI CATEMAP WHERE TKCERTI FI CATESERVI CE = "6" AND FKCERTI FI CATE =

“nul "

2014- 08- 02 23: 36: 45, 605 DEBUG [ nai n] - get Conn:



usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-02 23:36:45,618 INFO [main] - QUT -- CertDBlnpl.java - del eteCertFronCertSrvCertMp -
2014-08-02 23:36:45,618 INFO[main] - IN-- CertDBlnpl.java -

del et eCert FrontCert ProcessNodeMap(con, certinfo) -

## here ...

2014-08-02 23:36:45,619 DEBUG [main] - Delete query of CERTIFI CATEPROCESSNODENVAP : DELETE FROM
CERTI FI CATEPROCESSNODEMAP WHERE FKCERTI FI CATE="nul | * AND SERVERNAME = " CUCMB61"

2014- 08- 02 23:36: 45,619 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-02 23:36:45,624 INFO [main] - OQUT -- CertDBlInpl.java - del eteCertFromCert ProcessNodeMap
2014- 08- 02 23:36:45,624 DEBUG [nain] - Certificate to be deleted UNIT: tontat-trust

Rol eMoni ker : ROLE_APPLI CATI ON_SERVER :: Rol eEnum :7 :: Servi ceEnum : 6

2014-08-02 23:36:45,624 INFO [main] - IN-- CertDBlnpl.java - checkMilti pl eUnitFor SaneRol e( con,
rol eMoni ker, unit, certlinfo) -

2014-08-02 23:36:45,624 DEBUG [ mai n] - checkMiltipleUnitForSanmeRol e : SELECT PKI D, FKCERTI FI CATE,
TKCERTI FI CATESERVI CE, NAVE UNI T FROM CERTI FI CATESERVI CECERTI FI CATEMAP, TYPECERTI FI CATESERVI CE
VWHERE ENUMETKCERTI FI CATESERVI CE AND FKCERTI FI CATE ="nul | " AND NAME != "tontat-trust"

2014- 08- 02 23: 36: 45, 624 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,649 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,649 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,649 INFO [main] - QUT -- CertDBInpl.java - checkMiltipl eUnitFor SaneRol e -
2014-08-02 23:36:45,649 INFO [main] - IN-- CertDBlnpl.java - del eteCert FronilypeTrust Rol e(con,
certlnfo, rol eEnun) -

## and here

2014-08-02 23:36:45,649 DEBUG [main] - Delete query of CERTIFI CATETRUSTROLEVAP : DELETE FROM
CERTI FI CATETRUSTROLEMAP WHERE TKTRUSTROLE = "7" AND FKCERTI FI CATE = "nul I "

2014- 08- 02 23: 36: 45, 649 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-02 23:36:45,652 INFO [main] - QUT -- CertDBlnpl.java - del eteCertFronfTypeTrustRole -
2014-08-02 23:36:45,653 INFO [main] - IN-- CertDBlnpl.java - checkMiltipl eCert For Srv(pkid, con)
2014-08-02 23:36: 45,653 DEBUG [nmain] - checkMiltipleCertForSrv : SELECT PKI D, FKCERTI FI CATE,
TKCERTI FI CATESERVI CE FROM CERTI FI CATESERVI CECERTI FI CATEMAP WHERE FKCERTI FI CATE = "nul | "

2014- 08- 02 23: 36: 45, 653 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,655 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36: 45,655 INFO [mai n] - Connection/ Statement/Resultset is closed properly.
2014-08- 02 23:36:45,655 INFO [main] - OQUT -- CertDBlInpl.java - checkMultipleCertForSrv -
2014-08- 02 23:36:45,655 INFO[main] - IN-- CertDBlnpl.java - checkMiltipl eCert ForRol e(certlnfo,
con) -

2014-08-02 23:36: 45,655 DEBUG [ mai n] - checkMiltipleCertForRole : SELECT PKI D, FKCERTI FI CATE,
TKTRUSTROLE FROM CERTI FI CATETRUSTROLEMAP WHERE FKCERTI FI CATE = "nul | "

2014- 08- 02 23: 36: 45, 655 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,657 DEBUG [main] - Closing the resultset.

2014- 08- 02 23:36:45,657 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08- 02 23:36:45,657 INFO [main] - OQUT -- CertDBlnpl.java - checkMultipleCertForRole -
2014-08-02 23:36:45,657 INFO[main] - IN-- CertDBlnpl.java -

checkMuil ti pl eCert For Processnode(certlnfo, con) -

2014- 08- 02 23:36: 45,657 DEBUG [ mai n] - checkMil ti pl eCert For Processnode : SELECT

PKI D, FKCERTI FI CATE, FKPROCESSNODE, SERVERNAMVE FROM CERTI FI CATEPROCESSNODEVAP WHERE

FKCERTI FI CATE=' nul |'*

2014- 08- 02 23: 36: 45, 658 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 45,660 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:45,661 I NFO [mai n] - Connection/ Statenment/Resultset is closed properly.
2014-08- 02 23:36:45,661 INFO [main] - OUT -- CertDBlInpl.java - checkMiltipl eCert For Processnode -
2014- 08- 02 23:36: 45,661 DEBUG [nain] - DELETE FLAG :: isSrvMap=false :: isRol eMap=fal se ::

i sProcessnodeMap=fal se

2014-08-02 23:36:45,661 INFO [main] - IN-- CertDBlnpl.java - deleteCertificateBySerial No(con,



certlnfo) -

## finally it tries to remove all certificates from CERTIFICATE table with null PKID.

## Nothing will be deleted of course.

2014-08-02 23:36:45,661 DEBUG [mmin] - Delete query of CERTIFI CATE : DELETE FROM CERTI FI CATE
WHERE PKID = "nul I "

2014- 08- 02 23: 36: 45,661 DEBUG [ nain] - getConn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014-08-02 23:36:45,664 INFO [main] - OQUT -- CertDBlInpl.java - deleteCertificateBySerial No -
2014- 08- 02 23:36: 45,664 DEBUG [main] - Connection conmitted for deleteCertificate..

2014- 08- 02 23:36: 45,664 DEBUG [main] - C osing the connection. Connection HashCode: 17578504 - -
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014- 08- 02 23:36: 45,664 DEBUG [nain] - Attenpting to close connection

2014- 08- 02 23:36: 45,665 DEBUG [ nai n] - Renovi ng connection <dat abase, jdbcurl> from

Connect i onManager i st

2014- 08- 02 23: 36: 45, 665 DEBUG [ nain] - renmpveConnecti onFromConnecti onLi st ()

2014- 08- 02 23: 36: 45, 665 DEBUG [ nai n] - Renpvi ng connection

<com i nform x.jdbc.|fxSqgli Connect @7eb97> from connection |i st

2014- 08- 02 23:36: 45,665 DEBUG [ mai n] - Connection <cominform x.jdbc.|fxSqli Connect @7eb97> is
not closed, adding it back to the pool entry <database,jdbcurl >

2014- 08- 02 23:36: 45,665 I NFO [mai n] - Connection/ Statement/Resultset is closed properly.
2014- 08- 02 23:36: 45,665 DEBUG [nain] - Connection released from CertDBInpl . del eteCertificate
net hod.

2014-08- 02 23:36:45,665 INFO [main] - OUT -- CertDBlInpl.java - deleteCertificate -

2014- 08- 02 23:36:45,665 INFO [main] - OQUT -- CertDBAction.java - deleteCertificatel nDB -
2014-08- 02 23:36:45,665 INFO [main] - OUT -- DefaultCertMr.java - del et eDERandPEM -

2014- 08- 02 23: 36: 45,665 DEBUG [ mai n] - del et eDERandPEM sCertDir =

/usr/local/platfornl.security/tonctat/trust-certs --- sAlias = CUCMB61

2014-08- 02 23:36:45,665 INFO [main] - IN-- TonctatCertMr.java - renoveFronKeyStore(..) -
2014- 08- 02 23:36:45,666 INFO [main] - IN -- RSACryptoEngine.java -

renoveFr onKeySt or e( keystoreFi |l e, keystorePass, alias) -

2014-08- 02 23:36:45,666 INFO [main] - IN -- RSACryptoEngine.java - | oadKeyStore(keystoreFile,

keyst or ePass) -
2014- 08- 02 23:36:45,846 INFO [main] - OQUT -- RSACryptoEngi ne.java - | oadKeyStore -

## old tomcat-trust certificate is being removed from key store

2014- 08- 02 23:36: 45,880 DEBUG [nmain] - Renoving certificate fromkeystore : CUCMB61

2014- 08- 02 23:36:45,880 DEBUG [nain] - Size of the keystore after delete is : 2

2014- 08- 02 23:36:45,880 INFO [main] - QUT -- RSACryptoEngi ne.java - renoveFronKeyStore -
2014-08-02 23:36:45,880 INFO [main] - QUT -- TontatCertMr.java - renmoveFronKeyStore -

2014- 08- 02 23:36: 45,882 | NFO [ mai n] trustdir ::/usr/local/platform.security/tonctat/trust-
certs

2014-08-02 23:36:45,883 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 45,883 DEBUG [nain] - Executing command from Util.sysExec : python
/usr/1ocal/platform bin/c_rehash.py /usr/local/platfornl.security/tonctat/trust-certs
2014-08-02 23:36:45,993 INFO [main] - QUT -- Util.java - sysExec -

2014-08-02 23:36:45,995 INFO [main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

2014- 08- 02 23:36: 45,995 DEBUG [nmai n] - set Omershi pAndPermi ssions : trust-certs

2014- 08- 02 23:36: 45,995 DEBUG [ mai n] - Changi ng ownership of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-02 23:36:45,995 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 45,996 DEBUG [nain] - Executing command from Util.sysExec : /bin/chown -R
certbase /usr/local/platform .security/tontat/trust-certs

2014-08- 02 23:36:46,005 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 46,010 DEBUG [ mai n] - Changi ng group ownership of file
"/usr/local/platform .security/toncat/trust-certs’

2014-08-02 23:36:46,010 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 46,010 DEBUG [nain] - Executing command from Util.sysExec : /bin/chgrp -R
ccnbase /usr/local/platform .security/toncat/trust-certs

2014-08-02 23:36:46,020 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 46,020 DEBUG [nmai n] - Changi ng node of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-02 23:36:46,020 INFO [main] - IN-- Uil.java - sysExec(exe, args) -



2014- 08- 02 23:36: 46,020 DEBUG [ nain] - Executing command from Util.sysExec : /bin/chmd -R 755
/usr/local/platform .security/tonctat/trust-certs

2014- 08- 02 23:36:46,027 INFO [main] - QUT -- Util.java - sysExec -

2014-08- 02 23:36:46,027 INFO [main] - OUT -- DefaultCertMr.java - setOamershi pAndPerni ssions -
2014- 08- 02 23:36:46,027 INFO [main] - OUT -- DefaultCertMr.java - deleteCert -

2014- 08- 02 23:36:46,027 INFO [main] - OQUT -- TontatCertMr.java - del eteCert FronfTontat Trust St ore

e. Al momento non si dispone di un certificato tomcat-trust nel file system. CM la creera e la
reimportera nell'archivio attendibile:

2014-08-02 23:36:46,027 INFO [main] - IN -- TontatCertMr.java -

i mport Cert ToTontat Trust Store(i nfo) -

2014-08-02 23:36:46,028 INFO [main] - IN-- DefaultCertMr.java - inmportCert(info) -
decode: true

op: i mport

unit: toncat -t rust

keystoreUnit:tontat-trust

| ogFi | e: /var/log/activel/platform|og/cert-mnt.|og

resultFile: /var/log/activel/platfornlog/certde-info.xm

keyDir: /usr/local/platform.security/tontat/keys

certDir: /usr/local/platform .security/tontat/trust-certs
srcCert: /usr/local/platfornl.security/tontat/certs/tontat.pem
type: trust-certs

root CACert: null

trustDir: nul |

DNAME: CN=CUCMB61, QU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL

description: Trust Certificate
i sDBl nsert:true

2014-08-02 23:36:46,028 INFO [main] - IN-- DefaultCertMr.java - |oadlnputCert(info) -
2014-08-02 23:36:46,028 INFO [main] - IN -- RSACryptoEngine.java - |oadCertificates(..) -
2014-08-02 23:36:46,028 INFO [main] - IN -- RSACryptoEngine.java - |loadCertificate(..) -

2014- 08-02 23:36:46,029 INFO [nmain] - OUT -- RSACryptoEngine.java - |oadCertificate -
2014-08-02 23:36:46,030 INFO [main] - OQUT -- RSACryptoEngine.java - |oadCertificates -
2014-08-02 23:36:46,030 INFO [main] - OUT -- DefaultCertMr.java - |oadlnputCert - Successfully
| oaded i nput cert

2014- 08- 02 23:36: 46,030 DEBUG [nain] - Checking validity of cert

2014-08-02 23:36:46,030 INFO [main] - Verifying certificate

L=KRAKOW ST=MALOPQOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL

2014-08-02 23:36:46,030 INFO[main] - IN-- CertUil.java - parseCNfronDN(DN, sSearchStr) -
2014- 08- 02 23:36: 46,030 DEBUG [nmai n] - parseCNfronDN( cert Subj DN:

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL")

2014-08-02 23:36:46,030 DEBUG [main] - Truncating CN ' CUCMB61, OU=TAC, O=Cl SCO, C=PL' -> ' CUCMB61'
2014-08-02 23:36:46,030 INFO [main] - OQUT -- CertUtil.java - parseCNfronDN -

2014- 08- 02 23:36: 46,030 DEBUG [nain] - Parsed CN ' CUCMB61" from DN

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL'

## certificate is being created on the filesystem

2014-08-02 23:36:46,030 INFO [rmain] - trying to load cert fromtrust store
::/usr/local/platform .security/tontat/trust-certs/CUCMBELl. pem

2014-08-02 23:36:46,030 INFO [main] - cert not available in trust store

11 L=KRAKOW ST=MALCOPCOLSKA, CN=CUCMB61, QU=TAC, O=Cl SCO, C=PL

2014-08-02 23:36:46,031 INFO [main] - IN-- DefaultCertMr.java - inmportTrustCert(info, cert) -

2014-08-02 23:36:46,031 INFO [main] - IN-- DefaultCertMr.java - saveToTrustStore(info, cert) -
2014-08-02 23:36:46,031 ERROR [nain] - trust directory paraneter is null

2014-08-02 23:36:46,031 INFO [main] - IN-- DefaultCertMr.java - saveTrustCert(cert, targetDir,
cert Type) -

2014-08-02 23:36:46,031 INFO [main] - IN-- CertUil.java - parseCNfronDN(DN, sSearchStr) -
2014- 08- 02 23:36: 46,031 DEBUG [nai n] - parseCNfronDN( cert Subj DN:

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL")

2014- 08- 02 23:36:46,031 DEBUG [nain] - Truncating CN ' CUCMB61, OU=TAC, O=Cl SCO, C=PL' -> ' CUCMB61'
2014-08-02 23:36:46,031 INFO [main] - OQUT -- CertUtil.java - parseCNfronDN -



2014-08-02 23:36:46,031 DEBUG [nmain] - Parsed CN ' CUCMB61'
' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, QU=TAC, O=Cl SCO, C=PL'
2014-08-02 23:36:46,031 INFO[main] - IN-- CertUtil.java - parseCNfronDN(DN, sSearchStr) -
2014- 08- 02 23:36: 46,031 DEBUG [nain] - parseCNfronDN( cert Subj DN:

' L=KRAKOW ST=MALOPOL SKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL")

from DN

2014-08-02 23:36:46,031 DEBUG [main] - Truncating CN ' CUCMB61, OU=TAC, O=Cl SCO, C=PL' -> ' CUCMB61'
2014-08-02 23:36:46,031 INFO [main] - QUT -- CertUtil.java - parseCNfronDN -

2014-08-02 23:36:46,031 DEBUG [nmain] - Parsed CN ' CUCMB61" from DN

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL'

2014- 08- 02 23:36:46,031 DEBUG [nain] - target filenane for inported cert: 'CUCMB6L. pen

2014- 08- 02 23:36:46,032 DEBUG [nmain] - existing certificate with sanme fil ename not found.
2014- 08- 02 23:36: 46,032 DEBUG [ main] - Saving PEM encoded cert
"/usr/local/platform .security/tontat/trust-certs/CUCMB61. peni

2014-08-02 23:36:46,032 INFO[main] - IN-- CryptoUtil.java - saveAsPEM..) -
/usr/local/platform .security/tontat/trust-certs/CUCVB61. pem
2014-08-02 23:36:46,032 INFO [main] - QUT -- Cryptoltil.java -
2014- 08- 02 23:36: 46,033 DEBUG [ nain] - Saving DER encoded cert
"/usr/local/platform .security/tonctat/trust-certs/CUCMB6L. der’
2014-08-02 23:36:46,033 INFO [main] - OQUT -- DefaultCertMr.java -

File :

saveAsPEM -

saveTrust Cert -

2014-08-02 23:36:46,033 INFO [main] - IN-- TonctatCertMyr.java - saveToKeyStore(..) -

2014- 08-02 23:36:46,033 INFO [main] - IN -- RSACryptoEngine.java - saveToKeyStore(keystoreFile,
keyst orePass, x509Certificate, alias) -

2014-08-02 23:36:46,033 INFO [main] - IN -- RSACryptoEngine.java - | oadKeyStore(keystoreFile,
keyst or ePass) -

2014- 08- 02 23:36:46,050 INFO [main] - OQUT -- RSACryptoEngine.java - | oadKeyStore -

2014- 08- 02 23:36:46,050 INFO [main] - Size of the keystore before inport is : 2

2014- 08- 02 23:36:46,050 INFO [main] - Inporting certificate : CUCMB61

2014- 08- 02 23:36:46,061 INFO [main] - Size of the keystore after inport is : 3

2014-08- 02 23:36:46,061 INFO [main] - OUT -- RSACryptoEngine.java - saveToKeyStore -

2014-08- 02 23:36:46,061 INFO [main] - OQUT -- TontatCertMr.java - saveToKeyStore -

2014- 08- 02 23:36:46,062 DEBUG [main] - TrustCert description filenane : ' CUCMB61. descri ption'
2014-08-02 23:36:46,062 INFO [main] - IN-- DefaultCertMr.java - createDescriptionFil e(nane,
description) -

2014-08- 02 23:36:46,062 INFO [main] - description is :Trust Certificate

2014-08- 02 23:36:46,062 INFO [main] - OUT -- DefaultCertMr.java - createDescriptionFile -
2014-08-02 23:36:46,062 INFO[main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

2014-08-02 23:36: 46,062 DEBUG [ nai n] -
2014-08-02 23:36: 46, 063 DEBUG [ mai n]
"lusr/local/platform .security/tonctat/trust-certs/CUCMB61. descri ption’
2014-08-02 23:36:46,063 | NFO [ nai n]

2014-08-02 23:36: 46, 063 DEBUG [ mai n]

certbase /usr/local/platfornm .security/tontat/trust-certs/CUCMB61. descri ption

2014-08-02 23:36:46,066 | NFO [ nai n]
2014-08-02 23:36: 46,066 DEBUG [ mai n]
"lusr/local/platform .security/tonctat/trust-certs/CUCMB61. descri ption’
2014-08-02 23:36:46,067 | NFO [ mai n]
2014-08-02 23:36: 46,067 DEBUG [ mai n]
/usr/local/platform .security/tontat/trust-certs/CUCMB61. descri ption
2014-08-02 23:36: 46,069 | NFO [ nai n]
2014-08-02 23:36: 46,069 DEBUG [ mai n]
"lusr/local/platform .security/tonctat/trust-certs/CUCMB61. descri ption’
2014-08-02 23:36: 46,069 | NFO [ nai n]
2014-08-02 23:36: 46,069 DEBUG [ mai n]
/usr/local/platform .security/tontat/trust-certs/CUCMB61. descri ption

2014- 08- 02
2014- 08- 02
2014- 08- 02
2014- 08- 02
certs

2014- 08- 02
2014- 08- 02

23:
23:
23:
23:

23:
23:

36
36
36
36

36
36

146,073
146,073
146,073
146,074

146,074
146,074

I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]
I NFO [ mai n]

I NFO [ mai n]
DEBUG [ mai n]

set Oaner shi pAndPer i ssi ons :

Changi ng ownership of file

IN --

Uil.java - sysExec(exe,

ar gs)

Executing command from Uil.sysExec :

ouT --

Uil.java -

sysExec -

Changi ng group ownership of file

IN --

Uil.java - sysExec(exe,

ar gs)

Executing command from Uil.sysExec :

ouT --

Uil.java -

sysExec -

Changi ng node of file

IN --

Uil.java - sysExec(exe,

ar gs)

Executing command from Uil.sysExec :

sysExec -

Def aul t Cert Myr. j ava -

Def aul t Cert Myr. j ava -

T -- Uil.java -
auT - -

auT - -

trustdir

IN --

Uil.java - sysExec(exe,

CUCMB61. descri ption

/ bi n/ chown

/ bi n/ chgrp ccnbase

/ bi n/ chnmod 755

set Oaner shi pAndPer ni ssi ons -
saveToTrust Store -

ar gs)

Executing command from Uil.sysExec :
/usr/1ocal/platform bin/c_rehash.py /usr/local/platfornl.security/tonctat/trust-certs
2014-08-02 23:36:46, 140 | NFO [ mai n]

ouT --

Uil.java -

sysExec -

::/usr/local/platform .security/tonctat/trust-

pyt hon



2014-08- 02 23:36:46,140 INFO[main] - IN-- DefaultCertMr.java -

set Onner shi pAndPer m ssions(file) -

2014- 08- 02 23:36: 46, 140 DEBUG [ mai n] - set Omnershi pAndPermi ssions : trust-certs

2014- 08- 02 23:36: 46, 141 DEBUG [mai n] - Changi ng ownership of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-02 23:36:46,141 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 46, 141 DEBUG [nain] - Executing command from Uil.sysExec : /bin/chown -R
certbase /usr/local/platform .security/tontat/trust-certs

2014-08-02 23:36:46, 144 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23: 36: 46, 144 DEBUG [mai n] - Changi ng group ownership of file
"/usr/local/platform .security/toncat/trust-certs’

2014-08-02 23:36:46,144 INFO [main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23: 36: 46, 144 DEBUG [nain] - Executing command from Util.sysExec : /bin/chgrp -R
ccnbase /usr/local/platform .security/toncat/trust-certs

2014-08- 02 23:36:46, 147 INFO [main] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 46, 147 DEBUG [ mai n] - Changi ng node of file

"/usr/local/platform .security/toncat/trust-certs’

2014-08-02 23:36:46,148 INFO[main] - IN-- Uil.java - sysExec(exe, args) -

2014- 08- 02 23:36: 46, 148 DEBUG [ nain] - Executing command from Util.sysExec : /bin/chmd -R 755
/usr/local/platform .security/tonctat/trust-certs

2014-08- 02 23:36:46,152 INFO [main] - QUT -- Util.java - sysExec -

2014-08- 02 23:36:46,152 INFO [main] - OQUT -- DefaultCertMr.java - set Oamershi pAndPerni ssions -

2014-08-02 23:36:46,152 INFO[main] - IN-- CertUil.java - popul ateCertlnfo(cert, oplnfo,
certFil ePenLocation) -

2014-08- 02 23:36:46,156 INFO[main] - IN-- CertUil.java - getHostName(..) -

2014- 08- 02 23:36:46,156 INFO [main] - QUT -- CertUtil.java - getHostNane - CUCMB61
2014-08-02 23:36:46,156 INFO [main] - IN-- CryptoUtil.java - saveAsPEM..) -

2014- 08- 02 23:36:46,157 INFO [main] - QUT -- Cryptoltil.java - saveAsPEM -
2014- 08- 02 23:36:46,157 INFO [main] - OQUT -- CertUtil.java - populateCertinfo -

Ora la nuova tomcat-trust & tornata nel file system. E possibile verificare che esista nel database
e, in caso di assenza, aggiungere le voci corrispondenti.

2014-08-02 23:36:46,157 INFO [main] - IN-- CertDBAction.java -
insertCertificatelnDB(certFiletoStore, info) -
2014-08-02 23:36:46,157 INFO [main] -

DBPar aneters ...

PKI D : nul |

CN : L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL
serial No :42c86b2cf 293630f e27bbddc7f d02a39

host Narme : CUCVB61

i ssuer Narme : L=KRAKOW ST=MALOPQOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL
Certificate :Not Printing huge Certificate String..

| PV4Addr ess : 10. 48. 46. 29

| PV6Addr ess :

Ti meToLi ve : NULL

UNI'T :tontat-trust

TYPE :trust-certs

RCOLE : nul |

Rol eMoni ker : nul |

Rol eEnum : nul |

SERVI CE : nul |

Servi ceMoni ker : nul |

Servi ceEnum : 0

2014-08-02 23:36:46,157 INFO [main] - DB - Certifciate Store Plugin Handler is

:com ci sco.ccm certmgnt. db. Cert DBI npl

2014-08-02 23:36: 46, 159 DEBUG [main] - Connection Initialized to Publisher. Connection

HashCode: 23817301 --Detail s: Connect or (NOT CONNECTED: Driver=cominform x.jdbc.|fxDriver;)
2014-08-02 23:36:46,159 INFO[main] - IN-- CertDBlnpl.java - insertCertificate(certinfo, con) -
2014- 08- 02 23: 36: 46, 159 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]



2014- 08- 02 23:36:46, 159 DEBUG [nain] - Try to get a connection from pool

2014- 08- 02 23: 36: 46, 159 DEBUG [ mai n] Getting connection from connection pool entry
<dat abase, j dbcur| >

2014- 08- 02 23:36: 46, 159 DEBUG [nain] - There are currently 2 connection pool entries
2014- 08- 02 23:36: 46, 159 DEBUG [ mai n] - Addi ng connecti on

<com inform x.jdbc. | fxSqli Connect @7eb97> to connection |ist

2014- 08- 02 23:36: 46, 159 DEBUG [nmin] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @7eb97> as used

2014- 08- 02 23:36: 46, 159 DEBUG [nain] - Got connection from pool

2014-08-02 23:36:46,166 INFO[main] - IN-- CertDBlnpl.java -

popul at eRol eEnunSer vi ceEnum(cert | nfo) -

2014-08-02 23:36:46,166 INFO [main] - UNIT ::: tontat-trust

2014-08-02 23:36:46,166 INFO [main] - role ::: [ROLE_APPLI CATI ON_SERVER|

2014-08- 02 23:36:46,166 INFO [main] - roleEnum::: [7]

2014- 08- 02 23:36:46,166 INFO [main] - service ::: null

2014- 08- 02 23:36:46,166 INFO [main] - serviceEnum::: 6

2014-08- 02 23:36:46,166 INFO [main] - QUT -- CertDBlnpl.java - popul at eRol eEnunSer vi ceEnum -
2014-08-02 23:36:46,166 INFO [main] - IN-- CertDBUIil.java - getProcessNodel d(con, host Nane,

i pAddress, fqdn) -

2014-08-02 23:36: 46,166 | NFO [mai n] - getProcessNodel d Query : SELECT PKI D, NAME FROM PROCESSNCDE

WHERE UPPER( NAME) =UPPER(" CUCMB61") OR UPPER( NAME) =UPPER( " 10. 48. 46. 29") OR

UPPER( NAME) =UPPER( " CUCMB61" )

2014- 08- 02 23:36: 46, 166 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:46, 172 INFO [mai n] - ProcessNodel d: 13f 4b0d9- Obae- 429a- a86e- 625336a35bb6
2014- 08- 02 23:36:46, 172 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:46, 173 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:46,173 INFO [main] - QUT -- CertDBUil.java - getProcessNodeld -
2014-08-02 23:36:46,173 INFO[main] - IN-- CertDBlnpl.java - getPkidO Certificate(hash,
server Nane, con) -

2014-08-02 23:36:46,173 DEBUG [main] - GetPKID Query : SELECT A. PKI D FROM CERTI FI CATE A,
CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND B. HASH = "/ hSVsSEZT+yZeaxE+KOEM)2n1Pgk="
2014- 08- 02 23:36:46, 173 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:46, 177 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:46, 177 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:46,177 INFO [main] - OUT -- CertDBlInpl.java - getPkidO Certificate -
2014-08- 02 23:36:46, 177 DEBUG [main] - |INSERT FLAG :: isCertUpdate=false :: doNot hi ng=fal se
2014-08-02 23:36:46,177 DEBUG [ mai n] - | NSERT/ UPDATE Query of CERTI FI CATE : nul |

2014-08-02 23:36:46, 177 INFO [main] - IN-- CertDBlnpl.java - insertCertSrvCertMap(certlnfo,
con) -

2014-08-02 23:36:46,177 INFO[main] - IN-- CertDBlnpl.java -

checkExi stingCertificateServiceMappi ng(certlnfo, serviceEnum con) -

## CM checks CERTIFICATESERVICECERTIFICATEMAP table if the mapping for our cert exist.
2014- 08- 02 23:36:46, 178 DEBUG [nai n] - checkExistingTrustCertificateForService Query : SELECT
PKI D, FKCERTI FI CATE, TKCERTI FI CATESERVI CE FROM CERTI FI CATESERVI CECERTI FI CATEMAP WHERE
FKCERTI FI CATE = "533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d" AND TKCERTI FI CATESERVI CE= " 6"
2014- 08- 02 23:36:46, 178 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36: 46, 184 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:46, 184 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:46,184 INFO [main] - OQUT -- CertDBInpl.java -

checkExi stingCertificateServiceMapping -

2014- 08- 02 23:36:46,184 DEBUG [main] - Certificate to be inserted in

CERTI FI CATESERVI CECERTI FI CATEMAP tabl e :tontat-trust ::PKID :533dbbfc-78ce- b46f - 7d64-
cd2b7c536f6d ::tolnsertlnCert SrvMap: fal se

## Since it has not been previousy removed it is there

2014- 08- 02 23:36:46, 185 DEBUG [main] - CertService mapping entry already exists..

2014- 08-02 23:36:46,185 INFO [main] - OUT -- CertDBInpl.java - insertCertSrvCertMp -
2014-08-02 23:36:46,185 INFO[main] - IN-- CertDBlnpl.java - insertCert Trust Rol eMap(certlnfo,
l og, con) -

2014-08-02 23:36:46,185 INFO[main] - IN-- CertDBlnpl.java -



checkExi stingCertificateRol eMappi ng(certlnfo, rol eEnum con) -

## the same is being checked for CERTIFICATETRUSTROLEMAP table ...

2014- 08- 02 23:36: 46, 185 DEBUG [ nai n] - checkExistingTrustCertificateForRole Query :SELECT

PKI D, FKCERTI FI CATE, TKTRUSTROLE FROM CERTI FI CATETRUSTROLEMAP WHERE FKCERTI FI CATE = "533dbbf c-
78ce- b46f - 7d64- cd2b7c536f 6d" AND TKTRUSTRCLE= " 7"

2014- 08- 02 23: 36: 46, 185 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:46, 187 DEBUG [nain] - Closing the resultset.

2014- 08- 02 23:36:46, 188 I NFO [mai n] - Connection/ Statement/Resultset is closed properly.
2014-08-02 23:36:46,188 INFO [main] - QUT -- CertDBInpl.java -

checkExi stingCertificat eRol eMappi ng -

2014- 08- 02 23:36:46, 188 DEBUG [nain] - Certificate to be inserted in CERTI Fl CATETRUSTROLEVAP
table :tonctat-trust ::PKID :533dbbfc-78ce-b46f-7d64-cd2b7c536f6d ::tolnsertlnCert SrvMap: fal se

## it exists also here
2014- 08- 02 23:36:46, 188 DEBUG [nain] - CertRole mapping entry already exists..
2014-08- 02 23:36:46,188 INFO [main] - QUT -- CertDBInpl.java - insertCertTrustRol eMap -

2014-08-02 23:36:46,188 INFO[main] - IN-- CertDBlnpl.java - insertCertProcessNodeMap(certlnfo,
con) -
2014-08-02 23:36:46,188 INFO[main] - IN-- CertDBlnpl.java -

checkExi sti ngCert ProcessNodeMappi ng(certlnfo, con) -

2014- 08- 02 23: 36: 46, 188 DEBUG [ mai n] - checkExi stingCertProcessNodeMappi ng Query : SELECT
PKI D, FKCERTI FI CATE, FKPROCESSNODE, SERVERNAME FROM CERTI FI CATEPROCESSNCDEVAP WHERE

FKCERTI FI CATE="533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d" AND FKPROCESSNCDE="13f 4b0d9- Obae- 429a- a86e-
625336a35bb6" AND SERVERNAME="CUCMB61"

2014- 08- 02 23: 36: 46, 188 DEBUG [ nai n] - get Conn:

usePool i ng[true] connect ToLocal DB[ f al se] _target[ 0] connect ToPubByDef aul t[true]

2014- 08- 02 23:36:46, 190 DEBUG [nain] - Cosing the resultset.

2014- 08- 02 23:36:46, 191 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:46,191 INFO [main] - OQUT -- CertDBInpl.java -

checkExi sti ngCert ProcessNodeMappi ng -

2014- 08- 02 23:36:46, 191 DEBUG [nmin] - CertProcessNode mapping entry already exists..
2014-08-02 23:36:46,191 INFO [main] - OQUT -- CertDBlInpl.java - insertCertProcessNodeMap -
2014- 08- 02 23:36: 46,191 DEBUG [main] - Connection conmitted for insertCertificate..

## since no entries in DB were missing Insertion finishes.

2014- 08- 02 23:36:46, 191 DEBUG [nain] - Insertion of Certificate in DB is Successful.
2014-08-02 23:36:46,191 INFO [main] - OQUT -- CertDBInpl.java - insertCertificate -

2014- 08- 02 23:36:46, 192 DEBUG [nain] - Cosing the connection. Connection HashCode: 23817301 - -
Det ai | s: Connect or (CONNECTED: Dri ver=com i nform x.jdbc.|fxDriver;)

2014-08- 02 23:36:46, 192 DEBUG [nain] - Attenpting to close connection

2014- 08- 02 23:36:46, 192 DEBUG [ nain] - Renovi ng connection <dat abase, jdbcurl> from

Connect i onManager |i st

2014- 08- 02 23:36: 46, 192 DEBUG [ nai n] - renmpveConnecti onFromConnecti onLi st ()

2014- 08- 02 23:36: 46, 192 DEBUG [nain] - Renpbvi ng connection

<com i nform x.jdbc.|fxSqgli Connect @7eb97> from connection |i st

2014- 08- 02 23:36: 46,192 DEBUG [ mai n] - Connection <cominform x.jdbc.|fxSqli Connect @7eb97> is
not closed, adding it back to the pool entry <database,jdbcurl >

2014- 08- 02 23:36:46,192 INFO [mai n] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:46,192 INFO [main] - DB - Generate Certificate operation in DB is successful
2014-08- 02 23:36:46,192 INFO [main] - OQUT -- CertDBAction.java - insertCertificatelnDB -
2014-08-02 23:36:46,192 INFO[main] - IN-- CryptoUtil.java - isOCSPEnabled(..) -

2014-08-02 23:36:46,192 INFO[main] - IN-- CryptoUtil.java - getCertMnitorXm Parser(..) -
2014-08- 02 23:36:46,203 INFO [main] - QUT -- Cryptoltil.java - getCertMnitorXm Parser -
2014-08-02 23:36:46,203 INFO [main] - QUT -- Cryptoltil.java - isOCSPEnabled - false

2014- 08- 02 23:36: 46,203 DEBUG [nain] - OCSP is not enabl ed.

2014- 08- 02 23:36:46,204 INFO [main] - Successfully inported trusted certificate with Subject
DN: L&#61; KRAKOW ST&#61; MALOPOLSKA, CN&#61; CUCVB61, OU&#61; TAC, O&#61; Cl SCO, C&#61; PL

2014-08- 02 23:36:46,204 INFO [main] - OUT -- DefaultCertMr.java - inmportTrustCert -
Successfully inmported trusted certificate with Subject

DN: L&#61; KRAKOW ST&#61; MALOPOLSKA, CN&#61; CUCVB61, OU&#61; TAC, O&#61; Cl SCO, C&#61; PL

## at this moment importing the tomcat-trust ends. CM finishes adding tomcat-trust to the



## trust store and removes CSR file if any.

2014-08-02 23:36:46,204 INFO [main] - result of inport operations is ::lnmport of trust
certificate is successful

2014-08- 02 23:36:46,204 INFO [main] - OUT -- DefaultCertMr.java - inmportCert -

2014-08- 02 23:36:46,204 INFO [main] - QUT -- TonctatCertMyr.java - inportCertToTonctat TrustStore -

2014- 08- 02 23:36: 46,204 INFO [main] - Tontat Self-signed certificate copied in Tontat trust-
store successfully

2014-08- 02 23:36:46,204 INFO [main] - QUT -- TontatCertMr.java - copyToTontat Trust Store -
2014- 08- 02 23:36: 46, 204 DEBUG [nmain] - GenCert returned

2014- 08- 02 23:36: 46,204 DEBUG [main] - CSR FileNane is tonctat-trust.csr

2014-08-02 23:36:46,204 DEBUG [main] - CSR File Del eted

/usr/local/platform .security/tontat/keys/toncat-trust.csr

2014-08-02 23:36:46,204 INFO [main] - Delete CSR File:

/usr/local/platform .security/tontat/keys/toncat-trust.csr

2014-08- 02 23:36:46,204 DEBUG [nain] - Private Key in DER Formis: tontat-trust_priv_csr.der
2014- 08- 02 23:36: 46,204 DEBUG [nain] - PEM Key in PEMformis:tonctat-trust_priv_csr.pem
2014- 08- 02 23:36:46,206 INFO [main] - OUT -- DefaultCertMr.java - regenCert -

2014-08-02 23:36:46,206 INFO [main] - IN-- CertMr.java - |logResult(result, desc, resultFile) -
2014- 08- 02 23:36:46,206 INFO [main] - CertMnt Operation Result : null

2014- 08- 02 23:36:46,207 INFO [main] - OQUT -- CertMyr.java - |logResult -

2014- 08- 02 23:36:46,207 INFO [main] - QUT -- CertMr.java - doQp -

2014-08- 02 23:36:46,207 INFO [main] - OQUT -- CertMyr.java - mainlntenal -

Il ruolo CM termina qui. Esaminiamo i registri certCN nel nodo dell'autore. Poiché & sottoscritto
alla notifica di modifica del database, verra notificato il cambiamento del certificato nella tabella
CERTIFICATE.

2014- 08- 02 23:36:45,605 INFO [ Thread-5] - IN - process. changeData &col on;

2014- 08- 02 23:36:45,607 INFO [ Thread-5] - Inside CERTIFICATE - 1/U option..

2014-08-02 23:36: 45,607 DEBUG [ Thread-5] - Updated Data i n CERTI FI CATE

1 <neg><t ype>DBL</t ype><t abl e>certificate</tabl e><tabl ei d>41</t abl ei d><acti on>U</ acti on><ti ne>14
07015405</ti ne><ol d><cdr server>2</cdrserver><cdrti me>1407012599</ cdrti me><pki d>533dbbf c- 78ce-
b46f - 7d64-

cd2b7c¢536f 6d</ pki d><ser ver name>CUCMB61</ ser ver nane><subj ect nanme>L=KRAKOW ST=MALOPOL SKA, CN=CUCNVB6
1, QU=TAC, O=Cl SCO, C=PL</ subj ect nane><i ssuer nanme>L=KRAKOW ST=MALOPOL SKA, CN=CUCMB61, OU=TAC, O=Cl SCO,
C=PL</i ssuer nane><seri al nunber >6¢f 5bc855b681f 658f 9e7506d3ec6eab</ seri al nunber ><certifi cat e></cer
tificate><i pvdaddress>10. 48. 46. 29</i pv4addr ess><i pvb6addr ess></i pv6address><tinmetol i ve>NULL</ti e
tolive><ifx_repl check>6043073097765093380</i f x_r epl check></ ol d><new><ser ver nane>CUCMB61</ servern
ame><subj ect name>L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL</ subj ect name><i ssuer nane>
L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL</i ssuer name><seri al nunber >42c86b2cf 293630f
e27bbddc7f d02a39</ seri al nunber ><certi fi cat e>changed</ certi fi cat e><i pv4addr ess>10. 48. 46. 29</ i pvda
ddr ess><i pv6addr ess></i pv6addr ess><ti netol i ve>NULL</ti net ol i ve></ new></ nsg>

2014- 08- 02 23:36: 45,607 DEBUG [ Thread-5] - Certificate PKID : 533dbbfc-78ce-b46f-7d64-

cd2b7c536f 6d , i pAddress : 10.48.46.29 , O dSerial No : 6cf5bc855b681f 658f 9e7506d3ec6ea’

NewSeri al No : 42c86b2cf 293630f e27bbddc7f d02a39

2014- 08- 02 23:36:45,607 I NFO [ Thread-5] - QUT - process.

2014-08-02 23:36:45,608 INFO [InsertThread --- 7] - IN-- CertKeystoreHandl er.java - run() -
2014- 08-02 23:36: 45,609 DEBUG [InsertThread --- 7] - InsertThread --- 7 -- START --

## getting PKID for which the change occurred

2014- 08- 02 23:36: 45,609 DEBUG [InsertThread --- 7] - DB Val ue UPDATE: 533dbbf c- 78ce- b46f - 7d64-
cd2b7c536f 6d

2014-08-02 23:36:45,609 INFO [InsertThread --- 7] - IN -- CertKeystoreHandl er.java -

updat el nt oKeystore() -

2014-08-02 23:36:45,610 INFO [InsertThread --- 7] - IN-- CertDBlnpl.java -
getCertificate(certBash64SHAL: nul | --pkid: 533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d

2014-08-02 23:36: 45,611 DEBUG [InsertThread --- 7] - Connection Initialized to |ocal node.

Connecti on HashCode: 22502526 --Detai |l s: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

2014- 08- 02 23:36:45,611 DEBUG [InsertThread --- 7] - Select Query to getCertificate : SELECT

A. *, B. HASH FROM CERTI FI CATE A, CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND A. PKI D =
"533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d"

2014-08-02 23:36: 45,611 DEBUG [InsertThread --- 7] - getConn:



usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014-08-02 23:36:45,611 DEBUG [l nsertThread --- 7]
2014-08-02 23:36:45,681 DEBUG [l nsertThread --- 7]
2014-08-02 23:36:45,681 DEBUG [l nsertThread --- 7]
2014-08-02 23:36:45,681 DEBUG [l nsertThread --- 7]
2014-08-02 23:36:45,681 DEBUG [l nsertThread --- 7]
from Connecti onManager |i st

2014-08-02 23:36:45,681 DEBUG [l nsertThread --- 7]
2014-08-02 23:36:45,681 DEBUG [l nsertThread --- 7]

Cot connection fr
Cl osing the resul

om pool
tset.

Cl osing the connection. Connection
HashCode: 22502526 --Detail s: Connect or (CONNECTED: Driver=com i nform x.jdbc.|fxDriver;)
- Attenpting to close connection

Rerovi ng connecti

on <dat abase, jdbcurl 2>

r enoveConnect i onFr omConnect i onLi st ()

Rermovi ng connecti

<com i nform x.jdbc.|fxSqgli Connect @ccblae> from connection |i st

2014-08-02 23:36: 45,682 DEBUG [InsertThread --- 7]

Connection

on

<com inform x.jdbc.|fxSqli Connect @ccblae> is not closed, adding it back to the pool entry

<dat abase, j dbcur| 2>

2014-08-02 23:36:45,682 INFO [InsertThread --- 7] -
properly.

2014-08-02 23:36:45,682 DEBUG [l nsertThread --- 7]
Cert DBl npl . get Certificate method.

2014-08-02 23:36:45,682 INFO [InsertThread --- 7] -
2014-08-02 23:36:45,682 INFO [InsertThread --- 7] -
get Cert Uni t ByPki d( pki d) -

2014-08-02 23:36:45,683 DEBUG [l nsertThread --- 7]

Driver=cominformx.jdbc.|fxDriver;)

## getting info about changed certificate
2014- 08- 02 23:36: 45,684 DEBUG [InsertThread --- 7]

Connecti on/ St at ene

Connection rel eas

nt/Resul tset is cl osed

ed from

QUT -- CertDBInpl.java - getCertificate -

IN -- CertDBInpl.j

ava -

Connection Initialized to |ocal node.
Connect i on HashCode: 25877029 --Detail s: Connect or (NOT CONNECTED:

Sel ect Query to g

A. PKI D, A FKCERTI FI CATE, A. TKCERTI FI CATESERVI CE, B. NAME UNI T FROM
CERTI FI CATESERVI CECERTI FI CATEMAP A, TYPECERTI FI CATESERVI CE B WHERE A. FKCERTI FI CATE="533dbbf c-
78ce- b46f - 7d64- cd2b7c536f 6d" AND A. TKCERTI FI CATESERVI CE = B. ENUM

get Conn:

Try to get a conn
getting |l ocal con
Getting connectio
There are current
Addi ng connection

Mar ki ng connecti o

CGot connection fr

et Cert Uni t ByPki d : SELECT

ection from pool
necti on from Pool
n from connection pool

ly 2 connection pool

n

om pool

Closing the resultset.

Cl osing the conne

ction. Connection

HashCode: 25877029 --Detail s: Connect or (CONNECTED: Driver=com inform x.jdbc.|fxDriver;)
Attenpting to close connection

Rermovi ng connecti

on <dat abase, jdbcurl 2>

renoveConnect i onFr omConnect i onLi st ()

2014-08-02 23:36:45,684 DEBUG [l nsertThread --- 7]

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]
2014-08-02 23:36:45,684 DEBUG [l nsertThread --- 7]

2014-08-02 23:36:45,684 DEBUG [l nsertThread --- 7]

2014-08-02 23:36:45,684 DEBUG [l nsertThread --- 7]

entry <dat abase, j dbcurl 2>

2014-08-02 23:36:45,684 DEBUG [l nsertThread --- 7]

entries

2014-08-02 23:36:45,684 DEBUG [l nsertThread --- 7]

<com inform x.jdbc.|fxSqli Connect @ccblae> to connection |ist
2014-08-02 23:36:45,684 DEBUG [l nsertThread --- 7]

<com i nform x.jdbc. |fxSqli Connect @ccblae> as used
2014-08-02 23:36:45,684 DEBUG [l nsertThread --- 7]

2014-08-02 23:36:45,687 DEBUG [l nsertThread --- 7]

2014-08-02 23:36:45,688 DEBUG [l nsertThread --- 7]

2014-08-02 23:36:45,688 DEBUG [l nsertThread --- 7]

2014-08-02 23:36:45,688 DEBUG [l nsertThread --- 7]

from Connecti onManager |i st

2014-08-02 23:36:45,688 DEBUG [l nsertThread --- 7]

2014-08-02 23:36:45,688 DEBUG [l nsertThread --- 7]

Rermovi ng connecti

<com i nform x.jdbc.|fxSqgli Connect @ccblae> from connection |i st

2014-08-02 23:36: 45,688 DEBUG [InsertThread --- 7]

Connection

on

<com inform x.jdbc.|fxSqli Connect @ccblae> is not closed, adding it back to the pool entry

<dat abase, j dbcur| 2>

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] -
properly.

2014-08-02 23:36:45,688 DEBUG [l nsertThread --- 7]
Cert DBI npl . get Cert Uni t ByPki d met hod.

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] -
2014-08-02 23:36:45,688 INFO [InsertThread --- 7] -
2014-08-02 23:36:45,688 INFO [InsertThread --- 7] -
2014-08-02 23:36:45,688 INFO [InsertThread --- 7] -

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] -

Connecti on/ St at ene

Resul t set rel ease

nt/Resul tset is cl osed

d from

QUT -- CertDBInpl.java - getCertUnitByPkid -

UNIT : tontat
Current | PAddress :
Renot el PAddr ess :
A dSeri al No

10. 48. 46. 29
10. 48. 46. 29



: 6¢f 5bc855b681f 658f 9e7506d3ecb6eab

2014- 08- 02 23:36:45,688 INFO [InsertThread --- 7] - NewSerial No

: 42¢c86b2cf 293630f e27bbddc7f d02a39

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - IN-- CertUil.java -
get Li st FronConaSeperatedStr(..) -

2014-08- 02 23:36:45,688 INFO [Insert Thread --- 7] - OQUT -- CertUtil.java -

get Li st FronConaSeper at edStr -

## as you know tomcat and tomcat-trust certificates are covered by change notification.
## Since both ones has been properly updated by CM service there is nothing to do for the ##
certCN service here.

2014- 08- 02 23:36:45,688 INFO [InsertThread --- 7] - tontat --- is included unit for CN

2014- 08- 02 23:36: 45,688 DEBUG [InsertThread --- 7] - Change notification not require on same
node except tontat cert.

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - UNIT : tontat-trust

2014-08-02 23:36:45,688 INFO [Insert Thread --- 7] - Currentl| PAddress : 10.48. 46. 29

2014- 08-02 23:36:45,688 INFO [Insert Thread --- 7] - Renotel PAddress : 10.48. 46. 29

2014-08- 02 23:36:45,688 INFO [InsertThread --- 7] - O dSerial No

1 6¢f 5bc855b681f 658f 9e7506d3ec6eas

2014- 08- 02 23:36:45,688 INFO [InsertThread --- 7] - NewSerial No

: 42c86b2cf 293630f e27bbddc7f d02a39

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - IN-- CertUil.java -

get Li st FronConaSeperatedStr(..) -

2014-08- 02 23:36:45,688 INFO [Insert Thread --- 7] - OQUT -- CertUtil.java -

get Li st FronConaSeper at edStr -

2014-08- 02 23:36:45,688 INFO [InsertThread --- 7] - tontat-trust --- is included unit for CN
2014- 08- 02 23:36: 45,688 DEBUG [InsertThread --- 7] - Change notification not require on same
node except tontat cert.

2014- 08-02 23:36:45,689 INFO [InsertThread --- 7] - tontat-trust Certificate successfully
updated in trust-store by Change Notification..

2014-08-02 23:36:45,689 INFO [InsertThread --- 7] - QUT -- CertKeystoreHandl er.java -

updat el nt oKeystore -

2014- 08- 02 23:36:45,689 DEBUG [InsertThread --- 7] - InsertThread --- 7 -- END --

2014-08-02 23:36:45,689 INFO [InsertThread --- 7] - QUT -- CertKeystoreHandl er.java - run -

Il servizio certCN sul nodo dell'autore non ha pertanto apportato modifiche ai certificati.

f. Esaminiamo ora l'aspetto del nodo sottoscrittore. Nuovo certificato inserito nel database e
replicato nel nodo del sottoscrittore. certCN: notifica della modifica nel database.
Immagine catturata con l'operazione completa sul sub sottostante (commenti in linea):

## certCN on sub is notified about the change in the DB
2014- 08- 02 23:36:46, 147 INFO [ Thread-5] - IN - process. changeData &col on;
2014-08-02 23:36:46,149 INFO [ Thread-5] - Inside CERTIFICATE - 1/U option..

## details about the change are in from DBL (PKID, old serial, new serial, etc.)

2014-08-02 23:36:46, 149 DEBUG [ Thread-5] - Updated Data in CERTI Fl CATE

1 <meg><t ype>DBL</t ype><t abl e>certi fi cat e</tabl e><t abl ei d>41</t abl ei d><acti on>U</ acti on><ti ne>14
07015406</ t i me><ol d><cdr server >2</ cdr server ><cdrti me>1407012599</ cdr t i ne><pki d>533dbbf c- 78ce-
b46f - 7d64-

cd2b7c536f 6d</ pki d><ser ver name>CUCMB61</ ser ver nane><subj ect nhame>L=KRAKOW ST=MALOPOL SKA, CN=CUCMB6
1, QU=TAC, O=Cl SCO, C=PL</ subj ect name><i ssuer nane>L=KRAKOW ST=MALOPCL SKA, CN=CUCMB61, OU=TAC, O=Cl SCQ,
C=PL</i ssuer name><seri al nunber >6¢f 5bc855b681f 658f 9e7506d3ec6eab</ seri al nunber ><certifi cat e></cer
tificate><i pvdaddress>10. 48. 46. 29</i pv4addr ess><i pvb6addr ess></i pv6addr ess><ti netol i ve>NULL</ti ne
tolive><ifx_repl check>6043073097765093380</i f x_r epl check></ ol d><new><pki d>533dbbf c- 78ce- b46f -
7d64-

cd2b7c536f 6d</ pki d><ser ver name>CUCMB61</ ser ver nane><subj ect hame>L=KRAKOW ST=MALOPOL SKA, CN=CUCMB6
1, QU=TAC, O=Cl SCO, C=PL</ subj ect nanme><i ssuer nane>L=KRAKOW ST=MALOPCL SKA, CN=CUCMB61, OU=TAC, O=Cl SCQ,
C=PL</i ssuer name><seri al nunber >42c86b2cf 293630f e27bbddc7f d02a39</ seri al nunber ><certi fi cat e>chang
ed</certificate><i pvdaddr ess>10. 48. 46. 29</ i pv4addr ess><i pv6addr ess></ i pv6addr ess><t i net ol i ve>NUL
L</ti metol i ve></ new></ nsg>

2014-08-02 23:36:46, 149 DEBUG [ Thread-5] - Certificate PKID : 533dbbfc-78ce-b46f-7d64-



cd2b7c536f6d , ipAddress : 10.48.46.29 , O dSerial No : 6cf5bc855b681f 658f 9e7506d3ec6ea5s |,
NewSeri al No : 42c86b2cf 293630f e27bbddc7f d02a39
2014- 08- 02 23:36: 46, 150 I NFO [ Thread-5] - QUT - process.

2014-08- 02 23:36:46, 151 INFO [InsertThread --- 34] - IN -- CertKeystoreHandl er.java - run() -
2014- 08- 02 23:36: 46, 152 DEBUG [Insert Thread --- 34] - InsertThread --- 34 -- START --
2014-08-02 23:36:46,152 DEBUG [l nsertThread --- 34] - DB Val ue UPDATE: 533dbbfc- 78ce- b46f - 7d64-
cd2b7c536f 6d

2014- 08- 02 23:36:46,152 INFO [InsertThread --- 34] - IN -- CertKeystoreHandl er.java -

updat el nt oKeystore() -

2014-08- 02 23:36:46,153 INFO [InsertThread --- 34] - IN -- CertDBlnpl.java -
getCertificate(certBash64SHAL: nul | --pki d: 533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d

2014- 08- 02 23:36: 46, 153 DEBUG [Insert Thread --- 34] - Connection Initialized to |ocal node.

Connect i on HashCode: 30330150 --Detail s: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

2014- 08- 02 23:36: 46, 153 DEBUG [Insert Thread --- 34] - Select Query to getCertificate : SELECT
A. *, B. HASH FROM CERTI FI CATE A, CERTI FI CATEHASHVAP B WHERE A. PKI D=B. FKCERTI FI CATE AND A. PKID =
" 533dbbf c- 78ce- b46f - 7d64- cd2b7c536f 6d"

2014- 08- 02 23:36: 46, 153 DEBUG [I nsert Thread --- 34] - getConn:

usePool i ng[true] connect ToLocal DB[true] _target[ 0] connect ToPubByDef aul t[fal se]

2014- 08- 02 23:36: 46, 154 DEBUG [InsertThread --- 34] - Try to get a connection from pool

2014- 08- 02 23:36: 46, 154 DEBUG [InsertThread --- 34] - getting | ocal connection from Pool
2014- 08- 02 23:36: 46, 154 DEBUG [Insert Thread --- 34] - Getting connection from connection pool
entry <dat abase, j dbcurl 2>

2014- 08- 02 23:36: 46, 154 DEBUG [InsertThread --- 34] - There are currently 2 connection pool
entries

2014- 08- 02 23: 36: 46, 154 DEBUG [InsertThread --- 34] - Checking if connection limt has been
reached for database

2014- 08- 02 23:36: 46, 154 DEBUG [Insert Thread --- 34] - Connecting to subscriber so max nunber of
connections allowed is 100

2014- 08- 02 23:36: 46, 154 DEBUG [I nsert Thread --- 34] - Nunber of connections in use is O

2014- 08- 02 23:36: 46, 154 DEBUG [InsertThread --- 34] - There are currently 2 connection pool
entries

2014- 08- 02 23:36: 46, 154 DEBUG [I nsert Thread --- 34] - Nunber of avail able connections in pool: O
2014- 08- 02 23:36: 46, 193 DEBUG [ I nsert Thread --- 34] - Addi ng connection

<com i nform x.jdbc. |fxSqli Connect @feba51> to connection |ist

2014- 08- 02 23:36:46, 194 DEBUG [ I nsert Thread --- 34] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @feba51> as used

2014- 08- 02 23:36: 46, 194 DEBUG [Insert Thread --- 34] - Got connection from pool

2014- 08- 02 23:36:46, 197 DEBUG [Insert Thread --- 34] - Cosing the resultset.

2014- 08- 02 23:36:46, 198 DEBUG [InsertThread --- 34] - Cosing the connection. Connection
HashCode: 30330150 --Detail s: Connect or (CONNECTED: Driver=cominform x.jdbc.|fxDriver;)

2014- 08- 02 23:36: 46,198 DEBUG [Insert Thread --- 34] - Attenpting to cl ose connection

2014- 08- 02 23:36:46, 198 DEBUG [I nsert Thread --- 34] - Renovi ng connection <database, jdbcurl 2>
from Connecti onManager |i st

2014- 08- 02 23:36: 46, 198 DEBUG [Insert Thread --- 34] - renoveConnecti onFromConnecti onLi st ()
2014- 08- 02 23:36:46, 198 DEBUG [Insert Thread --- 34] - Renoving connection

<com i nform x.jdbc.|fxSqgli Connect @feba51> from connection |i st

2014- 08- 02 23:36: 46, 198 DEBUG [I nsert Thread --- 34] - Connection

<com inform x.jdbc.|fxSqli Connect @feba51> is not closed, adding it back to the pool entry
<dat abase, j dbcur| 2>

2014-08- 02 23:36:46,198 INFO [Insert Thread --- 34] - Connection/Statenment/Resultset is closed
properly.

2014- 08- 02 23:36: 46, 198 DEBUG [Insert Thread --- 34] - Connection rel eased from

Cert DBl npl . get Certificate method.

2014-08-02 23:36:46,198 INFO [InsertThread --- 34] - OUT -- CertDBInpl.java - getCertificate -
2014-08-02 23:36:46,198 INFO [InsertThread --- 34] - IN-- CertDBlnpl.java -

get Cert Uni t ByPki d( pki d) -

2014- 08- 02 23:36: 46,199 DEBUG [Insert Thread --- 34] - Connection Initialized to |ocal node.

Connect i on HashCode: 8005144 --Detai |l s: Connect or (NOT CONNECTED:
Driver=cominformx.jdbc.|fxDriver;)

## quering DB for the changed certificate and getting details of it
2014- 08- 02 23:36:46, 199 DEBUG [Insert Thread --- 34] - Select Query to getCertUnitByPkid : SELECT
A. PKI D, A. FKCERTI FI CATE, A. TKCERTI FI CATESERVI CE, B. NAME UNI T FROM



CERTI FI CATESERVI CECERTI FI CATEMAP A, TYPECERTI FI CATESERVI CE B WHERE A. FKCERTI FI CATE="533dbbf c-
78ce- b46f - 7d64- cd2b7c536f 6d" AND A. TKCERTI FI CATESERVI CE = B. ENUM

2014- 08- 02 23:36:46, 199 DEBUG [I nsert Thread --- 34] - getConn:

usePool i ng[true] connect ToLocal DB[true] _target[0] connect ToPubByDef aul t[fal se]

2014- 08- 02 23:36:46, 199 DEBUG [InsertThread --- 34] - Try to get a connection from pool
2014- 08- 02 23:36:46, 199 DEBUG [InsertThread --- 34] - getting | ocal connection from Pool
2014- 08- 02 23:36:46, 199 DEBUG [Insert Thread --- 34] - Getting connection from connection pool
entry <dat abase, j dbcurl 2>

2014- 08- 02 23:36:46, 199 DEBUG [InsertThread --- 34] - There are currently 2 connection pool
entries

2014- 08- 02 23:36: 46,199 DEBUG [Insert Thread --- 34] - Addi ng connection

<com i nform x.jdbc.|fxSqli Connect @feba51> to connection |ist

2014- 08- 02 23:36:46, 199 DEBUG [Insert Thread --- 34] - Marking connection

<com i nform x.jdbc. |fxSqli Connect @feba51> as used

2014- 08- 02 23:36: 46, 199 DEBUG [Insert Thread --- 34] - Got connection from pool

2014- 08- 02 23:36: 46,203 DEBUG [InsertThread --- 34] - Cosing the resultset.

2014- 08- 02 23:36: 46,204 DEBUG [InsertThread --- 34] - Cosing the connection. Connection
HashCode: 8005144 --Detail s: Connect or (CONNECTED: Driver=cominform x.jdbc.|fxDriver;)

2014- 08- 02 23:36: 46,204 DEBUG [InsertThread --- 34] - Attenpting to cl ose connection

2014- 08- 02 23:36: 46,204 DEBUG [Insert Thread --- 34] - Renoving connection <database, jdbcurl 2>
from Connecti onManager |i st

2014- 08- 02 23:36: 46,204 DEBUG [InsertThread --- 34] - renoveConnecti onFromConnecti onLi st ()
2014- 08- 02 23:36: 46,204 DEBUG [InsertThread --- 34] - Renoving connection

<com i nform x.jdbc.|fxSqgliConnect @feba51> from connection |i st

2014- 08- 02 23:36: 46,204 DEBUG [InsertThread --- 34] - Connection

<com i nform x.jdbc.|fxSqli Connect @feba51> is not closed, adding it back to the pool entry
<dat abase, j dbcur| 2>

2014- 08- 02 23:36:46,204 INFO [Insert Thread --- 34] - Connection/Statenment/Resultset is closed
properly.

2014- 08- 02 23:36: 46,204 DEBUG [InsertThread --- 34] - Resultset released from

Cert DBI npl . get Cert Uni t ByPki d met hod.

2014-08- 02 23:36:46,204 INFO [InsertThread --- 34] - QUT -- CertDBInpl.java - getCertUnitByPkid
2014- 08- 02 23:36:46,204 INFO [InsertThread --- 34] - UNIT : tontat

2014- 08- 02 23:36:46,204 INFO [InsertThread --- 34] - Currentl PAddress : 10.48. 46. 30

2014-08- 02 23:36:46,204 INFO [Insert Thread --- 34] - Renotel PAddress : 10.48. 46. 29

2014-08- 02 23:36:46,204 INFO [InsertThread --- 34] - A dSerial No

1 6¢f 5bc855b681f 658f 9e7506d3ec6eas

2014- 08- 02 23:36:46,204 INFO [Insert Thread --- 34] - NewSerial No

: 42¢c86b2cf 293630f e27bbddc7f d02a39

2014-08- 02 23:36:46,204 INFO [InsertThread --- 34] - IN-- CertUtil.java -

get Li st FronConaSeperatedStr(..) -

2014-08- 02 23:36:46,204 INFO [InsertThread --- 34] - QUT -- CertUil.java -

get Li st FronConaSeper at edStr -

2014- 08- 02 23:36:46,204 INFO [InsertThread --- 34] - tontat --- is included unit for CN
2014-08- 02 23:36:46,204 INFO [InsertThread --- 34] - IN-- CertUtil.java -

| oadCert FronString(cert) -

2014- 08- 02 23:36:46,204 INFO [InsertThread --- 34] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08- 02 23:36:46,209 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08- 02 23:36:46,209 INFO [InsertThread --- 34] - QUT -- CertUtil.java - |oadCertFronString -
2014- 08- 02 23:36:46,209 INFO [InsertThread --- 34] - IN-- CertDBUIil.java -

checkDel et eAndl nmport (unit, dbCert) -

2014- 08- 02 23:36:46,209 INFO [InsertThread --- 34] - DB Certlinfo.--

SN: 88769680872451706773275250466208361017- -
Subj ect DN: L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, QU=TAC, O=Cl SCO, C=PL- - Get Not Bef ore: Sat Aug 02
23:36: 44 CEST 2014--CetNot After: Thu Aug 01 23:36:43 CEST 2019

## verifing that you have this certificate in trust store

2014-08- 02 23:36:46,209 INFO [InsertThread --- 34] - loading certificate el ement named [tontat-
trust]

2014-08- 02 23:36:46,210 INFO [InsertThread --- 34] - determining certificates in group [product-
cpi] with type [trust-certs]



2014-08- 02 23:36:46,210 INFO [Insert Thread --- 34] - loading the config file
[/usr/local/platform conf/cert-conf.xm ]

2014-08- 02 23:36:46,212 INFO [Insert Thread --- 34] - looking for first [trust-certs] in

[ product - cpi ]

2014- 08- 02 23:36:46,212 INFO [Insert Thread --- 34] - |oaded el enent [tontat-trust]

2014- 08- 02 23:36:46,212 INFO [InsertThread --- 34] - determining cert dir for [tontat-trust]
2014- 08- 02 23:36:46,212 INFO [Insert Thread --- 34] - looking for first [dir] in [tontat-trust]
2014-08- 02 23:36:46,212 INFO [Insert Thread --- 34] - getting the value of [dir]

2014-08- 02 23:36:46,213 INFO [InsertThread --- 34] - value is

[/usr/local/platform .security/tontat/trust-certs]

2014- 08-02 23:36:46,213 INFO [InsertThread --- 34] - cert dir is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -
_&B.description] match is fal se

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -
[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. description] match is fal se
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. peni
match is true

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. der]
match is true

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/tonctat-trust.keystore] match is false

## this is the one you are looking for

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. der] match is true
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61.der] match is true
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tontat/trust-certs/CUCMB61. description] match is fal se
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/7e0370f0.0] match is false
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/dOaacffb.0] match is false
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/101f99a6.0] match is fal se
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61. peni match is true
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. pen] match is true
2014-08- 02 23:36:46,213 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -
| oadCertificate(..) -

2014-08- 02 23:36:46,213 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -
| oadCertificate -

2014- 08- 02 23:36:46,213 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -
| oadCertificate(..) -

2014-08- 02 23:36:46,214 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

## certificate file is being deleted from the filesystem

2014- 08- 02 23:36: 46,214 DEBUG [Insert Thread --- 34] - SUBJECTDN of DBCert and Fil eSystemCert
conpared correctly..

2014-08-02 23:36:46,214 DEBUG [l nsertThread --- 34] - FILE SYSTEM CERT TO DELETE AND RE-| MPORT. .
2014-08-02 23:36:46,214 INFO [InsertThread --- 34] - IN-- CertDBUIil.java -

del eteTrustCertlnFil eSystem . unit : tonctat :: FileNane ::

/usr/local/platform .security/tontat/trust-certs/CUCVB61. pem

2014-08- 02 23:36:46,214 INFO [InsertThread --- 34] - IN-- CertDBUIil.java -

popul at eCpl nf o(operation, unit, type, filelLocation, x509Cert, isDBlnsert) -

2014-08- 02 23:36:46,214 INFO [InsertThread --- 34] - loading certificate el ement named [tontat-
trust]

2014-08- 02 23:36:46,214 INFO [InsertThread --- 34] - determining certificates in group [product-



cpi] with type [trust-certs]

2014-08- 02 23:36:46,214 INFO [Insert Thread --- 34] - loading the config file

[/usr/local/platform conf/cert-conf.xm ]

2014-08- 02 23:36:46,215 INFO [Insert Thread --- 34] - looking for first [trust-certs] in

[ product - cpi ]

2014- 08- 02 23:36:46,215 INFO [Insert Thread --- 34] - |oaded el enent [tontat-trust]

2014-08- 02 23:36:46,215 INFO [Insert Thread --- 34] - deternmining key dir for [tontat-trust]
2014- 08- 02 23:36:46,215 INFO [Insert Thread --- 34] - looking for first [key-dir] in [tontat-
trust]

2014-08- 02 23:36:46,215 INFO [Insert Thread --- 34] - getting the value of [key-dir]

2014- 08- 02 23:36:46,215 INFO [Insert Thread --- 34] - value is

[/usr/local/platform .security/tontat/keys]

2014-08- 02 23:36:46,215 INFO [Insert Thread --- 34] - key dir is

[/usr/local/platform .security/tontat/keys]

2014- 08- 02 23:36:46,215 INFO [InsertThread --- 34] - OUT -- CertDBUtil.java - popul ateOplnfo -
2014-08- 02 23:36:46,215 INFO [InsertThread --- 34] - IN-- CertMr.java - getCertMrCbj (unit) -

tontat -trust

## certCN will call CM api to perform this task. But nothing will land in CM logs. All
## details can be found below

2014-08- 02 23:36:46,215 INFO [Insert Thread --- 34] - QUT -- CertMr.java - getCertMrQbj -
com ci sco. cpi . cert Mgnt . manager . Tontat Cert Mgr @5b0e9f

2014-08- 02 23:36:46,215 INFO [InsertThread --- 34] - IN -- DefaultCertMr.java -
del et eCert (i nfo) -

decode: true

op: del ete

unit: t ontat - t rust

keyst oreUnit:toncat-trust

| ogFi | e: /var/|og/activel/platform | og/cert-nmgnt.| og

resultFile: /var/log/activel/platfornlog/certde-info.xm

keyDir: /usr/local/platform.security/tontat/keys

certDir: /usr/local/platform .security/tontat/trust-certs/CUCVB61l. pem
srcCert: nul |

type: trust-certs

root CACert: null

trustDir: nul |

DNAME: nul |

description: null
i sDBl nsert:fal se

2014- 08- 02 23:36:46,215 INFO [Insert Thread --- 34] - parsed fil enane: ' CUCMB6L. peni
2014- 08- 02 23:36: 46,215 DEBUG [Insert Thread --- 34] - filename: 'CUCMB61. pem

2014- 08- 02 23:36: 46,215 DEBUG [InsertThread --- 34] - fileRoot: 'CUCMBG1'

2014-08- 02 23:36:46,215 INFO [InsertThread --- 34] - IN-- DefaultCertMr.java -

del et eDERandPEM f i | enaneRoot, parentDir, info) -

2014-08-02 23:36:46, 215 DEBUG [l nsert Thread --- 34] -

ParentDir:/usr/local/platform .security/tontat/trust-certsFil eNane. (DER PEM : CUCMB61
2014- 08- 02 23:36:46,215 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014- 08- 02 23:36:46,224 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014- 08- 02 23:36:46,224 INFO [Insert Thread --- 34] - No plugins registered for DB Store
2014- 08- 02 23:36:46,224 INFO [Insert Thread --- 34] - QUT -- DefaultCertMr.java -

del et eDERandPEM -

2014- 08- 02 23:36: 46,224 DEBUG [Insert Thread --- 34] - del eteDERandPEM sCertDir =
/usr/local/platform .security/tonctat/trust-certs --- sAlias = CUCMB61

## cert file deleted. you need to remove it from key store

2014- 08- 02 23:36:46,225 INFO [InsertThread --- 34] - IN -- TontatCertMr.java -
renoveFronkKeyStore(..) -

2014- 08- 02 23:36:46,225 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -
renoveFr onKeySt or e( keystoreFi |l e, keystorePass, alias) -

2014- 08- 02 23:36:46,225 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -

| oadKey St or e( keystoreFi |l e, keystorePass) -



2014-08- 02 23:36:46,232 INFO [Insert Thread --- 34] - OUT -- RSACryptoEngi ne.java - | oadKeyStore

2014- 08- 02 23:36: 46,238 DEBUG [Insert Thread --- 34] - Renoving certificate from keystore :
cucmvB61

2014- 08- 02 23:36: 46,238 DEBUG [I nsertThread --- 34] - Size of the keystore after delete is : 2
2014-08- 02 23:36:46,238 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -
renmoveFronKeyStore -

2014-08- 02 23:36:46,238 INFO [Insert Thread --- 34] - QUT -- TontatCertMr.java -
renmoveFronKeyStore -

2014- 08- 02 23:36:46,239 INFO [InsertThread --- 34] - trustdir

::/usr/local/platform .security/toncat/trust-certs

2014-08- 02 23:36:46,239 INFO [InsertThread --- 34] - IN-- Util.java - sysExec(exe, args) -
2014- 08- 02 23:36: 46,239 DEBUG [Insert Thread --- 34] - Executing command from Uil .sysExec :
python /usr/local/platformbin/c_rehash.py /usr/local/platform .security/toncat/trust-certs
2014-08- 02 23:36:46,295 INFO [Insert Thread --- 34] - QUT -- Util.java - sysExec -

2014-08- 02 23:36:46,295 INFO [InsertThread --- 34] - IN-- DefaultCertMr.java -

set Onner shi pAndPer mi ssions(file) -

2014- 08- 02 23:36: 46,295 DEBUG [ I nsert Thread --- 34] - set Oanershi pAndPermi ssions : trust-certs
2014- 08- 02 23:36: 46,296 DEBUG [Insert Thread --- 34] - Changi ng ownership of file
"/usr/local/platform .security/toncat/trust-certs’

2014- 08- 02 23:36:46,296 INFO [InsertThread --- 34] - IN-- Util.java - sysExec(exe, args) -
2014- 08- 02 23:36:46,296 DEBUG [I nsert Thread --- 34] - Executing command from Uil .sysExec :
/bin/chown -R certbase /usr/local/platfornm .security/toncat/trust-certs

2014-08-02 23:36:46,299 INFO [Insert Thread --- 34] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 46,299 DEBUG [Insert Thread --- 34] - Changing group ownership of file
"/usr/local/platform .security/toncat/trust-certs’

2014-08-02 23:36:46,299 INFO [InsertThread --- 34] - IN-- Util.java - sysExec(exe, args) -
2014- 08- 02 23:36:46,299 DEBUG [Insert Thread --- 34] - Executing command from Uil .sysExec :
/'bin/chgrp -R ccnbase /usr/local/platfornl.security/tontat/trust-certs

2014- 08- 02 23:36:46,302 INFO [Insert Thread --- 34] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36: 46,302 DEBUG [Insert Thread --- 34] - Changing node of file
"/usr/local/platform .security/toncat/trust-certs’

2014-08- 02 23:36:46,302 INFO [InsertThread --- 34] - IN-- Util.java - sysExec(exe, args) -
2014- 08- 02 23:36: 46,302 DEBUG [Insert Thread --- 34] - Executing command from Uil .sysExec :
/bin/chnod -R 755 /usr/local/platfornl.security/tontat/trust-certs

2014- 08- 02 23:36:46,306 INFO [Insert Thread --- 34] - QUT -- Util.java - sysExec -

2014- 08- 02 23:36:46,306 INFO [Insert Thread --- 34] - QUT -- DefaultCertMr.java -

set Oaner shi pAndPer mi ssi ons -

2014-08- 02 23:36:46,306 INFO [InsertThread --- 34] - OUT -- DefaultCertMyr.java - deleteCert -
2014-08- 02 23:36:46,306 INFO [InsertThread --- 34] - QUT -- CertDBUtil.java -

del et eTrust Cert I nFi | eSystem -

## certificate will be reimported to the filesystem now into
/usr/local/platform .security/tonctat/trust-certs

2014- 08- 02 23:36:46,306 INFO [InsertThread --- 34] - IN-- CertDBUIil.java -
importTrustCertlnFileSystem. unit : tontat

2014-08- 02 23:36:46,306 INFO [InsertThread --- 34] - IN-- CertDBUIil.java -

popul at eCpl nf o(operation, unit, type, filelLocation, x509Cert, isDBlnsert) -

2014-08- 02 23:36:46,306 INFO [InsertThread --- 34] - loading certificate el ement named [tontat-
trust]

2014-08- 02 23:36:46,306 INFO [InsertThread --- 34] - determining certificates in group [product-
cpi] with type [trust-certs]

2014- 08- 02 23:36:46,306 INFO [Insert Thread --- 34] - loading the config file

[/usr/local/platform conf/cert-conf.xm ]

2014- 08- 02 23:36:46,308 INFO [Insert Thread --- 34] - looking for first [trust-certs] in

[ product - cpi ]

2014- 08- 02 23:36:46,308 INFO [Insert Thread --- 34] - |oaded el enent [tontat-trust]

2014-08- 02 23:36:46,308 INFO [Insert Thread --- 34] - determining key dir for [tontat-trust]
2014- 08- 02 23:36:46,308 INFO [Insert Thread --- 34] - looking for first [key-dir] in [tontat-
trust]

2014-08- 02 23:36:46,308 INFO [Insert Thread --- 34] - getting the value of [key-dir]

2014-08- 02 23:36:46,308 INFO [InsertThread --- 34] - value is

[/usr/local/platform .security/tontat/keys]
2014-08- 02 23:36:46,308 INFO [InsertThread --- 34] - key dir is



[/usr/local/platform .security/tontat/keys]

2014-08- 02 23:36:46,308 INFO [InsertThread --- 34] - loading certificate el ement named [tontat-
trust]

2014-08- 02 23:36:46,308 INFO [InsertThread --- 34] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08- 02 23:36:46,308 INFO [Insert Thread --- 34] - loading the config file

[/usr/local/platform conf/cert-conf.xm ]

2014- 08- 02 23:36:46,310 INFO [Insert Thread --- 34] - looking for first [trust-certs] in

[ product - cpi ]

2014- 08- 02 23:36:46,310 INFO [Insert Thread --- 34] - |oaded el enent [tontat-trust]

2014- 08- 02 23:36:46,310 INFO [InsertThread --- 34] - determining cert dir for [tontat-trust]
2014- 08- 02 23:36:46,310 INFO [Insert Thread --- 34] - looking for first [dir] in [tontat-trust]
2014-08- 02 23:36:46,310 INFO [Insert Thread --- 34] - getting the value of [dir]

2014-08- 02 23:36:46,310 INFO [InsertThread --- 34] - value is

[/usr/local/platform .security/tontat/trust-certs]

2014- 08- 02 23:36:46,310 INFO [InsertThread --- 34] - cert dir is

[/usr/local/platform .security/tontat/trust-certs]

2014-08- 02 23:36:46,310 INFO [InsertThread --- 34] - OUT -- CertDBUtil.java - popul ateOplnfo -
2014-08- 02 23:36:46,310 INFO [InsertThread --- 34] - IN-- CertMr.java - getCertMrCbj(unit) -

tontat -trust

## again CM API is called to perform this task

2014-08- 02 23:36:46,310 INFO [InsertThread --- 34] - QUT -- CertMyr.java - getCertMrQbj -
com ci sco. cpi . cert Mgnt . manager . Tontat Cer t Mgr @bbe9f

2014-08- 02 23:36:46,310 INFO [InsertThread --- 34] - IN-- DefaultCertMr.java -
i mportCert(info) -

decode: true

op: i mport

unit: t ontat - t rust

keyst oreUnit:toncat-trust

| ogFi | e: /var/log/activel/platform | og/cert-nmgnt.| og

resultFile: /var/log/activel/platforn|og/certde-info.xm

keyDir: /usr/local/platform.security/tontat/keys

certDir: /usr/local/platform .security/tonctat/trust-certs

srcCert: nul |

type: trust-certs

root CACert: null

trustDir: nul |

DNAME: nul |

description: null
i sDBl nsert:fal se

2014- 08- 02 23:36: 46,310 DEBUG [Insert Thread --- 34] - Checking validity of cert

2014- 08- 02 23:36:46,310 INFO [InsertThread --- 34] - Verifying certificate

L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL

2014- 08- 02 23:36:46,310 INFO [InsertThread --- 34] - IN-- CertUtil.java - parseCNf r onDN( DN,
sSearchStr) -

2014- 08- 02 23:36: 46,310 DEBUG [Insert Thread --- 34] - parseCNfronDN( cert Subj DN:

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL")

2014- 08- 02 23:36: 46,310 DEBUG [Insert Thread --- 34] - Truncating CN

' CUCMB61, OU=TAC, O=Cl SCO, C=PL' -> ' CUCMB61'

2014- 08- 02 23:36:46,310 INFO [InsertThread --- 34] - OUT -- CertUil.java - parseCNfronDN -
2014- 08- 02 23:36: 46,310 DEBUG [Insert Thread --- 34] - Parsed CN ' CUCMB61'" from DN

' L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, QU=TAC, O=Cl SCO, C=PL'

2014-08-02 23:36:46,311 INFO [InsertThread --- 34] - trying to load cert fromtrust store
::/usr/local/platform .security/tonctat/trust-certs/CUCMB6Ll. pem

2014-08-02 23:36:46,311 INFO [InsertThread --- 34] - cert not available in trust store

;1 L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL

2014-08- 02 23:36:46,311 INFO [InsertThread --- 34] - IN-- DefaultCertMr.java -
importTrustCert(info, cert) -

2014-08- 02 23:36:46,311 INFO [InsertThread --- 34] - IN-- DefaultCertMr.java -
saveToTrust Store(info, cert) -

2014- 08- 02 23:36:46,311 ERROR [InsertThread --- 34] - trust directory paraneter is null

2014-08-02 23:36:46,311 INFO [InsertThread --- 34] - IN-- DefaultCertMr.java -



saveTrust Cert (cert,
2014- 08- 02 23: 36: 46, 311
sSearchStr) -

2014- 08- 02 23: 36: 46, 311
' L=KRAKOW ST=MALOPCOLSKA,
2014- 08- 02 23: 36: 46, 311
' CUCMB61, OU=TAC, O=CI SCQ,
2014- 08- 02 23: 36: 46, 311
2014- 08- 02 23: 36: 46, 311
' L=KRAKOW ST=MALOPCOLSKA,
2014- 08- 02 23:36: 46, 311
sSearchStr) -

2014- 08- 02 23:36: 46, 312
' L=KRAKOW ST=MALOPCOLSKA,
2014- 08- 02 23:36: 46, 312
' CUCMB61, OU=TAC, O=CI SCQ,
2014- 08- 02 23:36: 46, 312
2014- 08- 02 23:36: 46, 312
' L=KRAKOW ST=MALOPCOLSKA,
2014- 08- 02 23:36: 46, 312
' CUCMB61. peni

2014- 08- 02 23:36: 46, 312
not found.

targetDr,

cert Type) -
INFO [InsertThread --- 34] - IN-- CertUtil.java - parseCNfronDN( DN,
DEBUG [ I nsert Thread --- 34] - parseCNfronDN( cert Subj DN:

CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL")

DEBUG [I nsert Thread --- 34] - Truncating CN

C=PL' -> 'CUCMBG1'

INFO [Insert Thread --- 34] - OUT -- CertUil.java - parseCNfronDN -
DEBUG [ I nsert Thread --- 34] - Parsed CN ' CUCMB61' from DN

CN=CUCMB61, OU=TAC, O=CI SCO, C=PL'

INFO [InsertThread --- 34] - IN-- CertUtil.java - parseCNfronDN( DN,
DEBUG [ I nsert Thread --- 34] - parseCNfronDN( cert Subj DN:

CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL")

DEBUG [I nsert Thread --- 34] - Truncating CN

C=PL' -> 'CUCMBG1'

INFO [Insert Thread --- 34] - OUT -- CertUil.java - parseCNfronDN -
DEBUG [ I nsert Thread --- 34] - Parsed CN ' CUCMB61' from DN

CN=CUCMB61, OU=TAC, O=Cl SCO, C=PL'

## saving cert as PEM and DER formats

2014- 08- 02 23: 36: 46, 312

DEBUG [I nsert Thread --- 34] - target filenane for inported cert:
DEBUG [ I nsert Thread --- 34] - existing certificate with same fil enane
DEBUG [ I nsert Thread --- 34] - Saving PEM encoded cert

"/usr/local/platform .security/tonctat/trust-certs/CUCMB61. peni

2014- 08- 02 23:36: 46, 312
File :
2014- 08- 02 23: 36: 46, 313
2014- 08- 02 23: 36: 46, 313

INFO [Insert Thread --- 34] - IN-- CryptoUtil.java - saveAsPEM..) -

lusr/local/platform.security/toncat/trust-certs/CUCMB61. pem

INFO [Insert Thread ---
DEBUG [ I nsert Thread ---

34] -
34] -

QUT -- CryptolUtil.java - saveAsPEM -
Savi ng DER encoded cert

"/usr/local/platform .security/tontat/trust-certs/CUCMB61. der’

2014- 08- 02 23: 36: 46, 314

## saving new certificate into keystore

2014-08-02 23: 36: 46, 314
saveToKeyStore(..) -
2014-08-02 23: 36: 46, 314

saveToKeySt or e( keyst oreFi | e,

2014-08-02 23: 36: 46, 314
| oadKey St or e( keyst or eFi |
2014- 08-02 23: 36: 46, 323
2014- 08-02 23: 36: 46, 323
2014- 08-02 23: 36: 46, 323
2014- 08- 02 23: 36: 46, 330
2014- 08- 02 23: 36: 46, 330
saveToKeyStore -

2014- 08- 02 23: 36: 46, 330
2014- 08- 02 23: 36: 46, 330
' CUCMB61. descri ption'
2014- 08- 02 23: 36: 46, 330

creat eDescriptionFil e(nane, description) -

2014-08-02 23: 36: 46, 330
2014-08-02 23: 36: 46, 331
createDescriptionFile -
2014-08-02 23: 36: 46, 331

set Onner shi pAndPer mi ssions(file) -

2014-08-02 23: 36: 46, 331
CUCMB61. descri ption
2014-08-02 23: 36: 46, 331

INFO [Insert Thread --- 34] - QUT -- DefaultCertMyr.java - saveTrustCert
INFO [Insert Thread --- 34] - IN -- TontatCertMr.java -
INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -
keyst orePass, x509Certificate, alias) -
INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -
e, keystorePass) -
INFO [Insert Thread --- 34] - OUT -- RSACryptoEngi ne.java - | oadKeyStore
INFO [Insert Thread --- 34] - Size of the keystore before inport is : 2
INFO [Insert Thread --- 34] - Inporting certificate : CUCMB61
INFO [Insert Thread --- 34] - Size of the keystore after inport is : 3
INFO [Insert Thread --- 34] - OUT -- RSACryptoEngi ne.java -
INFO [Insert Thread --- 34] - OUT -- TontatCertMr.java - saveToKeyStore
DEBUG [ I nsert Thread --- 34] - TrustCert description fil enane :
INFO [Insert Thread --- 34] - IN -- DefaultCertMr.java -
INFO [Insert Thread --- 34] - descriptionis :Trust Certificate
INFO [Insert Thread --- 34] - QUT -- DefaultCertMr.java -
INFO [Insert Thread --- 34] - IN -- DefaultCertMr.java -
DEBUG [ I nsert Thread --- 34] - set Omershi pAndPermi ssions :
DEBUG [ I nsert Thread --- 34] - Changing ownership of file

"lusr/local/platform .security/tonctat/trust-certs/CUCMB61. descri ption’



python /usr/local/platformbin/c_rehash.py /usr/local/platform .security/toncat/trust-certs

2014-08-02 23:36:46,331 INFO [InsertThread --- 34]
2014-08-02 23:36: 46,331 DEBUG [InsertThread --- 34]
/ bi n/ chown

2014-08-02 23:36:46,334 INFO [InsertThread --- 34]
2014-08-02 23:36: 46,334 DEBUG [Insert Thread --- 34]
"lusr/local/platform .security/tonctat/trust-certs/CUCMB61. descri ption’
2014-08-02 23:36:46,334 INFO [InsertThread --- 34]
2014-08-02 23:36: 46,334 DEBUG [l nsertThread --- 34]
/ bi n/ chgrp

2014-08-02 23:36:46,337 INFO [InsertThread --- 34]
2014-08- 02 23:36: 46,337 DEBUG [I nsertThread --- 34]
"lusr/local/platform .security/tonctat/trust-certs/CUCMB61. descri ption’
2014-08-02 23:36:46,337 INFO [InsertThread --- 34]
2014-08-02 23:36: 46,337 DEBUG [I nsert Thread --- 34]
/ bi n/ chrmod

2014-08-02 23:36:46,339 INFO [InsertThread --- 34]
2014-08-02 23:36:46,339 INFO [InsertThread --- 34]
set Onner shi pAndPer mi ssi ons -

2014-08-02 23:36:46,339 INFO [InsertThread --- 34]
saveToTrust Store -

2014-08-02 23:36:46,340 I NFO [InsertThread --- 34]
::/usr/local/platform .security/toncat/trust-certs
2014-08-02 23:36:46,340 I NFO [I nsertThread --- 34]
2014-08-02 23:36: 46,340 DEBUG [l nsertThread --- 34]
2014-08-02 23:36:46,425 INFO [I nsertThread --- 34]
2014-08-02 23:36:46,425 INFO [I nsertThread --- 34]
set Onner shi pAndPer m ssions(file) -

2014-08- 02 23:36: 46,425 DEBUG [l nsert Thread --- 34]
2014-08-02 23:36: 46,426 DEBUG [l nsert Thread --- 34]
"/usr/local/platform .security/toncat/trust-certs’
2014-08-02 23:36:46,426 | NFO [InsertThread --- 34]
2014-08-02 23:36: 46,426 DEBUG [l nsertThread --- 34]
/ bin/chown -R certbase /usr/local/platform .security/toncat/trust-certs
2014-08-02 23:36:46,429 INFO [InsertThread --- 34]
2014-08-02 23:36: 46,429 DEBUG [InsertThread --- 34]
"/usr/local/platform .security/toncat/trust-certs’
2014-08-02 23:36:46,429 INFO [InsertThread --- 34]
2014-08- 02 23:36: 46,430 DEBUG [l nsertThread --- 34]
/'bin/chgrp -R ccnbase /usr/local/platfornl.security/tonctat/trust-certs
2014-08-02 23:36:46,433 INFO [InsertThread --- 34]
2014-08-02 23:36: 46,433 DEBUG [l nsert Thread --- 34]
"/usr/local/platform .security/toncat/trust-certs’
2014-08-02 23:36:46,433 INFO [InsertThread --- 34]
2014-08-02 23:36: 46,433 DEBUG [l nsert Thread --- 34]
/bin/chnod -R 755 /usr/local/platfornl.security/tontat/trust-certs
2014-08-02 23:36:46,437 INFO [InsertThread --- 34]
2014-08-02 23:36:46,437 INFO [InsertThread --- 34]
set Oaner shi pAndPer mi ssi ons -

2014-08-02 23:36:46,437 INFO [InsertThread --- 34]
2014-08-02 23:36:46,437 INFO [InsertThread --- 34]
2014-08-02 23:36:46,437 INFO [InsertThread --- 34]
get Cert Moni t or Xm Parser(..) -

2014-08-02 23:36:46,437 INFO [InsertThread --- 34]
get Cert Moni t or Xm Par ser -

2014-08-02 23:36:46,437 INFO [InsertThread --- 34]
fal se

2014-08- 02 23:36: 46,437 DEBUG [l nsertThread --- 34]
2014-08-02 23:36:46,437 INFO [InsertThread --- 34]

2014- 08- 02

i mport Trust Cert -

IN --

Uil.java -

sysExec( exe,

args)

Executing command from Util.sysExec

certbase /usr/local/platfornl.security/tontat/trust-certs/ CUCMB61. description
Uil.java - sysExec -
Changi ng group ownership of file

ouT --

IN --

Uil.java -

sysExec( exe,

args)

Executing command from Util.sysExec

ccnbase /usr/local/platform .security/toncat/trust-certs/CUCMBEL. description
Uil.java - sysExec -
Changi ng node of file

755 /usr/local/platform .security/tonctat/trust-certs/CUCMBEL. description

23:36: 46,437 INFO [Insert Thread ---

34]

ouT --

IN --

Uil.java -

sysExec( exe,

args)

Executing command from Util.sysExec

Uil.java - sysExec -
Def aul t Cert Myr. j ava -

Def aul t Cert Myr. j ava -

oJT --
oJT --

oJT --

trustdir

IN-- Uil.java -

sysExec( exe,

ar gs)

Executing command from Util.sysExec

ouT --
IN --

Uil.java - sysExec -
Def aul t Cert Myr. j ava -

- set Oaner shi pAndPer mi ssi ons
Changi ng ownership of file

IN --

Uil.java -

sysExec( exe,

ar gs)

trust-certs

Executing command from Util.sysExec

ouT --

IN --

Uil.java - sysExec -
Changi ng group ownership of file

Uil.java -

sysExec( exe,

ar gs)

Executing command from Util.sysExec

ouT --

IN --

Uil.java - sysExec -
Changi ng node of file

Uil.java -

sysExec( exe,

ar gs)

Executing command from Util.sysExec

ouT --
ouT --

No plugins registered for

IN --
IN --

ouT --

ouT --

OCSsP

ouT --

Uil.java - sysExec -
Def aul t Cert Myr. j ava -

Cryptoltil.java -

Cryptoltil.java -

CryptoUtil.java -

CryptoUtil.java -

is not

enabl ed.
Successfully inmported trusted certificate
wi th Subj ect DN: L&#61; KRAKOW ST&#61; MALOPOLSKA, CN&#61; CUCMB61, OU#61; TAC, O&#61; Cl SCO, C&#61; PL

Def aul t Cert Myr. j ava -

Successfully inmported trusted certificate with Subject

DN: L&#61; KRAKOW ST&#61; MALOPOLSKA, CN&#61; CUCVB61, OU&#61; TAC, O8#61; Cl SCO, C&#61; PL

DB Store
i SOCSPEnabl ed(. .)

i SOCSPEnabl ed -



## import ends with success, some additional checks are performed below

2014-08- 02 23:36:46,437 INFO [InsertThread --- 34] - result of inport operations is ::lnmport of
trust certificate is successful

2014-08- 02 23:36:46,437 INFO [InsertThread --- 34] - OUT -- DefaultCertMyr.java - inmportCert -
2014-08- 02 23:36:46,437 INFO [InsertThread --- 34] - QUT -- CertDBUtil.java -

i mport Trust CertlnFil eSystem -

2014-08- 02 23:36:46,437 INFO [InsertThread --- 34] - QUT -- CertDBUil.java -

checkDel et eAndl nport -

2014- 08- 02 23:36:46,437 INFO [InsertThread --- 34] - UNIT : tontat-trust

2014- 08- 02 23:36:46,437 INFO [InsertThread --- 34] - Currentl PAddress : 10.48. 46. 30

2014-08- 02 23:36:46,437 INFO [Insert Thread --- 34] - Renotel PAddress : 10.48. 46. 29

2014-08- 02 23:36:46,437 INFO [Insert Thread --- 34] - A dSerial No

1 6¢f 5bc855b681f 658f 9e7506d3ec6eas

2014-08- 02 23:36:46,438 INFO [Insert Thread --- 34] - NewSerial No

: 42c86b2cf 293630f e27bbddc7f d02a39

2014-08- 02 23:36:46,438 INFO [InsertThread --- 34] - IN-- CertUtil.java -

get Li st FronConaSeperatedStr(..) -

2014-08- 02 23:36:46,438 INFO [Insert Thread --- 34] - QUT -- CertUil.java -

get Li st FronConaSeper at edStr -

2014-08- 02 23:36:46,438 INFO [Insert Thread --- 34] - tontat-trust --- is included unit for CN
2014-08- 02 23:36:46,438 INFO [InsertThread --- 34] - IN-- CertUtil.java -

| oadCert FronString(cert) -

2014- 08- 02 23:36:46,438 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08- 02 23:36:46,438 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08- 02 23:36:46,438 INFO [Insert Thread --- 34] - QUT -- CertUtil.java - |oadCertFronString -
2014-08- 02 23:36:46,438 INFO [InsertThread --- 34] - IN-- CertDBUIil.java -

checkDel et eAndl nmport (unit, dbCert) -

2014- 08- 02 23:36:46,438 INFO [Insert Thread --- 34] - DB Certlinfo.--

SN: 88769680872451706773275250466208361017- -
Subj ect DN: L=KRAKOW ST=MALOPOLSKA, CN=CUCMB61, QU=TAC, O=Cl SCO, C=PL- - Cet Not Bef ore: Sat Aug 02
23:36: 44 CEST 2014--CetNot After: Thu Aug 01 23:36:43 CEST 2019

2014-08- 02 23:36:46,438 INFO [InsertThread --- 34] - loading certificate el ement named [tontat-
trust]

2014-08- 02 23:36:46,438 INFO [Insert Thread --- 34] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08- 02 23:36:46,438 INFO [Insert Thread --- 34] - loading the config file

[/usr/local/platform conf/cert-conf.xm]

2014-08- 02 23:36:46,441 INFO [Insert Thread --- 34] - looking for first [trust-certs] in

[ product - cpi ]

2014-08- 02 23:36:46,441 INFO [Insert Thread --- 34] - |oaded el enent [tontat-trust]

2014- 08- 02 23:36:46,441 INFO [InsertThread --- 34] - determining cert dir for [tontat-trust]
2014- 08- 02 23:36:46,441 INFO [InsertThread --- 34] - looking for first [dir] in [tontat-trust]
2014-08-02 23:36:46,441 INFO [Insert Thread --- 34] - getting the value of [dir]

2014-08-02 23:36:46,441 INFO [InsertThread --- 34] - value is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-02 23:36:46,441 INFO [InsertThread --- 34] - cert dir is

[/usr/local/platform .security/tontat/trust-certs]

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -
G&3. description] match is fal se

2014-08-02 23: 36: 46,442 INFO [InsertThread --- 34] -
[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. description] match is fal se
2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/toncat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. peni
match is true

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/toncat/trust-certs/Veri Sign_C ass_3_Secure_Server_CA -_G3. der]
match is true

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -
[/usr/local/platform .security/tonctat/trust-certs/tonctat-trust.keystore] match is false
2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. der] match is true



2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -
[/usr/local/platform .security/tonctat/trust-certs/CUCMB61.der] match is true

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tontat/trust-certs/CUCMB61. description] match is fal se
2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/7e0370f0.0] match is false

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/dOaacffb.0] match is false

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/101f99a6.0] match is fal se

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61. pemi match is true

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform .security/tonctat/trust-certs/CUCMB61s. pen] match is true

2014-08- 02 23:36:46,442 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08- 02 23:36:46,442 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08- 02 23:36:46,442 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08- 02 23:36:46,443 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014- 08- 02 23:36: 46,443 DEBUG [Insert Thread --- 34] - SUBJECTDN of DBCert and Fil eSystemCert
conpared correctly.

2014- 08- 02 23:36:46,443 DEBUG [InsertThread --- 34] - Certificate already exists in FileSystem.
2014-08- 02 23:36:46,443 INFO [Insert Thread --- 34] - IN -- RSACryptoEngine.java -

| oadCertificate(..) -

2014-08- 02 23:36:46,443 INFO [InsertThread --- 34] - OUT -- RSACryptoEngi ne.java -

| oadCertificate -

2014-08- 02 23:36:46,443 INFO [InsertThread --- 34] - QUT -- CertDBUtil.java -
checkDel et eAndl nport -

2014-08- 02 23:36:46,443 INFO [Insert Thread --- 34] - tontat-trust Certificate successfully
updated in trust-store by Change Notification.

2014-08- 02 23:36:46,443 INFO [InsertThread --- 34] - QUT -- CertKeystoreHandl er.java -
updat el nt oKeystore -

2014- 08- 02 23:36: 46,443 DEBUG [Insert Thread --- 34] - InsertThread --- 34 -- END --
2014-08- 02 23:36:46,443 INFO [Insert Thread --- 34] - QUT -- CertKeystoreHandl er.java - run -

Epossibile ripetere la conferma nel file system del destinatario predefinito. tomcat-trust per pub &
stato aggiornato in trust-certs (verificare la data di modifica).

[ root @UCVB61s tontat]# pwd
/usr/local/platform/.security/tomcat
[root @UCMB61s tontat]# |Is -la certs
total 48

-rwxr-xr-x 1 certbase ccnbase 1330 Aug
[root @UCMB61s tontat]# Is -la trust-cer
total 108

drwxr-xr-x 2 certbase ccnbase 4096 Aug 2 23:36
drwxr-xr-x 5 root r oot 4096 Apr 4 14:33
1
1

22:51 tontat.pem

drwxr-xr-x 2 certbase ccnbase 4096 Aug 2 22:51 .
drwxr-xr-x 5 root r oot 4096 Apr 4 14:33 .
-rwxr-xr-x 1 certbase ccnbase 941 Aug 2 22:51 tonctat.der
-rwxr-xr-x 1 certbase ccnbase 64 Aug 2 22:51 tontat.description
-rwxr-xr-x 1 certbase ccnbase 2598 Aug 2 22:51 tontat.keystore

2

ts

I rwxr wxr wx certbase ccnbase 11 Aug 2 23:36 101£99a6.0 -> CUCM861.pem
I rwxr wxr wx certbase ccnbase 42 Aug 2 23:36 7e0370f0.0 ->
Veri Si gn_Cl ass_3_Secure_Server _CA -_G3. pem

-rwxr-xr-x 1 certbase ccnbase 939 Aug 2 23:36 CUCM861.der
-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 23:36 CUCMB61. description
-rwxr-xr-x 1 certbase ccnbase 1326 Aug 2 23:36 CUCM861.pem
-rwxr-xr-x 1 certbase ccnbase 941 Aug 2 22:51 CUCMB61s. der
-rwxr-xr-x 1 certbase ccnbase 44 Aug 2 22:51 CUCMB61s. description



-rwxr-xr-x 1 certbase ccnbase 1330 Aug 2 22:51 CUCMB61s. pem

I rwxrwxrwx 1 certbase ccnbase 12 Aug 2 23:36 dOaacffb.0 -> CUCMB61s. pem

-rwxr-xr-x 1 certbase ccnbase 3907 Aug 2 23:36 tontat-trust.keystore

-rwxr-xr-x 1 certbase ccnbase 1520 Apr 4 14:33 Veri Sign_C ass_3_Secure_Server _CA - G3. der
-rwxr-xr-x 1 certbase ccnbase 44 Apr 4 14:33 Veri Sign_C ass_3_Secure_Server_CA -

_@&3.description

-rwxr-xr-x 1 certbase ccnbase 2114 Apr 4 14:33 Veri Sign_Cl ass_3_Secure_Server_CA -_G3. pem
[ root @UCMVMB61s tontat]# nd5sum trust-certs/CUCM861.der

a0dd8031bcd3c269844df8a3fafd476c trust-certs/ CUCMB6L. der

Infine, & possibile verificare il certificato tomcat-trust del pub sotto GUI. La GUI ci mostrera il
certificato che viene letto dal file system, non dal database.

Show +  Seftings «  Security «  Software Upgrades = Services = Help -

Certificate Configuration

x Delete EL Dravenilozdd

Status

File Marme CUCMEae1.pem
Certificate Mame tormncat-trust
Certificate Type trust-certs
Certificate Group product-cpi

Description Trust Certificate

r Certificate File Data

[ s
Yersion: W3
erial Mumber: 8876968087 245170677 3275250466208361017
Signatureflgorithm: SHA1withRSA (1.2.840,113549.1.1.5)
Issuer Mame: L=kKRAKOW, ST=MALOPOLSKA, CN=CUCME61, OU=TAC, O=CIZCO, T=PL
Yalidity Fram: Sat Aug 02 23:36:44 CEST 2014
To: Thu Aug 01 23:36:43 CEST 2019
Subject Mame: L=KRAKCW, ST=MALOPOLSKA, CN=CUCMEs1, QU=TAC, O=CISC0O, C=PL
Key: RSA {1.2.840,113549.1.1.1)

PEY WdIUE,
3082010a0282010100b46ce5c17323962babf797a031ecdal? 3021632387 96007660439fb1dd35d7891439fd2b3809de9514be
foofa42dbN511eca?17a9b7996558bed5c7d5dfeb97b338fcaf 352407 805129495f19a56dd34 3654 9ff 338061844 0990939892592 |
Dacyecd245ebb2f38e0f0caleed2dfe7fadd 737 cofl6561fc7anldadallf218ebtaz 35609529174 729960258451 2f37778028Fd
260029ccEdef003768060c096b39880e67 7a2a008eb 751737971 7b5d45fbdceBb 2486921 f8828b58ec8348b2b4 10344 20401b4 2
28edee32bdcTedosdsa0324da77dact8fladefS4aldbc2? 7527 eocddol2232a1457b152bd58580c1178b0cedaa?c518512d3f92baez2
d432b0203010001

Extensions: 3 present
[

Extension: Keyllsage {(OID.2,5.29.15)

Critical: false

Usages: digitalZignature, keyEncipherment, dataEncipherment, keyAgreement, keyCertZign,

m

Extension: ExtkKeylUsageSyntax (QID.2.5.29.37)
Critical: false -
Usage oids: 1.3.6.1.55.7.3.1,1.36,1.5.5.7.3.2,1.3.6.1.5.5.7.3.5,

—’ Delete ] ’ Download ]

Il processo di rigenerazione del certificato tomcat nel nodo del server di pubblicazione verra
interrotto e la modifica verra propagata nel cluster.

5. Risoluzione dei problemi



5.A. Avvertenze note - categorizzazione

Di seguito & riportato un elenco dei difetti piu comuni relativi ai certificati e al CM.

A. In relazione alla propagazione errata di una modifica dei certificati:

CSCul78787 - Impossibile eliminare certificati di attendibilita da CM 9.1 anche dopo l'arresto del
servizio CertCN

CSCto86463 - | certificati eliminati vengono nuovamente visualizzati. Impossibile rimuovere i
certificati da CUCM

CSCth79451 - Le voci del database certificati devono essere aggiornate durante la modifica del
nome host/IP

CSCup2852 - ripristino del telefono ogni 7 minuti a causa dell'aggiornamento del certificato
quando si utilizza il certificato multiserver

B. Rilevati durante le operazioni DRS:

CSCtn50405 - Il backup CUCM DRF non esegue il backup dei certificati
CSCtt95983 - Certificato CAPF non di backup/ripristinato con DRF
CSCup71297 - Aggiornamento del certificato non corretto dopo il ripristino DRS

C. Varie e documento:

CSCupb4818 - Certificati [DOC] firmati da CA (dimensione chiave >=4096) non supportati in
modalita mista

CSCud49047 - Opzione RTMT Per Scaricare | Log Del Servizio Di Notifica Di Modifica Del
Certificato

CSCup8555 - E necessario convalidare la lunghezza del numero di serie durante il caricamento
del nuovo certificato

5.B. Suggerimenti e trucchi

r. Nel database € presente una tabella che corrisponde le enum al tipo di certificato
corrispondente. E possibile visualizzare queste enumerazioni molto spesso nelle query DB
correlate ai certificati (registri CM/certCN, tabella CERTIFICATESERVICECERTIFICATEMAP).
Per ottenere tale mapping € necessario esaminare TYPECERTIFICATESERVICE

adm n:run sqgl select * from TYPECERTI FI CATESERVI CE
enum nane nmoni ker usestruststore

1 Phone- t r ust CERTI FI CATE_SERVI CE_PHONE_TRUST t
2 Phone- VPN t r ust CERTI FI CATE_SERVI CE_PHONE_VPN_TRUST t
3 Cal | Manager CERTI FI CATE_SERVI CE_CALLMANAGER f
4  CallManager-trust  CERTI FI CATE_SERVI CE_CALLMANAGER TRUST 't
5  toncat CERTI FI CATE_SERVI CE_TOMCAT f
6  toncat-trust CERTI FI CATE_SERVI CE_TOMCAT_TRUST t
7 i psec CERTI FI CATE_SERVI CE_| PSEC f
8 i psec-trust CERTI FI CATE_SERVI CE_| PSEC_TRUST t
9 CAPF CERTI FI CATE_SERVI CE_CAPF f
10  CAPF-trust CERTI FI CATE_SERVI CE_CAPF_TRUST t
11 TVS CERTI FI CATE_SERVI CE_TVS f
12 TVS-trust CERTI FI CATE_SERVI CE_TVS_TRUST t
13 directory-trust CERTI FI CATE_SERVI CE_DI RECTORY_TRUST t
14  Phone- SAST-trust CERTI FI CATE_SERVI CE_PHONE_SAST TRUST  t


https://tools.cisco.com/bugsearch/bug/CSCul78787
https://tools.cisco.com/bugsearch/bug/CSCto86463
https://tools.cisco.com/bugsearch/bug/CSCth79451
https://tools.cisco.com/bugsearch/bug/CSCup28852
https://tools.cisco.com/bugsearch/bug/CSCtn50405
https://tools.cisco.com/bugsearch/bug/CSCtt95983
https://tools.cisco.com/bugsearch/bug/CSCup71297
https://tools.cisco.com/bugsearch/bug/CSCup54818
https://tools.cisco.com/bugsearch/bug/CSCud49047
https://tools.cisco.com/bugsearch/bug/CSCup88555

15  Phone- CTL-t r ust CERTI FI CATE_SERVI CE_PHONE_CTL_TRUST t
16 userlicensing-trust CERTI FI CATE_SERVI CE_USERLI CENSI NG_TRUST t

b. E necessario eseguire una query sul database ed elencare tutti i certificati. La query deve
restituire il tipo e il numero di serie del certificato, I'indirizzo IP e il nome del nodo, il tipo di
certificato e il nome del soggetto. Si prega di controllare quello qui sotto:

eseguire sql select CERTIFICATE.pkid, CERTIFICATE.serialnumber,
CERTIFICATEPROCESSNODEMAP.ipv4address,
CERTIFICATEPROCESSNODEMAP.servername, TYPECERTIFICATESERVICE.name,
subjectname from CERTIFICATEPROCESSNODEMAP inner join CERTIFICATE ON
CERTIFICATEPROCESSNODEMAP. .fkcertificate=CERTIFICATE.pkid inner join
CERTIFICATESERVICECERTIFICATEMAP ON
CERTIFICATESERVICECERTIFICATEMAP.fkcertificate=CERTIFICATE.pkkid JOIN
TYPECERTIFICATESERVICE ON
TYPECERTIFICATESERVICE.enum=CERTIFICATESERVICECERTIFICATEMAP.tkcertificatESE
RVICE Ordine di assistenza per CERTIFICATEPROCESSNODEMAP.servername

Il risultato di esempio & disponibile nello snippet di codice seguente.

adm n: run sqgl sel ect CERTIFI CATE. pki d, CERTI FI CATE. seri al nunber,

CERTI FI CATEPROCESSNODEMAP. i pv4addr ess, CERTI FI CATEPROCESSNODEMAP. ser ver nane,

TYPECERTI FI CATESERVI CE. nane, subj ectname from CERTI FI CATEPROCESSNODEMAP i nner joi n CERTI FI CATE
ON CERTI FI CATEPROCESSNODENVAP. f kcerti fi cat e=CERTI FI CATE. pkid i nner join

CERTI FI CATESERVI CECERTI FI CATEMAP ON

CERTI FI CATESERVI CECERTI FI CATEMAP. f kcerti fi cat e=CERTI FI CATE. pki d JO N TYPECERTI FI CATESERVI CE ON
TYPECERTI FI CATESERVI CE. enun=CERTI FI CATESERVI CECERTI FI CATEMAP. t kcertifi cateservi ce order by
CERTI FI CATEPROCESSNODEMAP. ser ver nane

pkid seri al nunber i pvdaddr ess servernane
name subj ect nane

€380b725- 19b1- e3ec- 71bf - 1bb106d3d454 6a6967b3000000000003 10. 48. 46. 29 CUCMB61
CAPF-t rust CN=Ci sco Manufacturing CA O=Ci sco Systens

cCc7b18b3- 3a50- 3dch- 578a- 1ca50e076198 17226b84000000000012 10. 48. 46. 29 CUCMB61

Cal | Manager - t r ust

CN=CUCMB61, OU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL, 2. 5. 4. 5=#134034346262356539376665336362306
239323739666339333332636639373830303863623132316337356532316231623263663234616537656237363963323
935

664b66Cc9- 485c- aedf - 9848- ed34616b8f e7 1461af 2a00000000000a 10. 48. 46. 29 CUCMB61

Cal | Manager - t r ust

CN=TVGRTHC501, 1. 2. 840. 113549. 1. 9. 2=#130a54564752544843353031, 1. 2. 840. 113549. 1. 9. 8=#130d31302e313
0362e36352e323130, 2. 5. 4. 5=#130b46474c3137343732353241

cc7b18b3- 3a50- 3dch- 578a- 1ca50e076198 17226b84000000000012 10. 48. 46. 29 CUCMB61

Phone- SAST-t r ust

CN=CUCMB61, OU=TAC, O=Cl SCO, L=KRAKOW ST=MALOPOLSKA, C=PL, 2. 5. 4. 5=#134034346262356539376665336362306
239323739666339333332636639373830303863623132316337356532316231623263663234616537656237363963323
935

0c879119- 476e- c608- 049c-03710c47cdd2 5a82belec30346af 4c295f b8f c41a7f 7 10. 48. 46. 29 CUCMB61

Cal | Manager -trust CN=ci scol ab- AD- CA, DC=ci sco, DC=l ab

a2735f 97- cbc0- 81f 6- dadf - c145b657b22e 59dacc0lbeldbe84541bc8193a09267e 10. 48. 46. 29 CUCMB61
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Questa sezione puo essere molto utile per la risoluzione dei problemi relativi alla sincronizzazione
del certificato tra il database e il file system.

c. Per verificare la data di scadenza del certificato € possibile utilizzare il comando OpenSSL
(richiede root):

Output di esempio:

[root @UCMB61 certs]# openssl x509 -noout -dates -in tomcat.pem
not Bef ore=Aug 2 21:36:44 2014 GVI

not After=Aug 1 21:36:43 2019 GVI

[ root @UCMVMB61 certs]#

d. Per verificare lo stesso, ma per il certificato che risiede nel database, € necessario conoscere il
numero di serie o il PKID del certificato che si desidera verificare. L'attivita richiede I'esecuzione di
due comandi bash (€ necessario eseguire prima "su - informix").

echo "scarica sul delimitatore 'cert_dumpt_to_file' " " selezionare il certificato dal certificato dove
serialnumber = '6a6967b3000000000003"|dbaccess -e ccm9_1_2_10000_28

Verra creato un file cert_dumpt_to_file in cui verra archiviato l'output del comando SQL. E
importante utilizzare il nome corretto del database. E possibile trovarlo in dbaccess tool
(selezionando DB connection).

Il secondo comando viene utilizzato per visualizzare la data:
invia 's/\V/g' cert_dumpt_to_file | openssl x509 -noout -dates

Output di esempio:

[ root @UCVMB61 certs]# su - informx
-bash-3. 2% echo "unload to 'cert_dumped to_file' delimiter " " select certificate from
certificate where serialnumber = '6a6967b3000000000003'" |dbaccess -e ccm9_1 2 10000_28

Dat abase sel ect ed.

unload to 'cert_dunped_to file' delimter select certificate fromcertificate where
seri al number = '6a6967b3000000000003"

1 row(s) unl oaded.

Dat abase cl osed.

-bash-3.2$% sed 's/\\//g' cert_dumped to_file | openssl x509 -noout -dates
not Bef ore=Jun 10 22:16: 01 2005 GVI
not After=May 14 20:25:42 2029 GV



5.C Verifica del certificato di servizio CCM

CallManager come servizio deve verificare il certificato client per I'handshake TLS/SSL riuscito
con il telefono o il gateway.

Gli errori si trovano nelle tracce SDL/SDI insieme al codice di errore che fa riferimento alla libreria
OpenSSL:

00370874.000 |09:50:27,713 InfoApp |SAISSLTCPListener::verify_cb pre-checked=0,errore di
verifica del certificato=20,depth=0

00370875.000 ]09:50:27,713 InfoApp |HandleSSLrror - Verifica certificato non riuscita:(Errore di
verifica:20)- impossibile ottenere il certificato dell'autorita emittente locale per
192.168.255.95:52089

Elenco dei codici di errore OpenSSL.:

https://www.openssl.org/docs/apps/verify.htimI#DIAGNOSTICS

Quando si generano i certificati firmati dall'autorita di certificazione, assicurarsi che vengano
generati con I'utilizzo delle chiavi corretto, come richiesto in CSR, altrimenti potrebbero non essere
verificati correttamente:

http://www.cisco.com/c/en/us/td/docs/voice ip_comm/cucm/cucos/8 6 1/cucos/osg 861 cmliptpc
h6.html#wp1055278

CUCM utilizza la libreria openSSL per le operazioni sui certificati in modo da poter verificare
manualmente il certificato sotto la radice. Di seguito € riportato un esempio di certificato Tomcat
firmato da una CA esterna:

[root @ucrpub trust-certs]# |s -1 e87b20d3.0
I rwxrwxrwx 1 certbase ccnbase 31 Jul 8 00: 01
e87b20d3. 0 -> nol szowy- W N- VBHGEMVBHOU- CA. pem

[root @ucrpub trust-certs]# cd /usr/local/platform.security/tontat/certs
[ root @ucrpub certs]# openssl verify -CApath /usr/local/platform .security/tonctat/trust-certs
tonctat. pem

tontat. pem K

Verifica del trust-store e del keystore 5.D. Tomcat
Tomcat puo utilizzare due diverse implementazioni di SSL.:

- l'implementazione JSSE fornita come parte del runtime Java (dalla versione 1.4)
- I'implementazione APR, che utilizza il motore OpenSSL per impostazione predefinita.

Quale implementazione SSL viene utilizzata da Tomcat pu® essere verificata nel file di
configurazione server.xml (che si trova in /usr/local/third party/jakarta-tomcat/conf) in
configurazione del connettore HTTPS - i keystore vengono utilizzati dall'implementazione JSSE, i
certificati in pem/der-form vengono utilizzati dall'implementazione APR:

<Connector SELnabled="true" URIEncoding="UTF-8" acceptCount="100"
ciphers="TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,TLS_ECDHE_RSA _WITH_AES_12
8 GCM_SHA256,TLS_RSA WITH_AES _256_CBC_SHA,TLS_DHE_DSS WITH_AES 256


https://www.openssl.org/docs/apps/verify.html#DIAGNOSTICS
/content/en/us/td/docs/voice_ip_comm/cucm/cucos/8_6_1/cucos/osg_861_cm/iptpch6.html#wp1055278
/content/en/us/td/docs/voice_ip_comm/cucm/cucos/8_6_1/cucos/osg_861_cm/iptpch6.html#wp1055278

CBC_SHA,TLS_RSA _WITH_AES_128 CBC_SHA,TLS_DHE_RSA _WITH_AES_128 CBC_SHA,S
SL_RSA _WITH_3DES_EDE_CBC_SHA,SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA"
clientAuth="false" disableUploadTimeout="true" enableLookups="false"
keystoreFile="/usr/local/platform/.security/tomcat/certs/tomcat.keystore" keystore
Pass="pPSTJpLa8QLuUEpVp" keystoreType="PKCS 12" maxHttpHeaderSize="8192"
maxSpareThreads="150" maxThreads="150" minSpareThreads="25" port="443"
protocol="HTTP/1.1" scheme="https" secure="true" server="" sessionTimeout="360 0"
sslProtocol="TLSv1.2" sessionCacheSize="10000"/>

Il certificato che viene presentato quando si tenta di avviare la connessione a una delle
applicazioni Web ospitate da Tomcat si trova in un keystore protetto da password:

/usr/local/platform/.security/tomcat/certs/tomcat.keystore
Epossibile accedere a questo keystore con I'utility OpenSSL per verificarne il contenuto:

openssl pkcs12 -in /usr/local/platform/.security/tomcat/certs/tomcat.keystore -info -password
file:/usr/local/platform/.security/tomcat/keys/tomcat.passphrase

L'output del comando fornito sopra mostrera il certificato con codifica pem del servizio Tomcat, e
anche una chiave privata dopo keystorePass verra immesso in un prompt.

| servizi ospitati da Tomcat, che richiedono la verifica dei certificati per le connessioni SSL in
uscita (ad esempio, una connessione protetta a LDAP tramite IMS), utilizzano tomcat-
trust.keystore come archivio di attendibilita per la verifica dei certificati presentati dal server
durante I'hnandshake SSL.

Percorso archivio attendibile:
/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore

Ottenere un elenco di certificati dall'archivio attendibile:

openssl pkcs12 -in /usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore -info -
password file:/usr/local/platform/.security/tomcat/keys/tomcat-trust.passphrase

Scaricare i certificati dall'archivio protezione in un file temporaneo e visualizzarli tutti
contemporaneamente:

openssl pkcs12 -in /usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore -info -
password file:/usr/local/platform/.security/tomcat/keys/tomcat-trust.passphrase 2>dev/null
1>/root/tomcat-trust.pem

openssl crl2pkcs7 -nocrl -certfile /root/tomcat-trust.pem | openssl pkcs7 -print_certs -noout -testo
Se il certificato, che deve trovarsi in truststore, &€ mancante, pud essere importato in keystore:
keytool -importcert -file somecert.pem -storetype pkcs12 -keystore
/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore -storepass $(cat

/usr/local/platform/.security/tomcat/keys/tomcat-trust.passphrase)

Se l'intero trust-store € danneggiato, € possibile ripristinarlo con lo script seguente:



#!/bin/bash
mv /usr/local/platform/.security/tomcat/trust-certs/tomcat-trust. keystore{,.bak}
passphrase=$(cat /usr/local/platform/.security/tomcat/keys/tomcat-trust.passphrase)

per f in /usr/local/platform/.security/tomcat/trust-certs/*.pem

fare

echo "Elaborazione $f"

/usr/local/thirdparty/java/j2sdk/bin/keytool -importcert -keystore
/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore -alias "$(basename
${f%.pem})" -noprompt -storepass $passphrase -storetype pkcs12 -providername JsafeJCE -
providerclass com.rsa.jsafe.provider.JsafeJCE -providerpath
/usr/local/thirdparty/java/cryptojFIPS. jar -file "$f"
fine

chown certbase:ccmbase /usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore
chmod 755 /usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore

chcon —reference="/usr/local/platform/.security/fomcat/trust-certs/tomcat-trust. keystore.bak’
/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore

Il testo di uno script pud essere salvato nel file ed eseguito nel modo seguente:

bash /root/truststore_repair.sh
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