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Introduzione

Questo documento centralizza alcuni dei collegamenti Cisco più importanti relativi alla 
documentazione, alla configurazione e alla risoluzione dei problemi dei prodotti Cisco Secure 
Firewall.

Prerequisiti

Requisiti

Nessun requisito specifico previsto per questo documento.

Componenti usati

Il documento può essere consultato per tutte le versioni software o hardware.

Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico 
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione è stata 
ripristinata ai valori predefiniti. Se la rete è operativa, valutare attentamente eventuali 
conseguenze derivanti dall'uso dei comandi.

Premesse

L'articolo che segue è una guida di riferimento per la documentazione, la configurazione e la 
risoluzione dei problemi dei prodotti Cisco Secure Firewall. Si consiglia di consultare questa guida 
di riferimento prima di contattare il supporto Cisco TAC.

Documentazione generale

In questa sezione sono disponibili informazioni relative a note sulla versione, data sheet e 
informazioni sul prodotto, aggiornamenti, avvisi sui prodotti, avvisi sulla sicurezza, compatibilità, 
informazioni sulle licenze, roadmap della documentazione, riferimenti tecnici, guide alla 
configurazione e white paper.

Cisco Secure Firewall serie 3000

Piattaforma Articoli correlati Tag
Secure 
Firewall 

1000
Cisco Secure Firewall serie 1000

Secure 
Firewall 

1000
Documentazione e download di Secure Firewall serie 1000

Secure 
Firewall Cisco Secure Firewall serie 2100

https://www.cisco.com/site/us/en/products/security/firewalls/firepower-1000-series/index.html
https://www.cisco.com/c/en/us/support/security/firepower-1000-series/series.html
https://www.cisco.com/site/us/en/products/security/firewalls/firepower-2100-series/index.html


2100
Secure 
Firewall 

2100
Documentazione e download di Secure Firewall serie 2100

Secure 
Firewall 

3100
Cisco Secure Firewall serie 3100

Secure 
Firewall 

3100
Documentazione e download di Secure Firewall serie 3100

Secure 
Firewall 

4100
Cisco Secure Firewall serie 4100

Secure 
Firewall 

4100
Documentazione e download di Secure Firewall serie 4100

Secure 
Firewall 

4200
Cisco Secure Firewall serie 4200

Secure 
Firewall 

4200
Documentazione e download di Secure Firewall serie 4200

Secure 
Firewall 

4200
Secure Firewall serie 4200 Deep Dive

Cisco 
Firepower 

7000
Cisco Firepower serie 7000

Cisco 
Firepower 

7000

Documentazione e download per appliance Cisco Firepower serie 
7000

Cisco 
Firepower 

8000
Cisco Firepower serie 8000

Cisco 
Firepower 

8000

Documentazione e download per appliance Cisco Firepower serie 
8000

Secure 
Firewall 

9300
Cisco Secure Firewall serie 9300

Secure 
Firewall 

9300
Documentazione e download di Secure Firewall serie 9300

 ASA 5500-
X Documentazione e download di ASA serie 5500-X

https://www.cisco.com/c/en/us/support/security/firepower-2100-series/series.html
https://www.cisco.com/site/us/en/products/security/firewalls/secure-firewall-3100-series/index.html
https://www.cisco.com/c/en/us/support/security/secure-firewall-3100-series/series.html
https://www.cisco.com/site/us/en/products/security/firewalls/firepower-4100-series/index.html
https://www.cisco.com/c/en/us/support/security/firepower-4100-series/series.html
https://www.cisco.com/site/us/en/products/security/firewalls/secure-firewall-4200-series/index.html
https://www.cisco.com/c/en/us/support/security/secure-firewall-4200-series/series.html
https://www.youtube.com/watch?v=Bua88y94KZw
https://www.cisco.com/c/en_ca/products/security/firepower-7000-series-appliances/index.html
https://www.cisco.com/c/en/us/support/security/firepower-7000-series-appliances/series.html
https://www.cisco.com/c/en/us/support/security/firepower-7000-series-appliances/series.html
https://www.cisco.com/c/en_ca/products/security/firepower-8000-series-appliances/index.html
https://www.cisco.com/c/en/us/support/security/firepower-8000-series-appliances/series.html
https://www.cisco.com/c/en/us/support/security/firepower-8000-series-appliances/series.html
https://www.cisco.com/site/us/en/products/security/firewalls/firepower-9300-series/index.html
https://www.cisco.com/c/en/us/support/security/firepower-9000-series/series.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/series.html


 ASA 5500-
X con 

FirePOWER

ASA 5500-X con documentazione e download dei servizi 
FirePOWER

Secure 
Firewall ISA 

3000
Cisco Secure Firewall serie ISA 3000  

Secure 
Firewall ISA 

3000
Documentazione e download di Secure Firewall ISA serie 3000

Guide all'installazione e all'aggiornamento di Cisco Secure Firewall

Piattaforma Articoli correlati Tag
Installazione/aggiornamento/ricreazione 

immagine
Guide all'installazione e all'aggiornamento 
Secure Firewall

Upgrade/Patch Revert Ripristino sicuro del firewall o disinstallazione 
dell'aggiornamento

Licenze Cisco Secure Firewall

Piattaforma Articoli correlati Tag

Licenze Cisco Software Central

Licenze Smart Guida alle licenze Cisco Secure Firewall Smart

Licenze 
Smart/Classic/PLR Domande frequenti (FAQ) sulle licenze

Licenze 
Smart/Classic

Licenze per le funzionalità di Cisco Secure Firewall Management 
Center

Licenze 
Smart/PLR Licenze Cisco Secure Firewall Management Center (FMC)

Licenze 
Smart/PLR Licenze Cisco Secure Firewall Device Manager (FDM)

Licenze 
Smart/PLR Cisco Secure FXOS per Firepower 4100/9300 - Licenze ASA

Licenze Smart Utilizzare la registrazione di FMC e FTD Smart License e i 
problemi comuni per risolvere i problemi

Guide agli ordini di Cisco Secure Firewall

Piattaforma Articoli correlati Tag
Secure 
Firewall Guida agli ordini di Cisco Network Security

https://www.cisco.com/c/en/us/support/security/asa-firepower-services/series.html
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/series.html
https://www.cisco.com/c/en/us/products/security/industrial-security-appliance-isa/index.html
https://www.cisco.com/c/en/us/support/security/industrial-security-appliance-isa/series.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/revert-or-uninstall.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/revert-or-uninstall.html
https://software.cisco.com/
https://secure.cisco.com/secure-firewall/docs/smart-licensing
https://www.cisco.com/c/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/740/management-center-admin-74/system-licenses.html#id_82312
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/fdm/fptd-fdm-config-guide-740/fptd-fdm-license.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/2120/cli-guide/b_CLI_ConfigGuide_FXOS_2120/license_management.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/215838-fmc-and-ftd-smart-license-registration-a.html#anc10
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/215838-fmc-and-ftd-smart-license-registration-a.html#anc10
https://www.cisco.com/c/en/us/products/collateral/security/secure-firewall/guide-c07-737902.html


Cisco Secure Firewall Threat Defense (FTD)

Piattaforma Articoli correlati Tag

FTD Documentazione e download Secure Firewall Threat Defense

FTD Navigazione nella documentazione di Cisco Secure Firewall Threat 
Defense

FTD Guida alla compatibilità di Secure Firewall Threat Defense

FTD Note sulla release dell'hotfix Secure Firewall Threat 
Defense/Firepower

FTD Risoluzione dei problemi relativi al percorso dei dati di Firepower: 
panoramica

FTD Aggiorna FTD firewall protetto

vFTD Serie virtuale Secure Firewall Threat Defense

vFTD Scheda tecnica virtuale di Secure Firewall Threat Defense

vFTD Documentazione e download virtuali di Secure Firewall Threat 
Defense

vFTD Guida Virtual Started di Secure Firewall Threat Defense

Cisco Secure Firewall Cloud Nativo

Piattaforma Articoli correlati Tag
Secure 
Firewall 
Cloud 
Native

Cisco Secure Firewall Cloud serie nativa

Secure 
Firewall 
Cloud 
Native

Documenti e download nativi di Secure Firewall Cloud

Secure 
Firewall 
Cloud 
Native

Guida introduttiva nativa a Secure Firewall Cloud

Sistema operativo Cisco Secure Firewall eXtensible (FXOS)

Piattaforma Articoli correlati Tag

FXOS Rispondere alle domande frequenti su Firepower eXtensible Operating 
System (FXOS)

https://www.cisco.com/c/en/us/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47265
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47265
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/hotfix/Firepower_Hotfix_Release_Notes/available-hotfixes.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/td/docs/security/firepower/hotfix/Firepower_Hotfix_Release_Notes/available-hotfixes.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/214572-firepower-data-path-troubleshooting-ove.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/214572-firepower-data-path-troubleshooting-ove.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/upgrade-threat-defense.html
https://www.cisco.com/site/us/en/products/security/firewalls/virtual-firewalls/index.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/threat-defense-virtual-ngfwv-ds.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/series.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/series.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html
https://www.cisco.com/c/en/us/products/security/secure-firewall-cloud-native/index.html
https://www.cisco.com/c/en/us/support/security/secure-firewall-cloud-native/series.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/cloud-native/getting-started/secure-firewall-cloud-native-gsg/sfcn-intro.html#Cisco_Reference.dita_8f36fa7c-1cfc-471d-9248-c205351d4fe0
https://cisco.com/c/en/us/support/docs/security/firepower-4100-series/215551-firepower-extensible-operating-system-f.html#toc-hId-1037489599
https://cisco.com/c/en/us/support/docs/security/firepower-4100-series/215551-firepower-extensible-operating-system-f.html#toc-hId-1037489599


FXOS Guida alla risoluzione dei problemi di Cisco FXOS per Firepower 1000/2100 
e Secure Firewall 3100/4200 con Threat Defense

FXOS Guida di riferimento a Cisco Firepower 1000, 2100 FXOS, Secure Firewall 
3100 e 4200 MIB

FXOS Configurazione di SNMP su appliance Firepower NGFW

FXOS Guide alla configurazione di Cisco Secure Firewall 4100/9300 FXOS 
Chassis Manager

FXOS Guida alla compatibilità di Cisco Secure Firewall 4100/9300 FXOS

FXOS Guida all'aggiornamento di Cisco Secure Firewall 4100/9300 FXOS

FXOS Guida all'aggiornamento del firmware di Cisco Secure Firewall 4100/9300 
FXOS

Cisco Secure Firewall Management Center (FMC)

Piattaforma Articoli correlati Tag

CCP Cisco Secure Firewall Management Center

CCP Guida agli ordini di Cisco Secure Firewall Management Center

CCP Nuove funzionalità di Cisco Secure Firewall Management Center per 
release

CCP Scheda tecnica di Secure Firewall Management Center (nuovi modelli)

CCP Foglio dati Centro gestione firewall protetto (modelli precedenti)

CCP Guide alla configurazione di Secure Firewall Management Center

CCP Documentazione, download e modelli supportati di Secure Firewall 
Management Center

CCP Guida all'aggiornamento di Secure Firewall Management Center

vFMC Documenti virtuali e download di Secure Firewall Management Center

vFMC Guida Virtual Started di Centro gestione firewall sicuro

CdFMC Centro gestione firewall (cdFMC) distribuito tramite cloud

Cisco Secure Firewall Device Manager (FDM)

Piattaforma Articoli correlati Tag

Guide alla configurazione di Secure Firewall Device ManagerFDM

https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/mib/b_FXOS_2100_MIBRef.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/mib/b_FXOS_2100_MIBRef.html
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/upgrade-fxos.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/firmware-upgrade/fxos-firmware-upgrade.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/firmware-upgrade/fxos-firmware-upgrade.html
https://www.cisco.com/site/us/en/products/security/firewalls/firewall-management-center/index.html
https://www.cisco.com/c/en/us/products/collateral/security/secure-firewall/guide-c07-737902.html#SKUsandorderingguidanceforCiscoSecureFirewallManagementCenter
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/roadmap/management-center-new-features-by-release.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/roadmap/management-center-new-features-by-release.html
https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html
https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-743216.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/series.html
https://www.cisco.com/c/en/us/support/security/defense-center/series.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/upgrade-mgmt-center.html
https://www.cisco.com/c/en/us/support/security/defense-center-virtual-appliance/series.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-intro.html
https://secure.cisco.com/secure-firewall/docs/cloud-delivered-firewall-management-center
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html#anchor900


FDM Nuove funzionalità di Secure Firewall Device Manager per versione

Cisco Snort IPS su router ISR e ASR

Piattaforma Articoli correlati Tag
Snort IPS Guida alla configurazione di Cisco Snort IPS

Ordina 
IPS/UTD Guida alla configurazione di Cisco Unified Threat Defense per ISR

Snort IPS Cisco Snort IPS su router - Configurazione dettagliata

Snort IPS Cisco Snort IP su ISR, ISRv e CSR - Guida alla risoluzione dei 
problemi

Snort IPS Cisco Snort IPS su ASR - Guida alla configurazione

Snort IPS Implementazione di Snort IPS su ISR serie 4000

Snort IPS Data sheet: Cisco Snort IPS per router di servizi integrati serie 4000
Snort IPS Implementazione di Snort IPS su ISR serie 1000

Cisco Defense Orchestrator (CDO)

Piattaforma Articoli correlati Tag

CDO Cisco Defense Orchestrator (CDO)

CDO Integrazione CDO con tecnologie Secure Firewall

Rilevamento e risposta estesi (XDR) Cisco

Piattaforma Articoli correlati Tag

XDR Rilevamento e risposta estesi (XDR) Cisco

XDR Integrazione di XDR con le tecnologie di sicurezza

Strumento di migrazione a Cisco Secure Firewall

Piattaforma Articoli correlati Tag
Secure 
Firewall 

Migration 
Tool

Strumento di migrazione a Cisco Secure Firewall

Secure 
Firewall 

Migration 

Documentazione e download dello strumento di migrazione Secure 
Firewall

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/roadmap/device-manager-new-features-by-release.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16-12/sec-data-utd-xe-16-12-book/snort-ips.pdf
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-3s/sec-data-utd-xe-3s-book/sec-data-fpwr-utd.html
https://community.cisco.com/t5/security-knowledge-base/router-security-snort-ips-on-routers-step-by-step-configuration/ta-p/3369186
https://community.cisco.com/t5/security-knowledge-base/snort-ip-on-isr-isrv-and-csr-troubleshooting/ta-p/3369225
https://community.cisco.com/t5/security-knowledge-base/snort-ip-on-isr-isrv-and-csr-troubleshooting/ta-p/3369225
https://content.cisco.com/chapter.sjs?uri=/searchable/chapter/content/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16/sec-data-utd-xe-16-6-book/snort-ips.html.xml
https://www.cisco.com/c/en/us/support/docs/security/ios-intrusion-prevention-system-ips/220565-deploy-snort-ips-on-cisco-integrated-ser.html
https://www.cisco.com/c/en/us/products/collateral/security/router-security/datasheet-c78-736114.html
https://www.cisco.com/c/en/us/support/docs/security/ios-intrusion-prevention-system-ips/217168-deploy-snort-ips-on-integrated-services.html
https://www.cisco.com/site/us/en/products/security/defense-orchestrator/index.html
https://www.cisco.com/c/en/us/support/security/defense-orchestrator/series.html
https://www.cisco.com/site/us/en/solutions/security/extended-detection-response-xdr/index.html
https://www.cisco.com/c/en/us/products/security/xdr/integrations.html
https://www.cisco.com/c/en/us/products/security/secure-firewall-migration-tool/index.html
https://www.cisco.com/c/en/us/support/security/secure-firewall-migration-tool/series.html#~tab-documents
https://www.cisco.com/c/en/us/support/security/secure-firewall-migration-tool/series.html#~tab-documents


Tool
Secure 
Firewall 

Migration 
Tool

Guida alla compatibilità dello strumento di migrazione Secure Firewall

Secure 
Firewall 

Migration 
Tool

Migrazione di Cisco Secure Firewall ASA a Cisco Secure Firewall Threat 
Defense con lo strumento di migrazione

Secure 
Firewall 

Migration 
Tool

Migrazione di ASA con FirePOWER Services (FPS) Firewall per 
proteggere la difesa dalle minacce del firewall con lo strumento di 
migrazione

Secure 
Firewall 

Migration 
Tool

Migrazione di un dispositivo gestito da FDM a Secure Firewall Threat 
Defense con lo strumento di migrazione

Secure 
Firewall 

Migration 
Tool

Migrazione di Check Point Firewall a Secure Firewall Threat Defense con 
lo strumento di migrazione

Secure 
Firewall 

Migration 
Tool

Migrazione di Palo Alto Networks Firewall a Secure Firewall Threat 
Defense con lo strumento di migrazione

Secure 
Firewall 

Migration 
Tool

Migrazione di Fortinet Firewall a Secure Firewall Threat Defense con lo 
strumento di migrazione

Cisco Secure Firewall Adaptive Security Appliance (ASA)

Piattaforma Articoli correlati Tag

ASA Cisco Secure Firewall Adaptive Security Appliance (ASA)

ASA Documentazione e download di Secure Firewall ASA

ASA Guida alla compatibilità ASA Secure Firewall

ASA Scheda tecnica di Secure Firewall ASA serie 5500 e ASA serie 5500-
X

ASA Scheda tecnica di Secure Firewall ASA 5500-X con servizi 
FirePOWER

ASAv Scheda tecnica virtuale ASA Secure Firewall

Documentazione e download virtuali di ASA Secure FirewallASAv

https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/fp_migration_tool_compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fps/fmt-migration-guide-asa-fps/asawithfps2ftd-with-fp-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fps/fmt-migration-guide-asa-fps/asawithfps2ftd-with-fp-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fps/fmt-migration-guide-asa-fps/asawithfps2ftd-with-fp-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fdm/fdm-to-threat-defense-using-the-migraton-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fdm/fdm-to-threat-defense-using-the-migraton-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-CP/migrating-check-point-firewall-to-threat-defense-with-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-CP/migrating-check-point-firewall-to-threat-defense-with-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fortinet/fortinet-to-threat-defense-with-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fortinet/fortinet-to-threat-defense-with-migration-tool.html
https://www.cisco.com/c/en/us/products/security/adaptive-security-appliance-asa-software/index.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/series.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#pgfId-137110
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/data_sheet_c78-701808.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/data_sheet_c78-701808.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-firepower-services/datasheet-c78-742475.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-firepower-services/datasheet-c78-742475.html
https://www.cisco.com/c/en/us/products/collateral/security/adaptive-security-virtual-appliance-asav/adapt-security-virtual-appliance-ds.html
https://www.cisco.com/c/en/us/support/security/virtual-adaptive-security-appliance-firewall/series.html


ASAv Guida introduttiva all'appliance ASA Secure Firewall

ASAc Introduzione a Containerized Secure Firewall ASAc

ASAc Guida all'installazione e configurazione di ASAc Containerized Secure 
Firewall

ASAc Blog ASAc Cisco Containerized Secure Firewall

ASAc Video sull'implementazione di ASAc Containerized Secure Firewall

Cisco Secure Firewall Adaptive Security Device Manager (ASDM)

Piattaforma Articoli correlati Tag

ASDM Cisco Secure Firewall Adaptive Security Device Manager (ASDM)

ASDM Documentazione e download Secure Firewall ASDM

ASDM Download del software ASDM Secure Firewall

Cisco Security Manager (CSM)

Piattaforma Articoli correlati Tag

CSM Cisco Security Manager

CSM Guida agli ordini di Cisco CSM

CSM Release, documentazione e download di Cisco CSM

CSM Scheda tecnica di Cisco CSM

CSM Guide all'installazione e all'aggiornamento di Cisco CSM

CSM Download del software CSM Cisco

CSM Download del software Cisco CSM versione 4.18+

Avvisi sulla sicurezza Cisco

Piattaforma Articoli correlati Tag
Secure 
Firewall 

1000
Secure Firewall serie 1000

Secure 
Firewall 

2100
Secure Firewall serie 2100

https://www.cisco.com/c/en/us/td/docs/security/asa/asa916/asav/getting-started/asav-916-gsg/asav_intro.html
https://community.cisco.com/t5/networking-blogs/introduction-asac-firewall-on-catalyst-9300-series/ba-p/4976532
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/b_stateful-firewall-cisco-catalyst-9300-series-switches/m_asac-firewall-apphosting.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/b_stateful-firewall-cisco-catalyst-9300-series-switches/m_asac-firewall-apphosting.html
https://blogs.cisco.com/security/seamless-firewall-service-insertion-in-the-network-with-cisco-catalyst-switches
https://www.youtube.com/watch?v=BXMYa2tbN8I
https://www.cisco.com/c/en/us/products/security/adaptive-security-device-manager/index.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/series.html
https://software.cisco.com/download/home/279513399/type/280775064/release/7.20.2
https://www.cisco.com/c/en/us/products/security/security-manager/index.html
https://www.cisco.com/c/en/us/products/collateral/security/secure-firewall/guide-c07-737902.html#SKUsandorderingguidanceforCiscoSecurityManager
https://www.cisco.com/c/en/us/support/security/security-manager/series.html#~tab-documents
https://www.cisco.com/c/en/us/products/collateral/security/security-manager/datasheet-C78-737182.html
https://www.cisco.com/c/en/us/support/security/security-manager/products-installation-guides-list.html
https://software.cisco.com/download/home/280033778
https://software.cisco.com/download/home/286322862/type/282773974/release/4.28
https://www.cisco.com/c/en/us/support/security/firepower-1000-series/series.html#SecurityNotices
https://www.cisco.com/c/en/us/support/security/firepower-2100-series/series.html#SecurityNotices


Secure 
Firewall 

3100
Secure Firewall serie 3100

Secure 
Firewall 

4200
Secure Firewall serie 4200

Cisco 
Firepower 

7000
Appliance Cisco Firepower serie 7000

Cisco 
Firepower 

8000
Appliance Cisco Firepower serie 8000

Secure 
Firewall 

9300
Secure Firewall serie 9300

Secure 
Firewall 

ASA
Secure Firewall ASA

Secure 
Firewall 
ASAv

Secure Firewall ASA Virtual (ASAv)

Secure 
Firewall 

ISA 3000
Cisco serie 3000 Industrial Security Appliance (ISA)

Secure 
Firewall 
ASDM

Secure Firewall ASDM

Secure 
Firewall 
Cloud

Secure Firewall Cloud Native

Secure 
Firewall 

FMC
Centro gestione firewall protetto (FMC)

Secure 
Firewall 
vFMC

vFMC (Secure Firewall Management Center Virtual)

FTD 
Secure 
Firewall

Secure Firewall Threat Defense (FTD)

Secure 
Firewall 
vFTD

vFTD (Secure Firewall Threat Defense Virtual)

Secure 
Firewall 
FXOS

Consigli, risposte e avvisi sulla sicurezza FXOS Secure Firewall

https://www.cisco.com/c/en/us/support/security/secure-firewall-3100-series/series.html#SecurityNotices
https://www.cisco.com/c/en/us/support/security/firepower-4100-series/series.html#SecurityNotices
https://www.cisco.com/c/en/us/support/security/firepower-7000-series-appliances/series.html#SecurityNotices
https://www.cisco.com/c/en/us/support/security/firepower-8000-series-appliances/series.html#SecurityNotices
https://www.cisco.com/c/en/us/support/security/firepower-9300-security-appliance/model.html#SecurityNotices
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/series.html#SecurityNotices
https://www.cisco.com/c/en/us/support/security/virtual-adaptive-security-appliance-firewall/series.html#SecurityNotices
https://www.cisco.com/c/en/us/support/security/industrial-security-appliance-isa/series.html#SecurityNotices
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/series.html#SecurityNotices
https://www.cisco.com/c/en/us/support/security/secure-firewall-cloud-native/series.html
https://www.cisco.com/c/en/us/support/security/defense-center/series.html#SecurityNotices
https://www.cisco.com/c/en/us/support/security/defense-center-virtual-appliance/series.html#SecurityNotices
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/series.html#SecurityNotices
https://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/series.html#SecurityNotices
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-security-advisories-list.html


Cisco CSM Consigli, risposte e avvisi sulla sicurezza Cisco CSM

Gestione dispositivi

Cisco Secure Firewall Management Center (FMC)

Piattaforma Articoli correlati Tag

CCP Modifica della password di un utente su appliance Secure Firewall

CCP Configurazione del clustering sui dispositivi Cisco FirePOWER serie 7000 e 
8000

CCP Configurazione dell'alta disponibilità sui centri di difesa serie 3

CCP Configurazione dello stack sui dispositivi Cisco Firepower serie 8000

CCP Configurazione e risoluzione dei problemi di Cisco Threat Intelligence 
Director

CCP Configurare l'aggiornamento automatico dei bundle CA per FMC e FDM

CCP Configurazione di BFD in Secure Firewall Threat Defense con Flex-Config

CCP Configurazione dell'autenticazione esterna FMC e FTD con ISE come 
server RADIUS

CCP Configura SSO FMC con Azure come provider di identità

CCP Configurare FMC per l'invio di registri di controllo a un server Syslog

CCP Configurare la disponibilità elevata in FMC

CCP Configurare il backup remoto per FMC utilizzando il dispositivo di 
archiviazione NFS

CCP Configurazione di Secure Firewall Management Center senza Eth0 come 
server di gestione

CCP Procedure di riconfigurazione SSD/RAID per FireSIGHT Management 
Center modelli FS2000 e FS4000

CCP Configura oggetto basato su FQDN per la regola di controllo di accesso

CCP Dimostrare la navigazione attraverso Secure Firewall API-Explorer

CCP Istruzioni per l'installazione del kit di guide dell'appliance Firepower serie 
7000

CCP FMC 6.6.1+ - Suggerimenti per prima e dopo un aggiornamento

CCP L'indirizzo IP è bloccato o inserito nella blacklist dalla Security Intelligence 
di un sistema Cisco FireSIGHT

CCP Monitoraggio degli eventi tramite il Visualizzatore eventi unificato 
sull'interfaccia utente di FMC

CCP Eseguire il push di oggetti in blocco in FMC utilizzando REST-API

https://www.cisco.com/c/en/us/support/security/security-manager/products-security-advisories-list.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221036-change-the-password-of-a-user-on-secure.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/200316-Configuration-of-Clustering-on-Cisco-Fir.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/200316-Configuration-of-Clustering-on-Cisco-Fir.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center-4000/200536-Configuration-of-High-Availability-on-Se.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-8000-series-appliances/200306-Configuration-of-Stack-on-the-Cisco-Fire.html
https://www.cisco.com/c/en/us/support/docs/storage-networking/security/214859-configure-and-troubleshoot-cisco-threat.html
https://www.cisco.com/c/en/us/support/docs/storage-networking/security/214859-configure-and-troubleshoot-cisco-threat.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/220659-configure-automatic-update-of-ca-bundles.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/220641-configure-bfd-in-secure-firewall-threat.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/remote-authentication-dial-user-service-radius/221009-configure-fmc-and-ftd-external-authentic.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/remote-authentication-dial-user-service-radius/221009-configure-fmc-and-ftd-external-authentic.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/216515-configure-fmc-sso-with-azure-as-identity.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221019-configure-fmc-to-send-audit-logs-to-a-sy.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221089-configure-high-availability-on-fmc.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221080-configure-remote-backup-for-fmc-using-nf.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221080-configure-remote-backup-for-fmc-using-nf.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/220646-configure-secure-firewall-management-cen.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/220646-configure-secure-firewall-management-cen.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/200285-SSD-RAID-Reconfiguration-Procedures-for.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/200285-SSD-RAID-Reconfiguration-Procedures-for.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/214505-configure-fqdn-based-object-for-access-c.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221219-demonstrate-navigation-through-secure-fi.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-7000-series-appliances/200488-Firepower-7000-Series-Appliance-Rail-Kit.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-7000-series-appliances/200488-Firepower-7000-Series-Appliance-Rail-Kit.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/217455-fmc-6-6-1-tips-for-before-and-after-a.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/117993-technote-firesight-00.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/117993-technote-firesight-00.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221068-monitor-events-using-unified-event-viewe.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221068-monitor-events-using-unified-event-viewe.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/215972-push-objects-in-bulk-to-fmc-using-rest-a.html


CCP Ricreare l'immagine di un centro di gestione FireSIGHT e di un'appliance 
FirePOWER

CCP Ricreare un'immagine di un modello hardware di Cisco Secure Firewall 
Management Center

CCP Introduzione all'API REST di Secure Firewall

CCP Tipi di file di aggiornamento che possono essere installati su un sistema 
FireSIGHT

CCP Aggiorna FMC in alta disponibilità

CCP Documentazione per l'utente - Cisco Firepower Management Center

CCP Verifica delle versioni del software Firepower

CCP Un modello FireSIGHT Management Center FS4000 può attivare un avviso 
di stato "Danneggiato dal disco"

CCP Implementazione del ripristino della versione VDB in FMC versione 7.3+

CCP Risoluzione dei problemi "Cisco Cloud Configuration - Failure" - Allarme 
aggiornamenti dati minaccia sui dispositivi Firepower

CCP Risoluzione dei problemi relativi alle ventole su un sistema FireSIGHT

CCP Risoluzione dei problemi relativi al filtro URL su un sistema FireSIGHT

CCP Risoluzione dei problemi relativi agli errori di aggiornamento dei feed di 
Security Intelligence in Firepower Management Center

CCP Aggiornamento da Snort 2 a Snort 3 tramite FMC

CCP Configurare gli aggiornamenti automatici per il database delle vulnerabilità 
su FMC

CCP Configurare l'hairpin con Firepower Management Center

CCP Modificare l'indirizzo IP dell'interfaccia di gestione su FTD Gestito da FMC
CCP Sostituzione di Secure Firewall Management Center in una coppia HA

Cisco Secure Firewall Device Manager (FDM)

Piattaforma Articoli correlati Tag

FDM Configurare una regola di controllo dell'accesso a tempo in FDM con API 
Rest

FDM Configurazione e verifica di Syslog in Gestione periferiche di Firepower

FDM Configurazione dell'autenticazione e dell'autorizzazione esterne di FDM 
con ISE utilizzando RADIUS

FDM Configurazione del servizio di gestione integrata di FDM per Firepower 
2100

FDM Configurare Gestione periferiche firewall protette in Alta disponibilità
Aggiornamento di Secure Firewall Threat Defense tramite Gestione FDM

https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/213853-reimage-a-cisco-firesight-management-cen.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/213853-reimage-a-cisco-firesight-management-cen.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center-1600/220389-reimage-a-hardware-model-of-a-cisco-secu.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center-1600/220389-reimage-a-hardware-model-of-a-cisco-secu.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221075-secure-firewall-rest-api-introduction.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/118490-technote-firesight-00.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/118490-technote-firesight-00.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/220602-upgrade-fmc-in-high-availability.html
https://www.cisco.com/c/en/us/support/security/defense-center/series.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center-4000/200165-A-FireSIGHT-Management-Center-FS4000-Mod.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center-4000/200165-A-FireSIGHT-Management-Center-FS4000-Mod.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/220719-implement-rollback-vdb-version-in-fmc-ve.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/217616-troubleshoot-cisco-cloud-configuration.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/217616-troubleshoot-cisco-cloud-configuration.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/118776-technote-firesight-00.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/118852-technote-firesight-00.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/117997-technote-firesight-00.html
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/117997-technote-firesight-00.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221966-upgrade-from-snort-2-to-snort-3-via-fmc.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221967-configure-automatic-updates-for-vulnerab.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221967-configure-automatic-updates-for-vulnerab.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221985-configure-hairpin-with-firepower-managem.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221961-change-the-management-interface-ip-addre.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221952-replace-secure-firewall-management-cente.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220637-configure-a-time-based-access-control-ru.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220637-configure-a-time-based-access-control-ru.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217234-configure-fdm-external-authentication-an.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217234-configure-fdm-external-authentication-an.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2100-series/213519-configure-fdm-firepower-device-manageme.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2100-series/213519-configure-fdm-firepower-device-manageme.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220658-configure-secure-firewall-device-manager.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220605-upgrade-of-secure-firewall-threat-defens.html


dispositivi firewall

FDM Configurare una pianificazione di aggiornamento regolare del database 
per VDB su FDM

Cisco Defense Orchestrator (CDO)

Piattaforma Articoli correlati Tag

CDO Implementazione di un CFC (Cloud-Delivered FMC) in Cisco Defense 
Orchestrator (CDO)

CDO Inizializzare e avviare lo strumento di migrazione del firewall su CDO
CDO FDM integrato per Defense Orchestrator

Dispositivi gestiti

Cisco Secure Firewall Threat Defense (FTD)

Piattaforma Articoli correlati Tag

FTD Configurazione delle opzioni avanzate per BGP su FTD

FTD Configurazione e verifica di NAT su FTD

FTD Configurazione di BFD in Secure Firewall Threat Defense con GUI

FTD Configurazione del failover di due ISP per FTD gestito da FMC

FTD Configurazione di eBGP HA con SFTD/ASA e Cloud Service Provider

FTD Configura autenticazione attiva FDM (Captive Portal)

FTD Configurazione del clustering FTD su FP9300 (all'interno dello chassis)

FTD Configura elevata disponibilità FTD tramite FDM

FTD Configurazione delle interfacce Geneve in Secure FTDv

FTD Configurazione di NAT 64 su Secure Firewall gestito da FMC

FTD Configurazione della registrazione sicura degli eventi di NetFlow su 
Firepower Threat Defense

FTD Configurare PBR con Monitoraggio percorso HTTP in FMC

FTD Configurazione delle interfacce VXLAN su Secure FTD con Secure FMC

FTD Distribuisci FTDv con scalabilità automatica in Azure in un ambiente con 
attendibilità elevata

FTD Esempio di configurazione del filtro URL su un sistema FireSIGHT

FTD Guide alla configurazione di Cisco Secure Firewall Management Center

FTD Informazioni sulle azioni delle regole delle policy di controllo degli accessi di 
Firepower Threat Defense

https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220605-upgrade-of-secure-firewall-threat-defens.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221950-configure-a-regular-database-update-sche.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221950-configure-a-regular-database-update-sche.html
https://www.cisco.com/c/en/us/support/docs/security/defense-orchestrator/218171-deploy-a-cloud-delivered-fmc-in-cdo.html
https://www.cisco.com/c/en/us/support/docs/security/defense-orchestrator/218171-deploy-a-cloud-delivered-fmc-in-cdo.html
https://www.cisco.com/c/en/us/support/docs/security/defense-orchestrator/220593-initialize-and-launch-the-firewall-migra.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center-1000/221917-onboard-fdm-to-defense-orchestrator.html
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/220601-configure-advanced-options-for-bgp-on-ft.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212702-configure-and-verify-nat-on-ftd.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/220650-configure-bfd-in-secure-firewall-threat.html
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https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221043-configure-vxlan-interfaces-on-secure-ftd.html
https://www.cisco.com/c/en/us/support/docs/smb/security/firepower-ngfw-virtual/smb216946-deploy-autoscaled-ftdv-in-azure-in-a-hig.html
https://www.cisco.com/c/en/us/support/docs/smb/security/firepower-ngfw-virtual/smb216946-deploy-autoscaled-ftdv-in-azure-in-a-hig.html
http://chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/117956-technote-sourcefire-00.pdf
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
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FTD Chiarimento dell'utilizzo della CPU da parte del processo Firepower Threat 
Defense LINA

FTD Raccolta di file di base da un dispositivo Firepower Threat Defense

FTD Configurazione di AnyConnect VPN su FTD con Cisco ISE come server 
RADIUS con CA radice di Windows Server 2012

FTD Concetti avanzati e suggerimenti per la risoluzione dei problemi relativi alla 
modalità firewall trasparente di Firepower Threat Defense

FTD Identificare e analizzare gli eventi di failover FTD su FMC

FTD Installazione e aggiornamento di FTD sulle appliance Firepower

FTD Marketing Collateral-Next-Generation Firewall

FTD Comprendere i messaggi di stato di failover per FTD

FTD Informazioni sull'allocazione delle porte in Dynamic PAT per il cluster FTD 
7.0

FTD Informazioni sulle regole Snort3

FTD Guida al passaggio da Secure Firewall allo Snort 2 allo Snort 3

FTD Guida alla configurazione di Cisco Secure Firewall Management Center 
Snort 3

FTD Comprensione del VRF (router virtuale) su Secure Firewall Threat Defense

FTD Aggiorna FTD HA gestito da FMC

FTD Aggiornamento della coppia FTD HA su appliance Firepower

FTD Aggiornamento di Secure Firewall Threat Defense tramite Gestione 
dispositivi firewall

FTD Verifica della configurazione di modalità, istanza, alta disponibilità e 
scalabilità di Firepower

FTD Prestazioni multi-istanza di Secure Firewall 3100, 4100 e 9300

FTD Piano dati a più istanze del firewall protetto e dimensionamento dell'istanza 
del core dello snort

FTD Uso della funzionalità a più istanze su Firepower 4100/9300
FTD Prestazioni di Firepower NGFW a più istanze su appliance serie 4100 e 9300

FTD Analisi delle acquisizioni di Firepower Firewall per la risoluzione efficace dei 
problemi di rete

FTD Il tentativo di aggiornare le periferiche Firepower ha come risultato 
"006_check_snort.sh"

FTD Modifica o recupero della password per FTD tramite FXOS Chassis Manager

FTD Identificazione dei problemi delle schede Network Flow Engine negli 
accessori Sourcefire FirePOWER serie 7000 e 8000

NetFlow e altre funzionalità non supportate a causa della verifica parziale del 
motore di linea se un FTD trasparente funziona come coppia inlineFTD
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https://www.cisco.com/c/en/us/products/collateral/security/firewalls/white-paper-c11-744750.html
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https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215211-attempt-to-upgrade-firepower-devices-res.html
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https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/213474-change-or-recover-password-for-ftd-throu.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-8000-series-appliances/118972-nfe-card-issues-sourcefire7k-8k-0.html
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FTD Elaborazione di una sessione di grandi dimensioni a flusso singolo (flusso 
elefante) da parte dei servizi Firepower

FTD Risoluzione dei problemi relativi al cluster Firepower Threat Defense (FTD)

FTD Errore di aggiornamento su FTD HA a più istanze

FTD Traffico multiplayer online di Xbox Live (Teredo Tunnel UDP 3544) bloccato 
da FTD

FTD Problemi di configurazione FTD HA sul FMC quando due chassis Firepower 
hanno nomi di sistema duplicati

FTD Modificare l'indirizzo IP o il nome host del Firewall Management Center 
sull'FTD

Cisco Secure Firewall Adaptive Security Appliance (ASA)

Piattaforma Articoli correlati Tag

ASA Configurazione della riflessione NAT sull'appliance ASA per i dispositivi VCS 
Expressway TelePresence

ASA Configurazione di ASA NAT e suggerimenti per l'implementazione delle 
interfacce di rete doppie Expressway-E

ASA Comunicazione LAN tra gli host che ricercano gli indirizzi IP pubblici dietro 
un'ASA

ASA Esempio di configurazione di ASA Embedded Event Manager

ASA Esempio di configurazione di ASA versione 9.x SSH e Telnet sulle interfacce 
interna ed esterna

ASA Configurazione dell'ASA per i collegamenti ISP ridondanti o di backup 

ASA Configurazione dello strumento di migrazione Secure Firewall per la 
migrazione di ASA

ASA Implementazione di esempio del modulo CSM sull'appliance ASA

ASA Disattivazione delle crittografie in modalità CBC del server SSH su un'ASA

ASA Installazione e configurazione di un modulo servizi FirePOWER su una 
piattaforma ASA

ASA La configurazione della VPN da sito a sito su ASA 9.x a contesto multiplo 
riceve un messaggio di errore

ASA Compatibilità ASA Cisco Secure Firewall

ASA Analisi del comportamento di amministrazione dei dispositivi AAA per ASA

ASA Esempio di configurazione di ASA 8.4(x): connessione di una singola rete 
interna a Internet
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ASA ASA 8.x: configurazione di AnyConnect SSL VPN CAC-SmartCard per 
Windows

ASA Domande frequenti sull'appliance ASA: come specificare l'interfaccia di 
origine ASA per i syslog inviati su un tunnel VPN?

ASA Domande frequenti sull'ASA: Come interpretare i syslog generati 
dall'appliance ASA quando vengono create o interrotte le connessioni?

ASA Esempio di configurazione di ASA File Transfer con FXP

ASA Implementazione del miglioramento delle funzionalità SNMP dell'ASA

ASA ASA: esempio di configurazione e risoluzione dei problemi del relay DHCPv6

ASA Guida al filtro del traffico botnet ASA Cisco Secure Firewall

ASA Configurazione di BGP con due provider di servizi diversi 

ASA Configurazione dei servizi FirePOWER su un dispositivo ISR con blade 
UCS-E

ASA Configurazione di ASA 5506W-X con IP non predefinito o con più VLAN

ASA Configurazione dell'ASA per le due reti interne

ASA Configurazione dell'ASA per il passaggio del traffico IPv6

ASA Esempio di configurazione dell'autenticazione ASA cut-through e diretta

ASA Esempio di configurazione EEM utilizzato per controllare il comportamento di 
deviazione NAT di due NAT quando si utilizza la ridondanza ISP

Firepower eXtensible Operating System (FXOS) 2.2: Autenticazione e ASA

https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/107251-cac-anyconnect-vpn-windows.html
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https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/217964-configure-sample-for-bgp-with-two-differ.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/200366-Configure-FirePOWER-Services-on-an-ISR-D.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/200366-Configure-FirePOWER-Services-on-an-ISR-D.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5506-x-firepower-services/200417-Configure-the-ASA-5506W-X-with-a-Non-Def.html
https://www.cisco.com/c/en/us/support/docs/ip/network-address-translation-nat/119195-configure-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/119012-configure-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113363-asa-cut-through-config-00.html
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autorizzazione dello chassis per la gestione remota con ACS tramite 
RADIUS

ASA
Firepower eXtensible Operating System (FXOS) 2.2: 
Autenticazione/autorizzazione dello chassis per la gestione remota con ISE 
tramite RADIUS - Tech Zone (cisco.com)

ASA
Firepower eXtensible Operating System (FXOS) 2.2: 
Autenticazione/autorizzazione dello chassis per la gestione remota con ISE 
tramite TACACS+ - Tech Zone (cisco.com)

ASA Installazione e aggiornamento di Firepower Threat Defense su appliance 
ASA 55xx-X

ASA Istruzione NAT e PAT utilizzate nell'esempio di configurazione di Cisco 
Secure ASA Firewall

ASA PIX/ASA 8.0: utilizzare l'autenticazione LDAP per assegnare un criterio di 
gruppo all'accesso

ASA Informazioni sulla sincronizzazione della tabella MAC ad alta disponibilità 
ASA in modalità trasparente con i router HSRP

ASA Aggiornamento di una coppia ASA HA su appliance Firepower 

ASA I mapping da utente a IP non vengono più visualizzati in Cisco CDA dopo il 
mese di marzo 2017 in Microsoft Update

ASA Domande frequenti ASA: cosa succede dopo il failover se vengono 
sincronizzate le route dinamiche?

ASA L'appliance ASA ha un elevato utilizzo della CPU a causa di un loop del 
traffico quando i client VPN si disconnettono

ASA Guida alla risoluzione dei problemi ASA: log mancanti nelle destinazioni 
Syslog

ASA Problemi comuni con il cluster trasparente tra siti ASA

ASA Differenze tra log e debug su appliance di sicurezza adattive

ASA Disabilitare il monitoraggio del modulo di servizio sull'appliance ASA per 
evitare eventi di failover indesiderati (SFR/CX/IPS/CSC).

ASA Configurazione della hairpin sull'appliance ASA

Sistema operativo Cisco Secure Firewall eXtensible (FXOS)
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https://www.cisco.com/c/en/us/support/docs/security/firepower-9000-series/212688-firepower-extensible-operating-system-f.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-9000-series/212688-firepower-extensible-operating-system-f.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200884-installing-and-upgrading-firepower-threa.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200884-installing-and-upgrading-firepower-threa.html
https://www.cisco.com/c/en/us/support/docs/security/pix-500-series-security-appliances/15243-19.html
https://www.cisco.com/c/en/us/support/docs/security/pix-500-series-security-appliances/15243-19.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98634-asa-ldap-group-pol.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98634-asa-ldap-group-pol.html
http://chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/218057-understand-asa-high-availability-mac-tab.pdf
http://chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/218057-understand-asa-high-availability-mac-tab.pdf
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/200887-upgrading-an-asa-ha-pair-on-firepower-ap.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/210535-User-Mappings-Doesn-t-Appear-in-CDA.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/210535-User-Mappings-Doesn-t-Appear-in-CDA.html
https://ciscolivewem.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/117816-qa-asa-00.html
https://ciscolivewem.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/117816-qa-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/116170-probsol-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/116170-probsol-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113603-asa-missing-logs-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113603-asa-missing-logs-00.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/200439-Common-Issues-with-ASA-Inter-Site-Transp.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/200365-Differences-Between-Logs-and-Debugs-on-A.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/200944-Disable-Service-Module-Monitoring-on-ASA.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/200944-Disable-Service-Module-Monitoring-on-ASA.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221949-configure-hairpin-on-asa.html


Piattaforma Articoli correlati Tag
FXOS Creazione e gestione di dispositivi logici in Gestione chassis FXOS

FXOS Ricreazione di un'immagine di Secure Firewall Threat Defense per le 
serie 1000, 2100 e 3100

FXOS Guida di riferimento ai comandi di Cisco Firepower 4100/9300 FXOS

FXOS Guida all'aggiornamento del firmware di Cisco Firepower 4100/9300 
FXOS

FXOS Esecuzione di una nuova immagine completa per FXOS in Firepower 
serie 4100 e 9300

FXOS Aggiornamento del sistema operativo estendibile Firepower (FXOS) con 
Firepower Chassis Manager

Protezione delle informazioni su firewall e CSM da condividere 
con Cisco TAC per la risoluzione dei problemi

Queste sono le informazioni più comuni richieste dal team di supporto TAC Cisco per la 
risoluzione sicura dei problemi relativi a firewall e CSM.

Piattaforma Articoli correlati Tag

FMC/FTD/FDM Procedure di generazione file per la risoluzione dei problemi 
relativi al firewall protetto

ASA Procedura di generazione dei file di supporto tecnico ASA 
Secure Firewall

FXOS Procedura di generazione dei file di supporto tecnico Secure 
Firewall FXOS

CSM Generazione di file di diagnostica CSM dalla GUI

Strumenti e altre risorse Cisco 

Descrizione Articoli correlati Tag
Sito Cisco 

Secure 
Firewall

Sito Cisco Secure Firewall

Cisco 
Community Cisco Community

Blog di 
Cisco Blog di Cisco Secure Firewall

Cisco Live Cisco Live Secure Firewall

Cisco 
Video 
Portal

Cisco Video Portal ASA

https://www.cisco.com/c/en/us/support/docs/security/firepower-4100-series/221076-create-and-manage-logical-devices-in-fxo.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-1000-series/220642-reimage-a-secure-firewall-threat-defense.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-1000-series/220642-reimage-a-secure-firewall-threat-defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/CLI_Reference_Guide/b_FXOS_CLI_reference/b_CLI_reference_chapter_010001.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/firmware-upgrade/fxos-firmware-upgrade.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/firmware-upgrade/fxos-firmware-upgrade.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-9300-series/220603-perform-a-complete-reimage-for-fxos-in-f.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-9300-series/220603-perform-a-complete-reimage-for-fxos-in-f.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-4100-series/220625-upgrade-the-firepower-extensible-operati.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-4100-series/220625-upgrade-the-firepower-extensible-operati.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-t-commands.html#wp3323884204
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-t-commands.html#wp3323884204
https://cisco.com/c/en/us/support/docs/security/firepower-4100-series/215551-firepower-extensible-operating-system-f.html#toc-hId-1037489599
https://cisco.com/c/en/us/support/docs/security/firepower-4100-series/215551-firepower-extensible-operating-system-f.html#toc-hId-1037489599
https://www.cisco.com/c/en/us/support/docs/security/security-manager/218347-generate-csm-diagnostic-files-from-gui.html
https://secure.cisco.com/secure-firewall
https://community.cisco.com/t5/network-security/bd-p/discussions-network-security
https://blogs.cisco.com/tag/cisco-secure-firewall
https://www.ciscolive.com/on-demand/learning-maps/security/secure-firewall.html
https://video.cisco.com/category/videos/asa


Cisco 
Video 
Portal

Cisco Video Portal Secure Firewall

Cisco 
YouTube 
Channel

Cisco Secure Firewall - Canale Youtube

Video di 
formazione 

Cisco
Video di formazione su Cisco Next-Generation Firewall (NGFW)

Cisco CLI 
Analyzer Cisco CLI Analyzer

Cisco 
Packet 
Capture

Generatore e analizzatore configurazioni di Cisco Packet Capture

Cisco 
Radkit Cisco Radkit

Cisco Perf 
Estimator Cisco Secure Firewall Performance Estimator

Cisco Press

Descrizione Articoli correlati Tag

Cisco 
Press Tecnologie e soluzioni integrate per la sicurezza - Volume I

Cisco 
Press Tecnologie e soluzioni integrate per la sicurezza - Volume II

Cisco 
Press

Guida ufficiale alla protezione CCNP Cisco Secure Firewall and 
Intrusion Prevention System

Cisco 
Press

Guida ufficiale ai certificati CCNP e CCIE Security Core SCOR 350-
701, seconda edizione

Cisco 
Press

Cisco Firepower Threat Defense (FTD): best practice per la 
configurazione e la risoluzione dei problemi NGFW

Come fornire feedback o suggerimenti per l'articolo

Procedere come segue per fornire commenti o suggerimenti sull'articolo per questa guida di 
riferimento.

Passaggio 1. Vai alla sezione in alto a destra di questo documento e clicca sul pulsante 
Feedback: 

https://video.cisco.com/category/videos/firepower
https://www.youtube.com/c/CiscoNetSec
https://learningnetwork.cisco.com/s/next-generation-firewall-training-videos?dtid=osscdc000283
https://cway.cisco.com/cli/
https://cway.cisco.com/capture-gen-analyzer/
https://radkit.cisco.com/
https://ngfwpe.cisco.com/
https://www.ciscopress.com/store/integrated-security-technologies-and-solutions-volume-9781587147067
https://www.ciscopress.com/store/integrated-security-technologies-and-solutions-volume-9781587147074
https://www.ciscopress.com/store/ccnp-security-cisco-secure-firewall-and-intrusion-prevention-9780136589709
https://www.ciscopress.com/store/ccnp-security-cisco-secure-firewall-and-intrusion-prevention-9780136589709
https://www.ciscopress.com/store/ccnp-and-ccie-security-core-scor-350-701-official-cert-9780138221263
https://www.ciscopress.com/store/ccnp-and-ccie-security-core-scor-350-701-official-cert-9780138221263
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806


Passaggio 2. Una volta visualizzata la nuova finestra, fornirci il tuo feedback/articolo, 
suggerimento, nome e indirizzo email, quindi fare clic su Invia.



 
 

Nota: solo i link Cisco devono essere utilizzati come articoli approvati per consigliare questa 
guida di riferimento di Cisco Secure Firewall.



Informazioni correlate

Per ulteriore assistenza, contattare il Cisco Technical Assistance Center (TAC). È 
necessario un contratto di supporto valido: Contatti del supporto Cisco internazionali.   

•

Supporto e download Cisco: supporto tecnico e download Cisco•

Non perdere questa occasione! Immergiti nell'emozionante mondo del Guida di riferimento 
per le tecnologie VPN Cisco

•

https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/docs/interfaces-modules/virtual-private-network-module/221568-vpn-technologies-documentation-reference.html
https://www.cisco.com/c/en/us/support/docs/interfaces-modules/virtual-private-network-module/221568-vpn-technologies-documentation-reference.html


Informazioni su questa traduzione
Cisco ha tradotto questo documento utilizzando una combinazione di tecnologie automatiche
e umane per offrire ai nostri utenti in tutto il mondo contenuti di supporto nella propria lingua.
Si noti che anche la migliore traduzione automatica non sarà mai accurata come quella fornita
da un traduttore professionista. Cisco Systems, Inc. non si assume alcuna responsabilità per
l&rsquo;accuratezza di queste traduzioni e consiglia di consultare sempre il documento
originale in inglese (disponibile al link fornito).


