Configurazione della postura ISE sulla VPN ad
accesso remoto AnyConnect su FTD
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Introduzione

Questo documento descrive come configurare Firepower Threat Defense (FTD) versione 6.4.0 per
posturare gli utenti VPN contro Identity Services Engine (ISE).

Prerequisiti

Requisiti
Cisco raccomanda la conoscenza dei seguenti argomenti:

» AnyConnect VPN ad accesso remoto
» Configurazione VPN di accesso remoto nell'FTD
» Servizi Identity Services Engine e servizi di postura

Componenti usati

Le informazioni fornite in questo documento si basano sulle seguenti versioni software:

» Software Cisco Firepower Threat Defense (FTD) versioni 6.4.0

» Software Cisco Firepower Management Console (FMC) versione 6.5.0

» Microsoft Windows 10 con Cisco AnyConnect Secure Mobility Client versione 4.7
 Cisco ldentity Services Engine (ISE) versione 2.6 con patch 3

Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione é stata



ripristinata ai valori predefiniti. Se la rete € operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Configurazione

Esempio di rete e flusso del traffico

Win10 with FTD ISE
AnyConnect —_—
outside & inside fyusifov-26-3.example.com ! i@,
= Internet == A
VPN Authentication RADIUS Access=-Request
1 * 2 3
- 3 i
. RAI_:MUS Accsss—Accept ) Policy Evaluation
cisco-av-pair = url-redirect-acl=<Redirect_ALC_Name> Selected policy:
cisco=-av-pair = url-redirect=<Redirect URL> FTD-VPN-Posture-
DACL (optional) Unknawn
-+
RADIUS Access-Request/Access-Accept for DACL
= User redirected to ISE
-

Posture/Compliance Module downloaded and installed
Posture check triggered and report is sent

. RADIUS CoA Push with new set of attributes 7

8 Redirect is removed
New set of attributes are applied

1. L'utente remoto usa Cisco Anyconnect per lI'accesso VPN al FTD.
2. L'FTD invia all'lSE una richiesta di accesso RADIUS per tale utente.

3. Tale richiesta & conforme alla policy denominata FTD-VPN-Posture-Unknown sull'lSE. L'ISE
invia un messaggio di accesso RADIUS-Accept con tre attributi:

« cisco-av-pair = url-redirect-acl=fyusifovredirect - E il nome dell'elenco di controllo di accesso
(ACL) definito localmente sull'FTD, che decide il traffico che viene reindirizzato.

* cisco-av-pair = url-
redirect=https://ip:port/portal/gateway?sessionld=SessionldValue&portal=27b1bc30-2e58-
11e9-98fb-0050568775a3&action=cpp - URL a cui viene reindirizzato |'utente remoto.

* DACL = PERMIT_ALL_IPV4_TRAFFIC - ACL scaricabile. Questo attributo & facoltativo. In
questo scenario, tutto il traffico & consentito in DACL)

4. Se viene inviato un DACL, viene scambiato un accesso RADIUS con richiesta/accettazione
dell'accesso per scaricare il contenuto del DACL

5. Quando il traffico proveniente dall'utente VPN corrisponde alllACL definito localmente, viene
reindirizzato al portale di provisioning del client ISE. ISE fornisce AnyConnect Posture Module e
Compliance Module.


https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp
https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp

6. Una volta installato sul computer client, I'agente cerca automaticamente I'|SE con le sonde.
Quando ISE viene rilevato correttamente, i requisiti di postura vengono controllati sull'endpoint. In
questo esempio, I'agente verifica la presenza di software antimalware installato. Infine, invia un
report sulla postura all'ISE.

7. Quando ISE riceve il report sulla postura dall'agente, cambia lo stato della postura per questa
sessione e attiva il Push del tipo CoA RADIUS con i nuovi attributi. Questa volta, lo stato della
postura € noto e viene trovata un'altra regola.

» Se l'utente € conforme, viene inviato un nome DACL che consente I'accesso completo.
» Se l'utente non & conforme, viene inviato un nome DACL che consente I'accesso limitato.

8. L'FTD rimuove il reindirizzamento. L'FTD invia una richiesta di accesso per scaricare il DACL
dall'lSE. Il DACL specifico viene collegato alla sessione VPN.

Configurazioni

FTD/FMC

Passaggio 1. Creare un Network Object Group per ISE e gli eventuali server di monitoraggio e
aggiornamento. Passare a Oggetti > Gestione oggetti > Rete.

Edit Network Object

Description

& Host  Range € Network  FQDN

192.168.15.14

Allow Overrides [~

Passaggio 2. Creare un ACL di reindirizzamento. Passare a Oggetti > Gestione oggetti > Elenco
accessi > Estesi. Fare clic su Add Extended Access List (Aggiungi elenco accessi esteso) e fornire
il nome dell'ACL di reindirizzamento. Questo nome deve coincidere esattamente con quello



restituito dal risultato dell'autorizzazione ISE.

New Extended Access List Object

Name lfvusifm'radirudi
Entries (0}

No records to display

Allow Overrides [

Passaggio 3. Aggiungere voci ACL di reindirizzamento. Fare clic sul pulsante Aggiungi. Bloccare il
traffico verso DNS, ISE e verso i server di monitoraggio e aggiornamento per escluderli dal
reindirizzamento. Consentire il resto del traffico. Cio attiva il reindirizzamento (le voci ACL
potrebbero essere piu specifiche se necessarie).

Add Extended Access List Entry ? X
Action: X Block v
Lagging: | Default |
Log Level: | informational -1
Log Interval: Sec.
l oovor [
Available Networks & @ Source Networks (1) Destination Networks (1)
| =4, Search by name or value | @ @
B any a
é any-ipvd

: Add to
== any-ipve Source

ﬁ enroll.cisco.com

== IPv4-Benchmark-Tests
2 1Pvd-Link-Local

=8 1Pva-Multicast

= 1Pv4-Private-10.0.0.0-8

g[Pv4-F'r:vate-1?2.16,0,0-12 ;I Enter an IF address | [ Add ] lEnter an IP address | [ Add J

'l Add ][ Cancel ]




Edit Extended Access List Object ? %

Name fyusifovredirect

Entries (4)

1 X Block B any Any Any # DNS_over_UDP &
2 ¢ Block =2 any-ipva Any == I1SE_PSN Any &
3 ¥ Block =8 any-ipva = RemediationServers & @
4 o Allow g any-ipvé = any-ipvd Any &

Allow Overrides []

Save ] [ Cancel ]

Passaggio 4. Aggiungere uno o piu nodi ISE PSN. Passare a Oggetti > Gestione oggetti > Gruppo
server RADIUS. Fare clic su Aggiungi gruppo di server RADIUS, quindi specificare il nome,
abilitare e selezionare tutte le caselle di controllo, quindi fare clic sull'icona piu.




Edit RADIUS Server Group ? X

Name:* 1sE |
Description: | |
Group Accounting Mode: ‘Sing|e ‘v‘
Retry Interval:* |1o ‘ (1-10) Seconds
—— | g

¥ Enable authorize only

¥ Enable interim account update

Interval:* 24 (1-120) hours

¥ Enable dynamic authorization

Port:™* 1700 (1024-65535)

RADIUS Servers (Maximum 16 servers) -
@

No records to display

Passaggio 5. Nella finestra aperta, fornire ISE PSN IP address, RADIUS Key, selezionare Specific
Interface (Interfaccia specifica) e selezionare l'interfaccia da cui ISE € raggiungibile (l'interfaccia
viene utilizzata come origine del traffico RADIUS), quindi selezionare Redirect ACL, configurato in
precedenza.



New RADIUS Server

IF Addre==s/Hostname:* ‘ 192.168.15.13

Authentication Port:*
Key:*

Confirm Key:*
Accounting Port:

Timeout:

Connect using:

Redirect ACL:

kst Defense Platform Settings to resolve hostname
1812 (1-65535)
[ II T Y]]
seeBIRRRY
1813 (1-65535)
10 (1-300)
Seconds
' Routing | Specific Interface @
iZDNE-INSIDE v O~
1
fyusifovredirect v @

Passaggio 6. Crea pool di indirizzi per utenti VPN. Selezionare Oggetti > Gestione oggetti > Pool
di indirizzi > Pool IPv4. Fare clic su Add IPv4 Pools (Aggiungi pool IPv4) e immettere i dettagli.

Edit IPv4 Pool
Name™

IPv4 Address Range™

Mask

WPN-172-Pool

172.16.1.10-172.16.1.20
Format: ipaddr-ipaddr ¢.9., 10£2.1.1-10.72.1.150

255.255.255.0

Description

Allow Overrides  [@

@ Configure device overrides in the address pool object to avoid IP address conflicts in case of object
is shared across multiple devices

override (0)

Passaggio 7. Creare il pacchetto AnyConnect. Selezionare Oggetti > Gestione oggetti > VPN >
File AnyConnect. Fare clic su Add AnyConnect File (Aggiungi file AnyConnect), fornire il nome del



pacchetto, scaricare il pacchetto da Cisco Software Download e selezionare Anyconnect Client
Image File Type (Tipo di file immagine client Anyconnect).

Edit AnyConnect File

Mame:* ACAT

File: Name: ™ anyconnect-win-4.7.01076-webdeploy-k9. || Browse..

File Type:™ AnyConnect Client Image 24

Description:

Passaggio 8. Passare a Oggetti certificato > Gestione oggetti > Infrastruttura a chiave pubblica >
Registrazione certificato. Fare clic su Aggiungi registrazione certificato, fornire il nome, scegliere
Certificato autofirmato in Tipo di registrazione. Fare clic sulla scheda Parametri certificato e
specificare CN.

Add Cert Enrolliment

Description

Certificate Parameters  Key  Revocation
p—— ~

., Cemman Name (CN) is mandatory for self-signed certificate that is used in Remote Access VPN, To
— configure CN, please navigate to 'Certificate Parameters’ tab.

Allow Cverrides



https://software.cisco.com/download/home

Add Cert Enrollment

Name™*

Description

Include FQDM:

Common Name (CN):
Organization Unit (OU):
Organization (O):
Locality (L):

State (ST):

Country Code (C):

Email (E):

Allow Overrides

vpn-cert

CA Information ‘ Certificate Parameters [ Key Revocation

Use Device Hostname as FQDN

Include Device's IP Address:| 10.48.26.99

vpn-cert.example.com

example

Kralkow

PL

" Include Device's Serial Number

-

Save

Cancel |

Passaggio 9. Avvia la procedura guidata VPN di Accesso remoto. Selezionare Dispositivi > VPN >
Accesso remoto e fare clic su Aggiungi.

Overview Analysis Policies JUENIESS Objects

AMP  Intelligence

System  Help v admin v

Device Managemant NAT VPN + Remote Access

Qos Platform Settings FlexConfig Certificates

 Status  Last Hodified

Add a new configuration

Passaggio 10. Fornire il nome, selezionare SSL come protocollo VPN, scegliere FTD che viene
utilizzato come concentratore VPN e fare clic su Avanti.




Remote Access VPN Policy Wizard

© Policy Assignment 2) Connection Profile > (3] AnyConnect > (4) Access & Certificate > (5) Summary

Targeted Devices and Protocols

This wizard will guide you through the required minimal steps ta configure the Remote Access VEN policy (0 Before You Start

with & new user-defined connection profile.
Before you start, ensure the following
cenfiguratian elements ta be in place to

Name:* EmployeeVEN complete Remote Access WFN Policy.

Gessriciani Authentication Server
g Configure Realm or RADIL!
Group to authenticate VPN clients,

AnyConnect Client Package

VPN Protocols: W ssi 7 tpeac-meEva
Make sure you have AnyConnect

Targeted Devices: Available Devices Salected Devices package for WPN Client downloaded or
you have the relevant Cisco credentials
L Search 8 192.168.15.11 & to download it during the wizard.

Device Interface

Interfaces should be already configured
on targeted deviges so that they can be
used 8 & S&Cunly Zone of intarface
group to enable VPN access.

Mt Cancel

Passaggio 11. Specificare il nome del profilo di connessione, selezionare Server di
autenticazione/accounting, selezionare il pool di indirizzi configurato in precedenza e fare clic su
Avanti.

% Nota: non selezionare il server di autorizzazione. e attiva due richieste di accesso per un
singolo utente (una volta con la password dell'utente e la seconda volta con la password
cisco).

Remote Access VPN Policy Wizard
(1) Policy Assignment (3) AnyConnect > (4] Access & Certificate >

[5) Summary

Connection Profile:
Connection Frofiles specdfy the tunnal group polidies for 3 VPN connaction, These policles pertain to creating the tunned
itzalf, hew AL is accomplished and how addresses are assigned. They alsc include uzer attributes, which are defined in
group palizies.

Connaction Prafils | ErmplayaaVion ‘
Hame:*

Authentication, Authorization & Acceunting (
Specify the mathod of suthentication (A4S, certificates or both), and the AAA servers that will be used far VPH
connections.

Authentication Method: | aas Cnly &
Authantication Serveri® | 15€ ~ Je-
Authorization Server: e same suthe o | O
Aczaunking Sarvar: | 156 ] |'éi

Client Address Assignment:
Eliant 7 addrass can ba assigned from AAA server, DHES server and 18 address pools. When multiple options are
selocted, 10 addross axsignmant is tiad in the arder af ALK server, DHCD server and ID addrass poel.

Use Adh Server (RADIUS only) )
Uze DHCP Servers

B Use 1P Addrass Pesls

19vd Addrass VPH-172-Paal
106 Addrass
Graup Palicy:
A greup palicy is & ehiam of LB whith sra sssignad te cliant whan & VON camnsctian is

established. Salect or reate a Group Policy object.

Group Palicy:™ oiitGrpRalicy L+
Edic Grewp Palicy

Back Next Cancel

Passaggio 12. Selezionare il pacchetto AnyConnect configurato in precedenza e fare clic su
Avanti.



Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile (4) Access & Certificate > (5) Summary

%

AnyConmec

Uszar Chent
%
>

abb
AnyConnect Client Image

The VPN goateway can automatically download the latest AnyConnect package to the dient device when the VPN
conmection s indistad, Minimize conmaction setup time by choasing the appropriste O for the sslected package.

Cownload AnyConnect Client packages from Cisco Software Download Center.

Show Re-order buttons o

anyconnect-win-4.7.01076-webdeploy-kS.... Windows

l. Back ]' Next

Passaggio 13. Selezionare l'interfaccia da cui € previsto il traffico VPN, selezionare Registrazione
certificato configurata in precedenza e fare clic su Avanti.

Remote Access VPN Policy Wizard

@ Summary

(1) Policy Assignment > (2) Connection Prafile > (3) AnyConnect

-
ash

Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users will access for

VPN connectians.

Interface group/Security Zone:* | | ZONE-OUTSIDE v @

F Enable DTLS an member interfaces

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remate access dlients. Select
a certificate which is used to bl D o

Certificate Encoliment:* wpn-cert > @

W Encoll the seiected certificate cbject on the target devices

Access Control for VPN Traffic
All decrypled traffic in the VPN tunnel is subjected to the Access Control Palicy by defaull, Select this option to
bypass decrypted traific from the Acemes Control Pelicy.

azs Access Control palcy for dee
A B <

as the Access C

ted traffic (sysopt permit-vpn)
i Itae AC

ey inspactian, but VPN CL and suthsrization ACL dowslsaded

Passaggio 14. Controllare la pagina di riepilogo e fare clic su Fine.



Remote Access VPN Policy Wizard

Remote Access VPN Policy Configuration Additional Configuration Requirements
Firepower Management Center will configure an RA VPN Folicy with the following settings After the wizard completes, the following
FR— configuration needs to be completed for VPN to
Name: EmployesVFN work on all device targets.
Cravice Targets: o 152.168.15.11 ) Access Contral Policy Update
" VEN An & Contral rub be defined to
Cannection Profile: EmployesVin Acodss Loolro) fule must
P allow VPN treaffic on all targated devices.
Connection Alias: EmployesVFH ) NAT Exemplion
AAA; 1 MAT is enabled on the targeted devices,
you must define a MAT Policy to exempt
Authentication Method:  A24 Only VPN traffic.

@ DNS Configuration
To resalve hostname specified in AR
AUEROER0EN|S ahveC: . 1SE Servers or CA Servers, configure DNS using
FlaxConfia Pabiey on the targeted devices.

Authentication Server: =4 1SE

Accounting Server: e 15E =
@ Part Configuration
A Agse ;'
ddress Assignment SSL will be enabled on port 443.
i Plaase ensure that thase parts are not used
Address fram Afa; -
I SN NAT Pglicy or other services before

in ¢
DHCP Servers: - deploying the configuration.

, Network Interface Configuration

Address Pools (1Pva): | = e,
wy VPN-172-Paol Make sure to add interface from targeted

Addraze Posls (IPvE): - devices to SecurityZons object 'ZONE-
OUTSIDE
Group Policy: = OfitGrpFalicy
AnyConnect Images: 0 aca7
Interface Objects: o ZONE-OUTSIDE
Device Certificates: 0 vpn-cart

Passaggio 15. Distribuire la configurazione nel file FTD. Fare clic su Deploy (Distribuisci) e
selezionare FTD (FTD) da utilizzare come concentratore VPN.

Device Management NAT VPN * Remote Access Qo5 Platform Settings FlexConfig Certificates

EmployeeVPN Deploy Policies version:2020-02-02 09:15 PM !
Ertar Degerphien

/| Device Inspect Interruption  Type Group Current Version 8] Policy Assignments (1)

2
DefautWEBVPNGroup &8
EmployeePN &8

Selected devices: 1

ISE

Passaggio 1. Eseguire Aggiornamenti Postura. Passare ad Amministrazione > Sistema >
Impostazioni > Postura > Aggiornamenti.



Posture Updates

(®) Web (O Offline

* Update Feed URL Ihttps:jfwww.cisco.comfwebjsecuref‘spafpcsture-update.:-:ml | | Set to Default
Proxy Address i

Proxy Port HH M 55

[] Automatically check for updates starting from initial delay 20 = |49 ~ 18 = every 2 hours i

LN
ol
{E

| Update Now || | Reset

v Update Information

Last successful update on 2020/02/02 20:44:27 ;
Last update status since ISE was started Last update attempt at 2020/02/02 20:44:27 was successful ;
Cisco conditions version 257951.0.0.0

Cisco AVIAS support chart version for windows 227.0.0.0
Cisco AVIAS support chartversion for Mac OSX 148.0.0.0

Cisco supported OS version 49.0.0.0

Passaggio 2. Carica il modulo di conformita. Passare a Criteri > Elementi criteri > Risultati >
Provisioning client > Risorse. Fare clic su Add (Aggiungi) e selezionare le risorse agente dal sito
Cisco



| 4 s |

Download Remote Resources x
[] Name a  Description
[] AgentCustomizationPackage 1.1.1.6 This is the NACAgent Customization Package v1.1.1.6 for Windows 2
[] AnyConnectComplianceModuleOSX 3.6.11682.2 AnyConnect OS X Compliance Module 3.6.11682.2
O AnyConnectComplianceModuleQSX 4.3.972.4353 AnyConnect OSX Compliance Module 4.3.972.4353
[ AnyConnectComplianceModuleWindows 3.6.11682.2 AnyConnect Windows Compliance Module 3.6.11682.2
I AnyConnectComplianceModuleWindows 4.3.1053.6145 AnyConnect Windows Compliance Module 4.3.1053.6145
O CiscoTemporalAgentOSX 4.8.03009 Cisco Temporal Agent for OSX With CM: 4.3.972.4353 pu
[J ciscoTemporalAgentWindows 4.8.03009 Cisco Temporal Agent for Windows With CM: 4.3.1053.6145
[J CcomplianceModule 3.6.11428.2 NACAgent ComplianceModule v3.6.11428.2 for Windows
[J macComplianceModule 3.6.11428.2 MACAgent ComplianceModule v3.6.11428.2 for MAC OSX
[J MacOsXAgent4.9.4.3 NAC Posture Agent for Mac OSXv4.9.4.3-1SE 1.2 ISE 1.1.3 and Ab
[] MacOsXAgent4.9.5.3 NAC Posture Agent for Mac 05X v4.9.5.3-1SE 1.2 Patch 12, ISE 1.3
[[] MacOsxSPWizard 1.0.0.18 Supplicant Provisioning Wizard for Mac OsX 1.0.0.18 (ISE 1.1.3 Rele
[J MacOsxsPwizard 1.0.0.21 Supplicant Provisioning Wizard for Mac 0sX 1.0.0.21 (for ISE 1.2 rel¢
[0 MacOsXSPwizard 1.0.0.27 Supplicant Provisioning Wizard for Mac OsX 1.0.0.27 (for ISE 1.2 rel¢
[ MacOsXSPWizard 1.0.0.29 Supplicant Provisioning Wizard for Mac OsX 1.0.0.29 (for ISE 1.2 rel¢
[J MacOsXSPWizard 1.0.0.30 Supplicant Provisioning Wizard for Mac OsX 1.0.0.30 (for ISE 1.2 Pal
Bl si—raaease——sanane B au— - us—eua npon e L
4| ] »
hitp://cisco.com/go/anyconnect
| cancel |

Passaggio 3. Scarica AnyConnect da Cisco Software Download, quindi caricalo in ISE. Passare a
Criteri > Elementi criteri > Risultati > Provisioning client > Risorse.

Fare clic su Add (Aggiungi) e selezionare Agent Resources From Local Disk. Selezionare Cisco
Provided Packages in Category, selezionare AnyConnect package dal disco locale e fare clic su
Submit.

Agent Resources From Local Disk > Agent Resources From Local Disk
Agent Resources From Local Disk

Category | Cisco Provided Packages > & |

¥ AnyConnect Upladed Resources

Name - Type Version Description

AnyConnectDesktopWindows 4.7.10... AnyConnectDesktopWindows 4.7.1076.0 AnyConnect Secure Mobiity Clhe...



https://software.cisco.com/download/home

Passaggio 4. Creare un profilo AnyConnect Posture. Passare a Criteri > Elementi criteri > Risultati
> Provisioning client > Risorse.

Fare clic su Add (Aggiungi) e selezionare AnyConnect Posture Profile. Inserire il nome e il
protocollo di postura.

In *Le regole per i nomi dei server inseriscono * e inseriscono qualsiasi indirizzo IP fittizio in
Discovery host.

'SE Posture Agent Profile Settings > AC_Posture_Profile

*Name: [ g posture Profie 1
Descriptions 1
i
Parameter Value Motes Description
) ) Tris is th g is 3 Passi ennnicati
PRA relransmission time (120 ] secs Ta':llzr:” & agent retry period if there is a Passive Reassessment communication
Discovery host 1.2.34 The server that the agent should connect to
need to be blank by default to force . "
* Server name rules |:| admin to enter a value. " means agent ’:I':;f;x'g::rnie;'t;ogmi’iiesgri?; names that defines the servers thalthe
will connect to all g HE: :
Listof IP addresses, FQDNs with or
without port must be comma-separated
and with colon in between the IP Alist of IP addresses, thal defines the all the Policy semvice nodes thatthe agent
Call Home List addressFQDN and the port. Example: will try to connect to if the PSN that authenticated the endpoint doesn't respond for
IPaddress/FODMN:Port (Port number S0me reason.
should be the same, specified in the
Client Provisioning portal)
Enter value of back-off timer in Anyconnect agent will continuously try to reach discovery targets (redirection
Back-off Timer 30 S80S seconds, the supported range is targets and previously connected PSNs) by sending the discovery packets till this
between 105 - 600s. max time limitis reached

Passaggio 5. Selezionare Policy > Policy Elements > Results > Client Provisioning > Resources e
creare la configurazione AnyConnect. Fare clic su Add (Aggiungi), quindi selezionare AnyConnect
Configuration (Configurazione AnyConnect). Selezionare AnyConnect Package, fornire il nome
della configurazione, selezionare Compliance Module, selezionare Diagnostic and Reporting Tool,
selezionare Posture Profile e fare clic su Save.



* Select AnyConnect Package AnyConnectDesktopWindows 4.7.1076.0 v
* Configuration Namel| AC CF 47

Description:

4

DescriptionValue Notes
* Compliance Modul{lﬁyConn ectComplianceModuleWindows 4.3.1012.6 =

AnyConnect Module Selection
ISE Posture v
VPN]
Network Access Manager ]
Web Securityf_]
AMP Enabler_]
ASA Posture[]
Network Visibilitd_]
Umbrella Roaming Securitf_]
Start Before Logon[_|
| Diagnostic and Reporting Tool

Profile Selection

*|SE F‘osturl! AC_Posture_Profile v I
VPN v
MNetwork Access Manager -
Web Security] -
AMP Enabler -
Network Visibility v
Umbrella Roaming Security -
Customer Feedback -

Passaggio 6. Selezionare Policy > Client Provisioning e creare Client Provisioning Policy. Fare clic
su Edit, quindi selezionare Insert Rule Above, specificare il nome, selezionare OS, quindi
selezionare AnyConnect Configuration (Configurazione di AnyConnect) creata nel passaggio
precedente.



alialis

aseo  Identity Services Engine Home » Context Visibility » Operations » Adminisiration » Work Centers

PolicySels  Profiling  Posture | ClientProvisioning | » Palicy Elements

Clent Provisioning Policy

Defing the Che y 10 detarming what users will pon login and uger s Initiation:
For Agent Configura agent, agem profile. agent carmp madule, andar agen Nization package.
For Native Supplicant Configuration: wizard profile andfor wizard. Drag and drop rules to change the order.
-
Rule Mama Identity Groups Operating Systems Other Conditions Rasults
[ AC_AT_Win Ay Windeows Al Congtion(s) AC_CF_4T Edd| >
0s Ay Apple iGS Al Contition(s) Cisco-ISE-NSP Edd
Androld Ay Androld Condition{s) Cisco-ISE-NSP Ed|
Windows Ay Windews All Condition(s) CiscoTemporalAgentwi Ecit|»
ndows 4.7.00135 And
WinSPWizard 2.5.0.1
And CiscodSE-NSP
n MAC 0S8 Ariy Mac 08X Condtion{s) CiscoTemporalagentD Edd|~
S 4.7.00135 And
Macts XEPWizard
2.1.0.42 And CigComlSE-
NSP
Chromebook Ary Chrome OF All Congtion(s) Cisco-ISE-Chrome- Edl|=
MNSP

Passaggio 7. Crea condizione di postura in Criteri > Elementi criteri > Condizioni > Postura >
Condizione antimalware. Nell'esempio viene utilizzato il valore predefinito "ANY_am_win_inst".

‘dthe |dentity Services Engine Home » ContextVisibility ~ » Operations » Administration » Work Centers

Policy Sets  Profiling Posture  Client Provisioning I vPolicy'EIementsl

Dictionaries  ~Conditions  » Results

I
‘ -
Library Conditions Anti-Malware Conditions
Smart Conditions
f Edit Add Duplicate Delete
Time and Date Ll + & X
. MName Description
Profiling
O |ANY_am_win_inst Any AM installation check on Wi...
~ Posture [0 ANY_am_win_def Any AM definition check on Wind...
O ANY_am_mac_inst Any AM installation check on Mac
Anti-Malware Condition oo
J ANY_am_mac_def Any AM definition check on Mac

Anti-Spyware Condition
Anti-Virus Condition
Application Condition
Compound Condition
Disk Encryption Condition
File Condition

Firewall Condition

Passaggio 8. Passare a Criterio > Elementi criteri > Risultati > Postura > Azioni di correzione e
creare la correzione della postura. In questo esempio viene ignorato. L'azione di risoluzione pud
essere un SMS.

Passaggio 9. Passare a Criterio > Elementi criteri > Risultati > Postura > Fabbisogni e creare
Fabbisogni postura. Si utilizza il requisito predefinito Any_AM_Installation_Win.



:':;;l; leentity Services Engine Home » Context Visibility » Operations » Administration » Work Centers License Wamning &

Policy Sets  Profiling  Posbure CI:enImesmnm;l ~ Policy Elements

Dictionaries » Conditions | =Resulls

-]
+ Authentication E )
Requirements
+ Authorization Mams Operating Systemns Compliance Module Postune
_I.Fé-'ssage Text Only Conditions Remediation Actions Edit| * :J
KB Any_AY_Definiion_Mac Mac 05X 3xor eatlier AnyConned ANY_av_mac_def
Any#DefRemediationkla Edit| ¥
‘
Any_AS_Installation_Mac blac 05X Foor earlier AnyConned ANY_as_mac_inst
~ Ramediation Actions.
Message Teud Only Edit| -
Any_AS_Deefinition_Mac Mac 08X Zxor eatligr AnyConned ANY_as_mac_del
AnyASDeRemediationtla Edit| »
» Clent Provisioning C
Any_AM_Installation_Win Windeows All Axor later AnyCanned ANY_am_win_inst
Mossage Tedt Only Edit| =
Any_AN_Dwefinition_Win Windeows Al Ao later AnyConned ANY_am_win_del
AryAMDREmEgEIBonW Edit| *
n
Any_AM_Inztallation_Mac Mac 08X 40 later AnyConmed ANY_am_rmac_inst
Message Ted Only Edit| »
Any_AM_Digfinition_Mae Mac 08X Axorlater AnyConned ANY_am_mac_oel
AnyAMDERemedianonil Edit| » =

Passaggio 10. Creare i criteri di postura in Criteri > Postura. Viene utilizzato il criterio di postura
predefinito per qualsiasi controllo antimalware per il sistema operativo Windows.

hein Hecity ServicesEngine  bome  + Comtet Visibitny
Folicy Sets  Frofiling Client Provisioning  » Polioy Elemants

Posture Policy
Cufine the Posiune Poléoy by configuring rules based on opersting sysiem andior ciher conditicns o el

Any_AM_lnsts

ibabware_Policy ¢ Amy 4 x o lntwr AnyCan

3 Mag
Palicy Cptions  Defsll_AntiMabware_Policy 1 Any Mse 05X 4 x oo e Temmporl Agest Any_AM_Installation_
Mme_temperal Mz tarmporal
-] Policy Opticns.  Defsuit_AntiMabware_Peliy ~ Any indsws All 4 x e It AnyConns Any_AM_Installstion_ [
Win Win %
Policy Cptions. Defact_AntiMabware_Policy  Any Windows All 4xor lnter Temporal Agert Any_AM_Installation_
_win_t ul Win_
Policy Cpticns.  Defsull_Appvis_Policy_Masa ¢ Any Mac 05X 4 x oo Iter AnyConnec

Passaggio 11. Passare a Policy > Policy Elements > Results > Authorization > Downlodable ACLS
(Criteri > Elementi criteri > Risultati > Autorizzazione > ACL scaricabili) e creare DACL per stati di
postura diversi.

In questo esempio:

. DACL con postura sconosciuta: consente il traffico verso DNS, PSN e HTTP e HTTPS.

. DACL postura non conforme - nega l'accesso alle subnet private e consente solo |l
traffico Internet.

. Permit All DACL - consente tutto il traffico per lo stato di conformita alla postura.



Downloadable ACL List > PostureNonCompliant1
Downloadable ACL

* Name | PostureUnknown

Description

IPversion & pya |pys  © Agnostic

{ permit udp any any eq domain
permit jp any host 192.168.15.14
5 permit{cp any any gq 80
permittgp any any eq 443

* DACL Content

Downloadable ACL List > New Downloadable ACL
Downloadable ACL

*Name | PostureNonCompliant

Description

IPversion & pyg Oy © Agnostic i

* DACL Content { deny ip any 10.0.0.0 255.0.0.0
deny ip any 172.16.0.0 255.240.0.0
5 deny ip any 192.168.0.0 255.255.0.0

permit jp any any

Downloadable ACL List > New Downloadable ACL
Downloadable ACL

* Name [ permitall |

Description

IF version {e IPvé4 & IPvE FAgncstic

* DACL Content permit jp any any

» Chedk DACL Syntax

Passaggio 12. Creare tre profili di autorizzazione per gli stati di postura non conforme, non



conforme e non conforme. A tale scopo, selezionare Criteri > Elementi criteri > Risultati >
Autorizzazione > Profili di autorizzazione. Nel profilo Postura sconosciuta, selezionare DACL
postura sconosciuta, selezionare Reindirizzamento Web, selezionare Provisioning client, fornire il
nome ACL di reindirizzamento (configurato su FTD) e selezionare il portale.

Authorization Profiles > New Authorization Profile

Authorization Profile

* Name || FTD-VPN-Redirect ]

Description | ,;l

* Access Type | [ACCESS ACCEPT v ]

Network Device Profile &l Cisco | &

Service Template |

Track Movement [~ ;

Passive Identity Tracking [~ ;

» Common Tasks

¥ DACL Name PostureUnknown

¥ Web Redirection (CWA, MDM, NSP, CPP) (i

| Client Provisioning (Posture) - | ACL | fyusifovredirect V8|U1| it Provisioning Portal (default) v| I

= Attributes Details

Access Type = ACCESS_ACCEPT

DACL = PostureUnknown

cisco-av-pair = urkredirect-ad=fyusifovredirect

cisco-av-pair = urkredirect=https://ip:port/portal/gateway?sessionld=SessionIdValue&portal=27b1bc30-2e58-11e%-98fb-005056877 5a3&action=cpp

Nel profilo Postura non conforme, selezionare DACL per limitare I'accesso alla rete.



Authorization Profiles > New Authorization Profile

Authorization Profile

*Name

Description

* Access Type

Metwork Device Profile

Service Template

Track Movement

Passive Identity Tracking

w Common Tasks

| FTD-VPN-NonCompliant

P

[AccESs_accepT

&5 Cisco | v | B
=

Ca

Oa

M DACL Name

PostureMonCompliant

Q]

= Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureNonComplant

Nel profilo Posture Compliant, selezionare DACL per consentire I'accesso completo alla rete.

Authorization Profiles = New Authorization Profile

Authorization Profile

* Name

Description

| PermitAl

= Access Typs

| accESS AccEPT

MNetwork Device Profile

Service Temglate
Track Movement

Passive |dentity Tracking

v Common Tasks

&k Cisoo | v | €
r

i

M

p DACL Name

Parmitall

)
Sl

v Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PermitAl



Passaggio 13. Creare i criteri di autorizzazione in Criterio > Set di criteri > Predefinito > Criterio di
autorizzazione. Poiché vengono utilizzati lo stato della postura della condizione e il nome del
gruppo di tunnel VPN,

‘s ldentity Services Engine Home  » ContedtVisibilty —  Operations » Administration  » Work Centers

Policy Sets | Profiling  Posture  Chient Provisioning  » Policy Elements

@  Detaut Default policy set Defaull Netwark Access x v 43

¥ Authentication Policy (3)
¥ Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions

W Authorization Policy (18]

Results
+
Status  Rule Name Conditions Profiles Security Groups Hits Aclions
E
@ FTD-VPH-Posture-Compliant AND = Permitall +* 1 - * 4 o
E
k
2 T LA B = FTD-VPH-NonCompliz il 0
@  FrD-vPN-Posture-NonCompliant  AND e T —— FTD-VPH-NonComgliant + + ) a3
Mame EQUALS Employe:
k
@ FTD-VPH-Posture-Unknown AND , o *FID-VPN-Redred + 1 -+ 9 o
Ciso 000 CVF Group-
Mame EQUALS Emy

Verifica

Fare riferimento a questa sezione per verificare che la configurazione funzioni correttamente.

Ad ISE, il primo passaggio della verifica € RADIUS Live Log. Passare a Operazioni > Registro
dinamico RADIUS. In questo caso, l'utente Alice € connesso ed € selezionato il criterio di
autorizzazione previsto.

aliili Wently Services Engne Fioms

+ Troubleshest  » Adaptive Neteprt Sontol  Repers

Rafresh|  Hever jssc.v Latest 20 records jwmr Last 3 hours j

S Rerwsh @ ResstRegenCounts B Exponi To - Trinee = Q=
Time Status. Detnis Repest . identty Endpoint D EndpointPr.. Autesticsb. AulnOrZat.. Authorgali.  PASdness Network Device  Device Port  dentey Group  Posture St
% . ¥
- |
ab 0 31,92 o 3 0 alic 9 00.00: 2950 54 Windownl0,.  Detaukioe Detautt FTD-APH- 172.18.1.10
8 ; Fro
a_ [¢]
Records Showm: 3

Last Updated: Mon Fals 05 2020 03:16:39 GMT+0100 (Coetral Eurepssn Stundard Tiss)

Il criterio di autorizzazione FTD-VPN-Posture-Unknown corrisponde e di conseguenza, FTD-VPN-
Profile viene inviato a FTD.



Overview

Ewent 5200 Authentication succeeded
Username alice{@training.example. com
Endpoint Id 00:0C:29:5C:5A:98 &

Endpoint Profile Windows10-Workstation
Authentication Policy Cefault »= Default

Authorization Policy Cefault == FTD-VPN-Posture-Unknown
Authorization Result FTO-VPN-Redirect

Authentication Details

Source Timestamp 20200203 071328738
Received Timestamp 20200203 07:13:29.738
Policy Server fyusifow-28-3

Ewvent 5200 Authentication succeeded
Username alice@training.example. com

Stato postura in sospeso.

NAS IPwv4 Address 1892.188.15.15
MNAS Port Type Wirtual
Authorization Profile FTD-VPN-Redirect
Posture Status Pending
Response Time 285 milliseconds

La sezione Risultato mostra quali attributi vengono inviati a FTD.



Result

Class

cisco-av-pair

cisco-awv-pair

cisco-awv-pair
cisco-awv-pair

LicenseTypes

CACS:000000000000c0005237 c81 a8 fyusifow-28-3/ 368 580 500/45

url-redirect-acl=fyusifovredirect

url-redirect=https./ffyusifov-28-3 example com: 5443/ portal
gateway?sessionld=000000000000c00058e37cB1a&
portal=27b1bc30-2e58-11e3-58fb-0050 50877V Sa 3t action=cpp&
token=0430f1 cdf40ef 303898V ad8a 228803112

LN LY

ACS: CiscoSecure-Defined-ACL=3#ACSACLE-|P-Posture Unknown-Se3 74144

profile-name=Windows10-Workstation

Base and Apex license consumed

Su FTD, per verificare la connessione VPN, eseguire il comando SSH sulla casella, eseguire il

supporto di sistema diagnostic-cli e quindi visualizzare i dettagli vpn-sessiondb su anyconnect. Da

questo output, verificare che gli attributi inviati da ISE siano applicati per questa sessione VPN.

<#froot>

fyusifov-ftd-64#

show vpn-sessi ondb det ai

Session Type: AnyConnect Detailed

User nane
Index

Assigned | P

Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx

Tunnel Group :

Login Time
Duration
Inactivity
VLAN Mapping

Audt Sess ID :
Security Grp :

Public IP

anyconnect

al i ce@r ai ni ng. exanpl e. com

12

172.16.1.10

: 10
Pkts Tx Drop :
Group Policy :

: 10.229.16.169

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
: AnyConnect Premium
: AnyConnect-Parent:
: AnyConnect-Parent:

(Dnone SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
(1Dnone SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl

Bytes Rx : 13362

Pkts Rx : 49

Pkts Rx Drop : O

: 15326
0
Df1tGrpPolicy
Enpl oyeeVPN
: 07:13:30 UTC Mon Feb 3 2020
: Oh:06m:43s
: Oh:00m:00s
: N/A

VLAN . none

000000000000c0005e37c81a

none

Tunnel Zone : O




AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID :12.1

Public IP : 10.229.16.169

Encryption I none Hashing I none

TCP Src Port : 56491 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 23 Minutes
Client 0S T win

Client OS Ver: 10.0.18363

Client Type : AnyConnect

Client Ver . Cisco AnyConnect VPN Agent for W ndows 4.7.01076
Bytes Tx 1 7663 Bytes Rx : 0
Pkts Tx 5 Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:
Tunnel ID 1 12.2
Assigned IP : 172.16.1.10 Public IP : 10.229.16.169
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1.2 TCP Src Port : 56495
TCP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 23 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx 1 7663 Bytes Rx 592
Pkts Tx 5 Pkts Rx v
Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

DTLS-Tunnel:

1 #ACSACL#-IP-PostureUnknown-5e37414d

Tunnel ID :12.3

Assigned IP : 172.16.1.10 Public IP : 10.229.16.169
Encryption : AES256 Hashing : SHAlL
Ciphersuite : DHE-RSA-AES256-SHA

Encapsulation: DTLSv1.0 UDP Src Port : 59396

UDP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 0 Bytes Rx 1 12770

Pkts Tx : 0 Pkts Rx 1 42

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nanme

| SE Post ure:
Redirect URL :
Redirect ACL :

#ACSACL#- | P- Post ur eUnknown- 5e37414d

https://fyusifov-26-3. exanpl e. com 8443/ portal / gat enay?sessi onl d=000000000000c0005e37c8:

fyusi fovredirect

fyusifov-ftd-64#



E possibile verificare i criteri di provisioning client. Passare a Operazioni > Report > Endpoint e
utenti > Provisioning client.

AMieMAC LiveLags  » TACAES & Treublmbest
a-

b Adaptive Hetwoek Coasal

Clhent Provisianing €
Froen 2020-020% 00:00:00.0 10 20200203 0B 14.07 0

+ My Reports @
= Feports
v Audit
Logped At Sarver

+ Devioe Adminisiration

* Disgnestics

Répart

Event

O ety

slice@taining sxamele com

@ Endpoint D

* My PRepors | B Expod To = | O Schedule

Trite SAeken O

P Address Ehent Provisioning Pol

- )

4
= Endpoints and Users 8

Authentication Summary
Client Provisioning

Cument Adtve Sesbons

# Teasl Rewa

AswvPage| 4 =] =]

E possibile controllare il report sulla postura inviato da AnyConnect. Passare a Operazioni >
Rapporti > Endpoint e utenti > Valutazione postura per endpoint.

whul identity Services Engine

ot Vit » oy

» RADIUS  Threst-CentricNAC Live Logs  » TAGACS  » Troubleshoot  » Adaptive Network Control
Q-

iseo

Posture Assessment by Endpoint @
From 2020-02-03 00:00:00.0 to 2020-02-02 08:15:48.0

Export Summary

*» My Reports = exported in last 7 days 0
~ Reports.
» Audit
Logged At Status Details
» Device Administration x . j < j

» Diagnostics 2020-02-03 08:07:5 [~}

» Administration

PRA Action

Izl A

» Work Centers

© identity

© Endpoint ID

Kl
~ Endpoints and Users

Authentication Summary
Client Provisioning
Current Active Sessions
External Mobile Devic...
Manusl Certificste Pro...
PassivelD

Posture Assessment by ..

Posture Assessment by

License Waming A

% MyReports | B Export Tov | O Schedule

TFriter  ORefresh 8~

P Address Endpoint 0S.

172.18.1.10

1 Total Rows

RowsPsgs| 1 7| =

Per visualizzare ulteriori dettagli sul report di postura, fare clic su Dettagli.

rvices Engine

Posture More Detail Assessment

From 2020-01-04 00:00:00.0 to 2020-02-03 08:13:36.0
Generated Al 2020-02-03 08:12:37.37

Client Details
Usermame
Mac Address
IF address

ocation
Session ID

Client Operating System

Client NAC Agent
PRA Enforcement
Col
CoA

PRA Grace Time

PRA Interval

Agreement Status

System Mame

System Domain

alice@training example.com

00:0C:29:5C.5A.98

172.18.1.10
All Locations

000000000000c0005637cE1a

Windows 10 Professional 84-bit

AnyConnect Posture Agent for Windows 4.7.01078

0

Received a posture report from an endpoint

]

MNiA

NotEnabled

DESKTOP-IE3558M

n/a



Dopo la ricezione del report ad ISE, lo stato della postura viene aggiornato. In questo esempio, lo
stato della postura & conforme e il Push CoA viene attivato con una nuova serie di attributi.

O Refresh @ ResstRepestCounts B Export To~

Trilter~  f¥

Time Status Details Repeat

. =

E
Feb
Feb
F

[ << IO < ]

o b b Db

identity Endpoint ID Endpoint Pr.

alice@training e 510
#ACSACLEIP-P
slice@training.e. 00:0C:29:5C:5A:96 Windows10

Authenticat.

Default >

Default >

Authorizati

Default >

Default >

Authorizati

FTD-VPN-R

FTD-VPN-R

P Address

172.16.1.10

Network Device  Device Port

Last Updated: Mon Feb 03 2020 09:10:20 GMT+0100 (Central European Standars

d Time)

Identity Group

Posture &



Overview

Event

Username

Endpoint Id

Endpoint Profile

£205 Dynamic Authorization succeeded

10.55.218.19 @

Authorization Result

PermitAll

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Endpoint Id

Calling 5tation Id
Audit Session Id
Network Device
Device Type
Location

NAS IPv4 Address

20200203 16:58:39.687

2020-02-03 16:53:39.687

fyusifow-28-2

5205 Dynamic Authorization succeeded

10.55.218.19

10.565.218.19

000000000000=0005e385132

FTD

All Device Types

All Locations

192.168.15.15

Authorization Profile

Posture Status

PermitAll

Compliant

Response Time

2 milliseconds




Other Attributes

ConfigWersionld

Event-Timestamp

Device CoA type

Device CoA port

NetweorkDeviceProfileld

IsThirdPartyDeviceFlow

AcsSessionlD

21

15807459119

Pt P
IS0 COA

1700

b0829505-2150-4215-a80e-6753d45bi56c

af48ce55-d550-4778-ad40-b03ea 1202442

CoASourceComponent Posture

CoAReason posture status changed
CoAType COA-push

Network Device Profile Cisco

Location

Device Type

IFSEC

Device |P Address

Location#All Locations

Device Type#All Device Types

IFSECHIs IFSEC Device#Mo

192.188.15.15

sudit-sessicn-id=000000000000=0005=285122,
coa-push=true,
ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-PermitAll-5e384dcd

CiscoAVPair

Verificare a FTD che i nuovi ACL di reindirizzamento e URL di reindirizzamento vengano rimossi
per la sessione VPN e che venga applicato PermitAll DACL.

<#root>
fyusifov-ftd-64#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username
al i ce@r ai ni ng. exanpl e. com

Index : 14

Assigned IP : 172.16.1.10 Public IP : 10.55.218.19




Protocol

License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel:
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel:
Bytes Tx 53990 Bytes Rx : 23808
Pkts Tx 1 73 Pkts Rx : 120
Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : Df1tGrpPolicy Tunnel Group :
Enpl oyeeVPN
Login Time : 16:58:26 UTC Mon Feb 3 2020
Duration : Oh:02m:24s
Inactivity : Oh:00m:00s
VLAN Mapping : N/A VLAN I none
Audt Sess ID : 000000000000e0005e385132
Security Grp : none Tunnel Zone : 0
AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1
AnyConnect-Parent:
Tunnel ID : 14.1
Public IP : 10.55.218.19
Encryption I none Hashing I none
TCP Src Port : 51965 TCP Dst Port : 443
Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 27 Minutes
Client 0S : win
Client OS Ver: 10.0.18363
Client Type : AnyConnect

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx 1 7663 Bytes Rx : 0
Pkts Tx 5 Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:
Tunnel ID 1 14.2
Assigned IP : 172.16.1.10 Public IP : 10.55.218.19
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1.2 TCP Src Port : 51970
TCP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 27 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx 1 7715 Bytes Rx : 10157
Pkts Tx H) Pkts Rx : 33
Pkts Tx Drop : O Pkts Rx Drop : O
Filter Name
#ACSACL#- | P- Permit Al | - 5e384dc0
DTLS-Tunnel:
Tunnel ID 1 14.3
Assigned IP : 172.16.1.10 Public IP : 10.55.218.19
Encryption : AES256 Hashing : SHAlL
Ciphersuite : DHE-RSA-AES256-SHA
Encapsulation: DTLSv1.0 UDP Src Port : 51536
UDP Dst Port : 443 Auth Mode : userPassword



IdTle Time Out: 30 Minutes Idle TO Left : 28 Minutes

Client 0OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 38612 Bytes Rx : 13651

Pkts Tx 1 62 Pkts Rx 1 87

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

#ACSACL#-| P-Perm t Al | - 5e384dc0

fyusifov-ftd-64#

Risoluzione dei problemi

Le informazioni contenute in questa sezione permettono di risolvere i problemi relativi alla
configurazione.

Per un flusso di postura dettagliato e per risolvere i problemi relativi a AnyConnect e ISE,
controllare questo collegamento: Confronto tra gli stili di postura ISE per le versioni precedenti e
successive alla 2.2.

» Spilt Tunnel

Uno dei problemi piu comuni, quando € configurato un tunnel di spit. In questo esempio viene
utilizzato il criterio di gruppo predefinito, che esegue il tunneling di tutto il traffico. Nel caso in cui
venga tunneling solo del traffico specifico, le sonde AnyConnect (enroll.cisco.com e host di
rilevamento) devono attraversare il tunnel, oltre al traffico diretto all'lSE e ad altre risorse interne.

Per controllare i criteri del tunnel in FMC, verificare innanzitutto quali criteri di gruppo vengono
utilizzati per la connessione VPN. Selezionare Dispositivi > Accesso remoto VPN.

Overview  Analysis  Policies Objects | AMP  Inteligence Daploy L System Help ¥ admin v
Device Management NHAT VPN * Remote Access Qus Platform Settings FlexConfig Certificates
EmployeeVPN & cancel

olicy Assignments (1)

Access Interfaces  Advanced

Hame ARR Group Policy

DefaultWEBVPNGroup Authenticat i DftGrpPolicy ]

Passare quindi a Oggetti > Gestione oggetti > VPN > Criteri di gruppo e fare clic su Criteri di
gruppo configurati per VPN.


https://www.cisco.com/c/it_it/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/it_it/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html

Edit Group Policy
Name:*®

Description:

AnyConnect  Advanced

VPN Protocols IPv4 Split Tunneling: Allow all traffic aver tunnel
IP Address Pools

IPv6 Split Tunneling: Allow all traffic over tunnel

Banner
DNS/WINS Split Tunnel Network List Type: © Standard Access Lst © Extended

Split Tunnelng Standard Access List:

DNS Request Split Tunneling
DNS Requests: Send DNS requests as per split tunnel pelic ¥

Domain List:

* ldentity NAT

Un altro problema comune € quando il traffico di ritorno degli utenti VPN viene tradotto con l'uso di
una voce NAT errata. Per risolvere il problema, & necessario creare Identity NAT nell'ordine
appropriato.

Controllare innanzitutto le regole NAT per il dispositivo. Passare a Dispositivi > NAT e fare clic su
Aggiungi regola per creare una nuova regola.

Overview Analysis Policies Objects | AMP Intelligence L System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

FTD_11 /4, Show J| H save |[@ cancel |

Enter Description

| # Filter by Device | | @  addrie |

[7] Policy Assignments (1)

r Original Packet N\ T Tr | d Packet “

¥ NAT Rules Before

Nella finestra aperta, selezionare Aree di protezione nella scheda Oggetti interfaccia.
Nell'esempio, la voce NAT viene creata da ZONE-INSIDE a ZONE-OUTSIDE.



I Add NAT Rule ? X

NAT Rule: Manual NAT Rule v Insert: In Category ¥ NAT Rules Before ¥ |
Type: Static ¥ ¥ Enable
Description:
h Translation PAT Pool Advanced
Available Interface Objects & Source Interface Objects (1) Destination Interface Objects (1)
I -4 Search by name | sas ZONE-INSIDE s ZONE-QUTSIDE i |

io2 ZONE-INSIDE

i ZONE-OUTSIDE I ;::ﬂt; | |

Add to |
Destination |

OK Cancel |

Nella scheda Traduzione, selezionare i dettagli del pacchetto originale e tradotto. Essendo Identity
NAT, l'origine e la destinazione rimangono invariate:

Edit NAT Rule ? X

MNAT Rule: w Insert: In Category w w !
Type: Static v ¥ Enable
Description:

Y Interface Objects PAT Pool  Advanced
Original Packet Translated Packet

| Original Source:™* any w @ Translated Source: Address w ‘

. o an v g
| Original Destination: Address w v @ ‘
WPN_Subnet v @ Translated Destination: WPN_Subnet A" @
Original Source Port: v @ Translated Source Port: v @
Original Destination Port: w @ Translated Destination Port: w @
OK || Caneel |

Nella scheda Avanzate, selezionare le caselle di controllo come illustrato nell'immagine:



Edit NAT Rule

NAT Rule: Manual NAT Rule > Insert: In Category v| NAT Rules Before |V¥
Type: Static v Enable

Description: ‘

Interface Objects  Translation  PAT Pool

I= Translate DNS replies that match this rule
] Fallthrough to Interface PAT(Destination Interface)
I 1pve

I net to Net Mapping

M Do not proxy ARP on Destination Interface

¥ perform Route Lookup for Destination Interface

I” unidirectional

oK || cancel




Informazioni su questa traduzione

Cisco ha tradotto questo documento utilizzando una combinazione di tecnologie automatiche
e umane per offrire ai nostri utenti in tutto il mondo contenuti di supporto nella propria lingua.
Si noti che anche la migliore traduzione automatica non sara mai accurata come quella fornita
da un traduttore professionista. Cisco Systems, Inc. non si assume alcuna responsabilita per
I&rsquo;accuratezza di queste traduzioni e consiglia di consultare sempre il documento
originale in inglese (disponibile al link fornito).



