Cisco IOS/CCP - Configurazione di DMVPN con
Cisco CCP
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Introduzione

In questo documento viene fornita una configurazione di esempio per il tunnel DMVPN (Dynamic
Multipoint VPN) tra router hub e spoke tramite Cisco Configuration Professional (Cisco CP).
Dynamic Multipoint VPN & una tecnologia che integra diversi concetti, quali GRE, crittografia
IPSec, NHRP e routing, per fornire una soluzione sofisticata che consente agli utenti finali di
comunicare in modo efficace tramite i tunnel IPSec spoke creati in modo dinamico.

Prerequisiti

Requisiti

Per ottenere le migliori funzionalita di DMVPN, & consigliabile eseguire il software Cisco IOS®
versione 12.4 mainline, 12.4T e successive.

Componenti usati

Le informazioni fornite in questo documento si basano sulle seguenti versioni software e
hardware:



- Cisco IOS Router serie 3800 con software versione 12.4 (22)

- Cisco I0S Router serie 1800 con software release 12.3 (8)

- Cisco Configuration Professional versione 2.5
Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione € stata
ripristinata ai valori predefiniti. Se la rete € operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Convenzioni

Fare riferimento a Cisco Technical Tips Conventions per ulteriori informazioni sulle convenzioni
dei documenti.

Premesse

Questo documento offre informazioni su come configurare un router come spoke e un altro router
come hub con Cisco CP. Inizialmente viene mostrata la configurazione spoke, ma piu avanti nel
documento, viene mostrata in dettaglio anche la configurazione relativa all'hub per fornire una
migliore comprensione. E possibile configurare anche altri raggi utilizzando un approccio simile
per la connessione all'hub. Lo scenario corrente utilizza i parametri seguenti:

- Rete pubblica router hub - 209.165.201.0
- Rete tunnel - 192.168.10.0
- Protocollo di routing utilizzato - OSPF

Configurazione

In questa sezione vengono presentate le informazioni necessarie per configurare le funzionalita
descritte piu avanti nel documento.

Nota: per ulteriori informazioni sui comandi menzionati in questa sezione, usare lo strumento di
ricerca dei comandi (solo utenti registrati).

Esempio di rete

Nel documento viene usata questa impostazione di rete:


/c/it_it/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
/c/it_it/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
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Configurazione spoke con Cisco CP

Questa sezione illustra come configurare un router come spoke utilizzando la procedura guidata
DMVPN in Cisco Configuration Professional.

1. Per avviare l'applicazione Cisco TCP e avviare la procedura guidata DMVPN, andare a
Configurazione > Sicurezza > VPN > Dynamic Multipoint VPN. Quindi, selezionare I'opzione
Crea un raggio in una VPN DMVPN e fare clic su Avvia l'attivita

selezionata.
Configure > Security > VPN > Dynamic Multipoint ¥PH Q

g

Create Dynamic Mulipoint VPN (DMVPN) | Edit Dynamic MulSpoint VPN (DMVPN) |

Coaifaguie DMVPN Spake
."'ll.- '; _ﬂ-
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[ roato o spoke {chent) i s DIAVIH |
Usa this option to configure the router 25 & spoks in afull mesh or hub
and spoke network topology. To complete ihis configursiion, you must

knows the hub's IP address, WHRF mformation, pre-shared key, IKE
policy, IPSec Transform set and dynamic rouling profocol infarmation

" Cresle o hub (server or head.end) in o DMUPH

LUse this oplion fo configure the router as & primary or backup hub, Ifyouw

are configuring a backup hub, you must know the primarny hub's NHRP

inforrmalion, pre-shared key, IKE policy, IPSee Transform s21 and

dynarmic routing protocol Inforrmalion. —

{aunch the selectod task)
L -




2. Fare clic su Next (Avanti) per
iniziare.
DMYPN Spoke Wizard Xl

Configure a DMYPH spoke

DMVPM allows you to create a scalable netwark thal connecis muliple remate routers to a
cantral huo router using the same security fealures ofered by site-lo-sita VPMNE. DRVEM
uses [PSec, NHRP, GRE and routing protocols to create secure tunnels between a hub and
a spoke.

This wizard allows you to configure 1he router as a DMYPR spoke,
Thewizard guides you through these tasks:

* Bpeciting the DMYPH network topology.

* Prowidling hub information.

* Configuring a2 GRE funnel interface,

* Configuring 3 pre-shared key,

* Configuring IKE policies.

* Configuring an 1P Sec transform set.

* Corfigurng & éynamic routing protocol.

To begin, click Mext

St | cancel|  Heip |

3. Selezionare l'opzione Rete Hub e Spoke e fare clic su
Avanti.



DMYPN Spoke Wizard - 10% Complete X

DEVPN Network Topology
Select the DEVPRM network topalagy.

(ﬁ“ Hub and Spoke neteark j

I 1his topology, all DRYPR draffic is routed through the hub, A point-fo-point GRE interface
will be configured on the spoke, and the spoke will use itto creats a Wwnnel to the hub which
willl rermain up. Spokes do notcreate GRE unnels o other spokes Inthis topology.

™ Fully meshed network

In thizs topology, the spoke dvnamically establishes a direct tunnel 1o another spoke device,
and sends DMYPM traffic directhy to it A muitipoint GRE tunnel intetface is configured on the
zpoke to support this functionality,

| Hote: Cleeo supports Tully meshed DMYPN networks only in the following Cisco 05

Iimages: 12.3(8)T1 and 12.3(9) or later.

*Ea:k!fieﬂr” =i | Ean:ell Help |
—

4. Specificare le informazioni relative all'hub, ad esempio l'interfaccia pubblica del router hub e
l'interfaccia del tunnel del router

hub.




DMVYPH Spoke Wizard (Hub and Spoke Topology] - 20% Complete [E|
Specify Hub Information

Enter the | address of the hub and the |F address of the hub's mGRE tunnel interface.
Contact vour nefwork administrator fo getthis information

Hukb Information

IP address of hub's physical interface: 209.165.201.2 |

IP address of hub's MGRE lunnel inteace; | 192.168.10.3 |

Pubilia P addigss
1o be cofosed abawa

Yo are confEunng

s s ook auber IP addiess of thwe mGHE lumnel

& be entered abawve

<Back ||Nea= || 7o | cancel| el |

5. Specificare i dettagli dell'interfaccia tunnel dello spoke e l'interfaccia pubblica dello spoke.
Quindi fare clic su
Avanzate.



DEYPH Spoke Wizard (Hubiand Spoke Topology] - 30% Complete

GRE Tunnel interface Configuration
Select the interface that connects to the Intemet: |:_F-551E||‘IEFFIE|_|3I_ _ 1_ |

0 Selecting an intetface configured for a dialup connection may cause the connection to
be absays up.

GRE Tunnel Inarmace

A GRE tunnel inteface will be created for this DMYPR connection. Please eniar the
address information for this interface.

IF address of the tunnel interface Mvanced setings
IF Address: Click Advanced to verify that values
lﬁlﬂﬁ.ﬂ | triatch pear settings.
Subnet Mazk:

| anced. |
255.256.256.0 [z« B

Logical GREMGRE Turmel mterfacs.
P address of GRE'MGRE hanmnal
infarfsce on all hubs and apoks roubers
Infertace conmedlid o |mlensel mte private 1P addresses and st ba
Thia ia the intarface from which in 18 a BUbREl

GRE/MGRE Tumiel originaties- I

Fed mane inforabon please dick e
alp buticn_

*Ea:klﬂeﬂ? ~{miisl | Cancell Help |

6. Verificare i parametri tunnel e NHRP e assicurarsi che corrispondano perfettamente ai

fdvanced configuration for the tunrelinter... EJ

Some of the following parameters showld be identical
in all dewices in this DAVPR, Obiain the comect values
fram wour netwark administrator before changing fhe

Cisco CP deraults.
MHREP

HHRP Authentication String: |bmupﬁ_ww
MHRP Metwork ID: :inuﬁﬁﬁ -
MHRF Hold Time: | 360

GRE Tunmal Intarface Informalion

Tunmnel Key. |1|][||][||]

Bandwidth: |1|:||3|;|

MTL: 11400
Tunmnel Throughput Delay; 1000

(ok || cancet |  Hel
parametri Hub. i

7. Specificare la chiave gia condivisa e fare clic su




Avanti.

DEVYPH Spoke Wizard (Hub and Spoke Topology] - A0% Complete E|

Authentication

Select the method you want to use o authenticate this router to the peer device(s) inthe
DaP M metwark, You can use digital ceriicate or a pre-shared key, |f digital cerdificate is used,
the rouler must have s valid cerdificate configured If pre-shared key is used, the key configured
@n his rouler must maich ke keys configured on all other roulers in the DMYER neteork,

I Digital Certificates

& Pre-shared Keys

pre-shared key, *"""' 1

Resrter key. s |

<Back [ Ned d | “ivist | cancel| e |

8. Per aggiungere una proposta IKE separata, fare clic su Add
(Aggiungi).



DMYPN Spoke Wizard (Hub and Spoke Topology] - 50% Complete x|

IKE Proposals
ILE proposals specify the encraption algarithin, authentication algorthm and key exchange
method that is used by this rowter when negotiating a YPH connection with the remote
device, For fhie YPR connection to be established with the remale device, the remaote
device should be confgured with af least one of the policies listed balow,

Click the Add__. bution to add more policies and the Edit.. Button to edit anexisting pollcy.

Priority] Encryption | Hasgh D-H Group | Authentication| Type
FRE SHARE CistoCP Defal

~{ri=l | Cam:ell Help |

= Back | Ned =

9. Specificare i parametri di crittoirafia, autenticazione e hash. Quindi fare clic su

Canfigure IKE Policy

Friority; Authenfication: :
2 PRE_SHARE |
Encryption: D-H Group:

\AES_192 " groupi |
Hash: Lifetirme:

24 [0 |[o | HHMss

| 0] || Cancel | Help |

i E—

OK.
10. I nuovi criteri IKE possono essere visualizzati qui. Fare clic su Next

(Avanti).



DMYPH 5poke Wizard (Hub and Spoke Topology) - 50% Complete

IKE Proposals

IKE proposals specify the encrption algarithen, authentication algonthm and key exchange
method that is used by thiz router when negofiating 2 YPM connection with the remoie
device. For the WPR connedlion to be established with the remaole davice, the remote
device should be configurad with al least one of the policies listed below,

Priority) Encryption | Hash D-H Growp | Authenlication| Type
z AES 149z SHA_1 groupt FRE_SH&RE User Defined
| Add. |

qaa;kilueﬂnlj irijsl | Cam:ell Help |

11. Fare clic su Avanti per continuare con il set di trasformazioni
predefinito.




DEMYPH Spoke Wizard (Hub and Spoke Topology] - 60% Complete

TransTorm Sel
Atransform sef specifies the encryplion and authenfication algorithms used to proteci the

data inthe ¥PH tunnel. Since the tao devices must use the same algorthms fo
cammunicate, the remaote device must be configurad with the same transform =&t as the

one seleclad below.

Zhckthe Add.. bution fo add a new transform set and the Edit.. button to edit the specified
framsform set.

Select Transfonm Set

Details of the specified kansform set
Hame ESF Encryplion| ESF Intedrity £H Integrity

5. ESP-30ES-SHA  ESP_3DES  ESP _SHA HMAC

i

|

L7 s Edit

<Back || Mest=] | <o | cancer| Heip |

12. Selezionare il protocollo di routing desiderato. In questo caso, & selezionato
OSPF.




DEYPH Spoke Wizard (Hub and Spoke Topology) - £0% Complete

Select Rowting Protocol

Routing profocols are used to adverise private netwarks hehind this router to oter routers
in the DRYER. Selectthe dynamic routing profocol you wani io use,

Mate; Wou can only creale as many OSPF pracesses as the number of interfaces fhat are
configured wilh an IP address and have the stalus administratively up.

" EIGRP

taa;kﬂﬂed:” =izl | Cancell Help |

13. Specificare I'ID processo OSPF e I'ID area. Per aggiungere le reti che devono essere
annunciate da OSPF, fare clic su Add

(Aggiungi).




DEVYPHN Spoke Wizard (Hub and Spoke Topology] - 80% Complete
Raoting Information
" Selects

% Creals anew OSPF process 0

CSPF Ares ID for lbnel neteark:

i

Add the private networks thal yowwant o advedise to the other roulers in this DVPR, OSPF
st be enabled on the other routers to send and receive these adverdizements.

Private netwarks adverised using OSPF

Network | wildcard Mask | Area Add..

Privaie Netwurk theal will L=
Sdvertiesd w the DMUWPH cloud,

Imtammat Eﬁzﬁ
DA vF i “%
] ———— .

= Back | Med> | Finisl

Cancel Help

Hebwork: 192168.90.0

Wildeard mask 0.0.0.255

Area: ¥

Cancel |

14. Aggiungere la rete del tunnel e fare clic su OK.

15. Aggiungere la rete privata dietro il router spoke. Fare quindi clic su
Avanti.




D#VPH Spoke Wizard (Hub and Spoke Topology] - 80% Complete

Routing Information
" Selectan eistng OSPF process D
¥ Creale a new OSPF process ID; |—|w

QSPF Area [T for lunnel neteark: | 2

Add the private networks thal yowwan! o adverlise o he other roulers in this DMVPH. OSPF
st e enabled on the other routers to send and receive these advanizaments.

Private netwarks advedised using O5PF

Hetwork Wildeard Mask | Area
192.168.10.0 0.0.0:255 2
172.1618.0 00,0255 2

Pubwaie Metwurk thial will Le

Sboeitined fu the DRMWPN cloud.

< Back | @edr][ “iich | cancel|  Heip |

16. Fare clic su Fine per completare la configurazione della procedura
guidata.




D#VPH Spoke Wizard (Hub and Spoke Topology] - %0% Complete X

Swmmary of the Configuration

Click Finish io delier the configuration fo the router.

Raole of this router: DMYPMSpake (Hub & Spoke topoloo) ~
Public IP address ol primany hub 209,165 20172
IP addrass of primary hubs mGRE tunnel{0)
Interface thal connecls this rouler 1o the IntemeatFastEhemsld
P addrass of this roulsr's unnel inferface 1 32 163 105 Mask 255,255 255 0
mdvanced configuration for the lunnel ineface,
MHRF Authenilicalion Siring DMy RN _RNWY
MHRF hebsark 10100, 000
MHRP Haldlime: 360
Tunne| Kay: 100,000
Bandwidth:1, 000
MTLET 400
Delay: 1,000
Rouling Protocal:0SPF
SPF Process 1010
DSPF Area 1D for lunnel netaark: 2
Frivate netwarks adverised
192 1681004882

AT AR AT e~ AT M,

= Hack | e Finish | Cancel Help
| oo |(Enisn ) | |

17. Fare clic su Consegna per eseguire i comandi. Per salvare la configurazione, selezionare la
casella di controllo Salva configurazione in esecuzione nella configurazione di avvio del
dispositivo.

Deliver. Confipuration to Device

Dediver defla commands o the device's running canfia,

Previgwy cammads thet will be delivared to the devce’s rufning configuration,

crypto ipsec transform-zed ESP-30ES-EHA, esp-cha-hmac azp.3dea
o transpart

ext

cryvpbo ipsec profile CizcoCP _Profiled

zet franzform-sat ESF-30ES-SHA

axt

rterface Tunneld

exi

defoadt mberfeace Tunnel

nterface Tunnel

Fiaredka At 00 "H‘_

1 I}

The differences between the running configuration and the startup configurabion are lost whenewver
the device is turnad off.

[ Save unning conlig, to device's starup confin
Thiz operafion cean take several mnutes

[ Delver || Cancel Saveto fie Help




Configurazione CLI per spoke

La configurazione CLI correlata € mostrata di seguito:

Router Spoke

crypto ipsec transformset ESP-3DES-SHA esp-sha-hmac
esp- 3des
node transport
exit
crypto ipsec profile Ci scoCP_Profilel
set transformset ESP-3DES- SHA
exit
interface Tunnel O
exit
default interface Tunnel O
interface Tunnel O
bandw dt h 1000
del ay 1000
i p nhrp hol dti ne 360
i p nhrp network-id 100000
i p nhrp authenticati on DMWPN_NW
i p ospf network point-to-nultipoint
ip ntu 1400
no shut down
i p address 192. 168.10.5 255. 255. 255.0
ip tcp adjust-nss 1360
i p nhrp nhs 192. 168. 10. 2
ip nhrp map 192.168. 10.2 209. 165. 201. 2
tunnel source Fast Et hernetO
tunnel destination 209.165. 201. 2
tunnel protection ipsec profile CiscoCP_Profilel
tunnel key 100000
exit
router ospf 10
network 192.168.10.0 0.0.0.255 area 2
network 172.16.18.0 0.0.0.255 area 2
exit
crypto isaknp key *****x** zddress 209.165. 201. 2
crypto isaknmp policy 2
aut henti cation pre-share
encr aes 192
hash sha
group 1
lifetinme 86400
exit
crypto isaknmp policy 1
aut henti cation pre-share
encr 3des
hash sha
group 2
lifetinme 86400
exit

Configurazione hub con Cisco CP

In questa sezione viene mostrato un approccio graduale su come configurare il router hub per la
VPN DMVPN.



1. Selezionare Configura > Sicurezza > VPN > Dynamic Multipoint VPN e selezionare I'opzione
Crea un hub in una VPN DPM. Fare clic su Avvia l'attivita
selezionata.

Configure > Securily = VPN = Dynamic Mullipaink ¥PH

L

" Create a spoke (clent) in a DMYPH

Use [his oplion 1o configure the roulsr a5 3 spoke in & full mesh or hub
and spoke network pology. To complete this configuration, you must
know thie hub's IP address, NHRP information, pre-shared key, IKE
policy, IPSec Transform set and dynamic routing profocal infarmation.

[f* Create a hub (server or head-endj in a IMVPH] )

Lze this opllon to configure the router as a primany or backup huk, Fyou
are configuiing & backup hub, you must know the primary hub's NKHRP
information, pre-shared key, IKE policy, IPSec Transform setand
dynarmic rouling prafocol information

(Lau nch the selected fas ﬂ

2. Fare clic su Next
(Avanti).



DMYPH Hub Wizard E

Configure a DYPH huts

DMVPM allows you Lo creste 3 scalable nebwork thal connects mulliple remole roulerns 1o 3
central hub rowter using the sarme securlty features offered by site-t0-site YRRMs. DRYEN
uses [PSec, NHRP, GRE and routing protocols 1o create secure funnels between a hub and
3 spoke.

This wizard allows you Lo configure [he router as 3 DMYPR hub.
The weizard quides you throwgh these tasks:

* Bpecitving the DMYPRH network topology.

* Bpecifing the hub type.

* Configuring 2 multipoint GRE tunngl

T Confguring a pre-shared key,

= Configuring IKE policies.

* Commigunng an IPsec transionm sat.

* Configuring & cvnamic routing protacol.

Tao bagin, click Mesxt

~ini=l | Cam:ell Help |

3. Selezionare l'opzione Rete Hub e Spoke e fare clic su
Avanti.



DYPN Hub Wizard - 10% Complate x|

DEMPN Metwork Topology
Select the DRYPM netvork topology.

(r-“ Hub and Spoke neteork :'

In this topology, all DMYPR fraffic is routed thraugh the hub, A point-io-point GRE interface
will be configured on the spoke, and the spoke will use il to create 3 lunnel to the hub which
willl rermaln wp. Spokes do notcreate GRE tunnels o other spokes 0 this lopology.

T Fully meshed network

In this topology, the spoke dynamically establishes a direct tunnel to another spoke device,
and sends DYPN frafic directy to it A multipoint GRE tunnel interface is configured on the
spoke to support this functionzlity,

Hote: Clgeo supports Tully meshed DMYPH networks only in the following Cieco 105
images: 12.3(8)T1 and 12.3(9) or later.

= Back | Mext=]| ==l | Canl:ell Help |

4. Selezionare Hub primario. Fare quindi clic su
Avanti.



DEYPH Hub Wizard (Hub and Spoke Topology] - 15% Complete E

Type of Hub

In & DEVPM neterork there will e a hub router and multiple spoke routers connecting o the
hub, You can also configure multiple routers as hubs, The addiional routers wall acf as
backups, Selectthe bype of hub yau want 1o configure his rauter as,

i Primary hub

= Back |[Hed =)

5. Specificare i parametri dell'interfaccia del tunnel e fare clic su
Avanzate.

-{rii=l | Cam:ell Help |




DMVPH Hub Wizard (Hub and Spoke Topology]

Selectthe inferface that

ke abways up.

30% Complete

Multipoint GRE Tunnel Interface Corfiguration

connects to the Intemet: [lEigahHElhemele ] |

Muli point GRE (mMGRE) Tunnel Intarfce

A GRE tunnel intertace will be created for this DYVPR connecton. Please entar the
address information for this interdface.

GRE/MGRE Tum e anginali

Irvlerface conneced to Infemal
This s the inteiface fram which

Lagical GREMGRE Turne nbanface.
IP address of GRE/'MGRE tunnal
inerface on all hube and spole roulers
afe private IP addresses and must be
i e garse aubimel.

For mare information please dick the
bk butien.

_I'h__l.r LN e I -

6. Specificare i parametri Tunnel e NHRP. Quindi fare clic su

Ldvanced configuration for. the tunnelinter... [EJ

Cisco GP deraults.
MHRF

Some of the following parameters should be identical
in all devices in this DMWYPM, Obiain the comectvalues
from your network administralor before changing the

HHREP Metwork 1D 100000

HNHRFP Authentication String: |Dmupﬁ_ww

MHRFP Hold Time: | 360

GRE Tunnel Interface Informalion

Tunnel Key: | 100000

Bandwidth; | 1000

MTL: |14nu

Tunnel Throughput Delay: | 1000

OK.

| ok || cancel | Hew
S

7. Specificare 'opzione in base alla configurazione della

IP address of the tuningl Interface Adwanced setings
I Address: Click Advanced toverify that values
1892.168.10.2 | rratch peer settings.
Subnet Mask:
255.255.255.0 || 24

F s e ] I

/B Selecting an interface canfigured for a dialup connection may cause the connection to

LI N P



Cisco CF Warning

Yes

rete

8. Selezionare Chiavi gia condivise e specificare le chiavi gia condivise. Fare quindi clic su
Avanti.

DEYPH Hub Wizard (Hub and Spoke Topology] - 40% Complete

Authentication

Select the method you want to use W authenticate this rowter (o the peer deviceds) inthe
CVE M netaark, You can use digifal cerificate or 2 pre-shared keyv, If digital cedificate is used,
the router must have a valid cedificate configured. If pre-shared keyis used, the kay configured
an s rouler must malch the kevs configurad an all other rowlers in the DWVEN netear,

" Digital Certificates

[F Pre-shared Keys j

pre-shared key: |

Reerter key (e |

< Back [{Mea=)| 0 | cancel| Hep |

9. Per aggiungere una proposta IKE separata, fare clic su Add
(Aggiungi).




DEYPH Hub Wizard (Hub and Spoke Topolopy] - 50% Complete

IKE Propogals
IKE proposals specify the encrpption algorithm, autnentication algonthm and key exchange
method that is used by this router when negotizting & VPN conneclion with the remaote
device, For the WPh conneclion to be establizshed with the remole devic e, the remofe
device should be configurad with a1 least one of the policies lisled below,

Priority] Encegption | Hash D-H Group | Authentication| Tvpe
gSHA:1 aroup2 FRE_ EHARE  Cizco CF Defal

<Back | Mest= | 0 | cancer| e |

10. Specificare i iarametri di crittoirafia, autenticazione e hash. Quindi fare clic su

Configure IKE Policy-

Prioity  Authentication:
|2 PRE_SHARE v
Encryption: D-H Group:

F group? v|
Hash:  Lietime:

| SHA_t v 24 |0 |[0 | HHMMSS

| Ol || Cancel | Help |
OK.

11. I nuovi criteri IKE possono essere visualizzati qui. Fare clic su Next
(Avanti).



DEVYPH Hub Wizard (Hub and Spoke Topology] - 50% Complete T

IKE Proposals
IKE proposals gpecify the enchption algorithim, authentication algonithm and key exchange
method that is used by this rowter when negotisting & YPM connection with the remoie
device, For the YPR conneclion to be established with the remote device, the remote
device should be configured with a1 least one of the policies listed balow,

Priority} Enceyption | Hazh D-H Group | Authenticationy Type
: FRE SEHARE CiscoCF Defay
2 AES 142 SHA_1 groupt FPRE_SHARE Usear Defined
| Add. |

tEa[_kEiﬂe:d:*” ~iFiiel | CHHEEII Help I

12. Fare clic su Avanti per continuare con il set di trasformazioni
predefinito.




DMYPN Hub Wizard (Hub and Spoke Topology] - 60% Complete

Trarsform Set

Atransform sef specifies the encryplion and authenfication algorithms used to protecithe
data inthe VPH tunnel. Since the two devices must use the same algorthms to
cammunicate, the remote device must be configured with the same transform set as the
one seleclad below,

Chckthe Add... bution fo add a new transform set and the Edit.. buiton to edit the specified
fransform set.

Select Transfonm Set

Cisco CF Defaull Transform Sel |

Deetails of the specified kansform set
Mame ESF Encryplion| ESF Intedirity 2H Integrity

&a ESP-30ES-SHA ESP_3DES ESP SHA HMAC

Ao Exdit

tEatkI[Neﬂrl| =|':i~|:J cantell Help ]

13. Selezionare il protocollo di routing desiderato. In questo caso, € selezionato
OSPF.




DEYPN Hub Wizard (Hub and Spoke Topology] - 70% Complete
Select Routing Protocol

Routing profocaols are used to adverise private netwarks behind this router to other routers
in the DKYPR. Select the dynamic routing protocol you want o use.

Mote: Wou can onby creale a5 many OSFF processes as the number of interfaces fhat ara
confgurad wilh an IP address and have the status adminisiratively up.

" EIGRP

qaa;k“umn” iriisl | Cam:ell Hefp |

14. Specificare I'ID processo OSPF e I'ID area. Per aggiungere le reti che devono essere
annunciate da OSPF, fare clic su Add

(Aggiungi).




DEVYPN Hub Wizard (Hub and Spoke Topolopy] - 80% Comnplete

Ruuting Information

" Selectan exsting O5F 55 |L

(* Create a news OSPF process ID: [0 ]
OSFF Area ID for lunnel network, 2 ]

Add the private networks thal you wan! o adverlize o he ofher roulers in this DMVPH. OSPF
st be enabled on the other routers to send and receive these advanizaments.

Frivate networks adverlised using OSPF

Hetwork Wildcard Mask | Area

Paivaie Matwurk thal will bes
@dveitiead fu the DMUPN vloud,

fdd a Hetwork

Mebwvark: 122163100

S e = ] L e L

Aildcard Mask 000254

Area: |2

Cancel |

15. Aggiungere la rete del tunnel e fare clic su OK.
16. Aggiungere la rete privata dietro il router hub e fare clic su




DRYPH Hob Wizard (Hub and Spoke Topology) - B0% Complele
1+ Craals & ndw OSEF process 10 10
CEPF Args 1D for funnél nebuicok: '2

Add the privaba netaorics fhal youswant o advarlige fo the olher reulers in this OWYEH. OSFF
rraust be enabled on the other routers (o sand and recehe thase adverlsaments.

Frivate nedwiiks adarised using EFF

Metwork | wiadcarg mask | area [TAdd. |

192168400 000255 I = it
17218300 000255 p Q

P hoiates M twasr®, bhat will e
shrectnd T the DRTVON caid

Avanti, "EEHE il | I.':an:e|| Help |

17. Fare clic su Fine per completare la configurazione della procedura
guidata.
DEYPH Hub Wizard (Hub and Spoke Topolopy] - 20% Complete

Summary of the Configuration

Click Finish 1o delier the conflguration 1o the router.

Raole ol this rowler: DRWYPRHUB (Prifmang A
Irntarface thal connecls this roular 1o the Internel GigabitEhe et
IP addrass ol this rouler's lunnel inferface 192168102 Mask 255,255 2550
Advanced configuralion for lhe tunnel inerface;

NHRFP Authantication String: DM R_HW

NHRF Metwork 1001 00,000

MHRFP Haldlime: 380

Tunnel Kay: 100,000

Bandwidth:1,000

T 400

Delay 1,000
Rowling ProtocalOSPF

OSPF Pracess D10

OSPF Area 1D for funnel neteork: 2
Frivate mefwarks adverdised:

192 168,10 08232

1724620 DArea?

Transform Set:
klAara-~ COD IMEC OLln

Spoke Configuration., |

sBack | "o - | (Finish)| Cancel| Help |

18. Fare clic su Consegna per eseguire i



comandi.

Deliver Configuration to Device

Dediver defla commands 1o the device's running config

Preview caommands thet will e delvared to the device's running configuration,

crypto keyring cop-dimvpn-keyring

pre-shared-key address 0.000.0 00000 ey 1

exlk

eryplo ipsec translorm-5el ESP-3DES-SHA esp-sha-himst esp-Ides
mioche tranzport

axi

crypto lsskmp protie cop-dmypn-izakmgeotile

kewring cop-dirpn-keyring

mekch idenily address 0000

et
rruebe rae seedile Sloees™ 0 Bemfdiod

The differancas betwean the running configuration and the starfup configuration are lost whanever
the device 1s turned off.

v Save running config. to device's startup config.
Thiz cperation can take seversl minutes.

[ Doiver ] canco Saveto e | b

Configurazione CLI per hub

Di seguito ¢ illustrata la configurazione CLI correlata:

Router hub

ip
no
ip
ip
ip
ip

crypto isaknmp policy 1
encr 3des

aut hentication pre-share
group 2

crypto isaknmp policy 2
encr aes 192
aut hentication pre-share
crypto isaknp key abcd123 address 0.0.0.0 0.0.0.0

crypto ipsec transformset ESP-3DES- SHA esp-3des esp-
sha- hmac
node transport

crypto ipsec profile C scoCP_Profilel
set transform set ESP-3DES- SHA

interface Tunnel O
bandwi dt h 1000

address 192. 168.10. 2 255.255.255.0
ip redirects

mu 1400

nhrp aut henti cati on DWPN_NW

nhrp map nulticast dynamc

nhrp network-id 100000




ip nhrp holdtime 360

ip tcp adjust-nmss 1360

ip ospf network point-to-multipoint
del ay 1000

tunnel source G gabitEthernet0/0
tunnel node gre multipoint

tunnel key 100000

tunnel protection ipsec profile G scoCP_Profilel
|
router ospf 10

| og- adj acency- changes

network 172.16.20.0 0.0.0.255 area 2

network 192.168.10.0 0.0.0.255 area 2
!

Modificare la configurazione DMVPN utilizzando CCP

Epossibile modificare manualmente i parametri del tunnel DMVPN esistenti quando si seleziona
l'interfaccia del tunnel e si fa clic su Modifica.

configure > Securty = ¥PMN = Dynamic Multipoint YPH

L3

| Create Cynarmic Mufipolnt VPN (DMYPN) 1 Edit Dvtiamic Muttipoint YPH [DMYPR) |
aad.. | Edlt...l] Delete |

Interface IPSe: Profile IP Address Description

Tannell CiscolP Profiled 192168102 shlone=

Cetails for interface Tunneld;

tern Marme ltem Value e ||
IMerface Tunneld
IPSac Profile CIseoCP _Proflel
IP Addrass 192168402
Descrintion <Mone=
Tunnel Bandwidth 1000
ML 1400
MHREP Autheniication DoblnE WY
MHRP MNetwork 1D 100000 =
MHRP Hold Timme 260
Crelay{0} 1000 2|

| parametri dell'interfaccia del tunnel, come MTU e chiave del tunnel, vengono modificati nella
scheda Generale.



DEVPEN Tunnel Configuration

| General | NHRP | Routing |

P address: |192.1se.m.2
Mask: 2552552550 HE g
Tunngl Source
& iterface: (GigabitEtherretl v |
P address: [ ]
Tunne! Destination:

% Thiz iz an mulipsint GRE Tunnel

P f Hostneeme: . |
PSec Profie: |ciscoce_pratl | aod. |
MTLL i1.s'n'|':

Sancwidthe |'-'|u'n'|':
Delay, 11000
Tunned Key: ::I aooDoo
oK | cancel Help

1. | parametri correlati a NHRP vengono individuati e modificati in base al requisito nella scheda
NHRP. Nel caso di un router spoke, dovrebbe essere possibile visualizzare il servizio NHS
come indirizzo IP del router hub. Per aggiungere il mapping NHRP, fare clic su Aggiungi



DEAVPN Tunmel Configuration

General | NHRP | Routing |

Authertication String: |nwm_m

Hald Time: |:1E'u'

piatweot ID: |1um:m
Mexd Hop Servars

Mext Hop Servers B

MHRE Mag

Destination | Mask e ]
“Mone* «MNong*

|15
il

ik cancel Help

nella sezione Mappa NHRP.
2. A seconda dell'impostazione della rete, € possibile configurare i parametri di mapping NHRP



HHER Map Configuration

" Statically configure the |P-to-RMBA address mapping
of IF destinations connected fo a NBMA neteork:

Destination reachable through MBMA network

or multicast packets o be sent over a tunmnel netsark,
* Dynamically add spokes’ IP addresses to hub's muticast cache
™ |P address of MEMA address direcily reachahble
|

o].4 I Cancel 1 Help

come illustrato di seguito:
| parametri relativi al ciclo vengono visualizzati e modificati nella scheda Ciclo.



DEAVPN Tunnel Configuration

| General | NHRP | Routing

Fiouting Profocol

b OSPF
OEPF Network Type: print-to-muHipoin vl
QSPF Priorty: |
Hedo Inkereat |

Desd Interval '

(] 4 | cancel Help

Ulteriori informazioni

| tunnel DMVPN sono configurati nei due modi seguenti:

- Comunicazione Spoke-to-Spoke attraverso I'hub
. Comunicazione spoke-to-spoke senza hub
In questo documento viene illustrato solo il primo metodo. Per consentire la creazione di tunnel

IPSec dinamici spoke-to-spoke, questo approccio viene utilizzato per aggiungere spoke al cloud
DMVPN:

1. Avviare la procedura guidata DMVPN e selezionare l'opzione di configurazione Spoke.
2. Dalla finestra Topologia di rete DMVPN, selezionare I'opzione Rete a mesh completa
anziché l'opzione Rete hub e
spoke.



DMYPN Spoke Wizard - 10% Complete (x|

DEMPN Metwork Topology
Select the DWMYPMN network topalogy.

" Hub and Spoke netwark

In this topoloay, all DEAPR raffic is routed through the hub, A point-lo-point GRE interface
will be configured on the spoke, and the spoke will use i to create 3 lunnel to the hiub which
will remain up. Spokes do nol create GRE tunnels 1o other spokes Inthis topology.

[F Fully meshed network ]

In ihig topology, the spoke dynamically establishes a direct tunnel to another spoke device,
and sands DrVYPMN trafflic directly fo it A multipoint GRE tunnel intetface is configured on the
spoke to suppor this functionality,

Hote: Ciseo supporte fully meshed DMUPH networks only in the following Cizeo 105
Images: 12.3(8)T1 and 12.3(3) or later.

<Back | Med> | =0 | cancer|  Hep |

3. Completare il resto della configurazione seguendo la stessa procedura delle altre
configurazioni descritte in questo documento.

Verifica

Attualmente non é disponibile una procedura di verifica per questa configurazione.

Informazioni correlate

. Cisco Dynamic Multipoint VPN: Comunicazioni Branch-to-Branch semplici e sicure
- 10S 12.2 Dynamic Multipoint VPN (DMVPN)
- Documentazione e supporto tecnico — Cisco Systems
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