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Introduzione

In questo documento viene descritto come implementare correttamente Virtual Private Cloud
(VPC) sui server in ambiente ESXi. Per altri documenti, quali Guida introduttiva, Strategia di
distribuzione, Guida ai diritti, Console e Guida per I'amministratore, visitare il sito Documentazione

Contributo di Roman Valenta, Cisco TAC Engineers.

Prerequisiti
Requisiti:
VMware ESX 5 o successivo

» Modalita cloud-proxy (solo): 128 GB di RAM, 8 core CPU (2 CPU con 4 core ciascuno
consigliato), 1 TB di spazio minimo disponibile su disco nell'archivio dati VMware

 Tipo di unita: SSD necessaria per la modalita air gap e consigliata per il proxy

» Tipo RAID: un gruppo RAID 10 (mirroring con striping)

» Dimensioni minime archivio dati VMware: 2 TB

* Numero minimo di letture casuali di datastore per il gruppo RAID 10 (4K): 60K IOPS

* Numero minimo di scritture casuali dell'archivio dati per il gruppo RAID 10 (4K): 30K IOPS

Cisco raccomanda la conoscenza di questo argomento:


https://console.amp.cisco.com/docs/private_cloud

+ Conoscenze base di utilizzo dei certificati.
 Informazioni di base sulla configurazione del DNS nel server DNS (Windows o Linux)
* Installazione di un modello di Open Virtual Appliance (OVA) in VMWare ESXi

Utilizzato in questo laboratorio:
VMware ESX 6.5

» Modalita cloud-proxy (solo): 48 GB di RAM, 8 core CPU (2 CPU con 4 core ciascuno
consigliato), 1 TB di spazio minimo disponibile su disco nell'archivio dati VMware

» Tipo di unita: SATA

» Tipo RAID: un RAID 1

* Dimensioni minime archivio dati VMware: 1 TB

* MobaXterm 20.2 (programma multi-terminale simile a PuTTY)

» Cygwin64 (utilizzato per scaricare I'aggiornamento di AirGap)

Inoltre

+ Certificato creato con openSSL o XCA

Server DNS (Linux o Windows) Nel mio laboratorio ho utilizzato Windows Server 2016 e
CentOS-8

* VM Windows per I'endpoint di test

* Licenza

Se la memoria € inferiore a 48 GB di RAM sulla versione 3.2+ VPC, non € piu possibile utilizzarla.

% Nota: il cloud privato OAV crea le partizioni dell'unita in modo che non sia necessario
specificarle in VMWare. server che risolve il nome host dell'interfaccia pulita.

Per ulteriori informazioni sui requisiti hardware specifici della versione, consultare la scheda
tecnica dell'accessorio VPC.

% Nota:le informazioni discusse in questo documento fanno riferimento a dispositivi usati in
uno specifico ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la
configurazione & stata ripristinata ai valori predefiniti. Se la rete & operativa, valutare
attentamente eventuali conseguenze derivanti dall'uso dei comandi.

Installazione di VPC

Selezionare I'URL fornito nell'e-mail di eDelivery o di adesione. Scaricare il file OVA e procedere
con l'installazione

Installazione VM

Fase 1:


/content/en/us/products/collateral/security/fireamp-private-cloud-virtual-appliance/datasheet-c78-742267.html#ProductSpecification
/content/en/us/products/collateral/security/fireamp-private-cloud-virtual-appliance/datasheet-c78-742267.html#ProductSpecification

Passare a File > Distribuisci modello OVF per aprire la procedura guidata Distribuisci modello
OVF, come mostrato nell'immagine.

1 New virtual machine - AMPvPC

¥ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage

4 License agreements
5 Deployment options
6 Additional settings

Enter a name for the virtual machine.

| AMP-PC

Yirtual machine names can contain up to 80 characters ang they must be unique within each ESXi instance.

7 Ready to complete

X @ PrivateCloud-Latest ova

Back || Net || Finish || cancel

1 New virtual machine
b4l 1 Select creation type Select creation type
2 Select OVF and VMDK files How would you like to create a Virtual Machine?

3 Select storage

4 License agreements
5 Deployment options
6 Additional settings

7 Ready to complete

This option guides you through the process of creating a

Create a new virtual machine
virtual machine from an OVF and VMDK files.

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

| Back || wNem || Finish || cancel



1 Mew virtual machine - AMP-vPC

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Selectthe datastore inwhich to store the configuration and disk files.
bl 3 Select storage
AL RANSe e The following datastores are accessible from the destination resource that you selected. Select the destination datastore for
5 Deployment options the virtual machine configuration files and all of the virtual disks.
& Additional settings ) )
7 Tty 1 vl Mame ~ | Capacity ~ @ Free ~ | Type ~  Thinpro... -~ Access
[ vDisk-70_12 922 75 GB I 9218 GB VMFS5 Supported  Single
vDisk-70_34 930.25 GB 9293 GB YMF35 Supported Single
vDisk-70_56 930.25 GB 9293 GB YMFS5 Supported Single
vDisk-70_78 930.25 GB 9293 GB YMF35 Supported Single
4 items
| Back || Net || Finish || Cancel

~ Nota: Thick Provisioning riserva spazio quando viene creato un disco. Se si seleziona
questa opzione, € possibile migliorare le prestazioni rispetto al thin provisioning. Tuttavia,
non & obbligatorio. Selezionare Avanti, come mostrato nell'immagine.



5 New virtual machine - AMP-vPC

¥ 1 Select creation type Deployment options

¥ 2 Select OVF and VMDK files Select deployment options

+ 3 Select storage

bd 4 Deployment options

T — SRS IAHER AT VM Network | Vi Netwark Y

Disk provisioning ® Thin O Thick

Back || Net || Finish || Cancel

Passaggio 2:

Selezionare Sfoglia... per selezionare un file OVA, quindi scegliere Avanti. Nella pagina Dettagli
modello OVF si notano i parametri OAV predefiniti, come mostrato nell'immagine. Selezionare
Avanti.



1 New virtual machine - AMP-vPC

+ 1 Select creation type Ready to complete
v 2 Select OVF and VMDK files Review your settings selection before finishing the wizard

+ 3 Select storage

+ 4 Deployment options

B 5 Ready to complete Product FireAMP PrivateCloud x86_64

VM Mame AMP-vPC

Disks PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk1.vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk2 vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk3.vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-diskd vmdk

Datastore vDisk-70_12
Provisioning type Thin

Netwaork mappings WM Metwark: VM Network
Guest 03 Name Unknown

' Da not refresh your browser while this VM is being deployed.
P

| Back || e Finish ‘| Cancel

Configurazione iniziale dell'interfaccia di amministrazione

41 New virtual machine - AMP-vPC

v 1 Select creation type Ready to complete
¥ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard

+ 3 Select storage
+ 4 Deployment options

Y 5 Ready to complete Product FireAMP PrivateCloud x86_54

VM MName AMP-vPC

Disks PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk1 vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk2.vmdk,PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk3.wmdk,PrivateCloud_3.2.0_202010082118_v6.5_signed-diskd vmdk

Datastore vDisk-70_12
Provisioning type Thin

MNetwork mappings WM Metwork: VM Metwork
Guest 05 Name Unknown

' Do not refresh your browser while this VM is being deployed.
e )y

| Back || Med [ Finish || Cancel

Una volta avviata la VM, é possibile eseguire la configurazione iniziale tramite VM Console.



Passaggio 1:

E possibile notare che I'URL indica [UNCONFIGURED] (NON CONFIGURATO) se l'interfaccia
non ha ricevuto un indirizzo IP dal server DHCP. Questa interfaccia € l'interfaccia di gestione.
Questa non ¢ l'interfaccia di produzione.

AMP —— Private Cloud Advanced Malware Protection (ver. 3.2.8)

Interface Configuration :: Details

Use the arrow keys to move between fields, and the TAB key to toggle
between the form fields and buttons.

Pres=s the ENTER key when finished, or ESC to cancel.

*NOTE: Gateway for administration portal return traffic only.

IP Address 5 .153,?5

-91
Network Mask .255.8

Gateway= (Optional)

<Cancel>

Passaggio 2:
E possibile spostarsi tra i tasti Tab, Enter e Arrow.

Passare a CONFIG_NETWORK e selezionare il tasto Invio sulla tastiera per iniziare la
configurazione dell'indirizzo IP di gestione per il cloud privato dell'endpoint protetto. Se non si
desidera utilizzare DHCP, selezionare No, quindi Enter key.



AMP -- Private Cloud Adwvanced Malware Protection (ver. 3.2.8)

Interface Configuration :: Mode

Would you like to configure your interface with DHCP?

< Yes >

AMP —- Priwvate Cloud Advanced Malware Protection (ver. 3.2.8)

Main Menu
Your AMP Private Cloud device can be managed at:
! https:r-192.168.75.288
MiC Address ... ! BB:Bc:Z9:ab:da:ll
Password : PGBd"HbCgZ

The password shown above has been automatically generated for you. You
will be required to change this password when you first login.

CONF IG_NETWORK onf igure the Web administration interface.
-EHHEsE 0 oo e e e e
INFO Display device status ~ information.

Nella finestra visualizzata, scegliere Si e selezionare Invio tasto.



AMP -- Private Cloud Advanced Malware Protection (ver. 3.Z2.8)

Apply Your Interface Configuration?

Reconf igure your administration interface with a static configuration?

¢ho >

Se l'indirizzo IP € gia in uso, verra visualizzato questo log degli errori. Tornate indietro e scegliete
qualcosa di unico non in uso.

Restarting ethd...

ERROR : Lretcrsysconf igsnetwork-scripts-ifup-ethl Error, some other host (BB:8C:29:41:74:E3) alr
eady uses address 192.168.75.91.
ERROR ¢ [retcsysconf ig-/network-scripts-sifup-ethl Error, some other host (BB:BC:29:41:74:E3) alr
eady uses address 192.168.75.91.
ERROR : [retcsysconf ig-/network-scripts-sifup-ethl] Error, some other host (BB:B8C:29:41:74:E3) alr
eady uses address 192.168.75.91.

Press ENTER key to continue...




AMP —- Private Cloud Advanced Malware Protection (wver. 3.2.8)

Interface Configuration :: Details

Use the arrow keys to move between fields, and the TAB key to toggle
between the form fields and buttons.

Press the ENTER key when finished, or ESC to cancel.

=NOTE: Gateway for administration portal return traffic only.

IP fddress
Network Mask
Gateway= (Optional)

<Cancel>

Se tutto va bene, vedrete un output simile a questo
exécﬁiétéuﬁ%igufefukédLﬁés] acffﬁn rﬁﬁ““
exécﬁiét&uﬁfigufe&luﬁdLﬁés] acffﬁn rﬁﬁ”h

exﬁcﬁf&[tunfigufetueﬁtLuQs] acfidn ruﬁ..

= exﬁcﬁf&[ﬁesfureSEiinﬁxFiieCuntéifDatai'&ctfun rﬁn.

Recipei B&éei:séh
= templatel etcssshssshd_configl action create

-—- setcssshesshd_conf ig 2821-84-89 13:25:81.9699956824 +B06A

+++ setossshy . chef -sshd_conf igZ28218418-8586-1ryBgxZ Z6821-B4-18 B6:13:11.889389544 +B880
PR -18,7 +18,7 BR

#hddressFamily any

#listenAddress B.8.8.8

#ListenAddress ::

-Listenfiddress 192.168.75.288

+Listenfnddress 192.168.75.92

t#t The default requires explicit activation of protocol 1
Protocol 2

= templatel etcssshsssh_configl action create (up to date)

= servicelssh_server] action enable (up to date)

= servicelssh_server] action start (up to date)
Recipe: base::grub-conf

= cookbook_filelrsetcsdefaultsgrubl action create (up to date)

= executelUpdate grub if new kernel installed] action run (skipped due to only_if)

= executelEnsure grub menu displays Cisco not Cent0S] action run (skipped due to only_if)
Recipe: base::transparent-hugepages

= executeldisable transparent hugepagel action run

= executeldisable transparent hugepage defragj action run

= exﬁcﬁ{é[&iééhle frénspareﬁt hﬁgeﬁage furldef&ult kefnéii écfiunl}un




Restarting ethd...

Reconf iguring. ..

[2821-84-18TE6:12:42+88:801 WARN: Ohai::Configl:disabled_plugins] is set. Dhai::Configl:disabled_plu
gins]l is deprecated and will be removed in future releases of ohai. Use ohai.disabled_plugins in you
r configuration file to configure :disabled_plugins for ohai.

[2821-B4-18TE6:12:42+88:881 WARN: Ohai::Configl:disabled_plugins] is set. Dhai::Configl:disabled_plu
gins] is deprecated and will be removed in future releases of ohai. Use ohai.disabled_plugins in you
r configuration file to configure :disabled plugins for ohai.

Starting Chef Client, wversion 12.14.89

Passaggio 3:

Attendere che la schermata blu venga visualizzata di nuovo con il nuovo indirizzo IP STATICO.
Notare anche la password monouso. Prendi una nota e apriamo il nostro browser.

AMPF -- Private Cloud Advanced Malware Protection (ver. 3.2.8)

Main Menu

Your AMP Private Cloud device can be managed at:

: https:,-192.168.75.92
e S e Mc:29:ab:4a:
Password : PGBA"HbCgZ =

The password shown above has been automatically generated for you. You
will be required to change this password when you first login.

CONF IG_NETWORK Conf igure the Web administration interface.

CONSOLE Gtart command-line console ~» shell.

INFO Display device status ~ information.
68

Configurazione iniziale del vPC tramite GUI Web

Passaggio 1:

Aprire un browser Web e selezionare l'indirizzo IP di gestione dell'accessorio. E possibile ricevere
un errore di certificato poiché il cloud privato dell'endpoint sicuro genera inizialmente il proprio
certificato HTTPS, come mostrato nell'immagine. Configurare il browser per considerare
attendibile il certificato HTTPS autofirmato di Secure Endpoint Private Cloud.

Nel browser digitare I'indirizzo IP STATICO configurato in precedenza.



¢ @ £ hitps//192.168.75.92 v @D @

T B D MenVisited B Cisco B CacowrH Ebme (P WHOS G TingSpeedtest- Spee. M USD1o CZE D] internet Banks - MOM.. % dCloud B Google Tanslate & Mews | Ciseo dCloud W EC2 Management Cor. 5 Leaming Linux g b5 1t Do T

Warning: Potential Security Risk Ahead

Firefox detected a potential secunty threat and did not continue to 192.168.75.92. If you visit this site, attackers could
fry to steal information like your passwords, emails, or credit card details.,

What can you do about it?
The issue is most likely with the website, and there is nothing you can do to resolve it.

If ywou are on & cOrporate network o using anti-virus soltware, you can réach out 1o the sUppart teams for assistance.
You can also notify the website's administrator about the problem.

Leam more...

Advanced...

Someone could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust 192.168.75.92 because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate

certificates.

Emor code: SEC_ERROR_UNKNOWM_ISSUER

View Certificate

Accept the Risk and Continue

Passaggio 2:

Dopo aver eseguito I'accesso, &€ necessario reimpostare la password. Utilizzare la password
iniziale della console nel campo Vecchia password. Utilizzare la nuova password nel campo
Nuova password. Immettere nuovamente la nuova password nel campo Nuova password.
selezionare Cambia password.

wtfuan] e

ciIsco AMP for En deilltS Private Cloud Administration Portal

Password Required

Authentication is required to administer your AMP for Endpoints Private Cloud
device. The password can be found on the device console of your Private Cloud
device.

Q. eesessssse
\ Use one time password
PGB HbCgZ

This site is best viewed in: Internet Explorer 10+, Firefox 14+, Safari 6+, or Chrome 20+

Password Recovery

. Support

Passaggio 3:



Dopo aver eseguito l'accesso, € necessario reimpostare la password. Utilizzare la password
iniziale della console nel campo Vecchia password. Utilizzare la nuova password nel campo
Nuova password. Immettere nuovamente la nuova password nel campo Nuova password.
selezionare Cambia password.

mmir

asco AMP for Endpoints  private cloud Asministration Portal L Support ?Help @ Logout

# | Configuration ~ Operations = Status ~ Integrations - Support ~ | o lll e 4

@ Password Expired

Change the password used to access the AMP for Endpoints Private Cloud Administration Portal and
the device console. Note that this is also the root password for your device. @

_a"_

sasssentse - O one time password

(@

r =

Passaggio 4:

Nella pagina successiva scorrere verso il basso per accettare il contratto di licenza. selezionare
Ho letto e accetto.

Passaggio 5:

Dopo aver accettato il contratto, viene visualizzata la schermata di installazione, come illustrato
nell'immagine. Se si desidera eseguire il ripristino da un backup, & possibile eseguire questa
operazione in questa pagina. Tuttavia, la presente guida prosegue con l'opzione Pulizia
installazione. Selezionare Start nella sezione Clean Installation.



Ilc|||3—:éigh AMP for Elldej.llrF.\ Private Cloud Administration Portal . Support ?Help @ Logout

# Configuration = Operations ~ Status - Integrations - Support - ol

Installation Options

Install or Restore

Instail or Restore Either perform a clean installation or select a location to restore your device from. When restoring you will
» License have the option to edit your configuration before restore proceeds

Clean Installation

Bl —

Restﬂ re Local  Remote

Restore a recovery file using your browser. Note that this method is only recommended for small recovery
files (less than 20MB)

E + Choose Restore File

Passaggio 6:

La prima cosa di cui avete bisogno € la licenza per andare avanti. Quando si acquista il prodotto,
si riceve una licenza e una passphrase. Selezionare +Upload License File. Scegliere il file di
licenza e immettere la passphrase. Selezionare Upload License (Carica licenza). Se |l
caricamento non riesce, verificare che la passphrase sia corretta. Se il caricamento ha esito
positivo, viene visualizzata una schermata con le informazioni sulla licenza valide. Selezionare
Avanti. Se non é ancora possibile installare la licenza, contattare il supporto tecnico Cisco.

'fcl| Isl élc; AMP for E I'ldl)OiITES Private Cloud Administration Portal %. Support 7Help @ Logout

# Configuration ~ Operations ~ Status - integrations ~ Support - o o

Installation Options

License
% Install or Restore v Device ID
» License
E Copmm—\ =
License

No license has been installed

Install New License

B license + Upload License File

|. & | [IITET TR YL



atfuen]n.

cisco AMP for L‘;lldeil]tS Private Cloud Administration Portal . Support T?Help @ Logout
# | Configuration ~  Operations ~  Status ~  Integrations ~  Support ~ - -

@ License was successfully
uploaded

Installation Options

License

» Install or Restore

2 o Device ID

» License v

peicome £ GO 5

Deployment Mode
. AMP for Endpoints Console

Account License
» Hardware Requirements

i ) Licensee Roman Valenta

Configlration v 01T
» Metwork
» Date and Time Business Cisco - rvalenta
» Cerificate Authorities 30526444 S - 7 256 b49b7as

Upstream Proxy Semver v

Email v Validity 2021-04-01 - 2025-12-31
» Motifications
y Backup o Produet SKU FP-AMP-CLOUD=
» SSH

Seats 50

» Syslog v
» Updates L4
Services Replace License (click to expand)

» Authentication
AMP for Endpoints Console

Disposition Server @

. Disposition Server

Passaggio 7:

Viene visualizzata la pagina di benvenuto, come illustrato nell'immagine. In questa pagina
vengono visualizzate le informazioni necessarie prima della configurazione del cloud privato.
Leggere attentamente i requisiti. Selezionare Avanti per avviare la configurazione di
preinstallazione.



'.';I,'s'é!c'.' AMP for Elldp(}illts Private Cloud Administration Portal - Support  ?Help [ Logout

# | Configuration = Operations = Status = Integrations = Support - |

Installation Options

Welcome to Private Cloud

# Install or Restore v %
; o Before you begin
RIS AMP for Endpoints Private Cloud needs certain network and infrastructure resources in
> Welcome o
place
» Deploymant Mode -
5 AMP for Endpoints Conseole B You will be asked to prc\nde this information as you proceed through the instaliation Far
" Account maore information and examples, please refer to the Private Cloud Deployment Strategy
» Hardware Requirements quide
Configuration
> Network
» Date and Time ‘_:_‘ Two Static IP Addresses
» Certificate Authorities One for administrative use, and the other for enterprise-facing senvices
2 Upstream Proxy Server v
» Ermail 0
» MNotifications == DNS Server
» Backup v == Provides hostname resolution to the Private Cloud device.
> SSH
; ﬁyslo'g : Hostnames and Trusted Certificates
ates s & F
pd One hostname and trusted cerificate for each of the following senices:
iR « Authentication.
= s AMP for Endpoints Console.
» Authentication :
» AMP for Endpoinis Console ' »:Bli=pociion Senr.
; 2 » Disposition Server - Extended Protocal.
» Disposition Server ; - ;
s » Disposition Update Senice
.. Disposition Server 2 3
> = Firepower Management Center Link.
Extended Protocol
> Disposition Update MNote: Hostnames can not be changed once the device has fimished installation
Service
Firepower Management
> S SMTP Server
Used for emails, alerts, and notifications.
Other
¥ Recowvery

@ NTP Server

Review and Install . . . , .
’ Provides time synchronization across your Private Cloud device and endpoints.

. External Internet connection (Proxy Mode only)
Proxy Mode devices perferm anonymized disposition queries against the Cisco Cloud

Configurazione

Passaggio 1:

%'A Nota: nella prossima serie di diapositive ne includeremo alcune esclusive, come mostrato
nellimmagine, che sono esclusive solo per la modalita AIR GAP , che devono essere
racchiuse e contrassegnate come AIRGAP ONLY



cisco. AMP for E[ldeiI‘HS Private Cloud Administration Portal % Suppot ?Help @ Logout

#

Configuration =

Installation Options

Operations ~

» Install or Restore

» License

> Welcome

» Deployment Mode
AMP for Endpoints Consobe
Account

» Hardware Reguiremenis

Configuration

» Network

» Date and Time

» Certificate Authorities
> Upstream Proxy Server
> Emai

> MNotifications

2> Backup

> SSH

> Syshg

2> Updates

<<

Status - Integrations = Support =

Deployment Mode

Cloud proxy mode performs disposition lookups against Cisco Cloud disposition servers. Standalone
mode disables upstream communication with Cisco Cloud disposition servers and pedorms disposition

lookups against a local database.

= Requires an Internet connection and
communication with AMP for Endpaints
Connectors managed by this device.

= Disposition queries are proxied to the Cisco
Cloud.

« Content updates contain TETRA definitions

« Content and software updates can be retrieved
and applied automatically.

¥ ¥ AIRGAP ONLY ¥

CIsco

#

wn

Configuration =

Installation Options

Operations ~

» Install or Restore

» License

> Welcome

» Deployment Mode

» Standalone Operation

L4<s

AMP for Endpoints Console

Account
» Hardware Requirements

Cenfiguratien

> MNetwork

» Date and Time

» Certificate Authorities
» Upstream Proxy Semnver
» Email

» Mofifications

» Backup

> SSH

> Syslog

» Updates

L4

L4

AMP for ElldpDiﬂtS Private Cloud Administration Portal

Status - Integrations = Support ~

Deployment Mode

May require an Internet connection
Communication with AMP for Endpoints
Connectors managed by this device are
needed

Disposition queries are handled by the Private
Cloud device.

Content updates contain TETRA definitions as
well as file disposition information.

Updates may be downloaded separately or
automatically on this device.

? Help

<" Standalone

Cloud proxy mode performs disposition lookups against Cisco Cloud disposition servers. Standalone mode
disables upstream communication with Cisco Cloud disposition servers and performs disposition lookups

against a local database.

» Requires an Internet connection and
communication with AMP for Endpoints
Connectors managed by this device,

« Disposition queries are proxied to the Cisco
Cloud.

« Content updates contain TETRA definitions.

« Content and software updates can be retrieved
and applied automaticaily.

« May require an Internet connection

« Communication with AMP for Endpoints
Connectors managed by this device are needed.

« Disposition gueries are handied by the Private
Cloud device,

« Content updates contain TETRA definitions as
well as file disposition information.

« Updates may be downloaded separately or
automatically on this device.

& Logout



Icl|lsé|cl, AMP for E[ldpﬁilltf‘i Private Cloud Administration Portal ?Help @ Logout

W Configuration = Operations - Stalus - Integrations - Support - < Standaione L >

Installation Options

Standalone Operation

Air Gap mode requires updates to be downloaded separately from this Private Cloud device, and applied via
an IS0 file attached to the device
Deployment Mode

Standalone Operation

AMP for Endpaints Console + Does not reguire an internet Connection
© Actount » Updates must be downloaded separately and
Hardware Requirements applied to this Private Cloud device

» Install or Restore
> License
Walcome

L4

Configuration

¥ Metwork

» Date and Tima

» Certificate Authorities

» Upstream Proxy Senver
Email

> Motifications
Backup o

» SSH

> Syslog
Updates

v
v
s
v
A A AIRGAP ONLY A A

Passaggio 2:

Passare alla pagina Account di Secure Endpoint Console. Un utente con privilegi amministrativi
viene utilizzato per la console per creare criteri, gruppi di computer e aggiungere altri utenti.
Immettere il nome, l'indirizzo e-mail e la password per I'account console. Selezionare Avanti.

il AMP for Endpoints  erivate cioud Administration Portal . Support  ?Help & Logout

# | Configuration - Operations ~ Status - Integrations ~ Support ~ -~ -

Installation Options

AMP for Endpoints Console Account

Configure the initial account for the AMP for Endpoints Console. The AMP for Endpoints Console is the
main interface for your AMP for Endpoints Private Cloud

install or Restore
2 License

Welcome

L4444

Deployment Mode
AMP for Endpoints
Console Account

Name Roman Valenta

; Business Name  Cisco - valenta
Hardware Reguirements

Configuration v - 0

Network Email Address
; Date and Time e
Certificate Authorities
Upstream Proxy Server v ssssssssEsSEEERERES
Cisco Cloud Password
Email w sesssBsRRsRRERREERS
Notifications.
Backup v
S5H
2 Syshog
» Updates

L8

Se si esegue in questo caso quando si esegue la distribuzione dal file OVA, é possibile scegliere
tra due opzioni: continuare e risolvere il problema in un secondo momento oppure arrestare il
sistema per eseguire la distribuzione della VM e apportare le modifiche necessarie. Dopo |l
riavvio, si continua dal punto in cui si & partiti.



% Nota: questo problema é stato risolto nel file OVA per la versione 3.5.2 che viene caricata
correttamente con 128 GB di RAM e 8 core CPU

vl

asco AMP for Endpo&ﬂts Private Cloud Administration Portal . Support  ?Help @ Logout

#  Configuration = Operations = Status - Integrations = Support = ™| -

Installation Options

... Hardware Requirements

» Install or Rest v 7

i A Hardware Requirements Not Met

> License: v

> Welcome e Your current configuration does not meet the hardware requirements

> Deployment Mede £
AMP for Endpoints Console It is recommended that you shutdown this device and adjust its hardware allocation to meet
Account v or exceed the minimum requirements. If you proceed, you may expenence system

» Hardware Requirements instability

Configuration

> Network Hardware Configuration

> Date and Time

% Certificate Authorities Installed Minimum Required

2 Upsiream Proxy Server Ld

> Cisco Choud CPU Cores 4 8

» Emall v

= Memory 125 GB 128 GB

2 MNotifications

2 Backup w

» 55H ™ Shutdown | understand the risks »

2 Sysiog L

» Updates v

% Nota: utilizzare solo i valori consigliati a meno che non siano utilizzati per scopi di laboratorio

(=1 Edit settings - AMPvPC (ESXi 5.0 virtual machine)

[wnam'Ham-.'-.rare ] VI Options |

2 Add hard disk B Add network adapter (= Add other device

» il cPU

8 L 4

[ e =
» 3 Memory @ B v | - It will worle with 48Gb as weell
» (2 Hard disk 1 MB v
» (24 Hard disk 2 @ GB v
b [ Hard disk 2 B v
b O3 Hard disk 4 4 FE5625 GB ¥

-

SCSl Controller 0

LSl Logic Parallel A
» ®H Metwork Adapter 1 VM Network v Connect
» B nNetwork Adapter 2 UM Netwark v Connect
¥ (5 CDIDVD Drive 1 Fiat i v | [JConnect
» I8 Video Card Specify custom settings v

Save || cancel

Una volta riavviati, continuiamo da dove siamo partiti.
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# Configuration = Operations = Status = ntegrations = Support = p= | -

Installation Options

Hardware Requirements

install or Rest I
alhinads + Hardware Requirements Met
License
Welcome Your current configuration meets or exceeds the hardware requirements

Deployment Mode

AMP for Endpoints Console
Aceount Hardware Configuration
Hardware Requirements

L S S

Installed Minimum Required
Configuration
Nalwoit CPU Cores 8 ]
ST Memary 125 GB 128 GB

Cerfificate Authoriies
Upstraam Proxy Server L

Ciseo Cloud

Email W
Notifications

Backup v
SSH

Syslog v
Updates v

Accertarsi di configurare ETH1 anche con IP STATICO.

%ﬁ Nota: non configurare mai il dispositivo per I'utilizzo di DHCP a meno che non siano state
create prenotazioni di indirizzi MAC per le interfacce. La modifica degli indirizzi IP delle
interfacce pud causare gravi problemi con i connettori di endpoint sicuri distribuiti. Se il
server DNS non & configurato, & possibile utilizzare il DNS pubblico temporaneo per
completare l'installazione.

Passaggio 3:
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cISCo AMP for EﬂdeilllS Private Cloud Administration Portal . Support  ?Help @ Logout

E. Configuration ~ Operations ~ Status - Integrations ~ Support ~ - -

Installation Options

Network Configuration

# Installor Restore o8 Clicking Next will apply your interface configuration before validating your settings. If using
S q . -
» License v DHCP, a releasefrenew will be performed to obtain the reserved DHCP lease
» Welcome v
» Deployment Mode v
3 AMP for Endpoints Console o IAdmin istration Portal I ethO /eo:0C:29:A6:4A:11
Account

» Hardware Requirementzs v IP Assignment {192 168.75.92
Configuration More details
» Network v
» Date and Time
» Certificate Authorities: Ilnterface Conﬁgurationl ethi [ e0:0C:29:06:4A:18
> Upstream Proxy Server v
# Cisco Cloud IP Assignment 192.168.75.209
» Email v

[ P 4, 3
# MHotifications M
» Backup v
£ S IP Assignment Static = |
» Syslog v
» Updates v IP Address [ 192.168.75.93 |
Services [ Check for IP Address conflicts

> Awuthentication

Subnet Mask [ 255,255 256.0 i

» AMP for Endpoints Console

» Disposition Server

Gataway

. Disposition Server 192.168.75.1 |
>

Extended Protocol

,, Disposition Update

Service DNS
. Firepower Management
“ Center iman IS Sery
Primary DNS Server | g 333 . 52 public DNS temiporary.
| )
Other
% RECOVR Secondary DNS Server

» Review and install

Next [Applies Configuration) »

Passaggio 4:

Viene visualizzata la pagina Data e ora. Immettere gli indirizzi di uno o piu server NTP che si
desidera utilizzare per la sincronizzazione di data e ora. E possibile utilizzare server NTP interni o
esterni e specificarne piu di uno tramite una virgola o un elenco delimitato da spazi. Sincronizzare
I'ora con il browser o eseguire amp-ctl ntpdate dalla console del dispositivo per forzare una
sincronizzazione immediata con i server NTP. Selezionare Avanti.
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asco  AMP for Endpoints erivate cioud administration Portai * Suppot  ?Help [ Logout

# | Configuration ~ Operations ~ Status - Integrations ~ Support - ™~

Installation Options

... Date and Time

> Install or Restore NTP Servers @ HELP
» License

v
v
> Welcome v
L
o
L

% Deployment Mode @ | 192.168.75.254 | @ Optional [] Verify hostname resolution

+ AMP for Endpeints Console
© Account

> Hardware Requirements Current System Time

Configuration e8| 201 P T
Network
Date and Time @ 8 - 117 e uTC
Cerificate Authorities

Upstream Proxy Server @ Set by NTP

Cisco Cloud

Email v

Hofifications —
» Backup Ev s Next >

> 554

<

PN N NN N Ny

“

~ ¥ AIRGAP ONLY ¥ ¥
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cisco AMP for EﬂdeilﬂS Private Cloud Administration Portal THelp @ Logout

# Configuration Operations = Status ~ Integrations Support - < Standalone | m -

Installation Options

Prepare amp-sync

» Install or Restore v You will need to load a snapshot of the Protect DB and retrieve the latest AMP updates from Cisco after your
» Licanse v device has finished installing in air gap mode. Cisco provides a shell script called amp-sync that will retrieve
» Welcome v the updates and build an 130 file that you can then mount on your AMP device:
» Deployment Mode 2%
It Is suggested that you beqgin the download process now since the initial update is very large.

» Standalone Operation v 5g y =k B pealeisyen Bl

AMP for Endpoints Console y & Download amp-sync ﬁ

Account

» Hardware Requiremenis  «

Configuration

» Metwork v
» Date and Time L4
» Certificate Authorities v
» Upstream Proxy Senver L'
» Prepare amp-sync

» Email v
» Motifications

» Backup PV
» S8H

» Syslog Ly
» Updatas v

A A AIRGAP ONLY A A
Passaggio 5:

Viene visualizzata la pagina Autorita di certificazione, come illustrato nell'immagine. Selezionare
Aggiungi autorita di certificazione per aggiungere il certificato radice.
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& Canfiguration = Operations = tatus = Integrations = Support = ~ | -

Certificate Authorities

Add Centificate Authority -

Installation Options

2 Install or Restore

# License

2 Welcome

2> Deployment Mode
AMP for Endpeints Console
Agccount

# Hardware Requrementis

Mo certificate authorities have been uploaded to this device

LU T O

'Ellls'élcl,' AMP for Endpoims Private Cloud Administration Portal . Support ?Help (@ Logout

# Configuration ~ Operations - Status - Integrations = Support -~ m -

T Add Certificate Authority

Install or Restore

License

Welcome

Deployment Mode

ANP for Endpoints Console
Account

® Certificate Root (PEM .crt) [ Disable Strict TLS Check

WO N N

Certificate file has been uploaded.

L
LT S T SR

Certificate is in a readable format

v

Hardware Requirements

Configuration Certificate start and end dates are valid

Network

Date and Time
Certificate Authorities
Upsiream Proxy Server v
Cisco Cloud

Email L%
Notifications

Backup v
SSH
Syslog
Updates

WO
L4

Centificate end date is later than 20 months from today.

Certificate file only contains one certificate

0000

Certificate does not use sha-1 signature algorithm.

(<]

Certificate using RSA keys must use a key size of 2048 or more.

Q

WA N W NN N N N

L4

B AMP-PC-Root-CA pem + Add Certificate Root

Services

» Authentication
3 AP for Endpoints Consale Cancel m

> Disposition Server

'é_-||'5'<l_-|$' AMP for EIldeiﬂtS Private Cloud Administration Portal S Support  ?Help @ Logout

# | Configuration - Operations - Status - Integrations - Support ~ |-

Certificate Authorities

Installation Options

» Install or Restore Add Certificate Authority
» License
> Welcome

v

v

v

> Deployment Mode v n Certificate (click to collapse)
\ AMP for Endpoints Console v

" Account Issuer  AMP4PC

» Hardware Requirements v & Download

Subject AMP-PC

Validity = 2021-04-09 16:28:00 UTC 2031-04-09 16:28:00 UTC

> Network v o
» Date and Time v

» Certificate Authorities

2 Upstream Proxy Server v
» Cisco Cloud

Passaggio 6:

Il passaggio successivo € configurare la pagina Cisco Cloud, come mostrato nell'immagine.
Selezionare l'area Cisco Cloud appropriata. Espandere Visualizza nomi host se € necessario



creare eccezioni del firewall per il dispositivo Secure Endpoint Private Cloud per comunicare con
Cisco Cloud per le ricerche di file e gli aggiornamenti dei dispositivi. Selezionare Avanti.

LD —~ - s
'cl,scln, AMP for Endpoints  private Cloud Administration Portal . Suppot ?Help @ Logout

Operations - Status - Integrations - Support - el | [

Installation Options

Cisco Cloud

nstall arResiore ¥  Cisco Cloud Configuration

License v

Welcome L

Deployment Mode v Region

AP for Endpoints Console o -

Account & Cisco Cloud, North America E|
Hardware Requirements v = =

View Hostnames (click to expand)

Configuration

Network L

LaiEond Tme ¥  Cisco Cloud Identity

Certificate Authoriies ~

Upstream Proxy Server L
Cisco Cloud Client ldentity
Email W
MNotifications
Backup L'
S8H
Syslog

v = o
Updates s '“-ﬂiw

& 0f476ea 0 L 2T 260

Passaggio 7:

Passare alla pagina delle notifiche, come illustrato nell'immagine. Selezionare la frequenza per le
notifiche critiche e regolari. Immettere gli indirizzi di posta elettronica a cui si desidera inviare le
notifiche di avviso per il dispositivo Secure Endpoint. E possibile utilizzare alias di posta elettronica
o specificare piu indirizzi tramite un elenco separato da virgole. E inoltre possibile specificare il
nome del mittente e I'indirizzo di posta elettronica utilizzati dal dispositivo. Queste notifiche non
corrispondono alle sottoscrizioni di Secure Endpoint Console. E inoltre possibile specificare un
nome di dispositivo univoco se si dispone di piu dispositivi cloud privati di endpoint sicuri.
Selezionare Avanti.



: El| |s.c|]c|| " AMP for End po INtS  private Cloud Administration Portal

® Configuration ~ Operations = Status = Integrations = Supp

Installation Options

Notifications

instal t S—
S I Keatoie Notification Frequency

License
? Welcome Critical Notification Frequency
Deployment Mode
AMP for Endpoints Console

Account Natification Frequency

L L S

Hardware Requirements

Configuration

Notification Addresses
Network

Date and Time
Certificate Authorities.
Upstream Proxy Server
Cisco Cloud

Motification Recipients

Notification Sender Address

R S U G

Ermail
Notifications
Backup

S5H

Motification Sender Name

<

Syslog
Updates

L4

Device Name

Services :
Device Mame

Authentication

AMP for Endpaints Console
Disposition Server
Disposition Server

Extended Protocol

Passaggio 8:

ort -

@ HELF

@ HELP

© HELP

@ HELP

© HELP

@ HELP

. Support

Every & Minutes

Every Week

v A

donotreply@cisco.com

AMP for Endpoints Device

Cyberiet vPC 2

?Help @ Logout

Passare quindi alla pagina Chiavi SSH, come mostrato nell'immagine. Selezionare Add SSH Key
per immettere le chiavi pubbliche che si desidera aggiungere al dispositivo. Le chiavi SSH
consentono di accedere al dispositivo tramite una shell remota con privilegi root. L'accesso deve
essere concesso solo agli utenti attendibili. Il dispositivo cloud privato richiede una chiave RSA in
formato OpenSSH. Altre chiavi SSH possono essere aggiunte anche in un secondo momento
usando Configuration > SSH nel portale di amministrazione. Selezionare Avanti.
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# | Configuration ~ Operations ~ Status ~ ntegrations ~ Support ~ < Standalone _ & | ~

© Maintenance Mode © Sanity Check Failing

This page allows you to add and remove SSH keys on your Cisco AMP for Endpoints Private Cloud
device. SSH keys allow administrators remote root authentication to the device. Only trusted users
should be granted access.

Add 55H Key

Windows PuTTY

2021-11-17 23:01:01 +0000 2021-11-17 23:01:01 +0000 @ Egit

ecdsa-sha2-nistp256 AARALY iR ——— - _ T2y TeadPhgwn B0 Telg FXER7QGT dag4vT2eDSXOXEd
I4DKhrTNBYB/77Ted/ Jagx/Przxss

Viene visualizzata |la sezione Servizi. Nelle pagine successive € necessario assegnare i nomi host
e caricare le coppie di certificati e chiavi appropriate per questi servizi dei dispositivi. Nelle
diapositive successive ¢ illustrata la configurazione di uno dei 6 certificati.

Servizi
Passaggio 1:

Durante il processo di configurazione & possibile che questi errori vengano eseguiti.

Il primo "errore" che potreste notare € evidenziato con le 3 frecce. Per evitare questo problema, &
sufficiente deselezionare "Disabilita controllo TLS rigoroso"



Ingtallation Options

ion can

Authentication Configuration

B HELP

[A vaiidate DNS Hame

Replace Certificate

» Disposition Server )
Disposition Server Certificate match

&:liall or Flasr ¥ Authentication Hostname
» License o
» Welcome L
» Deployment hode v I @ | vPCZ-Authentication cyberworld Jocal |
AMP for Endpoints &
Console Account
P Hemee Requlmments. o4 Authentication Certificate ; Undo
Disable Strict TLS Check
Configuration
¥ Metwork L ® Certificate (PEM .crt)
» Date and Time o
¥ Cerificate Authorities v %
Certificate file has been uploaded.
» Upstream Proxy Server ¥ "
» Cisoo Cloud L
3 Email v a Certificate is in a readable format. a
¥ Notifications -
» Badwp V E Certificate start and end dates are falid.
» S8H E s
» Sysleg v Certificate contai bject
® icate contains a subject. e
> Upiers . @ Q
ERrikias Certificate contains a col
¥ Authentication
AMP for Endpaints a Certificate contains a
Caonsole the uploaded key.
:
Extended Fratacal
> Dispasition Update Certificate iz
Sarvice authority.
Firepower Management PRI it
Cariar cate issued after
have a validity period of 825 days or less.
Other
Certificate issued after 09/01/2020 must
> Recovery

3 Rt and irall have a validity period of 398 days or kess,

(o I o i ]

Certificate does not use sha-1 signature
algorithm

Certificate using RSA keys must use a
size of 2045 or more.

Certificate must specify server cerdificate in
Extended Key Usage extension,

B vPC2-Authenticatior < Choose Certificate

Senza controllo TLS rigoroso

B vPC2-Authenticatior

& Key (PEM .key)

Key file has been uploaded,

Key contains a supported key type.

Key contains public key material.

Key contains private key material

Key contains a public key matching the
uphkaded certificate.

+ Choose Key
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# | Configuration ~ Operations ~ Status ~ Integrations ~ Support ~ -

Installation Options

... Authentication Configuration

Install or Restore

o Authentication Hostname © HELP
License

>

>

> Welcome
> Deployment Mode

AMP for Endpoints Console
Account

Hardware Reguirements

@ vPCZ-Authentication cybenvorld.1008] | — Validate DNS Mame

b S O S S G

W

Authentication Certificate Disable Strict TLS Check  Undo Replace Certificate
Configuration
Network

Date and Time
Cedificate Authorities
Upstream Proxy Server
Cigco Cloud

Email

# Certificate (PEM .crt) 4, Key (PEM _key)

Certificate file has been uploaded Key file has been uploaded

WOV N W

Certificate is in a readable format. Key contains a supported key type.

Notifications
Backup

S5H

Syslog
Updates

Certificate start and end dates are valid. Key contains public key material.

Certificate contains a subject, Key contains private key material,

LA e s

WO WV NV N

Certificate contains a common name.

00000

Key contains a public key matching
the uploaded certificate

Services

e
2 AMP for Endpoints Conscle
2 Disposition Server
= Disposition Server
Extended Protocol
Disposition Update

00000

Certificate contains a public key

sl e uploaded fay B \PC2-Authenticatic  + Choose Key

Certificate matches hostname I

Service Certificate is signed by a trusted root

G0

vPC2-Authentication.cyberworld.local pem

, Firepower Management authority

“ Center

Other B /PC2-Authenticatic <4 Choose Cenificate -=—yPC2-Authentication.cyberworld.local. crt
> Recovery

2 Review and install

Passaggio 2:

L'errore successivo si verifica se si lascia selezionata I'opzione "Convalida nome DNS". Qui avete
due scelte.

1: deselezionare il segno di spunta Convalida DNS

N. 2: Tornare al server DNS e configurare i record host rimanenti.



cI5c0 AMP for EﬂdpoillTS Private Cloud Administration Portal . Support ?Help @ Logout

L] Configuration = Operations - Status = ntegrations = Support ~ L -

An error occurred while processing your request.

=« Hostname does not resohve

Installation Options

Authentication Configuration

» Install or Resiore

L' S
: Authentication Hostname @ HELP
» License v
» Welcome v
Deployment Mode v @ | vPC2-Authentication.cyberworld local [[] validate DNS Name
AMP for Endpaints
. Fc\c :::! AHQGOI v
wonscle Account
Hardware Requirements = : i - -~
" aul Authentication Certificate Disable Strict TLS Check  Unde Replace Cedificate
Configuration
# Network L @ Certificate (PEM .cort) @, Key (PEM .key)
Date and Time v
Certifi Authorities "
srifioals Authoritie ¥ ﬂ Certificate fie has been uploaded a Key file has been uploaded.
» Upstream Proxy Server v
» Cisco Cloud v
S Ermail v E Certificate i in a readable format. a Key contains a supported key type
> Motifications L
» Backup v a Certificate start and end dates are valid. a Key contains public key material.
» SSH v
? Syslog v ) cCertificate contains a subject B} Kev contains private key material
» Updates v
Services B Certificate contains a common name. a Key contains a public key matching the
SIS uploaded certificate.
/ -entication
AME for Endpoints a Certificate contains a public key matching
Console the uploaded key. B + Choose Key
Dispesition Server =
Bl Savis E Certificate matches hostname.
Extended Protocol
Disposition Update a Certificate is zigned by a trusted root
Service authority.
. Firepower Management
Center
[ "] # Choose Certificate
Other
Recovery

Review and Install

Ripetere la stessa procedura altre cinque volte per gli altri certificati.
Autenticazione

- Il servizio di autenticazione potra essere utilizzato nelle versioni future di Private Cloud per
gestire I'autenticazione degli utenti.

Secure Endpoint Console

- Console € il nome DNS con il quale I'amministratore di Secure Endpoint puo accedere a Secure
Endpoint Console e Secure Endpoint Connectors riceve nuovi criteri e aggiornamenti.

Server di disposizione

- Server di disposizione € il nome DNS utilizzato dai connettori di endpoint sicuri per inviare e
recuperare le informazioni di ricerca nel cloud.

Server di disposizione - Protocollo esteso



- Server di disposizione - Protocollo esteso € il nome DNS utilizzato dai nuovi connettori di
endpoint sicuri per inviare e recuperare le informazioni di ricerca nel cloud.

Servizio di aggiornamento della disposizione

- Il servizio di aggiornamento delle disposizioni viene utilizzato quando si collega un'appliance
Cisco Threat Grid al dispositivo cloud privato. L'accessorio Threat Grid viene utilizzato per inviare i
file per I'analisi da Secure Endpoint Console e il servizio di aggiornamento dell'eliminazione viene
utilizzato da Threat Grid per aggiornare I'eliminazione (pulita 0 dannosa) dei file dopo l'analisi.

Firepower Management Center

-Firepower Management Center Link consente di collegare un dispositivo Cisco Firepower
Management Center (FMC) al dispositivo Cloud privato. In questo modo € possibile visualizzare i
dati dell'endpoint protetto nel dashboard di FMC. Per ulteriori informazioni sull'integrazione di FMC
con Secure Endpoint, vedere la documentazione di FMC.

/i\ Attenzione: non € possibile modificare i nomi host al termine dell'installazione del dispositivo.

Prendere nota dei nomi host richiesti. E necessario creare sei record A DNS univoci per il cloud
privato dell'endpoint sicuro. Ogni record punta allo stesso indirizzo IP dell'interfaccia della console
cloud privata virtuale (eth1) e deve essere risolto sia dal cloud privato che dall'endpoint protetto.

Passaggio 3:
Nella pagina successiva scaricare e verificare il file di ripristino.

Viene visualizzata la pagina Recupero, come illustrato nell'immagine. E necessario scaricare e
verificare un backup della configurazione prima di iniziare l'installazione. Il file di ripristino contiene
tutta la configurazione e le chiavi del server. Se si perde un file di ripristino, non sara possibile
ripristinare la configurazione e sara necessario reinstallare tutti i connettori dell'endpoint sicuro.
Senza una chiave originale, & necessario riconfigurare l'intera infrastruttura cloud privata con
nuove chiavi. Il file di recupero contiene tutte le configurazioni correlate al portale opadmin. Il file di
backup contiene il contenuto del file di ripristino e tutti i dati del portale del dashboard, ad esempio
gli eventi, la cronologia dei connettori e cosi via. Se si desidera ripristinare solo I'opadmin senza i
dati dell'evento e tutto, & possibile utilizzare il file di ripristino. Se si esegue il ripristino dal file di
backup, verranno ripristinati i dati del portale di opadmin e del dashboard.

Selezionare Download per salvare il backup nel computer locale. Una volta scaricato il file,
selezionare Scegli file per caricare il file di backup e verificare che non sia danneggiato.
Selezionare Avanti per verificare il file e procedere.



% Gisco Cloud v 1. Download Recovery File 2. Verify Recovery File
% Email v
Metificati v
: = I_ estians - Please keep a copy of this file in a safe place. After downloading your backup, upload it to the device
» SSEUP . to verify that you have a matching copy.
¥ Syslog v
% Updates v pre-install-backup.bak
Services
% Authentication v
DR IOr B v Recovery File Ready for Download
Caonsole .
. . crested lezs than & minuts sgo
% Disposition Server v
Disposition Server o
Extended Protocol
Disposition Update
v :
> Service Hext »
> Firepower Management
Center
il .
.':.'séé AMP for Endpomts Private Cloud Administration Portal f.Support  ?Help @ Logout
# Configuration = Operations = Status ~ htegrations = Support ~ -~ -
Installation Options -
i o e Review and Install
» Install or Restore L Review the folowing information and, ence you are satisfied with your configuration settings, begin the
¥ License L installation. Note that the configuration shewn below cannot be aktered after installation
» Weleome L4
» Deployment Mode L
AMP for Endpaints >
Consale Assount =
SRR Clean Installation
Configuration A clean installation will be performed.
» Network L
» Date and Time L
» Certificate Authorities  »* Installation Type # Edit
» Upstream Proxy Server  +
% Cisco Cloud «
» Email ' Cloud Proxy
g ioallom v * Requires an internet connection and communication with AMP for Endpoints Connectors managed by this
¢ Harh o devics,
2= : » Disposition queries are proxied to the Cisco Cloud.
i - » Content updates contain TETRA defintions
2 Upcties + Content and software updates can be retrieved and apphed automatically.
Services
» Authentication w
AMP for Endpaints . AMP for Endpoints Console Account 7 Edt
? Console
» Disposifion Sarver ef Name Roman Valenta
> Disposition Server v
Extended Protocol Email Address rva . -
Disposition Update W
Service Business Hame Cisco - rvalenta
Firepower Management
? Canter
EEECUBEY # Edit
Other >
» Recovery L

» Review and Install

B Stari Installation

Y~ ¥ AIRGAP ONLY ¥ ¥

Upleaded Recovery File Matches Current Seftings




cisco AMP for EndeinIS Private Cloud Administration Portal THelp @ Logout

# | Configuration -~  Operations -  Status - Integrations -  Suppod - «" Standalone ™ | ~

Installation Options

.. Review and Install

> Install or Restore v Review the following information and, once you are satisfied with your configuration settings, begin the
» License v installation. Note that the configuration shown below cannot be altered after installation.
> Welcome v
» Deployment Mode v
¥ Standalone Operation v

AMP for Endpoints Console .

i v Clean Installation
# Hartwaro Rombomesty. . A clean installation will be performed
Configuration
% Network v
% Date and Time " Installation Type # Edit
> Certificate Authorities v
> Upstream Proxy Server W
% Prepare amp-sync v Standalone Air Gap =
> E’“‘f' : o « Does not require an Intemet Connection
2 Noitficaions e » Communication with AMP for Endpoints Connectors managed by this device are needed
> Backup v « Disposition queries are handled by the Private Cloud device.
> :SH v « Content updates contain TETRA definitions as well as file disposition information.
» Syskg i « Updates must be downloaded separately and applied to this Private Cloud device.
» Updates W
Services
% Authentication v AMP for Endpoints Console Account # Edit
> AMP for Endpoints Console v
» Dispostion Server v Name Roman Valenta

Disposiion Server *

Extended Protocol Email Address rval ST

Dispostion Update =
> Service Business Name Cisco vamrodia PC 2
3 Firepower Management

Center

Recovery # Edit

Other
2 Racovery v Uploaded Recovery File Matches Current Settings

> Review and Install

P Start Installation » Start Installation

A A AIRGAP ONLY A A

Vedi input simili come questo...

.& Attenzione: quando ci si trova in questa pagina, non aggiornare in quanto puo causare
problemi.



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State B3 Started B2 Finished @ Duration

Sat Apr 10 2021 13:36:08 O Please walt... @ Please wait...
GMT-0400 (Eastern Daylight Time)

0 day, 0 hour, 0 minute, 14

seconds age

Your device will need to be rebooted after this operation.

Rebaot

le_chunk

[2021-24-16T17:36:20+88:88] DEBUG: Chef::HTTP::StreamHandler calling Chef::HTTP: :Decompressor::NoopInflater#handle_chunk
[2021-24-10T17:36:20400:0@] DEBUG: Chef::HTTP calling Chef::HTTP::Decompresserithandle_request
[2021-84-18T17:36:20400:00] DEBUG: Chef::HTTP calling Chef::HTTP::Authenticator#handle_request
[2621-84-18T17:36:28+00:008] DEBUG: Chef::HTTP calling Chef::HTTP::RemoteRequestID#handle request
[2021-84-16T17:36:20+80:80] DEBUG: Chef::HTTP calling Chef::HTTP::ValidateContentLength#handle_request
[2021-24-10T17:26:20400:00] DEBUG: Chef::HTTP calling Chef::HTTP::ValidateContentlength#handle_stream_complete
[2021-84-18T17:36:20+00:0@] DEBUG: HTTP server did not include a Content-Length header in respense, cannot identify truncated dow
nloads.

[2821-24-18T17:36:20+80:20] DEBUG: Chef::HTTP calling Chef::HTTP::RemoteRequestID#handle stream complete
[2821-84-18T17:36:28+60:00] DEBUG: Chef::HTTP calling Chef::HTTP::Authenticator#handle_stream_complete
[2821-€4-18T17:36:20+00:08] DEBUG: Chef::HTTP calling Chef::HTTP::Decompressortthandle_stream_complete
[2021-24-16T17:36:20+60:00] DEBUG: Chef::HTTP calling Chef::HTTP::CoskieManager#handle_stream complete
[2021-84-16T17:36:28+80:90] DEBUG: Chef::HTTP calling Chef::HTTP::150NOutput#handle stream complete
[2821-84-18T17:36:20+00:88] DEBUG: Chef::HTTP calling Chef::HTTP::JS0NInput#handle stream_complete
[2021-24-10T17:36:20+00:0@] INFO: Storing updated cookbooks/rabbitmg/recipes/default.rb in the cache.
[2821-84-10T17:36:20+80:08] DEBUG: Creating directory ,/var/run/cookbooks/rabbitmq/recipes

& Download Output

Al termine dell'installazione, fare clic sul pulsante di riavvio



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

£2 State £ started 84 Finished @ Duration

Sat Apr 10 2021 13:36:08 Sat Apr 10 2021 13:57:05 0 day, 0 hour, 20 minutes, 57

GMT-0400 (Eastern Daylight Time) ~ GMT-0400 (Eastern Daylight Time)  seconds
0 day, 0 hour, 24 minutes, 14 0 day, 0 hour, 3 minutes, 17
seconds ago seconds ago

Your device will need to be rebooted after this operation.

Reboot

[2021-84-18T17:57:04+00:00] INFO: Running report handlers

[2021-94-1@T17:57:84400:8@] INFO: Report handlers complete

[2021-94-10T17:57:04400:00] DEBUG: Server doesn't support resource histery, skipping resource report.
[2821-84-18T17:57:04+80:00] DEBUG: Audit Reports are disabled. Skipping sending reports.
[2021-84-10T17:57:04400:00] DEBUG: Forked instance successfully reaped (pid: 2552)
[2621-84-10T717:57:04+00:00] DEBUG: Exiting

Sending system notification (this may take some time).

Running retryable command, 48 retries remaining.

Chef run finished successfully

Registration against the AMP fer Endpeints Disposition Server has previcusly succeeded.

Installation has finished successfully! Please reboot!

& Download Output

~ ¥ AIRGAP ONLY ¥



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

21 State ) Started A Finished @ Duration

Tue Nov 02 2021 14:46:30 Tue Nov 02 2021 15:07:02 0 day, 0 hour, 20 minutes, 32
GMT-0400 (Eastern Daylight Time) GMT-0400 (Eastern Daylight Time) seconds
0 day, 0 hour 1 U 0 hour, 0 minute, 49

Your device will need to be rebooted after this operation.

LEDLLTLALTUL I AT U/ JULTOU..UU | LW, RUNNILNE T EpPUl L nanuLer > A
[2021-11-82T19:87:91+88:8@] INFO: Report handlers complete

[2021-11-82T19:07:01+80:08] DEBUG: Server doesn't support resource history, skipping resource report.
[28621-11-82T19:87:01+00:08] DEBUG: Audit Reports are disabled. Skipping sending reports.

[2021-11-82T19:87:01+00:00] DEBUG: Forked instance successfully reaped (pid: 29292)

[2821-11-82T719:87:21+80:80] DEBUG: Exiting

Sending system notification (this may take some time).

Running retryable command, 4@ retries remaining.

_______________________________________________________________________________

|Registratinn is not possible in air gap mode. I

Installation has finished successfully! FPlease reboot!

& Download Output

A -~ AIRGAP ONLY A A

Una volta che l'accessorio & stato completamente avviato, al successivo accesso con l'interfaccia
di amministrazione verra visualizzato questo dashboard. All'inizio si nota un'elevata CPU, ma se
si danno alcuni minuti la CPU si stabilizza.



asco AMP for F_lldp()iIlIS Private Cloud Administration Portal L Support @ Announcements  ?Help @ Logout

# Configuration = Operations = Status - Integrations ~ Support ~ ~ e -
Key Metrics
CPU Usage Memeory Usage Cisco Cloud Query Failure Rate
9 8 % 1 8 % %
* Details r* Details * Details
Cisco Cloud Query Latency Fullest Partition : root Active Connections
ms %
~ Details 7 Details ~* Details

Dopo pochi minuti...

wlfbal]la 1 .
cllscla AMP for ElldelI'ltS Private Cloud Administration Portal . Support M Announcements  ? Help & Logout
# | Configuration = Operations = Status - Integrations ~ Support ~ | e~
Key Metrics
CPU Usage Memory Usage Cisco Cloud Query Failure Rate
3 O % % %
r* Details r* Details ~* Details
Cisco Cloud Query Latency Fullest Partition : root Active Connections
ms 6 O %
= Details 7 Details ~* Details

Da qui si passa alla console Secure Endpoint. Fare clic sulla piccola icona che appare come il
fuoco nell'angolo a destra accanto alla bandiera.



AMP for Endnaints Private Cloud & X | A\ Server Not Found
| AMP for Endpoints Private Cloud Administration Portal

< ¢ @ O & hitps//192.168.75.92 e & vy o & =
-~
anIAn g .
cllsch AMP for Endpomts Private Cloud Administration Portal . Support M Announcements  ? Help @ Logout
#  Configuration = Operations ~  Status ~ Integrations - Support -
Key Metrics
CPU Usage Memory Usage Cisco Cloud Query Failure Rate
1 1 % % %
= Details r* Details = Details

~ ¥ AIRGAP ONLY ¥ ¥

Come si pu0 vedere, non abbiamo superato il controllo di integrita a causa di DB Protect Snapshot
, anche le definizioni dei client, DFC e Tetra. A tale scopo, € necessario eseguire I'aggiornamento
offline tramite il file ISO scaricato preparato in precedenza tramite amp-sync e caricato nella
macchina virtuale o archiviato in posizione NFS.



asco AMP for Endpoints Private Cloud Administration Portal & Announcements  ?Help @ Logout

# Configuration ~ Operations - Status - Integrations - Support ~ «" Standalone | ™ & | ~

© Sanity Check Failing

The device sapity check is failing;
your device might not function
properly until corrective measures
are taken.

O Details

FAIL: A Protezz DB znapzhot haz not besn laaded.
Devices configured in standalone mode thould have = Protect DB snapshot
losded. Protect DB snapshots contain threat intellipence sbout known
clean and known malicious files.

Key Metrics
CPU Usage Memory Usage Fullest Partition : root
1 1 % % %
7 Details 7* Details 7* Details

Active Connections

r* Details



llcl|lslélol.‘ A‘\"IP fOl' EI]deiﬂtS Private Cloud Administration Portal A Announcements ?Help ™ Logout

& Configuration ~ Operations - Status - Integrations ~ Support ~ «" Standalone ™ & | -

© Sanity Check Failing

Updates keep your Private Cloud device up to date. & Download amp-sync

< Check Update IS0
@ There is no 1ISO Ioaded. Load an I1SO and try again.
Content

Q 3.2.0_202010081917 & Update Content
~ient Definitions DEC. Tetra Content Versio —

__0 ABSENT

@ Import a Protect DB snapshot to your standalone device.

Checked 1 minute ago; the update check failed.
Software
2 3.2 0_262010082118

Checked 1 minute ago; the update check failed.

Pacchetto di aggiornamento di AirGap

Per ricevere il comando Protect DB, & necessario utilizzarlo per la prima volta

./amp-sync all

% Nota: scarica tutti i pacchetti con questo comando e la verifica potrebbe richiedere piu di 24
ore. Dipende dalla velocita e dalla qualita del collegamento. Nel mio caso, con la fibra da 1
Gb, il completamento richiede ancora quasi 25 ore. In parte cio € dovuto anche al fatto che
questo download e direttamente da AWS e quindi € limitato. Si noti, infine, che questo
download é piuttosto grande. Nel mio caso il file scaricato era 323 GB.

In questo esempio viene utilizzato CygWin64

1. Scaricare e installare la versione x64 di Cygwin.

2. Eseguire setup-x86_64.exe e passare attraverso il processo di installazione scegliere tutti i
valori predefiniti.

3. Scegliere un mirror di download.

4. Selezionare i pacchetti da installare:



Tutto -> Netto -> ricciolo

Tutto -> Utilita -> genisoimage
Tutto -> Utilita -> xmlstarlet
*VPC 3.8.x up - > xorriso

4
4
4
4
4
4
4 ¢
4
4 C
4
4
4
4
4
4
4
4
4
4 C
4
4
4
4
4
4
4
4
4
4




Nota: nel piu recente aggiornamento VPC 3.8.x con CygWin64 come principale strumento
di download si puo incontrare questo problema descritto di seguito.



, Or 1s not an appropriate
alled in order for the AMP for En

Alr-Gap |_l_-:'\":|v_-1:!f‘ Tool to function:

MISSING ->

These tool
Unix-T7ke

Note release Pagina n. 58. Come si pud vedere "xorriso" & ora necessario. E stato modificato il
formato ISO in ISO 9660 e questa dipendenza & cio che converte lI'immagine nel formato corretto
in modo che I'aggiornamento possa essere completato. Purtroppo, CygWin64 non offre xorriso in
nessuno dei loro repository incorporati. Tuttavia, per coloro che vorrebbero ancora utilizzare
CygWin64 c'é un modo per superare questo problema.


https://docs.amp.cisco.com/SecureEndpointPCAdminGuide.pdf

Installing dependencies

CentOS

To run amp-sync you will first have to install EPEL, xorriso, and xmistarlet.
1. Enable the EPEL repo.

» sudo yum install epel-release
1. Install dependencies via yum.

» sudo yum install worriso

» sudo yum install xmlstarlet

Ubuntu

To run amp=-sync you will first have to install xorriso and xmlstarlet.
* Install dependencies via apt.
» sudo apt install xorriso
» sudo apt install xmlstarlet

Windows

1. Setup Windows Subsystem for Linux (WSL) with the Ubuntu distribution. See the
Microsoft documentation for details.

2. Expand the WS5L virtual hard disk size to comply with minimum free disk space.
See the Microsoft documentation for details.

3. Install xorriso and xmistarlet dependencies via apt.
» sudo apt install xorriso
» sudo apt install xmlstarlet

Per poter utilizzare di nuovo CygWin & necessario scaricare manualmente xorriso dal repository
GitHub. Aprire il browser e digitare <Latest xorriso.exe 1.5.2 pre-build for Windows> dovrebbe
apparire come primo collegamento denominato come <PeyTy/xorriso-exe-for-windows - GitHub>
passare a quella pagina GitHub e scaricare <xorriso-exe-for-windows-master.zip> il file all'interno
del file zip che si trova tra pochi altri file denominati <xorriso.exe> copiare e incollare questo file in
<CygWin64\bin> percorso del file Cyg installazione. Riprovare eseguendo il comando <amp-
sync>. Il messaggio di errore e l'inizio e la fine del download non dovrebbero piu essere
visualizzati, come mostrato nell'immagine.
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Eseguire il backup del VPC 3.2.0 corrente (in questo caso) in modalita Airgap.

E possibile utilizzare questo comando dalla CLI

rpm -ga | grep Pri

In alternativa, & possibile passare a Operazioni > Backup, come illustrato nell'immagine, ed
eseguire il backup qui.



. LN .
L'.;CL AMP for El‘ldelll'[S Private Cloud Administration Portal A Announcements  ?Help @ Logout

# Configuration ~ Operations = Status - Integrations ~ Support = «" Standalone  m™ | & ~

© Sanity Check Failing

Backups create a copy of your configuration and databases.

Manual Backup

“Perform Backup

Last Backup Successful
Transferring Backups To External Storage Is Recommended

To facilitate disaster recovery, you are strongly encouraged fo transfer backup archives to a secure external backup location. Transfer of
backup archives can be performed via download. sftp. or rsync.

ES Backup Job Details

Previous Backups

The number of backups that will be stored on disk is: 1.

Name 8 Size £2 Timestamp iZ Operations
/data/backups/amp-backup-20211106-0000.18. bak 738MB  2021-11-06 00:03:43 +0000 2 B
about 17 hours ago

Trasferire I'ultimo ISO generato con amp-sync al VPC. Questa operazione puo richiedere anche
diverse ore in base alla velocita. In questo caso il trasferimento ha richiesto piu di 16 ore

/data/tmp
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Al termine del caricamento, montare I'lSO

mount /data/tmp/PrivateCloud-3.2.0-Updates-2021-11-03-prod.iso /data/updates/
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Passare all'interfaccia utente di opdamin per eseguire I'aggiornamento Operazioni

i 8

(Operations) >



Aggiorna periferica (Update Device) > Seleziona (Select) Aggiorna ISO (Update 1SO).

A Announcements  ? Help % Logout

"CI;S' élol AMP for Endpoints  ervate cioud Administration Portai

#  Configuration -  Operations ~  Status ~  Integrations ~  Support ~ /" Standalone hﬁ'ﬂ e -
© Sanity Check Failing

Updates keep your Private Cloud device up to date. & Download amp-sync

= Check Update 130 S —

wr

¢ Checking IS0 for updates

Content

© 3.2.0_202010081917

£ Import Protect DB

© ABSENT

@ Import a Protect DB snapshot to your standalone device.

Checked 9 minutes ago; the update check failed.

Software
f:) 3.2.0 202010082118 )

8 A software updale is available

In questo esempio prima si procede con I'aggiornamento del contenuto



'lc|||5'é|¢;' AMP for Endpoints Private Cloud Administration Portal A Announcements  ?Help @ Logout

# Configuration ~ Operations - Status ~ Integrations = Support = « Standalone m B

© Sanity Check Failing

& Download amp-sync

Updates keep your Private Cloud device up to date.

=~ Check Update SO

Content
0 3 . 2 . 0_2929 16@819 17 4 Update Content
LSRR 6. eV E ContEnrybrson £ Import Protect DB
© ABSENT
Protect DB Version I © IS0 contains Protect DB snapshot version 28218531-6613 ]
O Import a Protect DB snapshot to your standalone device,
I @ A content update |s available
Software

© 3.2.0 202010082118

rivale Cloud Software Version

I © A software update s availabie

Quindi selezionare Importa protezione DB.



"';I.;";!;' AMP for Endpoints private cious Administration Portal A& Announcements 2 Help & Logout

# Configuration Operations = Status - Integrations - Support * «" Standalone W 4 | >
© Sanity Check Failing
Updates keep your Private Cloud device up to date. <+ Download amp-sync

' Check Update 1SO

Content

© 20211102210054

nitions, DFC, Telra Content Version
£ Import Protect DB

© ABSENT

@ Import a Protect DB snapshot to your standalone device.

Checked less than a minute ago, content is up to date

Software

(i) 3.2.06_20201008211

e Cloud Software Version

® A software update is available

Come potete vedere, questo € un altro processo molto lungo che pud richiedere molto tempo per
essere completato.

Home | Operafions - Update Device | Prolect DB Import Details

£+ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

22 State B Started 3 Finished @ Duration

2021-11-07 184844 +0000 @ Please wait... @ Please wait..

= Output

Attempting to mount an IS0, if one is present.
mount: special device /dev/cdrom does not exist
Starting update.

Stopping apply-cloud-deltas...

Stopping authentication_web...

Stepping authentication_worker...

& Download Output



Home = Operations - Update Device | Protect DB import Details

$* Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take|several hours.

22 State £ started & Finished @ Duratign

2021-11-07 18:48:44 +0000 @ Please walit...

42 minutes ago

@ Pleghe walit...

Output

LAV GLLAUIT AL TUL @ T & A ==
Extraction 14.9GB at 6.6MB/s eta: 9:28:21 6% [==

Extraction 14.9GB at 6.6MB/s eta: 9:28:27 6% [mm

Extraction  14.9GB at 6.5MB/s eta: 9:28:40 6% [==

Extraction 14.9G6 at 6.5MB/s eta: 9:25:46 6% [== 1
Extraction  14.9GB at 6.5MB s eta: 9:28:58 BX [== -
Extraction 14.9GB at 6.5MB/s eta: 9:209:12 6X [mm ]
Extraction 14.9GB at 6.5MB/s eta: 0120126 % [== 1
Extraction 15.8GE at 6.5MB/s eta: 9:28:56 % [== 1
Extraction 15.8GB at 6.6MB/s eta: 9:28:28 6% [== ]
Extraction  15.8GB at 6.6MBSs eta: 9:28:28 6% [== ]
Extraction 15.8GB at 6.5MB/s eta: 9:28:44 6% [=m 1
Extraction 15.8GB at 6.5M8/s eta: 9:28:51 6% [== ]
Extraction 15.8GE at 6.5MB/s eta: 9:28:48 % [== 1
Extraction 15.8GE at 6.5MB/s eta: 9:28:56 X [== ]
Extraction 15.8G8 at 6.5MB/s eta: 9:20:18 X [mm ]
Extraction 15.8GB at 6.5MB/s eta: 9:29:23 6% [== ]

£ Download Output

£ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

22 State £ Started B2 Finished @ Duration

2021-11-19 17:04:05 +0000 @ Please wait... @ Please wait...
about 20 hours ago

LA DGRV Gl LN A SAWI S ERES  WiWWIUA PP [ —————m—mmm——emmemmmee
Extraction 233.2GB at 4.2MB/s eta: @:00:808 998 [=====s=sss=s==s==s===]
Extraction 233.2GB at 4,.2M8/s eta: 0:00:00 100% [===s====csz======s===
Snapshot Version 3

Going to drop disposition tables.

Dropping detections table.

Dropping binaries table.

Dropping binaries_detections table.

Dropping samples table.

Dropping publishers table.

Dropping cas table.

Dropping certificates table.

Dropping cert_fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.

Importing Protect DB data (this may take some time).

Importing detections table (this may take some time).

Importing binaries table (this may take some time).



Problema 1 - Spazio esaurito nell'archivio dati

In questa schermata € possibile esaminare due problemi. Poiché vPC precedente alla versione
3.5.2 non € in grado di installare lo storage NFS esterno, € necessario caricare il file ISO di
aggiornamento nella directory /data/temp. Nel mio caso, poiché il datastore era solo di 1 TB, sono
uscito dalla stanza e la VM si € bloccata. In altre parole, sono necessari almeno 2 TB di spazio sul
data store per installare correttamente il VPC AirGap versione inferiore alla 3.5.2

L'immagine seguente é tratta dal server ESXi, che mostra I'errore che non c'é piu spazio
disponibile sul disco rigido quando si tenta di avviare la VM. Sono riuscito a correggere I'errore
commutando temporaneamente la RAM da 128 GB a 64 GB. Poi sono riuscito a riavviarmi.
Inoltre, se si esegue il provisioning di questa VM come Thin Client, il lato negativo
dell'implementazione di Thin Client € che le dimensioni del disco possono aumentare, ma non
diminuirebbero anche se si liberasse spazio. In altre parole, supponiamo che il file da 300 GB sia
stato caricato nella directory del vPC e quindi eliminato. Il disco in ESXi mostra ancora 300 GB di
spazio in meno sul disco rigido

I
|| Event Details

Type: error  User: root  Time: 11/15/2021 12:24:43 PM Target: AMP-VPC AirGap
Description: @
@J 11/15/2021 12:24:43PM, Error message on AMP-vPC AirGap on UCS-2 in ha-datacenter; Failed to power on VM,

Eror Stack:  Hide
“ Failed to power on VM.
+ Could not power an virtual machine: msg.vmk.status.VMK_NO_SPACE.
 Failed to extend the virtual machine swap file
4 Current swap file size is 0 KB.
+ Failed to extend swap file from 0 KB to 134217728 KB.
“ File systemepecificimplemantationof LookupAndOpenfile]failed
“ File systemspecificimplementation of Lookup(file] failed

Related Events:  Show

Problema 2 - Aggiornamento precedente

|| secondo problema & che se si esegue prima I'aggiornamento software come ho fatto nella mia 2nd
prova e dalla 3.2.0 finisco con VPC per aggiornare alla 3.5.2 e per questo ho dovuto scaricare il
nuovo file di aggiornamento ISO dal 3.2.0 diventato non valido a causa del fatto che non ero piu
sulla versione 3.2.0 originale.



'Iclpls'élc;' AMP for Endpoints Private Cloud Administration Portal A Announcements  ?Help @ Logout

# Configuration ~ Operations = Status - Integrations - Support ~ < Standalone e ¢ -

© Maintenance Mode @ Sanity Check Failing @ Disabling TLS 1.0/1.1

The device is in maintenance mode
External services are unavailable

Updates keep your Private Cloud device up to date. | & Downioad amp-sync. '

< Check Update ISO
@ There is no ISO loaded. Load an ISO and try again.

Content

© 3.2.0_202010081917

© ABSENT
Profect DB Version @ Import a Protect DB snapshot to your standalone device.

©_The previous Protect DB import failed.
Checked 24 minutes ago; the update check failed

Software

© 3.5.3_20211108034

1 Soffware Versic

Checked 24 minutes ago; the update check failed.

Questo & I'errore che viene visualizzato se si tenta di montare di nuovo il file di aggiornamento
ISO.



Hmm

cisco AMP for Endpoints rrivate cioud Administration Portal & Announcements 2 Help @ Logout
#  Configuration ~ Operations ~ Status ~ Integrations ~ Support = «" Slandalone = ¢ -

© Maintenance Mode © Sanity Check Failing € Disabling TLS 1.0/1.1

Home ' Operations - Update Device © Update Check Details

© The update check failed

Something went wrong while checking for updates.

== State B2 started B Finished @ Duration

B coo-11-16 16:29:23 +0000 2021-11-16 16:29:30 +0000 less than a minute

less than 2 minute ago

ace thar mint ~
255 han a minute a

-~
Attempting to mount an ISO, if one is present.
Starting update check.
http://127.06.0.1:8088/PrivateCloud/3.5.3/prod/repodata/repomd.seml: [Errno 14] HTTP Error 484 - Not Found
Trying other mirror.
To address this issue please refer to the below wiki article
https://wiki.centos.org/yum-errors
If above article doesn't help to resolve this issue please use https://bugs.centos.org/.
One of the configured repositories failed (FireAMP PrivateCloud Repository),
and yum doesn't have enough cached data to continue. At this peint the only
safe thing yum can do is fail. There are a few ways to work "fix" this:
v

A ke ¢ B T PR S R e S MR S T SR TR S B T S

& Download Cutput

In questa immagine € illustrato un metodo alternativo per montare I'immagine di aggiornamento
sul PC. Nella versione 3.5.x € possibile utilizzare una postazione remota come lo storage NFS per
condividere il file di aggiornamento con il computer virtuale.



':-_I|'s'élc;' AMP for El‘ldeiI’ltS Private Cloud Administration Portal 8 Announcements  ? Help & Logout

# Configuration ~ Operations ~ Status ~ Integrations ~ Support = «" Standalone | e | ¢ |~

© Maintenance Mode © Sanity Check Failing © Disabling TLS 1.0/1.1

Mount an Update 1ISO

I1SO Configuration

@ HELP
e e
IS0
NFS4
Mount Status
No ISO mounted
',':Ills'.:-_l,;' AMP for El‘ldpDilltS Private Cloud Administration Portal A Announcements  ?Help @ Logout
A Configuration ~ Operations ~ Status ~ Integrations ~ Support ~ «" Standalone = ™ @ | ~
© Sanity Check Failing © Disabling TLS 1.0/1.1 @ Configuration saved.
Mount an Update ISO
ISO Configuration © HELP
Mount Type NFS3 w
Remote Share 192.168.75.4:/AMPAG

Remote 1SO File PrivateCloud-3.5.3-Updates-2021-11-16-prod.isoc e

Mount Status

Mounted 1SO

|nfs 192.168.75.4:/AMPAG PrivateCloud-3.5.3-Updates-2021-11-16-prod.iso | m



Updates keep your Private Cloud device up to date.

< Check Update ISO

Content

& 3.5. 2_202110122340

© ABSENT

~roiecl Do o

0 A content update is avallable

Software

©® 3.5.2 202110130433

OuUg SO0TTWa

@ A software update is available,

& Download amp-sync

€ Update Content

L Import Protect DB

& IS0 contains Protect DB snapshot version 28218531-8613.

@ Import a Protect DB snapshot to your standalone device.

L'errore del controllo di integrita & correlato al database di protezione attualmente non disponibile

nel VPC

dfrer]n,
cisco

AMP for Endpoints Private Cloud Administration Portal

Operations ~  Status = Integrations ~  Support -

# Configuration ~

€ Sanity Check Failing

Updates keep your Private Clods device up to date.

< Check Update 1SO

Content

.2_202110122340

fetra Co it Viersion

35

© ABSE

NT

bl

® A content update is available

Software

@ 3.5.2 2021

Private Cloud

10130433

are Version

Horiwa

O A software update is available

A Announcements  ?Help @ Logout

L

£

<" Standalone

& Download amp-sync

& Update Content

& Import Protect DB

@IS0 contains Protect DB snapshot version 28218531-8613.
@ Import a Protect DB snapshot to your standalone device.




#+ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

=2 State

5 Started

8 Finished @ Duration

abo

2021-11-19 17:04:05 +0000

t 20 hours ago

@ Please wait__ @ Please wait. .

CACTTCCLUN XN T S T I SRR
Extraction 233.2GB at 4.2MBfs eta: B:00:00 T [ ]
Extraction 233.2GB at 4.2MB/s eta: B:00:00 100% [==========s==========
Snapshot Version 3

Going to drop disposition tables.

Dropping
Dropping
Dropping
Dropping
Dropping
Dropping
Dropping
Dropping

detections table.

binaries table.
binaries_detections table.
samples table.

publishers table.

cas table.

certificates table.

cert_fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.

Importing Protect DB data (this may take some time).

Importing detections table (this may take some time).

Importing binaries table (this may take some time).

£ Download Quiput



cisco AMP for EHdeil‘itS Private Cloud Administration Portal A Announcements  ? Help @ Logout

# | Configuration = Operations Status = Integrations = Support = <" Standalone ¢ |~

1l

Home | Operations - Update Device | Protect DB Import Details

& Protect DB imported successfully

A Protect DB snapshot was successfully imported.

2= State £ started B Finished @ Duration

2021-11-19 17:04:05 +0000 2021-12-21 01:08:11 +0000 about 1 month

about 1 month ago less than a minute ago

ILE I 1L CIOSC_Ca SO o
Starting firehose_cassandra_replay...
Starting firehose_publisher...
Starting firehose_publisher replay...
Starting install-token-api...
Starting mgmt_unicorn...

Starting mongo_event_consumer...
Starting portal_unicorn...

Starting redis...

Starting retro-dipper...

Starting retrohose...

Starting retrohose-replay...

Starting tevent_listener...

Starting crond...

Starting flight...

Starting docker...

Sending notification (this may take some time).

& Download Qutput

Avvio automatico del prossimo aggiornamento



'::Itrs'élc;' AMP for EIldeiiltS Private Cloud Administration Portal A Announcements  ?Help @ Logout

# | Configuration ~ Operations ~ Status ~ Integrations - Support ~ «" Standaione M_ ¢ ~

Home Operations - Update Device Protect DB Update Details

£ Importing Protect DB deltas.

Your Protect DB is being updated with threat intelligence that was queued during a previous content
update. Each delta can take several hours to import, and system performance might be impacted
during this time.

You should run content updates at the end of the business day or week to ensure updates are applied
outside of peak use.

Queued Updates e Protect DB
20211116-2135 20210531-0613

g | ) Indate Version
S UFLEL L L LD VNGl VETaIU

i

Dopo questo lungo processo di importazione del database Protect DB, & possibile spostare e
aggiornare la definizione client e il software, operazione che pud richiedere piu di 3 ore.



e

clsco AMP for Endpoints Private Cloud Administration Portal
# | Configuration ~  Operations ~  Status ~  Integrations ~  Support ~

Home | Operations - Update Device | Update Content Details

@ Content updated successfully

The device successfully performed a content update.

& Announcements  2Help @ Logout

«" Standalone S ¢ | ~

2B State £2 started &3 Finished @ Duration
2021-12-21 03:10:11 +0000 2021-12-21 03:37:53 +0000 28 minutes
28 minutes ago less than a minute ago

Attempting to mount an IS0, if one is present.

PAS5: The mount point / has sufficient space available: 23273833728 »= 1008000008
PASS: The mount point [ has sufficient inodes available: 2018323 »>= 10000@

All checks succeeded!

Repodata is over 2 weeks old. Install yum-cron? Or run: yum makecache fast

Error: Mo matching Packages to list

Resolving Dependencies

--» Running transaction check

---» Package AMP-PrivateCloud-content.x86_64 ©:3.5.2 2021101223408-@ will be updated
---» Package AMP-PrivateCloud-content.x86 64 ©:28211117234515-0 will be an update
---» Package fireamp-amp-exprev-classifier.x86_64 ©:3.4.0-0.1a64 will be updated
---» Package fireamp-amp-exprev-classifier.x86_64 0:3.4.0-0.1a76 will be an update
---» Package fireamp-apde-signatures.x86_64 0:935-1 will be updated

---> Package fireamp-apde-signatures.x86_64 @:1852-1 will be an update

---» Package fireamp-clamav-definitions.x86 64 ©:1634876372-7 will be updated

---» Package fireamp-clamav-definitions.x86 64 ©:1637186573-7 will be an update

N e R s SR i AR i i e AT e s SR e A o

& Download Qutput

E alla fine, vi prego di notare che questo processo richiedera molto tempo.

Per l'accessorio VPC visitare questa TZ che contiene altri metodi per aggiornare I'accessorio

hardware, il file ISO e I'avvio da USB.

https://www.cisco.com/c/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217134-

upgrade-procedure-for-airgapped-amp-priv.html#anc5

A A AIRGAP ONLY A A~


https://www.cisco.com/c/it_it/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html#anc5
https://www.cisco.com/c/it_it/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html#anc5

Risoluzione dei problemi di base

Problema 1 - FQDN e server DNS

Il primo problema che si puo verificare € se il server DNS non € stato stabilito e tutti i nomi di
dominio completo (FQDN) non sono stati registrati e risolti correttamente. Il problema potrebbe
essere simile a questo quando si tenta di passare alla console Secure Endpoint tramite I'icona
"fire" di Secure Endpoint. Se si utilizza solo l'indirizzo IP funziona, ma non & possibile scaricare il
connettore. Come si pud vedere nella 3¢8iMa jimmagine qui sotto.

AMP for Endpoints Private Cloud

G o @ https:y//vpc2-consal al i w n @ &

Hmm. We're having trouble
finding that site.

We can't connect to the server at vpc2-
console.cyberworld.local.

// ?X If that address is correct, here are three other things you
'- can try:

* Try again later.

* Check your network connection.

* |f you are connected but behind a firewall, check that
Firefox has permission to access the Web.

Try Again

Se si modifica il file HOSTS sul computer locale come mostrato nell'immagine, il problema viene
risolto e si verificano degli errori.



Rl tome  share  View L2

- v & s ThiPC 5 LoesiDisk (C:) » Windows + Systemid 5 deivers 5 off e | 7 hoststxt - Notepad - o x
|
p | Fibe Edit Format View Help |
tssue CERT A Mame Dater Type | |
|# The IP address and the host name should be separated by at least one R
Ispue DING Server T hests S o IKE : # space.
Ienhosts.sam SAl T
& Onelrive S = -s-i# Additionally, comments {such as these) may be inserted on individual
3 - 4 | # lines or following the machine name denoted by a "#' symbol.
3 This PC pretocel Fil
— BACKUP(E) senvices THIE/2016 7245 AM File 18KB . # For example:
| #
Backup Frognn| |# 102.54.94,97 rhing, acme, com # source server
Backup Video-4 ¥ 38.25.63.1@ X.acme, com & x client host
Cisco Stuff |
4 % | # localhost nmame resolution is handled within DNS itself.
DR ¥ 127.9.8.1 lecalhest
GO-Pro | # Her | loecalhost
|

Pictures |
|[92.168.75.92 cyberworld. local

= KINGI8 (5 1[192.168.75.93 wpc-console. cyberworld. local

92.168.75.93 vpc-authentication.cyberworld. local

92.168.75.93 vpc-dispositionex. cyberworld. local

92.168.75.93 vpe-disposition. cyberworld, local

92.168.75.93 vpc-update. cyberworld. local

1[92, 168.75.93] vpc-fmc. cyberworld. local

- MEDIA (D)

Backup Progearr

Backup Video-4

Cisco Stufi | v '
|
Docurments
14 100% W X
Pictures | Lin 29, Cal 00 findews (CRLF) UTF-2
Sitems 1 item selected 1.57 K8 ==

Questo errore si verifica quando si tenta di scaricare il programma di installazione del connettore
Secure Endpoint.

.III.IlI- ;-"‘-\" 1D far En 1N ] A ? Roman Valenta ~
cisco MV A ol ot ' : :
Dashboard  Analysis OQutbreak Control~  Management Accounts -

© A failure has occurred downloading an installer. Please contact support. X

Download Connector

Group | Protect

Dopo alcune operazioni di risoluzione dei problemi, l'unica soluzione corretta € stata la
configurazione del server DNS.

DNS Resolution Console: nslookup vPC-Console.cyberworld.local (Returned 1, start 2021-03-02 15:43:00 +0

Server:
Address:

** server can't find vPC-Console.cyberworld.Tocal: NXDOMAIN

Dopo aver registrato tutti i nomi di dominio completo (FQDN) nel server DNS e aver modificato il
record nel cloud privato virtuale dal DNS pubblico al server DNS, tutto inizia a funzionare come
previsto.



csco  AMP for Endpoints erivate cious aministration Portat

k.3 Configuration = Operations - Status -

Con' Device Summary

Change Password
Adm  Cisco Cloud
| network |
Date and Time
Certificate Authorities

Proxy
Notifications
License
Email
Backup
SSH

Syslog
Updates
Services

s network settings.

. Support M Anhouncements  ? Help @ Logout

"~ IR

ethO/ee:eCc:29:A6:4A:11

IP Assignment 192 168.75.92

More details

eth1/06:0C:29:A6:4A:1B

IP Assignment 192.168.75.93

More details

IP Assignment Stalic |:l
IP Address  192.168.75.93
1 Check for IP Address conflicts

Subnet Mask  255.255.255.0

Gateway | 102 168.75.1

Warning: Address and Hostname Changes

If you change the |P address of the interface you must also update the DNS records for each of your configured hostnames to point to the
new address. AMP for Endpoints Connectors will expect services to be available at the original DNS names assigned fo them.

DNS

Primary DNS Server

cisco AMP for Endpoints prwvate cloud Administration Portal
# | Configuration ~  Operations *  Status *  Integrations ~

£ Configuration Changed

View the Configuration help page for a list of affected services.

@ Configuration saved.

Configuration changes do not take
effect until reconfiguration is
performed.

* Reconfiguration

. Support M Announcements ?Help & Logout

~ ENL



I -~
'c',s,_!:', AMP for Endpom‘rs Private Cloud Administration Portal *. Support ML Announcements P Help @ Logout

# Configuration = Operations ~ Status ~ Integrations = Support = h L
Home | Operations - Apply Configuration | Details

2= State &3 started £ Finished @ Duration

Sun Apr 11 2021 20:19:00 © Please wait... © Please wait...
GMT-0400 (Eastern Daylight Time)
0 day, 0 hour, 1

T minute, 45
seconds ago

[2021-04-12T00:20:43+00:00] DEBUG: Found current_uid == nil, seo we are creating a new file, updating owner A
[2821-84-12T08:28:43+80:08] INFO: Tile[/tmp/cqlsh_check superuser_ password.cql] owner changed to 4815

[2021-€4-12T0@:208:43400:00] DEBUG: Found current_gid == nil, sc we are creating a new file, updating group
[2021-84-12T66:20:43+00:00] INFO: file[/tmp/cqlsh_check_superuser_password.cql] group changed to 4015

[2821-84-12T66:20:43+80:80] DEBUG: Found current_mode == nil, so we are creating a new file, updating mode
[2021-84-12T00:20:43+00:80] INFO: file[/tmp/cqlsh_check superuser password.cql] mode changed to 6@e

[2e21-84-12T@8:28:43+00:00] DEBUG: Restoring selinux security content with /sbhin/restorecon -R “"/tmp/cqlsh_check superuser_ passwo
rd.cql”

[2021-84-12T00:20:43+80:00] INFO: Processing execute[cqlsh_check superuser_password] action run (/var/run/cookbocks/cassandra/pro
viders/cqlsh.rb line 16)

[2021-@4-12T00:20:43+00:00] DEBUG: Providers for generic execute resource enabled on node include: [Chef::Provider::Execute]
[2621-04-12T80:20:43+0@:80] DEBUG: Provider for action run on resource execute[cqlsh_check_superuser_password] is Chef::Provide
r::Execute

[2021-84-12T00:20:43+80:00] INFO: Retrying execution of execute[cqlsh_check superuser_password], 19 attempt(s) left
[2821-84-12T00:208:45+00:00] DEBUG: Providers fTor generic execute resource enabled on node include: [Chef::Provider::Execute]
[2621-04-12T@@:20:45+00:00] DEBUG: Provider for action run on rescurce execute[cqlsh_check_superuser_password] is Chef::Provide
r::Execute w

& Download Qutput

A questo punto € possibile accedere e scaricare il connettore



AMP for Endpoints Private Clo Pl A Security X

I@ #. ~© https://vpc2-authenticat cailn—s.:f 505 sas i d i @ & =
L
alean]n
CISCO

Security

The Cisco Security account is a single destination for managing
multiple applications within the Cisco Security portfolic

AMP for Endpoints

Threat Gnd
Threat Response

and more...

v O™

Use Single Sign-On

Can't access your account?

Viene visualizzata la procedura guidata iniziale per il criterio Endpoint sicuro per I'ambiente. La
guida fornisce una selezione di prodotti antivirus utilizzati, se presenti, nonché di proxy e dei tipi di
criteri che si desidera implementare. Selezionare il pulsante di configurazione appropriato in base
al sistema operativo del connettore.

Viene visualizzata la pagina Prodotti di sicurezza esistenti, come illustrato nell'immagine. Scegli i
prodotti di sicurezza che utilizzi. Genera automaticamente esclusioni applicabili per impedire
problemi di prestazioni sugli endpoint. Selezionare Avanti.



A Dashboard % IEg

= i)

&« - 3 @ I@ # httpsy/fvpc2-consol ‘dashboard/fresh l B e v m o &
b AMP for Endpoints 2) (2) Pomenvaients
Dashboard Analysis~  Outbreak Control~ Management~  Accounts v Search Q
Dashboard
[z Cisco - rvalenta

Dashboard Inbox Qverview Events
Getting Started Demo Computers

& View Online Help
+ Download Cisco AMP for Endpoints User Guide
i Download Cisco AMP for Endpoints Deployment Strategy

Deploy AMP for Endpoints Connectors

22 Set Up Windows Connector l

l # Set Up Mac Connector ]

l Q0 Set Up Linux Connector E

Demo Data

Demo Data allows you to see how Cisco AMP for Endpoints works by populating
your Console with replayed data from actual malware infections. Enabling Demo
Data will add computers and events to your Cisco AMP for Endpoints Console so
you can see how the Dashboard, File Trajectory, Device Trajectory, Threat Root
Cause, and Detections and Events displays behave when malware is detected.
Demo Data can coexist with live data from your Cisco AMP for Endpeints
deployment, however, because of the severity of some of the Demo Data

Connettore download.

WannaCry Click here to view POF

The WannaCry attack involves a remote compromise through the Windows SMB
(Server Message Block) service using the ETERNALBLUE exploit. Upon system
compromise, the attacker drops the WannaCry ransomware variant that is initially
identified by AMP for Endpoints using ransomware indicators of compromise, and
later by AMP Cloud signatures.,

SFEicar Click here to view PDF
Learn how Indications of Compromise can alert you to potential malware
problems and how to determine their effects in Device Trajectory.

ZAccess Click here to view PDF

Use Device Trajectory to watch a rootkit exploit privilege escalation on a
computer, and use File Trajectory to discover which other endpoints have been
compromised.

ZBot Click here to view PDF

See how a vulnerable version of Internet Explorer can expose you to malware.
Use Device Trajectory to learn what happened and use application blocking lists
to stop the future execution of vulnerable programs.

CozyDuke Click here 1o view PDF
Trace a detection back to an abused DLL search path, block any communications
to its upstream CnC, and deploy an Endpoint 10C to contain further attacks.



Roman Valenta ~

et AMP for Endpoints 2 (2

Dashboard  Analysis~  Outbreak Gontrol~  Management~  ACCOUNtS ~ Search Q

© Step 1: Existing Security Products Opening amp_Protect.exe %
© Step 2: Set Up Proxy Vou have chosen to open:

[ amp_Protect.exe
(-] Step 3: Download Connector which is: exe File

1 from: hitps://vpc-console.cyberworld.local
Would you like to save this file?
Audit Only Protect Triage Server
Save File Cancel
Used when you're still Used during normal Used when you have a Used when you're

leamning about the product
and want to install it

operations and you want
Cisco AMP for Endpoints

known or suspected
infected machine

installing a connector on
standard Windows

— T
[“installing a connector on |

Windows Domain

without any impact to your servers. Controllers.

existing systems.

to quarantine a file.

© Folicy Details l [ © Policy Details l I © Folicy Details © Requirements | [ © Requirements

Files Files Flles Files Files
& audited i Quarantined Quarantined & Audited & audited
Network Network Network Network Network
0 Blocked 0 Blocked U Blocked @on @on
Offline Engine Offline Engine Offline Engine Offline Engine Offline Engine
TETRA TETRA TETRA TETRA TETRA
| + Download | | + Download | | + Download + Download | I + Download |

Step 4: Verify, Contain, and Protect

Problema n. 2 - Problema con la CA radice

Il problema successivo che si pud affrontare € che se si utilizzano i propri certificati interni € che
dopo l'installazione iniziale, il connettore pud essere visualizzato come disconnesso.



Recycle Bin

2] 3 A & <« Network and Internet > Network Connections

Firefox
Organize « Disable this |

|
I-- Ethernstd hl Internet Protocel Version 4 (TCR/IPv4) Properties

vork
=T Intel 2574 General

You can get IP settings assigned automatically if your nebwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP setfings.

() Obtain &n IP address automatically
(@) Use the following IP address:

IP address: [192.168. 75 . 59

Subnet mask: 255 .255.255. 0 |
Default gateway: 192 . 168 . 75 . 1

Obtain DNS server address automatically

(@) Use the following DMS server addresses:

Preferred DNS server: | i__19_2 (168,75 . 4 l

Alternate DNS server: |

D‘.'alidate settings upon exit Advanced...

Conce

Titem  1item selected

Una volta installato, il connettore Secure Endpoint pud essere visualizzato come Disconnesso.

Eseguire il pacchetto di diagnostica ed esaminare i registri, in modo da poter determinare il
problema.

Cisco AMP for Endpoints

Status:  Disconnected
Scanned: Never
Palicy: Protect
Isolation: Mot Isolated

M m
cisco

. @11 PM
A @ ] :
W e 4100




In base all'output raccolto dal bundle diagnostico € possibile visualizzare I'errore CA radice

(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@1011]: GET request https://vPC-Console.cyberworl
(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@1051]: async request failed (SSL peer certificat

(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@1074]: response failed with code 60

Dopo aver caricato la CA radice nell'archivio delle CA radice attendibili e aver riavviato il servizio
Endpoint sicuro. Tutto inizia a funzionare come previsto.

aa Certificate

General Details Certification Path

4§} Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Status:  Disconnected Issued to: AMP-VPC
Scanned: Never

Policy:  Protect Issued by: AMP-wPC
Isolation: Mot Isolated

i, Valid from 4/3/2021 to 4/9/2031
Cisco

Install Certificate... | | Issuer Statement




&% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trustlists, and certificate revocation
kete from your dick o 3 certificate stere,

A certificate, which is issued by a certification authosity, is a confirmation of your identity
and contains information used to pratect data or to establish secure netwark
conmections. A certificate store i the system area where certificates are kept.

Status:

‘ Scanned:

atflesn]us
CISCO

Store Location
(O Current User
(®) Local Machine

To continue, dick MNext,

& L&* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate stare based on the type of certificate
(@) Place all certificates in the following store

Status:  Disconnected Select Certificate Store x
Scanned:
Policy:  Protect Select the certificate store you want to use.
Isolation: Mot Isclated

alialn | Personal ~|
cisco 1 -—
il Enterprise Trust |
| Intermediate Certification Authorities
| Trusted Publishers
U Lt etad Caetifieatas

<
[ show physical stores

Cancel




&= Certificate Import Wizard

Cisco AMP for Endpoints Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

Youw have specified the folowing settings:
(825 et L N Trusted Root Certification Authorities
Certificate
Status:  Disconnected
Scanned: Never
Palicy: Protect
Isolation: Not Isalated

vilianln
cisco

oh

General Detals Certification Path

- - E4fy  Certificate Information
Cisco AMP for Endpoints

This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Centificate Import Wizard
n The import was successful,
Status:  [Disconnected Issued to:  AMP-WPC
Scanned: Mever

Policy:  Protect Issued by: AMP-PC

Isolation: Mot Isolated

sl

vahid from 4/9/2021 te 4/9/2031
cisco




15 Task Manager

= File Opticns View
| -~ Processes Performance App history Startup Users Details Services

.. . . MName - PID Description Status Group

Cisco AMP for Endpoints £ CDPUserSve Connected Devices Platform Usar Se..  Stopped UnistackSveGr..
6 COPUserSve_105b22 4528 Connected Devices Platform User Se...  Running UnistackSveGr..,
o CentPropSve 2216 Certificate Propagation Running netsves
o CiscoAMP_T.3.1 s ~° **"™for Endpoints Connector...  Running —
54 CiscoSCMS_7.3.0 Stoct Connector Monitorin...  Running
S ClipSve SIOP g b Service (ClipSVC) Running w5appx
54 COMSysipp Restart lem Application Stopped

54 CoreMessagingRegist ing Running LocalServiceM...

Open Services

Status:  Desconnected 4 CryptSve ic Services Running MetworkService

Stopped LocalSystemb...
Policy:  Protect . DeomlLaunch Go to details Lercus Launcher Running DeemLaunch
i defragsve Optimize drves Stopped defragsve

Scanned: Never % CecSenvice Search online

Isolation: NetIsolated

alnaln

cisco ) Fewerdetails | 5§ Open Services

%] Task Manager

File Options View

Processes Performance App history Startup  Users Details Services

Name = PID Descrption Status Group

{as CDPUserSve Connected Devices Platform User Se...  Stopped UnistackSvcGr...

4 COPUserSve_105b22 Connected Devices Platform User 5¢...  Running UnistackSveGr...

‘ut, CertPropSwe Certificate Propagation Running netsves

L4 CiscoAMP_7.3.1 Cisco AMP for Endpoints Connector...  Running _—

" CiseoSCMS_7.3.1 Cisco Security Connector Monitorin..  Running

4 ClipsSvc Client License Service (ClipSWC) Running wsappx

" COMSysApp COM+ System Application Stopped

i CoreMessagingRegistrar CoreMessaging Running LocalServiceM..,

Status:  Connected i CryptSwe Cryptographic Services Running MNebworkService

Scanned: Never 4 CacService Offline Files Stopped LocalSystem...

Policy:  Protect i DeemLaunch DCOM Server Process Launcher Running DeomLaunch

Ecolation: Net Fsolated 4, defragsve Optimize drives Stopped defragsve
bl

cisco Fewer details | 04 Open Services
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A Dashboard

- @

80%

&« (0 U &
Dashboard  Analysis Ouibreak Conrol Management ACCOUNtS -
Dashboard
Dashi labox Overview Events
’ 30 doys + || 2021-03-13 01:43 | 2021-08-12 01:43
0, Inbox Status
O compromised 00 A DO ® 0 Resolved
Compromises mireex  Quarantined Detections ) Quara Vulnerabilities
Top Tep Top (=
Protect Protect
Threat Grid Analysis
151617 18 19 20 21 22 23 24 2526 293031 1 2 567889 12 15161718 1920 21 222324 2526 27 23393031 1 2 56789 12
Significant Compromise Artifacts Compromise Event Types

Attivita dannosa testata

n @ &

utc

Wiew




&, Dashboard b4

« > Q@ D & hitps:/ivpc2- Jdashboard B0% - @ % Y N @ & =
@ AMP for Endpaints Pri... 4% Dashboard
) ~
alle AMP for Endpoints a) (7)) nemsnvsenav
Dashboard  Anshsia~  Ditbrask Control v  Mansgements  ASoounts v Saarch Q
Dashboard

Dashboard Inbax Ovarvigw Evants.
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Informazioni su questa traduzione

Cisco ha tradotto questo documento utilizzando una combinazione di tecnologie automatiche
e umane per offrire ai nostri utenti in tutto il mondo contenuti di supporto nella propria lingua.
Si noti che anche la migliore traduzione automatica non sara mai accurata come quella fornita
da un traduttore professionista. Cisco Systems, Inc. non si assume alcuna responsabilita per
I&rsquo;accuratezza di queste traduzioni e consiglia di consultare sempre il documento
originale in inglese (disponibile al link fornito).



