Esempio di problemi |IOS-XE SD-WAN
Risoluzione dei problemi con l'aiuto di EPC e
Packet-Trace
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Introduzione

Questo documento descrive I'esempio di errori di connettivita intermittenti durante la risoluzione
dei problemi su un router con Cisco |IOS-XE SD-WAN con le utility Embedded Packet Capture
(EPC) e Packet Trace.

Problema

Gli utenti di un sito di succursale segnalano il timeout di alcune applicazioni Internet che utilizzano
Direct Internet Access (DIA), ad esempio SAP®, SSH, alcuni client FTP e altre applicazioni se un
utente rimane inattivo per piu di 2-3 minuti. Se eseguono azioni attive all'interno delle applicazioni
che richiedono la comunicazione di rete, le applicazioni funzionano correttamente e non vengono
rilevati problemi.

Ad esempio, se si esegue il comando show version e si lascia la sessione inattiva per piu di 2
minuti senza alcuna attivita, quindi si preme un tasto qualsiasi sulla tastiera, come nell'output
riportato di seguito:

rout er #Connecti on reset by 100.64.2.9 port 22

Il timeout di INATTIVITA sulla linea terminale del router & stato controllato e ha rilevato che exec-
timeout € impostato su 10 minuti e non € responsabile del comportamento descritto (tenere
presente che sono interessate anche altre applicazioni):

r out er #show user

Li ne User Host ('s) Idle Location
* 1 vty O ekhabar o idle 00: 00: 00 10.149.4.41
Interface User Mbde Idle Peer Address
unknown ( ONEP) csrmgnt _i nfr 00: 00: 14

router#show line vty 0 | s Timeout
Ti meout s: I dl e EXEC Idl e Session Modem Answer  Sessi on Di spat ch
00: 10: 00 never none not set
Idl e Session Di sconnect WArning



never
Logi n- sequence User Response
00: 00: 30
Aut osel ect Initial Wit
not set
Un altro modo per provare il problema dal vivo € quello di collegarsi ad alcuni FTP pubblici.
Quindi, se si tenta di aggiornare I'elenco delle directory, cambiare cartella o scaricare qualcosa
dopo 2-3 minuti di inattivita, viene visualizzato il messaggio (in rosso):

CE. 198.18.3.34 - Remote Desktop Connection

ﬁ Mew site = speedtest.tele? net - FileZilla

File Edit ‘View Transfer Server Bookmarks Help MNew wersion svailablel
HBTES RO VI Faes
Host: | Usermname: Password: | Paort: -
LGSy COTTIMTECOOTT E5 TS TTETT Wdlur'lg TOT WETLTUTTTE llﬂ‘_'}‘)dglf...

Status: Insecure server, it does not support FTE over TLE

Status: Server does not support non-A5CI characters,

Status: Logged in

Status: Retrieving directory listing of “/™...

Cormmand:  CWD Jupload

Error: Disconnected from server ECONNABORTED - Connection aborted
Error: Failed to retrieve directory listing

Status: Disconnected from server

Status: Resolving address of speedtesttelel net

Stakus: Connecting to I 21...

Status: Connection established, warting for welcome message...

Status: Imsecure server, it does not support FTP over TLE,

Status: Server does not support non=-ASCIl characters.

Status Logged in

Status: Retrieving directory listing of "4

Status; Directory listing of " successful

Status: Disconnected from server ECONNABORTED - Connection aborted

L]

Soluzione

Tali problemi sono talvolta complessi da risolvere, ma un aiuto prezioso puo fornire la funzione di
traccia del pacchetto del percorso dati IOS-XE e le utilita I0S-XE Embedded Packet Capture
(EPC). Di seguito & riportato un esempio di utilizzo e di approccio per la risoluzione dei problemi.

Risoluzione dei problemi con EPC

Configurare e avviare Embedded Packet Capture (EPC) sul router. Poiché il sito utilizza DIA, &
necessario acquisire il traffico sulle interfacce esterne e interne separatamente. Qui 198.51.100.7
e l'indirizzo IP del server FTP e 10.5.40.14 ¢é l'indirizzo IP del client:

Br anch#confi g-transacti on

adm n connected from 127.0.0.1 using consol e on Branch
Branch(config)# ip access-1ist extended CAP_ACL
Branch(config-ext-nacl)# 10 permit ip any host 10.5.40.14
Branch(confi g-ext-nacl)# 20 permt ip host 10.5.40.14 any
Branch(confi g-ext-nacl)# 30 pernmit ip any host 198.51.100.7
Branch(config-ext-nacl)# 40 permit ip host 198.51.100.7 any
Branch(confi g-ext-nacl)# comm t

Commit conpl ete.

Branch(confi g-ext-nacl)# end

Br anch#

Br anch#nonitor capture CAP_EXT interface G gabitEthernet 2 both
Br anch#nonitor capture CAP_EXT interface G gabitEthernet 3 both
Branch#nonitor capture CAP_INT interface G gabitEthernet 7 both
Br anch#noni tor capture CAP_EXT access-list CAP_ACL


/content/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
/content/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html

Branch#nonitor capture CAP_I NT access-list CAP_ACL
Branch#noni tor capture CAP_EXT start
Started capture point : CAP_EXT

Branch#nonitor capture CAP_INT start
Started capture point : CAP_I NT

Successivamente, dall'host dell'utente con connettersi al server FTP utilizzando il client FTP
FileZilla. Assicurarsi di disabilitare il timeout del client FTP per la connessione in Modifica >
Impostazioni delle opzioni del client FTP:

Settings X
Select page: Overview
- For more detailed information about what these options do, please run the network
configuration wizard.
=-FTP
Active mode Run configuration wizard now...
Passive mode
FTP Proocy Timeout
SETP Timeout in seconds: | 0 (10-9939, Oto disable)
Generic proxy If no data is sent or received during an operation for longer than the specified time, the
- Transfers connection will be closed and FileZilla will try to reconnect,
;TD‘ :iID T\.)V!D(

Per impostazione predefinita, il client FTP FileZilla chiude la sessione stessa dopo 20 secondi e
non € possibile riprodurre il problema rilevato dall'utente con altre applicazioni.

Dopo circa 2-3 minuti di inattivita, provare ad aggiornare I'elenco delle directory:

File Edit View Transfer Server Bookmarks Help New version available!

- = (o= - = = 3

-LT-L"?' hluihox -J{EQH&

Host: Usel Refresh the file and folder lists Lasswcrd: Por
lthm Retrievina directory listina of "/unlnad"...

Poi, nel client FTP si vede il messaggio di errore come sullo screenshot:

18:49:06 Status: Retrieving directory listing of "/"...

18:49:25 Command: PASY

18:49:25 Errar: Disconnected from server: ECONNABORTED - Connection aborted
18:49:25 Errar: Failed to retrieve directory listing

18:49:25 Status: Disconnected from server

Quindi, verificare che alcuni pacchetti siano stati acquisiti su interfacce interne ed esterne,
arrestare EPC ed esportare i buffer:

Br anch#show noni t or capture CAP_EXT buffer
buffer size (KB) : 10240
buffer used (KB) : 128

packets in buf 1 37
packets dropped : O
packets per sec : 24

Branch#show noni tor capture CAP_I NT buffer



buf fer size (KB) : 10240
buffer used (KB) : 128

packets in buf : 39
packets dropped : O
packets per sec : 1

Br anch#noni t or capture CAP_I NT stop_export
Exported Successfully

Br anch#noni t or capture CAP_EXT stop_export
Exported Successfully

E carica le clip sul tuo PC per analizzarle con Wireshark:

Branch#copy fl ash: CAP_I NT. pcap sftp://adm n: adm n@03. 0. 113.36: vrf Mnt-intf
Address or nanme of renmote host [203.0.113.36]?

Destination usernane [adm n]?

Destination filename [ CAP_I NT. pcap] ?

SFTP send: Witing to /CAP_INT. pcap size 4362

|

4362 bytes copied in 0.296 secs (14736 bytes/sec)

Branch#copy fl ash: CAP_EXT. pcap sftp://adm n: adm n@03. 0. 113.36: vrf Mnt-intf
Address or nanme of renmote host [203.0.113.36]?

Destination usernane [adm n]?

Destination filename [ CAP_EXT. pcap] ?

SFTP send: Witing to / CAP_EXT. pcap size 3839

|

3839 bytes copied in 0.299 secs (12839 bytes/sec)

Aprire entrambi i file nelle finestre separate di Wireshark e impostare Time Display Format per
semplificare la correlazione dei pacchetti sull'interfaccia esterna con i pacchetti sull'interfaccia
interna tramite timestamp:

~ CAP_INT.pcap

FieEdt_jMGoCaptwe.ﬁnﬂyzeStaﬁsﬁcs Telephony  Wireless Tools Help

Fi | v Main Toolbar = ”E @ Q G £
— « Filter Toolbar
Wireless Toolbar
No. v Status Bar estination IPrctoml |Lenoth|lr-‘o
21 2.5.48.14 TCP 54 21 + 50524 [ACK] Seq=154 Ack=7
2 Full Screen F11 2.5.48.14 FTP 91 Response: 25@ Directory succes:
2 . I FTP 62 Request: TYPE I
2.  Packet List B.5.40.14 FTP 85 Response: 200 Switching to Bini
2 « Packet Detads . FTP 6@ Request: PASY
i 2 FTP 124 Response: 227 ing Passive
v
I Packet Bytes 60 Request: LIST
| Time Display Format Date and Time of Day (1970-01-01 01:02:03.123456)
i Year, Day of Year, and Time of Day (1970/001 01:02:03.123456) :
3 Time of Day (01:02:03.123456) k=g
= Zoom ¢ o

Quindi, allineare le finestre e notare la differenza tra le acquisizioni dei pacchetti effettuate sulle
interfacce esterne e interne (cercare la richiesta FTP PASV nelle acquisizioni):



=l x]

Fle Edk Yew Go Caphure Analyze  Statishics Telephorry Wiwelsss Tools Help

Adm 1@ REBReassEZFTisEaaanD

(R Jip.0dd == 50.130.70.73 B30 -] Exprosson.. | +
™ [ Tane | soures [ estmation [Protocal | Length [ o B |
| 108 14:44:37.934543 10.5 “ 23945 [FIN, ACK] Seq=1 Ack=1207 Win=4193024 Ler=@

189 1444137, 922044 10.5.40.14
119 14:44:36. 039991
111 14:44:36. DIO082

54 49732 » 21 [ALE] Seqel2l AckeST1 Win=28137& Len=D
78 Response: 126 Dlrectory send O,

12, 5.40. 14
10.5.40.14 TP 54 23945 + 49735 [ACK] Seqe1207 Acke=2 Win=20312 Lens@
113 14344136, D62946 18.5,40,14 TP 54 29732 - Il [ACK] Seqelll AckeSHS Hin=261376 Len=Q
129 14:49:07, 877963 18.5,40, 14 £8 Reg

=10l
Fle Edt Yiew Go Capbure Analyze Stattstics Telephony Wireless Tooks Help
am @ REAe==ZT o EaQam
[ Jip-addr == 00.130.70.73 %] - | Expression... | +

e e | pestivsion I:::uw [ I . WE

Potete vedere che la richiesta € stata inviata all'esterno ed ¢ stata effettuata una serie di
ritrasmissioni. A questo punto, non & chiaro perché i pacchetti provenienti dagli host esterni (ad
esempio, i pacchetti numero 88,90,92 e cosi via) non raggiungano I'host interno, ma EPC ci ha
fornito informazioni preziose e ha confermato che alcuni pacchetti vengono scartati dal router
cEdge.

Risoluzione dei problemi con l'aiuto dell'utility Cisco IOS-XE Packet Tracer

Per eseguire ulteriori ricerche, & necessario utilizzare I'acquisizione dei pacchetti e filtrare i dati in
base all'indirizzo pubblico del server FTP:

debug platformcondition ipv4 198.51.100.7/32 both

debug pl atf orm packet-trace packet 1024 fia-trace data-size 4096
debug platformcondition start

'if you want to capture HEX data of the packet, use as well:
debug pl atform packet-trace copy packet both size 2048 L2

Quindi, collegarsi all'FTP in un secondo momento e attendere piu di 2-3 minuti prima di fare clic
sul pulsante di aggiornamento o scaricare di nuovo qualcosa. Nel log, & possibile notare lo stesso
messaggio di errore, come mostrato nell'immagine:

Status: Retrieving directory listing of "/upload”...

Command: PASV

Error: Disconnected from server: ECONNABORTED - Connection aborted
Error: Failed to retrieve directory listing

Ora, da packet-trace € possibile vedere che uno dei pacchetti & stato scartato:



134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151

Einoltre possibile controllare i dettagli di un particolare pacchetto:

G3
Tu6000001
a7
Tu6000001
G3
Tu6000001
a7
Tu6000001
G3
G3
G3
G3
G3
G3
G3
G3
G3
G3

internal 0/ 0/ svc_eng: 0
G7
internal 0/ 0/ svc_eng: 0
G3
internal 0/ 0/ svc_eng: 0
G7
internal 0/ 0/ svc_eng: 0
G3
G3
G3
G3
G3
G3
G3
G3
G3
G3
G3

Br anch#show pl at f or m packet -trace packet 151

PUNT
FWD
PUNT
FWD
PUNT
FWD
PUNT

Packet: 151 CBUG I D: 151
Sunmmary
I nput G gabi t Et hernet 3
Qut put G gabi t Et hernet 3
State DROP 479 (Sdwanl npl i cit Acl Drop)
<LLLLLLLLLLLLLLLLLLLLLLLLLL LKL L LLLLLLLLLLL LKL L LLLLLLLL LKL
Ti mest anp
Start : 179731083510 ns (11/07/2019 13:08:27.567722 UTC)
St op : 179731145820 ns (11/07/2019 13:08:27.567785 UTC)
Path Trace
Feature: |PV4(Input)
I nput : G gabitEthernet3
Qut put <unknown>
Sour ce 198. 51. 100. 7
Destination : 100.64.2.10
Pr ot ocol 6 (TCP)
SrcPor t 21
Dst Por t 5801
Feat ure: DEBUG_COND_| NPUT_PKT
Entry I nput - 0x817e8838
I nput G gabi t Et hernet 3
Qut put <unknown>
Lapsed time : 8280 ns

Feat ur e:

Feat ur e:

Feat ur e:

Entry
I nput
Cut put

Lapsed tinme :
SDWAN I mplicit ACL
<<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL

| PV4_| NPUT_DST_LOOKUP_CONSUNME

I nput - 0x817e885c
G gabi t Et hernet 3

<unknown>
4160 ns

Action : DI SALLOW
Reason : SDWAN_SERV_TCP
Defer Action to Ingress ACL : No

Entry
I nput
Cut put

Lapsed tinme :

STI LE_LEGACY_DROP_EXT

I nput - 0x81835c68
G gabi t Et hernet 3

<unknown>
12900 ns

64

64

64

64

479
479
479
479
479
479
479
479
479
479

(Servi ce Engi ne packet)
(Servi ce Engi ne packet)
(Servi ce Engi ne packet)
(Servi ce Engi ne packet)

( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)



Feature: | NGRESS MVA LOOKUP_DROP_EXT

Entry : I nput - 0x8182be6c
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 14940 ns
Feat ure: | NPUT_DROP_FNF_AOR_EXT

Entry : Input - 0x81819480
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 22040 ns
Feat ure: | NPUT_FNF_DROP_EXT

Entry : I nput - 0x818185bc
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 17580 ns
Feat ure: | NPUT_DROP_FNF_AOR RELEASE_EXT

Entry : Input - 0x81818e08
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 4680 ns
Feat ure: | NPUT_DROP_EXT

Entry : I nput - 0x817ed780
I nput : G gabitEthernet3
Qut put : <unknown>
Lapsed time : 5540 ns
Feature: | PV4_SDWAN | MPLI CI T_ACL <LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<
Entry : Input - 0x8183c774
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 449760 ns
Packet Copy In
00505608 6500050 56add375 08004500 00363481 40002d06 122c5a82 46496440
020a0015 16a9f 873 89d3ef aa 3785019 00e523ch 00003432 31205469 6d656f 75
Packet Copy Qut
00505608 6500050 56add375 08004500 00363481 40002c06 132c5a82 46496440
020a0015 16a9f 873 89d3ef aa 3785019 00e523ch 00003432 31205469 6d656f 75

Questi pacchetti vengono ritrasmessi dal server FTP di destinazione. Avete gia visto una serie
simile di ritrasmissioni nell'acquisizione dei pacchetti.

Basandosi sull'output della traccia dei pacchetti, sembra che per qualche ragione I'ACL implicito
SD-WAN (ossia un elenco di servizi consentiti nella configurazione dell'interfaccia del tunnel) stia
scartando i pacchetti. E possibile concludere da righe evidenziate con <<<<<. Per eseguire il test,
escludere I'ACL implicito SD-WAN e consentire tutti i servizi nella configurazione dell'interfaccia
esterna corrispondente:

Br anch#confi g-transaction

adm n connected from 127.0.0.1 using consol e on Branch
Branch(confi g)# sdwan

Branch(confi g-sdwan)# i nterface G gabitEthernet3
Branch(confi g-interface-G gabi tEthernet3)# tunnel -interface
Branch(config-tunnel -interface)# all ow service all
Branch(confi g-tunnel -interface)# commt

Commit conpl ete.

Suggerimento: In alternativa, & possibile configurare un elenco degli accessi IPv4 esplicito e
consentire i pacchetti dagli host remoti sull'interfaccia Gigabit Ethernet3 con il comando
access-group; il comando sostituisce I'ACL implicito SDWAN.



Una volta eseguito il commit della configurazione, ripetere il test, ma accertarsi di interrompere la
traccia dei pacchetti e ricominciare prima di:

debug platform condition stop
debug pl at form packet-trace packet 1024 fia-trace data-size 4096
debug platformcondition start

Quando il problema viene riprodotto un'altra volta (ad esempio quando si tenta di cambiare
directory) e la connessione viene persa in base ai log del client FTP (il client FTP ha tentato di
riconnettersi), verranno nuovamente visualizzate le statistiche di traccia dei pacchetti:

Branch# show pl atform packet-trace statistics
Packets Summary

Mat ched 292
Traced 292
Packets Recei ved
I ngress 282
I nj ect 10
Count Code Cause
10 6 QFP Fwal | generated packet

Packets Processed
Forward 134

Punt 134
Count Code Cause
5 22 QFP Fwal | generated packet
129 64 Servi ce Engi ne packet
Drop 24
Count Code Cause
21 55 For Us

Consunmre O

Ora potete notare un altro codice, "DROP 55 (ForUs)", nonostante abbiate disabilitato I'ACL
implicito con la configurazione allow-service all, i pacchetti vengono comunque scartati. Guardate
piu da vicino e cercate di capire la differenza tra pacchetti scartati e pacchetti inoltrati:

Br anch#show pl at f or m packet-trace sunmary

<ski pped>

269 G3 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
270 G3 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
271  Tu6000001 G7 FWD

272 Tu6000001 G7 FWD

273 G7 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
274 G7 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
275  Tu6000001 G 3 FWD

276  Tu6000001 G 3 FWD

277 G7 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
278  Tu6000001 G 3 FWD

279 G3 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
280  Tu6000001 G7 FWD

281 G7 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
282  Tu6000001 G 3 FWD

283 G 3 G 3 DROP 55 (ForUs)

284 G3 G3 DROP 55 (ForUs)

285 G 3 G3 DROP 55 (ForUs)

286 G 3 G 3 DROP 55 (ForUs)

287 G3 G3 DROP 55 (ForUs)

288 G 3 G3 DROP 55 (ForUs)



280 G 3 G3 DROP 55 (ForUs)

290 G 3 G3 DROP 55 (ForUs)
291 G 3 G3 DROP 55 (ForUs)
292 G 3 G3 DROP 55 (ForUs)
293 G 3 G3 DROP 55 (ForUs)

Nell'output precedente, Gi7 € un'interfaccia del lato servizio, Gi3 € un'interfaccia del lato trasporto.
Ad esempio, confrontare la differenza tra il pacchetto 279 e il pacchetto 283 (le differenze
importanti sono contrassegnate con <<<<<):

Br anch#show pl at f or m packet -trace packet 279

Packet: 279 CBUG I D: 794
Sunmmary
I nput : G gabitEthernet3
Qut put : internal 0/ 0/svc_eng: 0
State : PUNT 64 (Service Engi ne packet)
Ti mest anp
Start 1 142279273535701 ns (11/07/2019 12:46:47.57026 UTC)
St op 1 142279273732912 ns (11/07/2019 12:46:47.57223 UTCQ)
Pat h Trace
Feature: |PV4(Input)
I nput : G gabitEthernet3
Qut put : <unknown>
Sour ce :198.51.100.7
Destination : 100.64.2.10
Pr ot ocol 6 (TCP)
SrcPor t 1 28143
Dst Por t : 5668
Feat ure: DEBUG_COND_| NPUT_PKT
Entry : Input - 0x817e8838
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 5880 ns
Feature: | PV4_|I NPUT_DST_LOOKUP_CONSUME

Entry : Input - 0x817e885c
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 7320 ns

Feature: SDWAN Inplicit ACL <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<
Action : ALLOW
Reason : SDWAN_NAT_DI A <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<
Defer Action to Ingress ACL : No

Feature: | PV4_SDWAN_| MPLI CI T_ACL

Entry : Input - 0x8183c774
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 112800 ns
Feature: |PV4_I NPUT_FOR US_MARTI AN

Entry : Input - 0x817e8860
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 78480 ns
Feat ure: DEBUG COND_APPLI CATI ON_I N

Entry : Input - 0x817e8848
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 1460 ns

Feat ure: DEBUG_COND_APPLI CATI ON_I N_CLR _TXT
Entry : Input - 0x817e884c
I nput : G gabitEthernet3



Qut put <unknown>
Lapsed time : 120 ns
Feature: |PV4_| NPUT_VFR <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
Entry : I nput - 0x817e89b0
I nput G gabi t Et hernet 3
Qut put <unknown>
Lapsed time : 3880 ns
Feat ure: NAT <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
Di rection QUT to IN
Acti on Transl ate Destination
St eps :
Match id 1
O d Address : 100.64.2.10 05668
New Address : 10.5.40.14 49588
Feature: | PV4A_NAT_I NPUT_FI A <<<<<<<L<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<L
Entry I nput - 0x8182c8a8
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 117600 ns
Feature: | PV4_| NPUT_DST_LOOKUP_I SSUE_EXT
Entry I nput - 0x817e8858
I nput G gabi t Et hernet 3
Qut put <unknown>
Lapsed time : 19620 ns
Feat ure: RELOOKUP_NOTI FY_EXT
Entry : I nput - 0x817eed90
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 14040 ns
Feature: | PV4_|I NTERNAL_DST_LOOKUP_CONSUME_EXT
Entry : Input - 0x817e8870
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 4620 ns
Feature: |PV4_|I NPUT_FOR_US_EXT
Entry I nput - 0x817e89a4
I nput G gabi t Et hernet 3
Qut put <unknown>
Lapsed time : 280 ns
Feature: |PV4_VFR _REFRAG _EXT
Entry : Input - 0x817e89cO
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 2720 ns
Feature: CFT
API cft _handl e_pkt
packet capabilities : 0x0000018c
input vrf_idx 0
calling feature : STILE
di rection ;I nput
triplet.vrf_idx 3

triplet.network_start 0x01003f 8e

triplet.triplet_flags :

0x00000000
triplet.counter 32
cft _bucket _nunber 942419
cft _| 3_payl oad_si ze 20
cft_pkt_ind_fl ags 0x00000100
cft_pkt_ind_valid 0x00009bf f
tuple.src_ip 198. 51.100. 7
tuple.dst_ip 10.5.40. 14
tupl e.src_port 28143
tupl e. dst _port 49588
tuple.vrfid 3
tupl e.l4_protocol TCP



tupl e. | 3_protocol I PV4

pkt _sb_state 0

pkt _sb. num fl ows 1

pkt _sb. tupl e_epoch 1 32
returned cft_error 0

returned fid . Oxec4eeb70

Feat ure: NBAR
Packet nunber in flow NA
Classification state: Final
Classification nane: ftp-data
Classification ID: [|ANA-L4: 20]
O assification source: Unknown
Nunber of matched sub-classifications: 0
Nunber of extracted fields: O
Is PA (split) packet: Fal se
TPH MQC bi t mask val ue: 0x0
Is optim zed packet: Fal se

Feature: |PV4_I NPUT_STI LE_LEGACY_EXT

Entry : I nput - 0x81835ba8
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 315800 ns
Feature: |PV4A_I NPUT_FNF_FI RST_EXT

Entry : Input - 0x81818128
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 62200 ns
Feat ure: SDWAN_APP_ROUTE_POLI CY_EXT

Entry : Input - 0x8183c758
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 12440 ns
Feat ure: SDWAN_DATA POLI CY_QOUT_EXT

Entry : Input - 0x8183c754
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 12520 ns
Feature: | PV4_|I NPUT_LOOKUP_PROCESS EXT

Entry : Input - 0x817e8864
I nput : G gabitEthernet3
Qut put : G gabitEthernet?7

Lapsed time : 8900 ns
Feature: | PV4_|I NPUT_| POPTI ONS_GOTO_OUTPUT_FEATURE_EXT

Entry : Qutput - Ox817e895c
I nput : G gabitEthernet3
Qut put : G gabitEthernet?7

Lapsed time : 9840 ns
Feat ure: CBUG OUTPUT_FI A

Entry : Qutput - 0x817e8840
I nput : G gabitEthernet3
Qut put : G gabitEthernet?7

Lapsed time : 6520 ns
Feature: |PV4_OUTPUT_VFR

Entry : Qutput - 0x817e89b4
I nput : G gabitEthernet3
Qut put : G gabitEthernet?7

Lapsed time : 3660 ns
Feature: ZBFW
Action : Pwd

Zone- pai r nane : ZP_GUEST- | NSI DE_QUTSI D_642078363
Cl ass-nmap nane : BRANCH- DI A- GUEST-seq-11-cm_
Input interface : G gabitEthernet3

Egress interface : G gabitEthernet7

AVC Cl assification ID : O



AVC C assification name: N A

Feature: | PV4_QOUTPUT_I NSPECT
Entry : Qutput - 0x8181c97c
I nput G gabi t Et hernet 3
Qut put G gabi t Et hernet 7
Lapsed time : 296980 ns

Feature: CFT
AP : cft_handl e_pkt
packet capabilities : 0x00000014
input vrf_idx 0
calling feature : UTD
di rection ;I nput
triplet.vrf_idx 3

triplet.network_start : 0x01003f 8e
triplet.triplet_flags : 0x00000004

triplet.counter 1 32
cft _bucket _nunber 1942419
cft_| 3_payl oad_si ze 1 20
cft_pkt_ind_fl ags : 0x00000100
cft_pkt_ind_valid : 0x0000bbf f
tuple.src_ip : 198.51.100.7
tuple.dst_ip : 10.5.40.14
tupl e.src_port 1 28143
tupl e. dst _port : 49588
tuple.vrfid 3
tupl e.l4_protocol : TCP
tupl e. | 3_protocol I PV4
pkt _sb_state 0
pkt _sb. num fl ows 1
pkt _sb. tupl e_epoch 1 32
returned cft_error 0
returned fid . Oxec4eeb70
Feature: UTD Policy (First FlA)
Acti on Di vert
Input interface : G gabitEthernet3
Egress interface: G gabitEthernet?7
Feat ure: OUTPUT_UTD_FI RST_I| NSPECT
Entry : Qutput - 0x8183a0d8
I nput G gabi t Et hernet 3
Qut put G gabi t Et hernet 7
Lapsed time : 117420 ns
Feature: UTD I nspection
Acti on Di vert
Input interface : G gabitEthernet3
Egress interface: G gabitEthernet?7
Feat ure: OUTPUT_UTD_FI NAL_I NSPECT
Entry : Qutput - 0x8183a108
I nput G gabi t Et hernet 3
Qut put : G gabitEthernet?7
Lapsed time : 122900 ns
Feature: | PV4_OUTPUT_LOOKUP_PROCESS_EXT
Entry CQut put - 0x817eele8
I nput G gabi t Et hernet 3
Qut put Tunnel 6000001
Lapsed time : 10980 ns
Feature: | PV4_OUTPUT_GOTO OQUTPUT_FEATURE_EXT
Entry Qut put - 0x817edf dO
I nput G gabi t Et hernet 3
Qut put Tunnel 6000001
Lapsed time : 16200 ns
Feat ure: CBUG OUTPUT_FI A
Entry CQut put - 0x817e8840
I nput G gabi t Et hernet 3

Cut put

Tunnel 6000001



Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Acti on
I nput
Egr ess
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put

time : 4960 ns
| PV4_QUTPUT_VFR
Qut put - 0x817e89b4
G gabi t Et hernet 3
Tunnel 6000001
time : 520 ns
| PV4_QUTPUT_| NSPECT
Cut put - 0x8181c97c
G gabi t Et hernet 3
Tunnel 6000001
time : 4420 ns
| PV4_QUTPUT_THREAT_DEFENSE
Qut put - 0x81838278
G gabi t Et hernet 3
Tunnel 6000001
time : 3300 ns
| PV4_VFR_REFRAG
CQut put - 0x817e89cO
G gabi t Et hernet 3
: Tunnel 6000001
time : 320 ns
DEBUG_COND_APPLI CATI ON_OUT_CLR_TXT
CQut put - 0x817e8854
G gabi t Et hernet 3
Tunnel 6000001
time : 4740 ns
UTD Encaps
Encaps

interface : G gabitEthernet3

interface: Tunnel 6000001
| PVA_OQUTPUT_L2_REWRI TE
Qut put - 0x817e83b0
G gabi t Et hernet 3
Tunnel 6000001
time : 296420 ns
DEBUG_COND_MAC_EGRESS
CQut put - O0x817e8844
G gabi t Et hernet 3
: Tunnel 6000001
time : 860 ns
DEBUG_COND_APPLI CATI ON_OUT
CQut put - 0x817e8850
G gabi t Et hernet 3
Tunnel 6000001
time : 300 ns
| PV4A_OQUTPUT_FRAG
CQut put - 0x817e89a8
G gabi t Et hernet 3
: Tunnel 6000001
time : 2560 ns
| PV4_OUTPUT_SDWAN_FNF_FI NAL
Qut put - 0x818181b8
G gabi t Et hernet 3
: Tunnel 6000001
time : 100980 ns
| PVA_TUNNEL_OUTPUT_FI NAL
Qut put - 0x81838bac
Tunnel 6000001
: Tunnel 6000001
time : 55460 ns
| PVA_TUNNEL_GOTO_OUTPUT
Qut put - 0x81838bb0
Tunnel 6000001
Tunnel 6000001



Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput

time : 3920 ns
| PVA_TUNNEL_FW CHECK EXT
Qut put - 0x81838de8
Tunnel 6000001
Tunnel 6000001
time : 9520 ns
| PV4_| NPUT_DST_LOOKUP_I SSUE_EXT
CQut put - 0x817e8858
Tunnel 6000001
: Tunnel 6000001
time : 14960 ns
| PVA_| NPUT_ARL_EXT
Qut put - 0x817e89d0
Tunnel 6000001
Tunnel 6000001
time : 5680 ns
| PVA_| NTERNAL_DST_LOOKUP_CONSUVMVE_EXT
CQut put - 0x817e8870
Tunnel 6000001
: Tunnel 6000001
time : 1260 ns
| PVA_TUNNEL_ENCAP_FOR_US_EXT
Qut put - 0x81838db8
Tunnel 6000001
: Tunnel 6000001
time : 5460 ns
| PV4_| NPUT_LOOKUP_PRCCESS_EXT
CQut put - 0x817e8864
Tunnel 6000001
Vi rtual Port Groupl
time : 960 ns
| PVA_TUNNEL_ENCAP_GOTO_OUTPUT_FEATURE_EXT
Cut put - 0x817ee30c
Tunnel 6000001
Vi rtual Port Groupl
time : 13020 ns
CBUG_QUTPUT_FI A
CQut put - 0x817e8840
Tunnel 6000001
Vi rtual Port Groupl
time : 1980 ns
| PV4_OUTPUT_VFR
Qut put - 0x817e89b4
Tunnel 6000001
Vi rtual Port Groupl
time : 660 ns
| PV4_OUTPUT_| NSPECT
CQut put - 0x8181c97c
Tunnel 6000001
Vi rtual Port Groupl
time : 15960 ns
| PV4A_OUTPUT_THREAT_DEFENSE
Qut put - 0x81838278
Tunnel 6000001
Vi rtual Port Groupl
time : 1720 ns
| PVA_VFR_REFRAG
CQut put - 0x817e89cO
Tunnel 6000001
Vi rtual Port Groupl
time : 660 ns
DEBUG_COND_APPLI CATI ON_OQUT_CLR _TXT
CQut put - 0x817e8854
Tunnel 6000001



Qut put : Virtual Port G oupl
Lapsed time : 1560 ns
Feature: |PVA_OUTPUT_L2_REWRI TE

Entry : Qutput - 0x817e83b0
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 10420 ns
Feat ure: DEBUG _COND MAC EGRESS

Entry : Qutput - Ox817e8844
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 520 ns
Feat ure: DEBUG COND_APPLI CATI ON_OUT

Entry : Qutput - 0x817e8850
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 180 ns
Feat ure: | PV4_OUTPUT_FRAG

Entry : Qutput - Ox817e89a8
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 940 ns
Feature: | PV4A_OUTPUT_SDWAN_FNF_FI NAL

Entry : Qutput - 0x818181h8
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 2560 ns
Feat ure: QOUTPUT_SERVI CE_ENG NE

Entry : Qutput - 0x81834550
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 65820 ns
Feature: |PV4_|I NTERNAL_ARL_SANI TY_EXT

Entry : Qutput - 0x817e89f4
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 12280 ns
Feature: ZBFW
Action : Pwd

Zone- pai r nane : NVA

Cl ass-nmap nane : NVA

Input interface : Tunnel 6000001

Egress interface : internal 0/0/svc_eng: 0

AVC Cl assification ID : O
AVC C assification name: N A
Feat ure: | PV4A_OUTPUT_I NSPECT_EXT

Entry : Qutput - 0x8181c97c
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 38200 ns
Feature: | PV4_OUTPUT_THREAT_DEFENSE_EXT

Entry : Qutput - 0x81838278
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 1980 ns
Feature: |PV4_VFR _REFRAG _EXT

Entry : Qutput - 0x817e89cO
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 400 ns
Feature: |PV4_OUTPUT_DROP_POLI CY_EXT
Entry : Qutput - 0Ox817e893c
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0



Lapsed time : 26240 ns
Feat ure: | NTERNAL_TRANSM T_PKT_EXT

Entry : Qutput - Ox817e88e4
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 156540 ns

Br anch#show pl at f or m packet -trace packet 283

Packet: 283 CBUG I D: 798
Sunmmary
I nput : G gabitEthernet3
Qut put : G gabitEthernet3
State : DROP 55 (ForUs)
Ti mest anp
Start : 142367023778233 ns (11/07/2019 12:48:14.807268 UTC)
St op : 142367023853492 ns (11/07/2019 12:48:14.807343 UTC)
Pat h Trace
Feature: |PV4(Input)
I nput : G gabitEthernet3
Qut put : <unknown>
Sour ce :198.51.100.7
Destination : 100.64.2.10
Pr ot ocol 6 (TCP)
SrcPort 21
Dst Por t : 5635
Feat ure: DEBUG_COND_| NPUT_PKT
Entry : Input - 0x817e8838
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 12340 ns
Feature: | PV4_|I NPUT_DST_LOOKUP_CONSUME

Entry : Input - 0x817e885c
I nput : G gabitEthernet3
Qut put : <unknown>
Lapsed time : 7140 ns
Feature: SDWAN Inplicit ACL <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<L
Action : ALLOW
Reason : SDWAN_SERV_ALL <<LLLLLLLLLLLLL LKL LLLLLLLLLLL LKL LKL KLLKLLLLKLLLLLLLKLLL LKL

Defer Action to Ingress ACL : No
Feature: |PV4_SDWAN_| MPLI Cl T_ACL

Entry : Input - 0x8183c774
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 139700 ns
Feature: |PV4_I NPUT_FOR US_MARTI AN

Entry : Input - 0x817e8860
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 97840 ns
Feat ure: DEBUG COND_APPLI CATI ON_I N

Entry : Input - 0x817e8848
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 2260 ns
Feat ure: DEBUG COND_APPLI CATI ON_I N_CLR TXT

Entry : Input - 0x817e884c
I nput : G gabitEthernet3
Qut put : <unknown>
Lapsed time : 140 ns
Feature: |PV4_| NPUT_VFR <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL

Entry : I nput - 0x817e89b0



I nput : G gabitEthernet3

Qut put : <unknown>
Lapsed time : 5860 ns
Feat ure: OCE_TRACE( | nput) <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
I nput : G gabitEthernet3
Qut put : <unknown>
Type : OCE_ADJ_RECEI VE
Feature: | PVA_NAT_INPUT_FI A <<<<<<L<<L<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<L
Entry : Input - 0x8182c8a8
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 166780 ns
Feature: STILE_LEGACY_DROP_EXT

Entry : Input - 0x81835c68
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 1920 ns
Feature: | NGRESS_MVA LOOKUP_DROP_EXT

Entry : I nput - 0x8182be6c
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 8340 ns
Feat ure: | NPUT_DROP_FNF_AOR_EXT

Entry : Input - 0x81819480
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 10920 ns
Feat ure: | NPUT_FNF_DROP_EXT

Entry : I nput - 0x818185bc
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 6460 ns
Feat ure: | NPUT_DROP_FNF_AOR _RELEASE_EXT

Entry : Input - 0x81818e08
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 2240 ns
Feat ure: | NPUT_DROP_EXT

Entry : I nput - 0x817ed780
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 1200 ns
Feature: | PV4_] NPUT_LOOKUP_PROCESS

Entry : Input - 0x817e8864
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 176340 ns

Come si puo vedere, la differenza principale € che di solito i pacchetti dall'esterno sono permessi
con il codice SDWAN_NAT_DIA rispetto ai pacchetti scartati SDWAN_SERV_ALL. Inoltre, tra le
funzioni IPV4_INPUT_VFR e IPV4_NAT_INPUT_FIA, per i pacchetti consentiti & presente una
diversa funzionalita IOS-XE NAT rispetto a OCE_TRACE. Tutta la differenza pud gia dare un'idea
che il problema é relativo al NAT, quindi controlliamo le traduzioni NAT dopo una sessione FTP &
stabilito:

Branch#show i p nat translations tcp verbose | b 198.51.100.7

tcp 100.64.2.10:5801 10. 5. 40. 14: 49648 198.51.100.7: 21 198.51.100.7: 21
create: 11/07/19 13:02:05, use: 11/07/19 13:02:06, timeout: 00:00:57
Map-1d(In): 1
Fl ags: unknown



Appl type: none
WLAN- Fl ags: unknown

Mac- Addr ess: 0000. 0000. 0000 I nput - | DB:

VRF: 40, entry-id: Oxee54lecO, use_count:1

In_pkts: 24 In_bytes: 698, CQut_pkts: 13 Qut_bytes: 605
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10:5795 10. 5. 40. 14: 49644 52.179. 129. 229: 443 52.179. 129. 229: 443
create: 11/07/19 13:01:18, use: 11/07/19 13:01:18, timeout: 00:00: 09
Map-1d(In): 1
Fl ags: tim ng-out
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 I nput - | DB:
VRF: 40, entry-id: Oxee542640, use_count:1
In_pkts: 29 In_bytes: 5114, CQut_pkts: 12 CQut_bytes: 7113
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10:5802 10. 5. 40. 14: 49649 198. 51. 100. 7: 21319 198. 51. 100. 7: 21319
create: 11/07/19 13:02:06, use: 11/07/19 13:02:06, timeout: 00:00:57
Map-1d(In): 1
Fl ags: tim ng-out
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 | nput - | DB:
VRF: 40, entry-id: Oxee541380, use_count:1
In_pkts: 8 In_bytes: 184, Qut_pkts: 4 CQut_bytes: 837
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10: 5800 10. 5. 40. 14: 49636 198.51.100.7: 21 198.51.100.7: 21
create: 11/07/19 13:02:05, use: 11/07/19 13:02:05, timeout: 00:00: 56
Map-1d(In): 1
Fl ags: tim ng-out
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 | nput - | DB:
VRF: 40, entry-id: Oxee5423c0, use_count:1
In_pkts: 2 In_bytes: 66, Qut_pkts: 1 CQut_bytes: 20
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10:5633 10. 5. 40. 14: 49432 52.242.211. 89: 443 52.242.211. 89: 443
create: 11/07/19 12:44:18, use: 11/07/19 13:01:17, timeout: 00:00: 08
Map-1d(In): 1
Fl ags: unknown
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 | nput - | DB:
VRF: 40, entry-id: Oxee527840, use_count:1
In_pkts: 53 In_bytes: 6257, CQut_pkts: 29 CQut_bytes: 7030
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10:5792 10. 5. 40. 14: 49647 51.143.111. 7: 443 51.143.111. 7: 443
create: 11/07/19 13:02:00, use: 11/07/19 13:02:09, timeout: 00:01:00
Map-1d(In): 1
Fl ags: syn_in
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 | nput - | DB:
VRF: 40, entry-id: Oxee542500, use_count:1
In_pkts: 6 In_bytes: 224, Qut_pkts: 3 CQut_bytes: 96
Qut put -1 DB: G gabitEthernet3

Total nunber of translations: 12



Prestare attenzione al timeout. Non sembra troppo basso? Dopo circa 2-3 minuti di inattivita del
client FTP, controllare nuovamente e si puo notare che non ci sono traduzioni nella tabella NAT:

Br anch# show ip nat translations | i 198.51.100.7
Br anch#

Voila! In modo che la causa principale del problema: le sessioni stanno scadendo troppo
rapidamente e, nonostante il fatto che dal punto di vista della sessione client FTP esiste ancora,
cEdge router non sa gia nulla di quella sessione TCP e scarta il traffico di ritorno. Se si controlla la
configurazione, si osservera che il timeout della sessione NAT & configurato come 120 secondi,
probabilmente per errore:

Branch#show run | i tcp-timeout
ip nat translation tcp-timeout 120
Br anch#

Questo timer deve essere corretto nel modello di dispositivo corrispondente in vManage:

Cisco vManage

L CONFIGURATION | TEMPLATES

Feature

Faature Template

Basic Configuration Tunnel VRRP ACL/QoS ARP 802.1X Advanced

NAT
o “

NAT . @on | off
Refresh Mode s~
Leg NAT flow creations or deletions S~ On ® Off
UDP Timeaut -
TCP Timeout -
Block ICMP @~ ® On off
Respend To Ping & - On e Off
MAT Peaol Range Start o~

Cambiarlo in 60 minuti, ad esempio, e poi il problema ¢ risolto.
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