Risoluzione dei problemi relativi all'avviso di
scadenza del certificato di Smart Call Home sui
prodotti Collaboration
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Introduzione

Questo documento descrive le soluzioni per I'avviso di scadenza del certificato di verifica
(VeriSign_Class_3_Secure_Server_CA_-_G3.der) fornito per Smart Call Home che scadra a
febbraio 2020 nei seguenti prodotti Cisco Unified Collaboration descritti in questo documento.

Cisco Unified Communications Manager (UCM)
Cisco Unified Communications Manager Session
Management Edition

Cisco IM and Presence Service (CUPS)

Cisco Unity Connection

Cisco Finesse

Cisco SocialMiner

Cisco MediaSense

Cisco Unified Contact Center Express

Cisco Unified Intelligence Center (CUIC)

Cisco Virtualized Voice Browser

Cisco Prime License Manager

Prerequisiti

Requisiti

Nessun requisito specifico previsto per questo documento.



Componenti usati

Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione & stata
ripristinata ai valori predefiniti. Se la rete & operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Premesse

Smart Call Home & una funzionalita di supporto automatizzato per il monitoraggio dei dispositivi
Cisco della rete. La funzione Call Home consente di comunicare e inviare gli avvisi di diagnostica,
l'inventario e altri messaggi al server back-end Smart Call Home.

Utilizzare questa sezione per verificare se Smart Call Home ¢ abilitato

Passaggio 1. Dalla pagina Cisco Unified Serviceability, scegliere CallHome > Configurazione.

liali.  Cisco Unified Serviceability
CI5€0  For Cisco Unified Communications Solutions

gwm v Drece v hols v Swp v | Cabeme v | ek v

-
Cisco Unified Serviceauiiicy

System version: 10.5.2.10000-5

VMware Installation: 4 vCPU Intel(R) Xeon(R) CPU X7560 ® 2.27GHz, disk 1: 80Ghytes, 4096Mbytes RAM, Partitions aligned

Passaggio 2. Verificare se il campo Call Home € impostato su Disabilitato o Abilitato

Call Home* Nons = | Thig reMmendes 10 COnfigure Smam Call Home will CONDNUS 10 3008 On the KGN Dage untl 3 value is selaced

Customer Cont .. oiog t

Email Address® | Enabled{Smart Call Home) '
Enablad(Anprymous Call Homa)

Problema

Il certificato VeriSign (VeriSign_Class_3_Secure_Server_CA_-_G3.der) fornito per impostazione
predefinita come certificato tomcat-trust per Smart Call Home sui prodotti Cisco Unified
Collaboration scadra a febbraio 2020. Di seguito & riportato il seguente avviso di scadenza:

$UC_CERT-4-CertValidLessThanMonth: %$[Message=Certificate expiration Notification.
Certificate name:VeriSign Class_3_Secure_Server_ CA_-_G3.der

Unit:tomcat-trust Type:own-cert ]

[AppID=Cisco Certificate Monitor] [ClusterID=] [NodeID=UCM-PUB.ciscolab.com]



Soluzione
Questo problema & documentato dall'lD bug Cisco CSCvs64158.

Soluzione per la versione 11.0(1) e successive

Per eliminare il certificato scaduto & necessario eseguire la procedura seguente
(VeriSign_Class_3_Secure_Server_CA_-_G3.der)

Passaggio 1. Accedere all'interfaccia utente grafica di amministrazione del sistema operativo
Cisco Unified nel server di pubblicazione e fare clic su Security > Certificate Management

f.'.';;‘. Cisco Unified Operating Syst x\-l-
cmplatform/sh

€ OR sy ¥

aliilie  Cisco Unified Operating System Administration
cisco

For Cisco Unified Communications Solutions

Ceﬂ_Cerh‘finttManagemem
Certificate Revocation
Cisco UnilE am Administration

Bulk Cestificate Mansgement

Session Management
VMware Installa inum 8180 CPU ® 2.50GHz, disk 1: 110Gbytes, 4096Mbytes RAM, Partitions aligned
Cipher Management

System version:

User administrator last logged in to this cluster on Wednesday, January 22, 2020 3:04:44 PM IST, to node 10.106.93.11, from 10.142.188.28 using HTTPS

Copyright @ 1999 - 2019 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party authority to
import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and
regulations. If you are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

For Cisco Technical Support please visit our Technical Support web site.

Passaggio 2. Trovare I'elenco dei certificati in cui il nome comune contiene VeriSign

@5 Certificate List x\-l- - |8 %X
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Certificate List

@'__!)mmsmw Eg'wr ertificate chain [Qé) CSR

Status
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| Certificate List (1 - 1 of 1) Rows per Page 50 ~| |

Find Cartificats List whare | Comman Name jl begins with l"\o'erl‘Slqn Find Clear Filter .‘.}:I =
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Type

| Cartficate ™ Commen Harme Type Distribution Issusd By Expiration Description

tormneat-trust VeriSign Class 3 Secure Server CA - G3 CA- RSA  VeriSign_Class_3_Secure_Server_CA_-_G3 VeriSign_Class_3_Public_Primary_Certification_authority_-_GS 02/08/2020 This
signed certificate is
used by UCM
to

communicate
with Cisco if
Call-Home
feature is
enabled.

Generate Self-signed I Upload Certificate/Certificate chain ] Generate CSR |

Passaggio 3. Fare clic su VeriSign_Class_3_Secure_Server_CA_-_G3 e verra visualizzata la
finestra popup che evidenzia i dettagli del certificato


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs64158
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rStatus
~Status @ Status: Ready
@ 1 records found
~Certificate Settings
Locally Uploaded 21/01/20
Certificate List (7 -1 0f 1) File Name VeriSign_Class_3_Secure_Server_CA_-_G3.pem Rows per P""I 50 El
5 5 . Certificate Purpose tomcat-trust
Find Certificate List wh L] N.
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— Description{friendly name) This certificate is used by UCH to communicate with Cisco if Call-Home featur — —
tomncat-trust  WeriSign Class 3 Secur e is enabled. ry_Certification_Authority_-_G5 02/08/2020 This
certificate is
~Certificate File Data cRrch
q = comimunicate
Version: V3 j with Cisco if
Serial Number: 6ECC7AASA7032009B8CEBCF4ESS20491 c:':j"'?"
Signaturealgorithm: SHALwithRSA (1.2.840.113545.1.1.5) :‘"bl:d"

Issuer Name: CN=VeriSign Class 3 Public Primary Certification Authority - G5, OU=(c) 2006
. : VeriSign, Inc. - For suthorized use only, OU=VeriSign Trust Network, O=VeriSign, Inc., C=US
Generate Self-signed | _Upload Certf validity From: Mon Feb 08 05:30:00 IST 2010
To: SatFeb 08 05:29:59 IST 2020

Subject Name: CN=VeriSign Class 3 Secure Server CA - G3, OU=Terms of use at
hittps i/ www. verisign.com/rpa ()10, OU=VeriSign Trust Network, O=VeriSign, Inc., C=US

Key: RSA (1.2.840.113549.1.1.1)
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Passaggio 4. Fare clic sul pulsante Elimina e viene visualizzato un avviso. Fare clic su OK.
Eliminare il certificato da tutti i nodi del cluster.
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Y Cisco Unified O35 Administration b m

administrator About Lagout

alml,  Cisco Unified Operating System Administration

cisco For Cisco Unified Communications Solutions

Show v Seftngs v Secuy v Software Upgraies v  Services v  Help v

Certificate List

Status

@ Success: Certificsts Daleted

@ Restart Cisco Tomeat Service using the CLI "utils service restart Cisco Torncat” on all cluster nodes (UCM/IMP).

@ 0 records found

| Certificate List Rows per Page| 50 ~|

Find Certificate List where [Cnmmon Name jl begins with HlvaﬂSWn Find I Clear Filter I_@I —I

Ho active query, Please enter your search criteria using the options above.

Generate Self-signed | Upload Certificate/Certificate chain | Generats CSR

Per tutte le altre versioni

Prima di eliminare il certificato, € necessario eseguire i passaggi seguenti

Passaggio 1. Passare a Cisco Unified Serviceability > Strumenti > Control Center - Servizi di rete

'.‘."— Cisco Unified Seraceability X

€ OF

wlial,  Cisco Unified Serviceability
€S9 For Cisco Unified Communications Solutions
goem v Irses v | Rols v | Somo v Cabeme v ek v
Service
- Actrvation EY
Cisco Un RN < a bility
Fealure Sernces.
Syitem version

Control Certer -
Waware Install Metwirk (R) Xeon{R) Platinum 8180 CPU & 2.50GHz, disk 1: 110Ghytes, 4096Mbytes RAM, Partitions aligned

Savi bty
Beparts Archivg

ser administrator | ster on Wednesday, January 22, 2020 4:37:26 PM [5T, to node 10.106.93.11, from 10.106.93.51 using HTTPS
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Configuration
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DR Management
For information sboJUt CRzoromrescormrunications Manager please visit our Unified Commuynications System Documentation web site,

For Cisca Teachrcal Support pleass vissd our Tachmcal Sypport web site,

Passaggio 2. Arrestare la notifica di modifica del certificato Cisco in tutti i nodi del cluster

r::: Cisco Unified Serviceability-1 =8| X
& DR M ’ @ || G, Search oD 4+ N @ =
T FIIUTTIT AL S Y WL ST Vice LB T T WL Sl & 10030 LT EUEY L UdYs LIUST1Y .
L A Cisco DB Running Wed Jan 22 10:37:35 2020 1days 11:19:59 B
© A Cisco DB Rephcator Running Wed Jan 22 10:37:36 2020 1days 11:19:58
© SHNMP Master Agant Risnning ‘Wad Jan 22 10:37:40 2020 1 days 11:19:54
© MIB2 Agent Runnng Wad Jan 22 10:37:41 2020 1 days 11:19:53
r Host Resources Agent Funning ‘Wied Jan 22 10:37:42 2020 1 days 11:19:52
" Systam Application Agent Runnmg Wed Jan 22 10:37:43 2020 1 days 11:19:51
r~ Cigco COP Agent Runnmg ‘Wad Jan 22 10:37:44 2020 1 days 11:19:50
r Cisco Syslog Agent Funning ‘Wad Jan 22 10:37:45 2020 1days 11:19:49
© Cisco Cortificate Expery Monitor Running Wed Jan 22 10:37:57 2020 1 days 11:19:37
& Ciseo Cartificats Change Notification Rusnning Wad Jan 22 10:37:58 2020 1days 11:19:36
© Cigco Tomeat Rusnning ‘Wed Jan 22 10:37:38 2020 1days 11:19:56
- Platform Communication Web Service Risnifi g Wed Jan 22 10:52:02 2020 1 days 11:05:32
- Cisco Smart Licénsé Manager Rinning ‘Wed Jan 22 10:38:17 2020 1days 11:19:17

Passaggio 3. In caso di IM e Presence Server, arrestare Platform Administration, Web Services e
Cisco Intercluster Sync Agent



) &5 Cisco Unified Serviceability- x| 4 & x

€ OR wice/M v ; T BE 4+ & O =
Service Name Status Start Time Up Time =
L A Cigco DB Runining ‘Wisd Jan 22 11:46:08 2020 1 days 10:12:04
r & Ciseo DB Rephcator Risrining Wed Jan 22 11:46:00 2020 1 days 10:12:02
r Cisoo Tomeat Riarnng Wed Jan 22 11:46:13 2020 1 days 10:11:59
f SNMP Master Agent Rianning ‘Wed Jan 22 11:46:14 2020 1days 10:11:58
MIBZ Agent Running Wed Jan 22 11:46:15 2020 1 days 10:11:57
HOost Resourcas Agent Finning ‘Wed Jan 22 11:46:16 2020 1 days 10:11:56
System Application Agent Funning ‘Wed Jan 22 11:46:17 2020 1days 10:11:55
r Cisco COP Agent Funning Wed Jan 22 11:47:42 2020 1 days 10:10:30
r Cisco Syslog Agant Running Wed Jan 22 11:47:43 2020 1 days 10:10:29
r Cisoo Cartificate Expary Monitar Funnmg ‘Wed Jan 22 11:47:58 2020 1 days 10:10:14
I 0] Platform Adminestrative Waeb Service Funnlnu ‘Wed Jan 22 11:58:48 2020 1 days 09:59:23
T Platform Communication Wb Servios Rusrining ‘Wed Jan 32 11:48:08 2020 1 days 10:10:04

IM and Presence Services

Service Name Status Start Time Up Time
Cisco Sync Agent Rianning wed Jan 22 11:47:52 2020 1 days 10:10:20
Cisco Login Datastore Funning Wed Jan 22 12:08:29 2020 1 days 09:49:43
Cisco Route Datastore Runnimg Wed Jan 22 11:46:12 2020 1 days 10:12:00
Cisco Config &gent Funning ‘Wed Jan 22 11:48:09 2020 H
Cisco ObM Agent Funning Wed Jan 22 11:48:10 2020 8
~ Cisco Cliant Profile Agent Funnmg ‘Wed Jan 22 12:10:20 2020 1 days 09:47:52
I C Cisco Intarcluster Sync Agent IRunnlﬂu Wed Jan 22 11:47:56 2020 1days 10:10:16
r Cisca XCP Conhig Manager Risrirng ‘Wed Jan 22 11:47:55 2020 1 days 10:10:17
Cigon XCP Router Running Wed Jan 22 11:48:11 2020 1 days 10:10:01
Cisco Server Recovery Manager Risrining Wed Jan 22 11:47:54 2020 1 days 10:10:18
Cisco [M and Presence Data Mondtor Risnining ‘Wed Jan 22 11:47:53 2020 1 days 10:10:19
Cisco Presence Datastore Running Wed Jan 22 12:04:25 2020 1 days 09:53:47
Cisco SIP Registrabon Datastore RLnnimg Wed Jan 22 12:12:48 2020 1 days 09:45:24
Cisco RCC Devica Selection Service Finning ‘Wed Jan 22 11:48:13 2020 1 days 10:09:59
DB Services
Service Hame Status Start Time Up Time
Cisco Database Layer Monibor Runnimg ‘Wed Jan 22 11:48:10 2020 1 days 10:12:02
SOAP Services
Service Name Status Start Time Up Time
SOAP -Real-Time Service APls Runining Wed Jan 22 11:59:09 2020 1 days 09:59:03
SO&P Performance Monitaring AP[s Risnining Wed Jan 22 11:59:09 2020 1 days 09:59:02
S0P -Log Collection AP1s Risrining ‘Wed Jan 22 11:59:09 2020 1 days 09:59:02

Passaggio 4. Eliminare il certificato su tutti i nodi, inclusi Messaggistica immediata e Presenza,
come descritto nella sezione Soluzione per la versione 11.0(1) e successive di questo documento

Passaggio 5. Avviare il servizio arrestato nel Passaggio 2. e nel Passaggio 3.

Nota: Se si elimina il certificato e si esegue un aggiornamento prima del 7 febbraio 2020, il
certificato verra nuovamente visualizzato dopo I'aggiornamento e dovra essere rimosso di
nuovo. Gli aggiornamenti successivi al 7 febbraio 2020 non aggiungeranno nuovamente il
certificato

Procedura di rinnovo dei certificati Smart Call Home

Se Smart Call Home ¢ disabilitato, non sono necessarie ulteriori azioni dopo I'eliminazione del
certificato. Se Smart Call Home ¢ abilitato, seguire la procedura

Passaggio 1. Copiare il contenuto del certificato dalla sezione UCM Administration Guide
Information for Smart Call Home Certificates



/content/en/us/td/docs/voice_ip_comm/cucm/admin/12_5_1SU1/adminGd/cucm_b_administration-guide-1251SU1/cucm_b_test-adminguide_chapter_010101.html
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Nota: Lo stesso certificato € valido per la versione 10.5 e successive

Passaggio 2. Caricare il file .pem come tomcat-trust nella pagina Cisco Unified OS Administration
GUI Certificate Management per lo screenshot

Cisco Undfied OS5 Admanistration

Mavigation

alial.  Cisco Unified Operating System Administration
cisco

For Cisca Unified { ommunic ations Solutions sdministrator  About  Logout

Show = Selirgs + Secuily * SoftwereUpgades = Services =  Help +

8 L Gy Sat-gagrea —_,j Upicad CortacateCortacats cran | & | Generste CSR

=D )
Certificate List
Find Certificate List where | Certificate »|| begns with | Find | Clear Filter | op| =
@ Upload chaen - Mozl Firefox =10 x|§
Generabe Seif-nged Upload Ceriaficate. T

__Jmm mcnu

r Status

@ Warnang: Uploadeng a cluster-wide certficate will distrbute it to all servers in this cluster

r Upload Certificate fCertificate chain

e
| Cortifieate Purpode tomeat-trust ‘_||

Dot craploonn] frobnly hdevd )

| Uplosd File Browess SmartCallHome pem |

Passaggio 3. Verificare che QuoVadis_Root_CA_2 sia elencato come tomcat-trust individuando il



certificato in cui il nome comune contiene QuoVadis

alili.  Cisco Unified Operating System Administration LERIEELEELY Cisco Unified OS Administration
cisco

For Cisco Unified Communications Solutions administrator About

Show * Seftings v Secwrty * SoftwareUpgrades » Services ¥ Help v

Certificate List

(8] Generste seitsignes 73 Uy Cattcatercentcats chain (51 Generate SR

Status
[@ 1 records found
Certificate List (1 -1 of 1) Rows per Page| 50 =)
Find Certificate List wherel Common Name jl begins with ;”Quo\iadis ml Clear Filter ﬂﬂ
Cartificate Cormmon Name Type Key Type Distribution Issued By Expiration Description
tomeat-trust Quovadis Root CA 2 Self-signed RSA QuoVadis_Root_CA_2 QuoVadis_Root_CA_2 11/24/2031 Signed Certificate

Generate Self-signed | Upload Certificate/Certificate chain I Generate CSR |

Per Cisco Prime License Manager
Per Prime License Manager 10.5

Il certificato scaduto (VeriSign_Class_3_Secure_Server_CA_-_G3) puo essere eliminato dal
sistema applicando questo file COP (ciscocm.plm-CSCvs64158 remove sch cert C0050-
1.k3.cop.sgn). Per istruzioni sull'installazione, consultare il file Leggimi.

Per Prime License Manager 11.5

Il certificato scaduto (VeriSign_Class_3_Secure_Server_CA_-_G3) puo essere eliminato dal
sistema applicando questo file COP (ciscocm.plm-CSCvs64158 remove sch cert C0050-
1.k3.cop.sgn). Per istruzioni sull'installazione, consultare il file Leggimi.



https://software.cisco.com/download/redirect?i=!y&mdfid=286265616&softwareid=282204704&release=COP-Files&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286265616&softwareid=282204704&release=COP-Files&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286308839&softwareid=282204704&release=COP-Files&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286308839&softwareid=282204704&release=COP-Files&os=&beta=n
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