Dépannage des problemes NMSP sur MSE et
I'acces convergent(5760/3850/3650/4500s8e)
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Introduction

Le protocole NMSP (Network Mobility Services Protocol) gere la communication entre le moteur
MSE (Mobility Services Engine) et le contrdleur de réseau local sans fil (WLC).

NMSP est un protocole bidirectionnel qui peut étre exécuté sur un transport orienté connexion ou
non orienté connexion.Les commutateurs sensibles au contexte peuvent utiliser NMSP pour
communiquer avec un ou plusieurs MSE. Le NMSP repose sur un systéme bidirectionnel de
requétes et de réponses entre le MSE et le contrbleur d'accés. Voyons maintenant comment
activer cette communication entre MSE et WLC.

Ici nous avons utilisé 3850 (I0S based WLC) & MSE pour ce poste.

Probléme :
Problémes d'établissement du tunnel NMSP entre 3850 et MSE.

Périphériques utilisés :
MSE : Virtual MSE 8.0.110 (MR1)
WLC : 3850 3.3.5SE

Prime Infrastructure (PI) : 2.2.1

Puisque NMSP fonctionne sur SSL (Secure Socket Layer), vous devez configurer les informations



d'identification MSE sur WLC. MSE utilise son adresse MAC et son hachage de clé, de sorte que
WLC doit étre conscient de ces deux parameétres. Vous pouvez obtenir ce détail via l'interface de
ligne de commande MSE, comme indiqué ci-dessous

[root@robin ~J# cmdshell

cmd> show server-auth-info

call, commande : com.aes.server.cli.CmdGetServerAuthinfo
Marque élevée de la file d'attente AesLog : 50000

Marque faible de la file d'attente AeslLog : 500

Informations d'authentification du serveur

Adresse MAC : 00:50:56:9¢:34:89

Hachage de clé SHA1 : eOafbe2e2abeed5a2f9ffc75f059da6a1bf2bfal
Hachage de clé SHA2 :
6ab919e20afc103d025aaf210c2a9dda151af9403ef52e80a35ae1ecb6d3c177
Type de certificat : SSC

Configuration des parametres NMSP sur une plate-forme d'accés convergé (5760/3850/3650).

Ici, nous avons utilisé 3850 pour cet exemple. Nous devons configurer I'adresse MAC MSE en tant
que nom d'utilisateur et hachage de clé en tant que mot de passe. Note: La version exécutée sur
mon 3850 est le cryptage 3.3.5 SE & SHA2 utilisé dans |0OS-XE.

Commandes utilisées :

3850c(config)#username 0050569c3489 aaa attribute list NMSP
3850c(config)#aaa attribute list NMSP

3850c(config)#attribute type password
6ab919e20afc103d025aaf210c2a9dda151af9403ef52e80a35ae1ecb6d3c 177
3850c(config)#aaa authentication-download wem_loc_serv_cert local

line.

attri

Dans votre infrastructure Prime, cliquez sur : Services > Services de mobilité > Synchroniser les
services

Sélectionnez le 3850 et cliquez sur “ bouton Modifier ” affectation MSE.

Ensuite, vous devez sélectionner le MSE et les services appropriés que vous voulez synchroniser
entre WLC (3850) et MSE.



Services > Mobiity Services > Synchronize Services
Synchronize Services

0 For MSE versions prior to 7.0.x, modifying the assignment for one service wil also modify the assignment for the other service(s).
MNetwork Designs
Total Entries 2

Gosllre e I ‘ Marme & IP Address Wersion Service MSE Sync Status ‘ Message
Evertt Grolps Auto assignment was
. overriden for MSE(s)
Wied Swirches O z850crhamby.com 10.201.234.36 03.03.055 . = - bl pls e
the confroler to these
. MSE(2) to remove the
Third Party Elernerits override.
o . Choose MSEs
Service Advertiserments -
nms-bugs Marme  IP Address CAS | wIPS | MSAP
[ Change MSE Assignment ] l Reset ] robin  10.201.2365.122 ¥ Total Entries 2

Synchronize Cancel

Synchronization is taking place. Please wait,

Services > Mobiity Services > Synchronize Services
Synchronize Services

0 For MSE versions prior to 7.0.x, modifying the assignment for one service wil dso madify the assignment for the other service(s).
MNetwork Designs

Total Entries 2

Controlers
MName # IP Address Wersion Service MSE Syne Status | Message
Event Groups 3850c rinarrby .com 10.201.234.36 03.03.058E CAS rebin [ NMSP Status ] -
nms-bugs 172.16.174.13 7.0.252.0
Wired Switches
Change MSE Assignment Reset Total Entries 2

Third Party Elements

Service Advertisernents

Vérifier :

Une fois les services de synchronisation terminés, vous pouvez les vérifier a partir de WLC, MSE
ou de l'interface graphique de PI.

Via 3850 CLI :

nmsp subscription
3850c#show nmsp subscription
Mobllity Servic Subscr

Servil




Summary

Wired Lo

Via I'interface utilisateur MSE

Pour MSE v8.0 ou version ultérieure, accédez a : (https://<MSE_IP>/mseui/ )

cisco # Home & Admin v
Dashboard
General Properies NMSP Status
Licensing
Active Sessions Sumimary
Trap Destinations 1P Address 10.201.234.36
Advancad Parameters
Coe Target Type NGWE Switch
NMSP Status Active
isets Echo Request Gount 27
Groups
Echo Response Count 27
Sarvar Events Last Activity Time Jun-06-2015 14:58:47 PM
i bions Last Echo Renuest Message Jun-06-2015 145343 PM
Last Echo Resnonse Message Jun-06-2015 14:52:43 PM
Backup Capable NMISP Services 1P6_CLIENTS_SLPPORT, RSSI, INFORMATION, STATISTICS, DS, HANDOVER, APMONTCR, SPECTRUM, ATTACHMENT, LOCATION

Restore

Download Software Subscribed Services

Service SubServices

RSS! Service MOBILE_STATION, TAG
ATTACHMENT Service MOBILE_STATION_ATTACHMENT
INFORMATICN Service MOBILE_STATION
LOCATION Service SUBSCRIPTION
STATISTICS Service MOBILE_STATION, TAG
Messages
Message Type INJOuT Count Last Activity Time Byles
INFORMATION_REQUEST ouT 2 Jun-06-2015 14:53:13 P 38
STATISTICS_REQUEST ouT 4 Jun-06-2015 14:53:13 P 78
STATISTICS_RESPONSE N 4 Jun-06-2015 14:53:13 PM =5
SERVICE_SUBSCRIBE_REQUEST ouT 1 Jun-06-2015 14:52:59 P 77
SERVICE_SUBSCRIBE_RESPONSE N 1 Jun-06-2015 14:52:59 PM 18

hitps//10.201.236.122/settings/licensing LOCATICN_RESPONSE N 2 Jun-06-2015 14:53:13 PM 70

Dépannage:
Si le NMSP est toujours inactif :

1) Vérifiez le hachage de clé et si aucune correspondance n'est trouvée, saisissez le hachage
manuellement comme indiqué ci-dessus

2) La synchronisation de I'heure NTP doit exister entre MSE et WLC
Débogages:

Scénario d'échec :
Echec de la validation de la clé de hachage :

3850c#set trace nmsp connection level debug
3850c#show trace messages nmsp

[06/03/15 22:28:10.762 UTC a27 10241] Nouvelle connexion NMSP 0 allouée



[06/03/15 22:28:10.762 UTC a28 10241] sslConnectionlnit : SSL_new() conn ssl b3f8a8d0
[06/03/15 22:28:10.762 UTC a29 10241] sslConnectioninit : SSL_do_handshake pour conn ssl
b3f8a8d0, état de conn : INIT, état SSL : ECHANGE DE MAIN

[06/03/15 22:28:10.762 UTC a2a 10241] Etat SSL = 0x6000 ; ot = 0x10 ; ret = Ox1
[06/03/15 22:28:10.762 UTC a2b 10241] ret_type_string=inconnu

[06/03/15 22:28:10.762 UTC a2c 10241] ret_desc_string=inconnu

[06/03/15 22:28:10.762 UTC a2d 10241] SSL_state_string=avant/accepter l'initialisation
[06/03/15 22:28:10.762 UTC a2e 10241] Etat SSL = 0x6000 ; ot = 0x2001 ; ret = Ox1
[06/03/15 22:28:10.762 UTC a2f 10241] ret_type_string=inconnu

[06/03/15 22:28:10.762 UTC a30 10241] ret_desc_string=inconnu

[06/03/15 22:28:10.762 UTC a31 10241] SSL_state_string=avant/accepter l'initialisation
[06/03/15 22:28:10.762 UTC a32 10241] Etat SSL = 0x2111 ; ou = 0x2002 ; ret = Oxffffff
[06/03/15 22:28:10.762 UTC a33 10241] ret_type_string=inconnu

[06/03/15 22:28:10.762 UTC a34 10241] ret_desc_string=inconnu

[06/03/15 22:28:10.762 UTC a35 10241] SSL_state_string=SSLv3 read client hello B

?[06/03/15 22:28:10.762 UTC a36 10241] — retourne WANT_READ pour conn ssl b3f8a8d0
[06/03/15 22:28:10.762 UTC a37 10241] sslConnectionlnit() a réussi avec I'état Connection : INIT,
état SSL : ECHANGE DE MAIN

[06/03/15 22:28:10.768 UTC a38 10241] doSSLRecvLoop : La connexion n'est pas terminée
pour la conn 0

[06/03/15 22:28:10.768 UTC a39 10241] sslConnectioninit : SSL_do_handshake pour conn ssl
b3f8a8d0, état de conn : INIT, état SSL : ECHANGE DE MAIN

[06/03/15 22:28:10.768 UTC a3a 10241] Etat SSL = 0x2111 ; ot = 0x2001 ; ret = Ox1
[06/03/15 22:28:10.768 UTC a3b 10241] ret_type_string=inconnu

[06/03/15 22:28:10.768 UTC a3c 10241] ret_desc_string=inconnu

[06/03/15 22:28:10.768 UTC a3d 10241] SSL_state string=SSLv3 read client hello B
[06/03/15 22:28:10.768 UTC a3e 10241] Etat SSL = 0x2130 ; ot = 0x2001 ; ret = Ox1
[06/03/15 22:28:10.768 UTC a3f 10241] ret_type_string=inconnu

[06/03/15 22:28:10.768 UTC a40 10241] ret_desc_string=inconnu

[06/03/15 22:28:10.768 UTC a41 10241] SSL_state _string=SSLv3 write server Hello A
[06/03/15 22:28:10.768 UTC a42 10241] Etat SSL = 0x2140 ; ot = 0x2001 ; ret = Ox1
[06/03/15 22:28:10.768 UTC a43 10241] ret_type_string=inconnu

[06/03/15 22:28:10.768 UTC a44 10241] ret_desc_string=inconnu

[06/03/15 22:28:10.768 UTC a45 10241] SSL_state string=SSLv3 write certificate A

?[06/03/15 22:28:10.768 UTC a46 10241] Etat SSL = 0x2160 ; ou = 0x2001 ; ret = 0x1
[06/03/15 22:28:10.768 UTC a47 10241] ret_type_string=inconnu

[06/03/15 22:28:10.768 UTC a48 10241] ret_desc_string=inconnu

[06/03/15 22:28:10.768 UTC a49 10241] SSL_state_string=Demande de certificat d'écriture
SSLv3 A

[06/03/15 22:28:10.768 UTC a4a 10241] Etat SSL = 0x2100 ; ot = 0x2001 ; ret = Ox1
[06/03/15 22:28:10.768 UTC ad4b 10241] ret_type_string=inconnu

[06/03/15 22:28:10.768 UTC a4c 10241] ret_desc_string=inconnu

[06/03/15 22:28:10.768 UTC a4d 10241] SSL_state_string=Données de vidage SSLv3



[06/03/15 22:28:10.768 UTC ade 10241] Etat SSL = 0x2180 ; ou = 0x2002 ; ret = Oxffffff
[06/03/15 22:28:10.768 UTC a4f 10241] ret_type_string=inconnu

[06/03/15 22:28:10.768 UTC a50 10241] ret_desc_string=inconnu

[06/03/15 22:28:10.768 UTC a51 10241] SSL_state string=SSLv3 read client certificate A
[06/03/15 22:28:10.768 UTC a52 10241] — retourne WANT_READ pour conn ssl b3f8a8d0
[06/03/15 22:28:11.068 UTC a53 10241] doSSLRecvLoop : La connexion n'est pas terminée pour
la conn 0

[06/03/15 22:28:11.068 UTC a54 10241] sslConnectionlnit : SSL_do_handshake pour conn
ssl b3f8a8d0, état de conn : INIT, état SSL : ECHANGE DE MAIN

[06/03/15 22:28:11.069 UTC a55 10241] Validation du certificat d'homologue Terminé pour conn
ssl b3f8a8d0, appel auteliste.

?[06/03/15 22:28:11.070 UTC a56 10241] Echec de I'authentification de la liste d'autorisation pour
conn ssl b3f8a8d0

[06/03/15 22:28:12.070 UTC a57 10241] Homologue non validé par rapport a AuthList

[06/03/15 22:28:12.070 UTC a58 10241] Etat SSL = 0x2182 ; ou = 0x4008 ; ret = 0x22e

[06/03/15 22:28:12.070 UTC a59 10241] ret_type_string=fatal

[06/03/15 22:28:12.070 UTC ab5a 10241] ret_desc_string=certificat inconnu

[06/03/15 22:28:12.070 UTC a5b 10241] SSL_state_string=SSLv3 read client certificate C
[06/03/15 22:28:12.070 UTC a5c 10241] Etat SSL = 0x2182 ; ou = 0x2002 ; ret = Oxffffff

[06/03/15 22:28:12.070 UTC a5d 10241] ret_type_string=inconnu

[06/03/15 22:28:12.070 UTC a5e 10241] ret_desc_string=inconnu

[06/03/15 22:28:12.070 UTC a5f 10241] SSL_state string=SSLv3 read client certificate C
[06/03/15 22:28:12.070 UTC a60 10241] — échec de la connexion pour conn ssl b3f8a8do0,
ssl_err 1 erreur = erreur:140890B2:routines SSL:GET3_SSL_CLIENT_CERTIFICATE : aucun
certificat retourné

[06/03/15 22:28:12.070 UTC a61 10241] libération de Nmsp conn ssl b3f8a8d0, id conn 0

Scénario de réussite :

[06/06/15 17:47:53.600 UTC 4f2 10205] Envoi de NMSP_APP_MEAS_NOTIFY_MSG a
LocServer O
[06/06/15 17:56:34.305 UTC 4f3 10205] Nouvelle connexion NMSP 0 allouée

?[06/06/15 17:56:34.306 UTC 4f4 10205] sslConnectionlnit : SSL_new() conn ssl 590a6048
[06/06/15 17:56:34.306 UTC 4f5 10205] sslConnectionlnit : SSL_do_handshake pour conn ssl
590a6048, état de conn : INIT, état SSL : ECHANGE DE MAIN

[06/06/15 17:56:34.306 UTC 4f6 10205] Etat SSL = 0x6000 ; ou = 0x10 ; ret = Ox1
[06/06/15 17:56:34.306 UTC 4f7 10205] ret_type_string=inconnu

[06/06/15 17:56:34.306 UTC 4f8 10205] ret_desc_string=inconnu

[06/06/15 17:56:34.307 UTC 4f9 10205] SSL_state_string=avant/accepter l'initialisation
[06/06/15 17:56:34.307 UTC 4fa 10205] Etat SSL = 0x6000 ; ou = 0x2001 ; ret = 0x1
[06/06/15 17:56:34.307 UTC 4fb 10205] ret_type_string=inconnu

[06/06/15 17:56:34.307 UTC 4fc 10205] ret_desc_string=inconnu

[06/06/15 17:56:34.307 UTC 4fd 10205] SSL_state_string=avant/accepter l'initialisation



[06/06/15 17:56:34.307 UTC 4fe 10205] Etat SSL = 0x2111 ; ou = 0x2002 ; ret = Oxffffff

[06/06/15 17:56:34.307 UTC 4ff 10205] ret_type_string=inconnu

[06/06/15 17:56:34.307 UTC 500 10205] ret_desc_string=inconnu

[06/06/15 17:56:34.307 UTC 501 10205] SSL_state string=SSLv3 read client hello B

[06/06/15 17:56:34.307 UTC 502 10205] — renvoie WANT_READ pour conn ssl 590a6048
[06/06/15 17:56:34.307 UTC 503 10205] sslConnectionlnit() a réussi avec I'état Connection : INIT,
état SSL : ECHANGE DE MAIN

?[06/06/15 17:56:34.309 UTC 504 10205] doSSLRecvLoop : La connexion n'est pas terminée
pour la conn 0

[06/06/15 17:56:34.309 UTC 505 10205] sslConnectionlnit : SSL_do_handshake pour conn
ssl 59026048, état de conn : INIT, état SSL : ECHANGE DE MAIN

[06/06/15 17:56:34.309 UTC 506 10205] Etat SSL = 0x2111 ; ot = 0x2001 ; ret = Ox1
[06/06/15 17:56:34.309 UTC 507 10205] ret_type_string=inconnu

[06/06/15 17:56:34.309 UTC 508 10205] ret_desc_string=inconnu

[06/06/15 17:56:34.309 UTC 509 10205] SSL_state_string=SSLv3 read client hello B
[06/06/15 17:56:34.309 UTC 50a 10205] Etat SSL = 0x2130 ; ot = 0x2001 ; ret = Ox1
[06/06/15 17:56:34.309 UTC 50b 10205] ret_type_string=inconnu

[06/06/15 17:56:34.309 UTC 50c 10205] ret_desc_string=inconnu

[06/06/15 17:56:34.309 UTC 50d 10205] SSL_state string=SSLv3 write server Hello A
[06/06/15 17:56:34.310 UTC 50e 10205] Etat SSL = 0x2140 ; ou = 0x2001 ; ret = Ox1
[06/06/15 17:56:34.310 UTC 50f 10205] ret_type_string=inconnu

[06/06/15 17:56:34.310 UTC 510 10205] ret_desc_string=inconnu

[06/06/15 17:56:34.310 UTC 511 10205] SSL_state_string=Certificat d'écriture A SSLv3
[06/06/15 17:56:34.310 UTC 512 10205] Etat SSL = 0x2160 ; ot = 0x2001 ; ret = Ox1
[06/06/15 17:56:34.310 UTC 513 10205] ret_type_string=inconnu

?[06/06/15 17:56:34.310 UTC 514 10205] ret_desc_string=inconnu

[06/06/15 17:56:34.310 UTC 515 10205] SSL_state_string=Demande de certificat d'écriture
SSLv3 A

[06/06/15 17:56:34.310 UTC 516 10205] Etat SSL = 0x2100 ; ou = 0x2001 ; ret = Ox1

[06/06/15 17:56:34.310 UTC 517 10205] ret_type_string=inconnu

[06/06/15 17:56:34.310 UTC 518 10205] ret_desc_string=inconnu

[06/06/15 17:56:34.310 UTC 519 10205] SSL_state_string=SSLv3 vider les données

[06/06/15 17:56:34.310 UTC 51a 10205] Etat SSL = 0x2180 ; ou = 0x2002 ; ret = Oxffffff
[06/06/15 17:56:34.310 UTC 51b 10205] ret_type_string=inconnu

[06/06/15 17:56:34.310 UTC 51c 10205] ret_desc_string=inconnu

[06/06/15 17:56:34.310 UTC 51d 10205] SSL_state string=SSLv3 read client certificate A
[06/06/15 17:56:34.310 UTC 51e 10205] — renvoie WANT_READ pour conn ssl 590a6048
[06/06/15 17:56:34.610 UTC 51f 10205] doSSLRecvLoop : La connexion n'est pas terminée pour
la conn 0

[06/06/15 17:56:34.610 UTC 520 10205] ssiConnectioninit : SSL_do_handshake pour conn
ssl 590a6048, état de conn : INIT, état SSL : ECHANGE DE MAIN

[06/06/15 17:56:34.616 UTC 521 10205] Validation de certificat d'homologue effectuée pour
conn ssl 590a6048, appelant authlist.



[06/06/15 17:56:34.622 UTC 522 10205] Authlist authentication réussi pour conn ssl

590a6048
22727222222222222222222222222222222222222222222222222222222222222222222?2?

523 10205] Homologue validé par rapport a AuthList

[06/06/15 17:56:35.616 UTC 524 10205] Etat SSL = 0x2180 ; ot = 0x2001 ; ret = Ox1
[06/06/15 17:56:35.616 UTC 525 10205] ret_type_string=inconnu

[06/06/15 17:56:35.616 UTC 526 10205] ret_desc_string=inconnu

[06/06/15 17:56:35.616 UTC 527 10205] SSL_state string=SSLv3 read client certificate A
[06/06/15 17:56:35.633 UTC 528 10205] Etat SSL = 0x2190 ; ou = 0x2001 ; ret = Ox1
[06/06/15 17:56:35.633 UTC 529 10205] ret_type_string=inconnu

[06/06/15 17:56:35.633 UTC 52a 10205] ret_desc_string=inconnu

[06/06/15 17:56:35.633 UTC 52b 10205] SSL_state string=SSLv3 read client key exchange A
[06/06/15 17:56:35.635 UTC 52c 10205] Etat SSL = 0x21a0 ; ou = 0x2001 ; ret = Ox1
[06/06/15 17:56:35.636 UTC 52d 10205] ret_type_string=inconnu

[06/06/15 17:56:35.636 UTC 52e 10205] ret_desc_string=inconnu

[06/06/15 17:56:35.636 UTC 52f 10205] SSL_state string=SSLv3 read certificate verify A
[06/06/15 17:56:35.636 UTC 530 10205] Etat SSL = 0x21c0 ; ou = 0x2001 ; ret = Ox1
[06/06/15 17:56:35.636 UTC 531 10205] ret_type_string=inconnu

[06/06/15 17:56:35.636 UTC 532 10205] ret_desc_string=inconnu

?[06/06/15 17:56:35.636 UTC 533 10205] SSL_state_string=SSLv3 lu terminé A

[06/06/15 17:56:35.636 UTC 534 10205] Etat SSL = 0x21d0 ; ot = 0x2001 ; ret = Ox1
[06/06/15 17:56:35.636 UTC 535 10205] ret_type_string=inconnu

[06/06/15 17:56:35.636 UTC 536 10205] ret_desc_string=inconnu

[06/06/15 17:56:35.636 UTC 537 10205] SSL_state string=SSLv3 write change cipher spec A
[06/06/15 17:56:35.636 UTC 538 10205] Etat SSL = 0x21e0 ; ou = 0x2001 ; ret = Ox1
[06/06/15 17:56:35.636 UTC 539 10205] ret_type_string=inconnu

[06/06/15 17:56:35.636 UTC 53a 10205] ret_desc_string=inconnu

[06/06/15 17:56:35.636 UTC 53b 10205] SSL_state_string=L'écriture SSLv3 est terminée A
[06/06/15 17:56:35.637 UTC 53c 10205] Etat SSL = 0x2100 ; ou = 0x2001 ; ret = Ox1
[06/06/15 17:56:35.637 UTC 53d 10205] ret_type_string=inconnu

[06/06/15 17:56:35.637 UTC 53e 10205] ret_desc_string=inconnu

[06/06/15 17:56:35.637 UTC 53f 10205] SSL_state string=Données de vidage SSLv3
[06/06/15 17:56:35.637 UTC 540 10205] Etat SSL = 0x3 ; ou = 0x20 ; ret = Ox1

[06/06/15 17:56:35.637 UTC 541 10205] ret_type_string=inconnu

[06/06/15 17:56:35.637 UTC 542 10205] ret_desc_string=inconnu

[06/06/15 17:56:35.637 UTC 543 10205] SSL_state string=La négociation SSL a réussi
[06/06/15 17:56:35.637 UTC 544 10205] Etat SSL = 0x3 ; ou = 0x2002 ; ret = 0x1

?[06/06/15 17:56:35.637 UTC 545 10205] ret_type_string=inconnu
[06/06/15 17:56:35.637 UTC 546 10205] ret_desc_string=inconnu
[06/06/15 17:56:35.637 UTC 547 10205] SSL_state string=La négociation SSL a réussi



[06/06/15 17:56:35.637 UTC 548 10205] SSL_do_handshake() a réussi pour conn ssl
590a6048
[06/06/15 17:56:35.637 UTC 549 10205] Connexion NMSP réussie ! pour conn 0
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