Exemple de configuration d'ancrage invité des
controleurs LAN sans fil Unified Access avec
acces converge
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Introduction

Ce document décrit comment configurer les contréleurs LAN sans fil (WLC) de la gamme
5508/5760 et le commutateur de la gamme Catalyst 3850 pour I'ancre d'invité du client sans fil
dans la nouvelle configuration de déploiement de mobilité ou le WLC de la gamme 5508 agit en
tant qu'ancre de mobilité et le commutateur de la gamme Catalyst 3850 agit en tant que contrdleur
étranger de mobilité pour les clients. En outre, le commutateur de la gamme Catalyst 3850 agit
comme agent de mobilité pour un WLC de la gamme 5760 qui agit comme contréleur de mobilité
a partir duquel le commutateur de la gamme Catalyst 3850 acquiert la licence de point d'acces
(AP).

Conditions préalables

Exigences

Cisco recommande de posséder des connaissances sur les sujets suivants avant de tenter cette
configuration :



- Interface graphique utilisateur ou CLI de Cisco 10S® avec les WLC d'acces convergé des
gammes 5760 et 3650 et le commutateur de la gamme Catalyst 3850

- Accés GUI et CLI avec le WLC 5508

- Configuration SSID (Service Set Identifier)

- Authentification Web

Composants utilisés

Les informations contenues dans ce document sont basées sur les versions de matériel et de
logiciel suivantes :

. Cisco 5760 version 3.3.3 (armoire de répartition nouvelle génération [NGWC])
- Commutateur de la gamme Catalyst 3850

- WLC de la gamme Cisco 5508, version 7.6.120

- Points d'acceés légers Cisco 3602

- Commutateurs Cisco Catalyst, série 3560

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configurer

Remarque : utilisez I'outil de recherche de commandes (clients enregistrés uniquement) afin
d'obtenir plus d'informations sur les commandes utilisées dans cette section.

Diagramme du réseau

Le WLC de la gamme 5508 agit en tant que contréleur d'ancrage, et le commutateur de la gamme
Catalyst 3850 agit en tant que contrdleur étranger et agent de mobilité qui obtient la licence du
contréleur de mobilité 5760.
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Remarque : dans le schéma de réseau, le WLC de la gamme 5508 agit en tant que
contréleur d'ancrage, le WLC de la gamme 5760 agit en tant que contréleur de mobilité et le
commutateur de la gamme Catalyst 3850 agit en tant qu'agent de mobilité et WLC étranger.
A tout moment, le contréleur d'ancrage pour le commutateur de la gamme Catalyst 3850 est
le WLC de la gamme 5760 ou le WLC de la gamme 5508. Les deux ne peuvent pas étre des
ancres en méme temps, car la double ancre ne fonctionne pas.

Configurations

La configuration comprend trois parties :

Partie 1 - Configuration sur le WLC d'ancrage 5508

Partie 2 - Configuration de la mobilité d'accés convergé entre le WLC de la gamme 5508/5760 et
le commutateur de la gamme Catalyst 3850

Partie 3 - Configuration sur le commutateur étranger de la gamme Catalyst 3850

Partie 1 - Configuration sur le WLC d'ancrage 5508

1. Sur le WLC de la gamme 5508, passez le curseur sur WLAN > New afin de créer un



nouveau WLAN (Wireless LAN).

T
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANS WLANs = Edit "CLMN'
* WLANS y
General QoS Palicy-Mappin Advance
o | Security | Qos | 9 | d |
¢ Advanced Profile Name CLUWN
Type WLAKN
S5ID CLWN
Seatus [¥ Enabled
Securty Policies WEB POLICY, Web-Auth

(Maodifications done undar sacurity tab will appear after applying the changas.)

Radio Policy all -
Interface/Trterface lans0 -
Group(3)

Multicast Vlan Feature || Enabled
Broadeast SSID [¥ Enabled
MNAS-ID 5508

2. Passez le curseur sur WLAN > WLAN Edit > Security > Layer 3 enabled Web-authentication
afin de configurer la sécurité de la couche 3.

aliadn

CISCO MOMITOR  WLAN: COMTROLLER WIRELESS SECURITY MAMAGEMENT COMMAMDS HELP  FEEDEY
WLANS WLAMs > Edit 'CUWN'
- WLANS — — B : ‘
LAt Eu-rd Security Fﬁ ] Pllll:‘u—llllppll'l.llﬂm:-
 Advanced [ikaver2yl| tover3 [ Serversy]

Layer 3 Security L web Policy =

@ authentication

) Passthrough

2 Conditiznal Wab Redirect

) Splash Page Web Redirect

1) Gn MAC Filter FailureZ®

Preauthsntication ACL IPv4 None * IPvé None =  ‘WebAuth Flexhcl Mone =

Sleaping Client 7] Enable

Over-ride Global Config [7] Enable

3. Définissez I'adresse d'ancrage local dans la fenétre de configuration de I'ancrage de mobilité
WLAN afin d'ajouter le WLC de la gamme 5508 en tant qu'ancrage.



Smges Configur

FONITOR  WlANs LCONTROLLER  WRELESS SECURITY MAMAGEHENT COMMANDS HELPF FEEDEACK

Mobility Anchors

WLAM 5510 e

Swmitch [P Address {Anchar) Data Faih Contrel Fath
looal up up
Ll Amrkor Creats

4. Passez le curseur sur Security > Webauth > Webauth page afin de configurer la page
Webauth a utiliser pour l'authentification du client.

Dans cet exemple, la page WLC Internal Webauth est sélectionnée :

NIHIT
CISCO MOMITOR  WLaNs CONTROLLER WIRELESS SECURITY MAWAGEMENT COMMAMDS HELP FEEDBACK
Security Web Login Page
T AL Wab Authentication Type Internal (Default) -
Genaral
- BADIUS Redirect URL after login
Authentication

This page allows you to customize the content and appearance of the Login

fccountng page, Tha Login page is prasanted to web usars tha first tirme they access the
Fallback WLAN if "Web Authentication® is turned on {under WLAN Security Policies).
OkS
» TACACS4 Cisea Lago @show (D Hide
LDAaR Headline
Local Met Usears Message
MAC Filtering

Disabled Clients
User Login Policies
AP Policies

5. Créez un utilisateur réseau local. Cette paire nom d'utilisateur/mot de passe est utilisée par
l'utilisateur lorsque vous y étes invité sur la page Webauth.

afear]es
CISCO MONITORE  WlLANS COMNTROLLER  WIRELESS  SECURITY  MAMAGEMENT
Security Local Met Users > Edit
¥ AAA User Name surbg
General
» RADIUS Password "
Authentication Confirm Password ses
Accounting
Fallback Creation Time Mon May 19 12:00:41 2014
DN3 Remaining Time MR
P TACACS+ -
LDAP WLAN Profile Any WLAN -
Local Met Users Description surbg
MAC Filkering

Film bl s mb-

Partie 2 - Configuration de la mobilité d'accés convergé entre le WLC de la gamme 5508/5760 et
le commutateur de la gamme Catalyst 3850

1. Sur le WLC de la gamme 5508, ajoutez le WLC de la gamme 5760 comme homologue de
mobilité.



n|h||l-

CISCO MONITOR  WiAks CONTROLLER  WIRELESS SECURITY MANAMIEMENT COMMANDS  HELR  FEEDRACK
Confraller Static Mobility Group Memibers

Ganeral
Local Mokilty Group  Mobie-1

Tiiwiiliary
Interfaces HAL Address 1P Address Publs [P Addross Group Mame Stulticast 1P Status
Interfare Groups Sl D e B LE0E 13815 20.06,095,191 EECTES w00 up
multicast
[ ———— AR 13206135470 40405435078 sarhg w000 up
0E:00:00; 03:00:00 18.105.135 244 E0.LDS.035.3H wrbg &04.0
¥ Redwndancy

* Intemal DHCP Server

= paslility Managessent
Pabilty Canfhgunstion
Wakilty Groups

2. Sur le WLC de la gamme 5760, agissant en tant que contréleur de mobilité, ajoutez le WLC
de la gamme 5508 en tant qu'homologue de mobilité.

I £ Home  Montor |+ Confgreston | v Sdminstrabon |+ Help -

Contralier Mohillity Pear
=[5 Grsbem bam Rarom
_ Gerend " IP addhe | Publc 1P Address | Group Hame | Mutcast P | ool Lk Status ' Duta Lk Stabe
Mt O 10,105,136 244 . by Qn0ng -
» B Weterisces O 105155151 10,108 135,151 o1 P e
» B wan O 10.105.135 178 10.106.135,178 b 0000 F s
* 5 Internal CHCP Server
* 55 Maragemant
= (£ Mobity Maragemenit
Moidiy Chobal Do
_ Switch Pegd G

3. Cette étape est trés importante ! Ajoutez le commutateur de la gamme Catalyst 3850 en tant
qu'agent de mobilité sur le WLC de la gamme 5760 sous l'onglet Switch Peer Group sous
Mobility Management.

4¥ Home  Monitor | ¥ Configration | v Administration | v el ‘

Swilch Peer Group > SURBG-SPG
Switch Pesr Group: > SURBG-SPG

Pt et

1P Adkdrerss Publc TP s Comkrol Link: Status Data Link Status
O nosi13sazs 10,1015, 135,226 e T

4. Sur le commutateur de la gamme Catalyst 3850, ajoutez le WLC de la gamme 5760 en tant
que contréleur de mobilité. Une fois que vous avez fait cela, le commutateur de la gamme
Catalyst 3850 saisit la licence AP coult du controleur de mobilité 5760.



tetfie
Wireless Controller

4 Home  Moaritor | v

Corfiguration | =

Adrinistr ator

Controller

* 5 System
_ General
Muilticast
» O Interfaces
v B3 vLAN
v (2 Internal DHCP Server
+ [ Management
* & Mobiity Management
~ Mohiity Giobal Canfig]

Mabiity Peer

Muobility Agent Configuration

Maobiity Role

Maobility Cortroder [P Address
Control Link Status

Data Link Status

mMabiity Protocal Port

Mcbiity Switch Peer Group Name
DTLS Mode

Mobiity Domain 1D for 802,110
Mobiity keepalve Interval (1-30)sec

Mobility Agent ¥

| 10.105.135.244

up

up

16666
SRBG-5PG
Enabled
L=l

10

Partie 3 : Configuration sur le commutateur étranger de la gamme Catalyst 3850

1. Passez le curseur sur GUI > Configuration > Wireless > WLAN > New afin de configurer le

SSID/WLAN exact sur le commutateur de la gamme Catalyst 3850.

e
Wireless Controller

£ Home  Monitor | v Coniguration | v Adminstration | v Help

Wireless WLAN

WILAN = Edit
TS e S oot 006 A Policy Mapping Atvanced

_ WLANS

v [ Acress Ponts Profie Name MM
v B 802, 11a/mfac Tupea WLAN
v [ 302 11bfgin =D CLAAN
v | Macia Straam Stats [ Ensled
» B gos S —

Ciapurity Polcies

{Mediicatiors done under security Lab wil sppesr after appling the dharges, )

Rado Polcy ]

Interface/Irterface Groun(3)

Eroadcast SSID

Multicast VLAN Feature O

2. Passez le curseur sur WLAN > WLAN Edit > Security > Layer 3 enabled Web-authentication
afin de configurer la sécurité de la couche 3.



-
i)
ci1sco Wireless Controller

Configuration | »

{* Home  Moritor | v Adminktration | v Help
Wireless WLAN
WLAH = Edit
v WL General Sacurity 05 AT Paiicy Mapping ardvanced
e e Layer2 EFETER s Server |

» [ Arccess Points Nk etk
* [ B02.11a/njac Wb Palcy
» £ 202.11b/g/n Conditional Web Redirect ]
» BB Medis Stream Webauth Authentication List Cisabled e
Q05 Wiabauth Pararmeter Map wiah b=

Webauth On-mac-fiter Falre [

Preauthentication IPv4 ACL Lincorfigured -

Praguthantication IMG ACL nong [ &

3. Ajoutez I'adresse IP WLC de la gamme 5508 comme point d'ancrage dans la configuration

d'ancrage de mobilité WLAN

r—
atlnanfia ——
isco  Wireless Controller 4 Home  Monitor | v Configuration | v Adminstraton [ v Help
Wiraless Modillity Anchors
WLAMN = Edit
B WLEN
WLANS
— WLAN Profie AT
* | Access Ponts
Swiftch P n.l:i:ife-ssl
* & 802, 11afnfac Craata Mobiity Anchor
¢ £ a0z 11b/gjin ; '
— Remove Archor
* L Media Straam
» B QoS 1P Adidress
- O 10.10%.135.151
Vérifier

Utilisez cette section pour confirmer que votre configuration fonctionne correctement.

Connectez le client au réseau sans fil unifié Cisco WLAN (CUWN). Voici le flux de travail :

1. Le client regoit une adresse IP.

envoie la page Webauth.

&)

. Le client ouvre un navigateur et accéde a n'importe quel site Web.
. Le premier paquet TCP envoyé par le client est détourné par le WLC, qui intercepte et

. Si le DNS est correctement configuré, le client obtient la page Webauth.
. Le client doit fournir le nom d'utilisateur/mot de passe pour étre authentifié.
. Une fois l'authentification réussie, le client est redirigé vers la page d'acces d'origine.



GQ 2 https://192168.2001 O ~ @ C2 € X || (2 Web Authentication x

Login

Welcome to the Cisco wireless network

Cisco is pleasedto provide the Wireless LAN infrastructure for

your network. Please login and put your unified wireless
solution to work.

User Hame

Password

7. Une fois que le client a fourni les informations d'identification appropriées, il passe
I'authentification.

ef\‘-_;?;} & http:/fwww.google.com/ £ ~ €& X || & Internet Explorer cannot dis...
@ Logout - Windows Internet Explorer | = || =] ﬁ
00 04 1 febpage

Web Authentication

Login Successful !

¥ou can now use all regular network services
aver the wireless netwaork.

Flease retain this small logout window in order
to logoffwhen done. Mote that you can always
use the following URL to retrieve this page:
hitps:/M92.168.200.1/ogout.html

Logout |

#100% -




Dépannage

Afin de dépanner votre configuration, entrez ces débogages sur le WLC de la gamme 5508, qui
agit comme un ancrage invité :

Debug Client

Debug web-auth redirect enable mac

Voici un exemple :

Debug Client 00:17:7C:2F:B6:9A
Debug web-auth redirect enable mac 00:17:7C:2F:B6:9A

show debug
MAC Addr 1. .. ... .. e 00: 17: 7C. 2F: B6: 9A

Debug Fl ags Enabl ed:
dhcp packet enabl ed.
dot 11 nobil e enabl ed.
dot 11 state enabl ed
dot 1x events enabl ed.
dot 1x states enabl ed.
FI exConnect ft enabl ed.
pem events enabl ed.
pem st ate enabl ed.
CCKM cl i ent debug enabl ed.
webaut h redirect enabl ed.

*mmMaListen: May 19 13:36:34.276: 00:17:7c:2f:b6:9a Adding mobile on Remote AP
00:00:00:00:00:00(0)

*mrivali sten: May 19 13:36:34.277: 00: 17:7c: 2f: b6:9a override for default ap group,
mar ki ng i ntgrp NULL

*mmvali sten: May 19 13:36:34.277: 00:17:7c: 2f: b6:9a Applying Interface policy on
Mobi |l e, role Unassociated. Ms NAC State 2 Quarantine Vlan 0 Access Vlan 0

*mrivaLi sten: May 19 13: 36:34.277: 00:17: 7c: 2f: b6: 9a Re-appl ying interface policy
for client

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 START (0) Changing IPv4

ACL 'none' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2219)
*mmvali sten: May 19 13:36:34.277: 00:17:7c: 2f:b6:9a 0.0.0.0 START (0) Changing | Pv6
ACL 'none' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2240)

*mmvaLi sten: May 19 13:36:34.277: 00:17: 7c: 2f: b6: 9a apf Appl yW anPol i cy: Apply W.AN
Policy over PMPv6 Client Mbility Type

*mrivali sten: May 19 13:36:34.277: 00:17:7c: 2f: b6:9a override fromintf group to an
intf for roamed client - renoving intf group from nscbh

*mrivali sten: May 19 13:36:34.277: 00:17: 7c: 2f: b6:9a 0.0.0. 0 AUTHCHECK (2) Change



state to L2AUTHCOWPLETE (4) | ast state AUTHCHECK (2)

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 L2AUTHCOMPLETE (4)
Change state to DHCP_REQD (7) last state L2AUTHCOMPLETE (4)

*mrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f : b6: 9a Resetting web | Pv4 acl from
255 to 255

*mrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f : b6: 9a Resetting web | Pv4 Flex acl
from 65535 to 65535

*mmrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f : b6: 9a St oppi ng del eti on of Mbile
Station: (callerld: 53)
*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) Adding
Fast Path rule type = Airespace AP - Learn IP address

on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

IPv4 ACL ID = 255, |Pv
*mrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQ (7) Fast Path
rule (contd...) 802.1P = 0, DSCP = 0, TokenlD = 15206 Local Bridging VIan = 60,
Local Bridging intf id = 13
*mrivaLi sten: May 19 13:36: 34.277: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
Successful ly plunbed mobile rule (I Pv4 ACL I D 255, IPv6 ACL I D 255, L2 ACL | D 255)
*mmrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7) State
Update from Mobility-Inconplete to Mbility-Conplete, nmobility rol e=ExpAnchor,
client state=APF_MS_STATE_ASSOCI ATED
*mrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
Change state to DHCP_REQD (7) last state DHCP_REQD (7)

*mrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
pemAdvanceSt at e2 5807, Adding TMP rul e
*mmrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
Repl aci ng Fast Path rule

type = Airespace AP - Learn | P address

on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

I Pv4 ACL I D = 255,
*mrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
Fast Path rule (contd...) 802.1P = 0, DSCP = 0, Tokenl D = 15206 Local
Bridging Vlan = 60, Local Bridging intf id = 13
*mmrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0. 0.0.0 DHCP_REQD (7)
Successful ly plunbed mobile rule (I Pv4 ACL I D 255, IPv6 ACL I D 255, L2 ACL | D 255)
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6: 9a Set bi-dir guest tunnel
for 00:17:7c:2f:b6:9a as in Export Anchor role
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 Added NPU entry
of type 9, dtlFlags Ox4
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6: 9a Sent an XID franme
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6: 9a Set bi-dir guest tunnel
for 00:17:7c:2f:b6:9a as in Export Anchor role
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 Added NPU entry
of type 9, dtlFlags Ox4
*| Pv6_Msg_Task: May 19 13:36:34.281: 00:17:7c: 2f: b6: 9a Pushing I Pv6 VIan Intf
| D 13: fe80:0000: 0000: 0000: 6¢cla: b253:d711: 0c7f , and MAC:. 00:17: 7C. 2F: B6: 9A ,
Bi nding to Data Plane. SUCCESS !! dhcpv6bitmap O
*| Pv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Calling nSendl pv6Addr Updat e
for addition of |Pv6: fe80:0000: 0000: 0000: 6¢cla: b253: d711: 0c7f , for MAC:
00:17: 7C: 2F: B6: 9A
*| Pv6_Msg_Task: May 19 13:36:34.281: 00:17: 7c: 2f: b6: 9a mBSendl pv6Addr Updat e: 4800
Assigning an | Pv6 Addr fe80: 0000: 0000: 0000: 6¢cla: b253: d711: 0c7f to the client in
Anchor state update the foreign switch 10.105. 135. 226
*| Pv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Link Local address fe80::
6cla: b253: d711: c7f updated to msch. Not Advancing pem state.Current state: nscb
in apfMsMrnitial nobility state and client state APF_MS_STATE_AS
*mrivaLi sten: May 19 13: 36: 34.298: 00: 17: 7c: 2f: b6:9a 0. 0.0.0 DHCP_REQD (7)
Repl aci ng Fast Path rule

type = Airespace AP - Learn | P address



on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

I Pv4 ACL I D = 255,
*mrivaLi sten: May 19 13: 36: 34.298: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)

Fast Path rule (contd...) 802.1P = 0, DSCP = 0, Tokenl D = 15206 Local Bridging
VIl an = 60, Local Bridging intf id = 13
*mrivaLi sten: May 19 13: 36: 34.298: 00: 17: 7c: 2f: b6:9a 0. 0.0.0 DHCP_REQD (7)
Successful ly plunbed mobile rule (I Pv4 ACL I D 255, IPv6 ACL I D 255, L2 ACL | D 255)
*penRecei veTask: May 19 13:36:34.298: 00: 17: 7c: 2f: b6: 9a Set bi-dir guest tunnel for
00:17: 7c: 2f: b6:9a as in Export Anchor role
*penRecei veTask: May 19 13: 36: 34.298: 00: 17: 7c: 2f: b6:9a 0.0.0. 0 Added NPU entry of
type 9, dtlFlags 0x4
*dt| ArpTask: May 19 13: 36: 34.564: 00: 17: 7c: 2f: b6:9a Static IP client associated to
interface vl an60 which can support client subnet.

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 DHCP_REQD (7)
Change state to WEBAUTH_REQD (8) last state DHCP_REQD (7)

*dt | ArpTask: May 19 13:36:34.564: 00:17: 7c: 2f: b6: 9a 60. 60. 60. 11 WEBAUTH _REQD ( 8)
pemAdvanceSt ate2 6717, Adding TMP rul e
*dt| ArpTask: May 19 13:36:34.564: 00:17: 7c: 2f: b6: 9a 60. 60. 60. 11 WEBAUTH _REQD ( 8)
Repl aci ng Fast Path rule

type = Airespace AP Client - ACL passthru

on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

| Pv4 ACL
*dtl ArpTask: May 19 13:36:34.564: 00:17: 7c: 2f: b6: 9a 60. 60. 60. 11 WEBAUTH _REQD ( 8)
Fast Path rule (contd...) 802.1P = O, DSCP = 0, TokenID = 15206 Local Bridging
Vlian = 60, Local Bridging intf id = 13
*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6é ACL ID 255, L2 ACL ID 255)
*dt| ArpTask: May 19 13: 36: 34.564: 00: 17: 7c: 2f : b6: 9a Pl unbi ng web-auth redirect rule
due to user | ogout
*dt| ArpTask: May 19 13: 36: 34.564: 00: 17: 7c: 2f : b6: 9a apf Assi gnMschl pAddr: 1148
Assigning an I p Addr 60.60.60.11 to the client in Anchor state update the foreign
switch 10. 105. 135. 226
*dt| ArpTask: May 19 13: 36: 34. 565: 00: 17: 7c: 2f : b6: 9a Assi gni ng Address 60. 60. 60. 11
to nobile
*penRecei veTask: May 19 13: 36: 34. 565: 00: 17: 7c: 2f: b6: 9a Set bi-dir guest tunnel for
00:17: 7c: 2f: b6: 9a as in Export Anchor role
*penRecei veTask: May 19 13: 36: 34. 565: 00: 17: 7c: 2f: b6: 9a 60. 60. 60. 11 Added NPU entry
of type 2, dtlFlags Ox4
*penRecei veTask: May 19 13: 36: 34. 565: 00: 17: 7c: 2f: b6: 9a Pushi ng | Pv6:
f e80: 0000: 0000: 0000: 6¢cla: b253: d711: Oc7f , and MAC: 00: 17: 7C. 2F: B6:9A , Binding to
Data Pl ane. SUCCESS !!
*penRecei veTask: May 19 13: 36: 34. 565: 00: 17: 7c: 2f: b6: 9a Sent an XID frame

(5508-MC) >
(5508-MC) >
(5508- MC) >*DHCP Socket Task: May 19 13:36:44.259: 00:17: 7c: 2f: b6: 9a DHCP recei ved
op BOOTREQUEST (1) (len 314,vlan 0, port 1, encap Oxec07)
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c: 2f: b6: 9a DHCP (encap type 0Oxec07)
metype 3ff:ff:ff:ff:ff:ff
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c: 2f:b6:9a DHCP selecting relay 1 -
control block settings:

dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,

dhcpGat eway: 0.0.0.0, dhcpRelay: 0.0.0.0 VLAN: O
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP selected relay 1 -
60. 60. 60. 251 (| ocal address 60.60.60.2, gateway 60.60.60.251, VLAN 60, port 1)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP transmitti ng DHCP
REQUEST ( 3)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP  op: BOOTREQUEST,
htype: Ethernet, hlen: 6, hops: 1
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP  xid: Oxad0Oada3
(2902502819), secs: 3072, flags: O
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP  chaddr:
00: 17: 7c: 2f : b6: 9a



*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c: 2f:b6: 9a DHCP ciaddr: 0.0.0.0,
yiaddr: 0.0.0.0
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c: 2f:b6: 9a DHCP siaddr: 0.0.0.0,
gi addr: 60. 60. 60. 2
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP requested ip:
60. 60. 60. 11
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c: 2f:b6: 9a DHCP sendi ng REQUEST to
60. 60. 60. 251 (len 358, port 1, vlan 60)
*DHCP Socket Task: May 19 13: 36:44.260: 00:17:7c: 2f:b6: 9a DHCP selecting relay 2 -
control block settings:

dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,

dhcpGat eway: 0.0.0.0, dhcpRelay: 60.60.60.2 VLAN: 60
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP selected relay 2 -
NONE (server address 0.0.0.0,local address 0.0.0.0, gateway 60.60.60.251, VLAN 60,
port 1)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c: 2f:b6: 9a DHCP recei ved op BOOTREPLY
(2) (len 308,vlan 60, port 1, encap Oxec00)
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c: 2f:b6:9a DHCP setting server from ACK
(server 60.60.60.251, yiaddr 60.60.60.11)
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP transmitti ng DHCP
ACK (5)
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP  op: BOOTREPLY, htype:
Et hernet, hlen: 6, hops: O
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP  xid: Oxad0Oada3
(2902502819), secs: 0, flags: O
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP  chaddr:
00: 17: 7c: 2f : b6: 9a
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP ciaddr: 0.0.0.0,
yiaddr: 60.60.60.11
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP siaddr: 0.0.0.0,
giaddr: 0.0.0.0
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP server id:
192.168.200.1 rcvd server id: 60.60.60.251
*webauthRedirect: May 19 13:36:47.678: 0:17:7c:2f:b6:9a- received connection

*webauthRedirect: May 19 13:36:47.680: captive-bypass detection disabled, Not
checking for wispr in HTTP GET, client mac=0:17: 7c: 2f: b6: 9a

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6:9a- Preparing redirect

URL according to configured Wb-Auth type

*webaut hRedi rect: May 19 13:36:47.680: 0:17: 7c: 2f: b6: 9a- Checki ng cust om web
config for WAAN ID: 4

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- unable to get the hostName
for virtual IP, using virtual IP =192.168.200.1

*webaut hRedi rect: My 19 13:36:47.680: 0:17:7c: 2f:b6:9a- G obal status is enabled,
checki ng on web-auth type

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6: 9a- Web-auth type Internal,
no further redirecti on needed. Presenting defualt |ogin page to user

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6:9a- http_response_nsg_bodyl

i s <HTML><HEAD><TI TLE> Web Aut henticati on Redirect </ TI TLE><META htt p-equi v=
"Cache-control " content="no-cache"><META htt p-equi v="Pragma" content="n

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6:9a- http_response_nsg_body2

i s "></HEAD></ HTM.>

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- parser host is
www . facebook.com

*webaut hRedi rect: My 19 13:36:47.680: 0:17:7c: 2f: b6:9a- parser path is /
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- added redirect=,
URL is now https://192.168.200.1/login.html?

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- strl is now
https://192.168.200.1/login.html?redirect=www.facebook.com/

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- clen string is
Cont ent - Lengt h: 312



*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Message to be sent is
HTTP/1.1 200 OK

Location: https://192.168.200.1/login.html?redirect=www.facebook.com/

Content-Type: text/html

Content-Length: 312

<HTM_><HEAD

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6:9a- send data | engt h=448
*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6: 9a- Web-auth type External,
but unable to get URL

*webaut hRedi rect: May 19 13:36:47.681: 0:17:7c: 2f: b6:9a- recei ved connection

*emAéb: May 19 13:36:48.731: SSL Connection created for MAC: 0: 17: 7c: 2f : b6: 9a
*webaut hRedi rect: May 19 13:36:51.795: 0:17: 7c: 2f: b6: 9a- recei ved connection

*webaut hRedi rect: My 19 13:36:51. 795: captive-bypass detection di sabl ed, Not
checking for wispr in HITP GET, client mac=0:17: 7c: 2f : b6: 9a

*webaut hRedi rect: My 19 13:36:51.795: 0:17: 7c: 2f: b6: 9a- Preparing redirect URL
according to configured Wb-Auth type

*webaut hRedi rect: My 19 13:36:51.796: 0: 17: 7c: 2f: b6: 9a- Checki ng cust om web
config for WAAN ID: 4

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6:9a- unable to get the host Nane
for virtual IP, using virtual |IP =192.168.200.1

*webaut hRedi rect: My 19 13:36:51.796: 0:17:7c: 2f: b6:9a- G obal status is enabled,
checki ng on web-auth type

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6: 9a- Web-auth type Internal,
no further redirecti on needed. Presenting defualt |ogin page to user

*webaut hRedi rect: My 19 13:36:51.796: 0:17:7c: 2f: b6:9a- http_response_nsg_bodyl

i s <HTML><HEAD><TI TLE> Web Aut henticati on Redirect </ Tl TLE><META htt p- equi v=
"Cache-control " content="no-cache"><META htt p-equi v="Pragma" content="n

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6:9a- http_response_nsg_body2
is "></HEAD></ HTM.>

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6:9a- parser host is
www. f acebook. com

*webaut hRedi rect: My 19 13:36:51.796: 0:17:7c: 2f: b6:9a- parser path is
/favicon.ico

*webaut hRedi rect: My 19 13:36:51.796: 0:17:7c: 2f: b6:9a- added redirect=, URL is
now https://192.168. 200. 1/1 ogi n. ht m ?

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f:b6:9a- strl is now
https://192.168. 200. 1/1 ogi n. ht m ?r edi r ect =www. f acebook. coni f avi con. i co

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- clen string is

Cont ent - Lengt h: 323

*webaut hRedi rect: My 19 13:36:51.796: 0:17: 7c: 2f: b6: 9a- Message to be sent is
HTTP/ 1.1 200 K

Location: https://192.168.200.1/1ogin. ht m ?redirect =www. f acebook. conl f avi con. i co

Cont ent - Type: text/htm

Cont ent - Lengt h: 323

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6: 9a- send data | engt h=470
*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6: 9a- Web-auth type External,
but unable to get URL
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c: 2f: b6: 9a DHCP recei ved op
BOOTREQUEST (1) (len 308,vlan 0, port 1, encap Oxec07)
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c: 2f: b6: 9a DHCP (encap type 0Oxec07)
metype 3ff:ff:ff:ff:ff:ff
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c: 2f:b6:9a DHCP selecting relay 1 -
control block settings:

dhcpServer: 60. 60. 60. 251, dhcpNet mask: 255.255. 255. 0,

dhcpGat eway: 60. 60. 60. 251, dhcpRel ay: 60.60.60.2 VLAN: 60



*emAéb: May 19 13:38:35.187:
ewaURLHook: Entering:url=/login.htm, virtlp = 192.168. 200.1, ssl_connection=1,
secur eweb=1

*emWeb: May 19 13:38:35.199: WLC received client 0:17:7c:2f:b6:9a request for
Web-Auth page /login.html

*emWeb: May 19 13:38:35.199: WLC received client 0:17:7c:2f:b6:9a request for
Web-Auth page /login.html

*emWeb: May 19 13:38:47.215:

ewaURLHook: Entering:url=/login.html, virtIp = 192.168.200.1, ssl_connection=1,
secureweb=1

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a Username entry (surbg)
created for mobile, length = 5

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a Username entry (surbg)
created in mscb for mobile, length = 5

*ewmvebWebaut hl: May 19 13:38:47.216: 00: 17: 7c: 2f : b6: 9a 60. 60. 60. 11 WEBAUTH_REQD
(8) Change state to WEBAUTH _NOL3SEC (14) | ast state WEBAUTH REQD ( 8)

*ewmvebWebaut hl: May 19 13:38:47.216: 00: 17: 7c: 2f: b6: 9a apf MsRunSt at el nc
*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_ NOL3SEC
(14) Change state to RUN (20) last state WEBAUTH_NOL3SEC (14)

*ewmvebWebaut hl: May 19 13:38:47.216: 00: 17: 7c: 2f: b6: 9a Session Tineout is O -
not starting session timer for the nobile
*ewmvebWebaut hl: May 19 13:38:47.216: 00: 17: 7c: 2f : b6: 9a 60. 60. 60. 11 RUN ( 20)
Reached PLUMBFASTPATH. from|ine 6605
*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 RUN (20)
Replacing Fast Path rule

type = Airespace AP Client

on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

IPv4 ACL ID = 255, IPv6 ACL ID =

Voici la capture de paquets c6té client.

Le client obtient I'adresse IP.

gmartlin_2f:b6:9a Broadcast LRP 42 who has &0.60,.60,117 Tell 0.0.0.0
smartlin_2f:bs:92a eroadcast LRFP 42 who has &0.60,60,2517 Te11 &60,60,60.11
smart1in_2f:b6:9a Broadcast ARF 42 gratuitous asp for 60, 60.60,11 (reguest)
0.0.0.0 255.255.255.255 DHCP 348 DHCP Request - Transaction ID Oxd73b845b
192.168.200.1 &0. 60.60,11 CHCP 346 DHCP ACK - Transaction ID nxd?zhﬁﬂh

R R B L I T - e e e

Le client ouvre un navigateur et tape www.facebook.com.

i . . g — \ S
60, 60, 60,11 50. 50. 50,251 ons ?E s:and.ard eper'y l[:u-r.'l.ﬂlm:‘| B e, 'Fa.cehnnk com
50. 50, 50,251 60, 60, 60,11 DHS 92 Zrandard gquery response Ox18bc 4 56.56.56. 56
60, 60, 60,11 50,50, 50,251 (T 78 standard query Qxablb  ARAA www, Tacebook. com
60. 60, 60,11 50. 50, 50,251 DN 76 standard query Oxablb Asas www, Facebook.com
A AL AL 1 560 5. 50,251 nes TR osrandard moaery Dxallh asas wew. Facebank . cmm
v n
wire [G60E 76 bytes captured (G608 on intertace O

Internet Protocol Version 4, Sro: 600 60,480,111 (80,460,60.11), Dst: 50,50, 50,251 (50, 50, 50,251
user patagram Protocal, SFE POFT: 62672 (626720, pst Port: domadn 530
pomain wWame System (guery)

Transaction I0D: Owabllb
® Flags: 0ud100 Standard guery

guestions: 1

ARSwEr RES: O

suthority RRS: O

additional REs: O
= aueries

B wew, Facebook. com: type A2AA, class IN

o =
+ Ethernet II, 3rc: Smartlin_Zf:bé:Ga {IJI:' 1r: ?c 2F:bé:9al), Dst: C‘iscu _foiodzal (ForfrohS:fc:bbali)
]



Le WLC intercepte le premier paquet TCP du client et transmet son adresse IP virtuelle et la page
Webauth interne.

56, 56. 56. 56 0, 60, 60,11 TcP 54 hrtp s 49720 [Ack] Seqel Acke207 WiNaG656 Lensd
56, 56, 36, 56 50, 60, AL, 324 HTTR/L.1 200 oOF (Lewi/HEmi)

‘ﬁi LR TR SR ROORN RO i R4 Fow AGTIN M BT Saned T Arl=T0T FRALE | ariei
L) m

(& Frama 550: 524 bytes on wire (4192 bits), 524 bytes captured {41%2 bits) on interface 0

& Etharnet II, Sro: Cisco_fo:B8raB (FO:F7:85:Fc:98:a8), Dst: Smartlin_2f:bé:%a (00AT:7c:ifibe:wal

[ Intarnat Protocol WVarsion 4, Src: 54, 54, 96,36 (5454, 54, 580, Dst: 80,40, 60.11 (8040, 80,11)

@ Transmission central Protocel, Sre Part: hetp (800, Dst Port: 485720 (497200, seq: 1, ack: 207, Len: 470

© HyperteEst Tramsfer Protocel
m

Location: hrrps: AL92, LeE. 200, 1 Togin, hem Frecd rect swwe, Tacebook , cosFav i con. 1oobesn

Content-Type!: textamThryn
B Content-Length: 3234rwn

S

[HTTP response 1,1]

Une fois 'authentification Web réussie, le reste du processus est terminé.

60, 60, 60,11 0, 50.99.24  pHs U6 standard gquery (ofdcd a 1escelisr, fe,nlcrosoft, cm ]
G0.60.G0.11  L02AeE.E00.1  TeR GE40TH o hotps [Sv] Soged wineSl02 Lored MESl460 Wied SACK PERMel
1sk.168.200.0 0 é0L.60.60.1L . TR BAMETPS > 45724 [SYN, ACK] Seqel Acksl Winei560 Lensl W55e1350 SACK PERMel WSafd
S0 B0, a0 11 102 165, 2.1 L= 54 40724 » hitps [Ack] Zegel ackel win=1l5580 Len=0

80, B0, B0, 11 182,168, 200,1 TLEVL 150 C19ent Hello

1%z.1568.2400.1 Al G0. &0 11 L= 54 hutps > 40724 [ack] Zegel Ack=137 win=&656 Len=o

152.168.200.1 60, 0. 80,11 TLEWL 152 Server Hello, Change Cipher Spec, Emcrypted Handshake Message

0. B0, 60, 11 102 165, 20,1 TLSWL 113 change ciphar Spec, Encrypred Handshake Massage

f0.80.80,21  MLMLEG2BA DS B3 Standard gquery bBld A ctldledndowsupdate.com

19z _1&H. 300, 1 Al.&60.60_11 TCFE 54 hoips > 49724 [.nl:u:] Zogeli® Ack=105 win=g&56 Lan=d

am ome EA me AR AR &R ABE pre T R L



A propos de cette traduction
Cisco a traduit ce document en traduction automatisée vérifiée par une personne dans le

cadre d’un service mondial permettant a nos utilisateurs d’obtenir le contenu d’assistance
dans leur propre langue.

Il convient cependant de noter que méme la meilleure traduction automatisée ne sera pas
aussi précise que celle fournie par un traducteur professionnel.



