IPSec entre deux concentrateurs Cisco VPN
3000 avec chevauchement des réseaux privés
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Introduction

Ce document décrit comment configurer le concentrateur VPN Cisco 3000 dans un VPN IPSec
site a site avec des adresses réseau qui se chevauchent derriére les passerelles VPN. La fonction
NAT (Network Address Translation) améliorée introduite dans VPN 3000 Concentrator version 3.6
a été utilisée dans cet exemple pour traduire les réseaux qui se chevauchent de chaque coté du
tunnel VPN IPSec afin de modifier les adresses de la plage qui ne se chevauchent pas.

Conditions préalables

Conditions requises

Avant d'essayer cette configuration, assurez-vous de respecter les conditions suivantes :

. Connaissance du concentrateur Cisco VPN 3000
. Connaissance du VPN IPSec

Components Used

Les informations contenues dans ce document sont basées sur les versions de matériel et de



logiciel suivantes :

. Concentrateur VPN Cisco 3000 version 3.6 ou ultérieure

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Diagramme du réseau

Ce document utilise la configuration réseau suivante :

14,38 80.x 14.38.100.%
14.38.100.100 172.18.124.132 172.18.124. 131 14.38.100.3
- Cohiiid - =
Frivale LAN % % rivate LAN
Cisco VPN 3000 Cisco VPN 3000
Concantrator Concanratos
1438, 100 14 38 200 x

Le réseau local privé 1 et le réseau local privé 2 ont un sous-réseau IP de 14.38.100.0/24. Cela
simule l'espace d'adressage qui se chevauche derriére chaque c6té du tunnel IPSec.

Dans cet exemple, le concentrateur VPN 3000 effectue une traduction NAT bidirectionnelle afin
que les deux réseaux locaux privés puissent communiquer via le tunnel IPSec. La traduction
signifie que le LAN privé 1 « voit » le LAN privé 2 comme 14.38.200.0/24 via le tunnel IPSec, et
que le LAN privé 2 « voit » le LAN privé 1 comme 14.38.80.0/24 via le tunnel IPSec.

Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Configurer le concentrateur VPN 3000 A

Procédez comme suit pour configurer le concentrateur VPN 3000 A.

1. Configurez les propositions de session LAN a LAN et les paramétres pour LAN a LAN sur le
concentrateur VPN A sous Configuration > System > Tunneling Protocols > IPSec > LAN a
LAN > Modify.Dans la section Local Network (Réseau local), saisissez 14.38.80.0/24 dans le
champ IP Address (Adresse IP).Dans la section Remote Network (Réseau distant), saisissez
14.38.200.0/24 dans le champ IP Address (Adresse IP).Cliquez sur Apply lorsque vous avez
terminé.
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Modify an [PSec LAN-to-LAN comection

Samme VPN TURNSEL Enter the same for this LAN 0 LAN comection
[t e | thermet 2 (Pubie ) (172 B2} =] Select the mserface for this LAN-10-LAN connection.
Fﬂm Enter the IF address of ihe remote peer lor fhis LANS0-LAN comeoiion
Digitad Certificate |Hors (Lo Presharsd Keys) =) Select the digitall certificate ro wee

Certlfcate © Enlre cortilicule chaim

i " # ety cectif saly Chsose how 1o send e digital cenificale 1o the IKE peer,

Preshared Koy figwpn Ender the presbared key for this LAN-15-1AN connection.
Authemtieution [FSPMOSHMAC 178 =] Specify the packost mibeaiicaton mechaniom e o
Encryplisn 3005 158 = Specify the emorypiion mechmism (o use,
IKE Proposal [KE3DES MDS =) Select ibe IE Proposal to use for this LASN-te-LAN commeciion.
Filies | Mo =| Chacse the filter to apply to the eraffic that is sineled throogh tis LAN-to-LAN comection
[PSec NAT-T | L‘Ihtr_‘t o bet NAT-T compatible [PSec peers establizh this LAN-to-1AN comme ction throwsh a NAT device.
¥ ou must aleo emabde [PSec over NAT-T mder NAT Trosparency.
Bandwidh Palicy | None =) Chiscse the bandwidth palicy to apply o this LAN-to-LAK comection
Rowting | Mo = (hionse the rouing swtch 10 st Par % hebow are kgnored iF Yetwork Amtediscovery b chosen.

Lacal Network: I§a LAN-fo-LAN MAT rele is aeed, this is the Trans lsbed Metwork: sddress
Metwark Lint [Uss 5 Addrass Wakdcard mask bokre =] Specily the kool sepaork address 15 or the [P address and wildeard mask for this LAN-te-LAN comection

Ly -I-i-l'rnl'll-“ BO.0 Note: Enter & wikdeand k. wiklch is the reverse of @ subset maak. A waldoard mask har Lo in bid
i Bind b giaie, D6 @ bl painhions 0 melch, For cosmple, 101000000000 255 = all 10101, mni
Wildomrd Muk 00,0358 aadidrgsses

Kemaie Network: Il LAN-to-LAN NAT rele iz uerd, this is e Romob BNetwork addeess

| ra— I_.IIIIUII.'I"MIII'I.."M‘ k brk ﬂ ﬁn\'.lﬁrl': resmate sebaerk mddress Lt or te [P addeess and wildoard maibk for this LANa<LAN
LIHEIEL

IF Address 1438 2000
Mote: Enter w wikdrand k. which is the reverse ol m subsel muak. A valdosrd ek b 1som b

Wikdcard Munk 028 poaEitions b ignore, 0 in bil positions to mach, For exsmple, 10,1001.0/00000255 = all 10.10,1.500

mbbrisrs
_Agply | Comeal |

2. Créez la NAT statique pour le LAN privé 2 destiné au LAN privé 1 en accédant a
Configuration > Policy Management > Traffic Management > NAT > LAN-to-LAN Rules >
Modify.Dans la ligne IP Address, saisissez 14.38.100.0/24 dans le champ Source Network,
14.38.80.0/24 dans le champ Translated Network, 14.38.200.0/24 dans le champ Remote
Network, puis cliquez sur

Apply.

R o

Mlodkly n LAN-te-LAN NAT rule

= Sintic Statlc: maps source [P addresses to translated 1P addresses on n one-fo-one basiz. Shafic mappings ngply to both ishcand and
outbspamid traffic.
MAT Typs © Drymamic Dywmenlc . maps soarce [T addresses 1o one of a pool of seasloble Fanslated [ sddresses, Dynamic mappngs gply bo ot
traffic enly.
* PAT

PAT: Dvesamic mappang with Pom Address Translation. PAT applies 1o cathamnd maffic caly

Seurce Netwark: specifies the cource [P sddiness amd wibdcard mask 1o be trancladed

Trmnalated Metwork: specifies the trmmlated 1P sddress and wildennd masl for the Lacal Netwerle 11 in the locnl sddress of the LAN do-LAN commection

Remote Nedwork: speaifies the destimation [P sddross amd wildeard mask for which $his rale appliss. To allow any remote network, set [P sddress wildoard nsask 1o
000U0V2ES 285 299 285 1t is the remode address of the LAN-S0-LAMN conseciion

Seurre Netwark Trumxlated Netwark Femote Netwark
IF Address |14.39,3000 T 1T =R 200D
Wikdewrd Mask 000265 T ~  [Dnnzss

_Aeply | Comcul |

3. Sélectionnez Configuration > Policy Management > Traffic Management > NAT > Enable et
Check pour activer les régles NAT sur les tunnels LAN a LAN. Cliquez sur
Apply.



Thiz section lets vou enable svstem-wide NAT rules.

Interface NAT Bules Enabled © Check to enabhle MAT rules on interfaces.
LAN-te-LAN Tunnel NAT Rule Enabled ¥ Check to enable WAT rules on LAN-to-LAN tunnels.

Apply Cancel

Configuration du concentrateur B du VPN Cisco 3000

Procédez comme suit pour configurer le concentrateur B du VPN Cisco 3000.

1. Configurez les propositions de sessions LAN a LAN et les paramétres pour LAN a LAN sur le
concentrateur VPN B en sélectionnant Configuration > System > Tunneling Protocols >
IPSec > LAN a LAN > Modify.Dans la section Local Network (Réseau local), saisissez
14.38.200.0/24 dans le champ IP Address (Adresse IP).Dans la section Remote Network
(Réseau distant), saisissez 14.38.80.0/24 dans le champ IP Address (Adresse IP).Cliquez
sur Apply lorsque vous avez
terminé.

Modily mn [PSee LAN0=LAN commsction

Mamme T MAT TUNMEL Enter the naine o s LANdo-LAN comfisthion
Iviwrface [Ethernet 7 (Public] (172.18.174.131) =|  Select the interface for this LAN-to-LAM conmection
Poer 172 10124, K52 Enier the [P sddress of the remode peer for this LAN-I0-LAN comection
Digital Certificute [Fane (Uss Presharsd Keys) =) Select the digitall cerfific e to nee

Certificame © Fnpre cenificase chisn

I jaxiem * Ideniity ceriaficaie only Chooss how bo sond the digeal cortaficmie o the TKE peer

Proshared Koy .rlmil Enter the predhared key for das LAN=10-LAN conssctisn
Amibrnibos bon [ESPMOGTHIMAC 178 7] Specify the packet nuthernti cation mechns mm 1o use
Encrypiisn a0ES 1uu?| Specify e encryplion mechani=m e wse
[KE Propossl [IKE 106 5 MD6 = Salest the TKE Proposn] o e for dis LAN-0-LAN conssction
Filier |--Mone | Chooss e filter 1o apply et teudfic tear e nmeeled through thia LAN-0-LAN cemneetion

Cherki b let MAT-T oompatshie IFSer peers establish B LAN-10- LA coreol s o o MAT devare.

WEs NAY-T I Yoou must slso enable [FSec over NAT-T mder NAT Trmspmrency.
Bandwidth Pelicy |- Hers j Chonas the hamdwidkh policy to spply 1o this LAN-0-LAN comnestion
Hiﬂhﬂ"‘“ﬂ T| Choose the rowimg mechaniam bo we Parsmei ers below are pnared if Neiwork Awisdiscovery is cheven

Ll Metwork: I o LANA6=LAN NAT sl b iioed, this 1o te Translmoed Network addoie
Nedwork List [Use IF Address Wikicad mask el »| Spesify e locall petwork address lisi or e £ address snd wil deord sk for s LAN-0-LAN comection

IF Adidres 185389000 Note: Enter m wikdoord mask, which s the reverze of o subsed maske. /A wildcard madk bas 15 m bat
. pasiivee lo ignere, Da in bil positions to maich. Fer example, 10.10.1.090.0.0.235 = alll 10.10.1.20n
Wildaird Nask 000255 aldoana,

Remote Metwork: I o LAN-10-LAN NAT rule is used, this is the Kemote Network sddress
Neimark List i.hr‘ll'hﬂl‘l-l"lli'l'lu-l'.ﬂ.lM:k b‘"h“'zl Speculy B rimode mebwork sddres it or the [P sddeese and waldoard mask {or thee LAM-t0-LAN
) - - comactian

I Adirm i L 00 Mote: Enter o sddbdoond mak, whilch b the reverse of o sibael sk A w0 board misk bas 16 m bl

positions to ignore, Bs in bit positions to match. For example, 10.10.1.000.0.0023% = all 10101 amn

Wildeaird Nask 0000255 piF—

oy | Conel |

2. Créez la NAT statique pour le LAN privé 1 destiné au LAN privé 2 en sélectionnant
Configuration > Policy Management > Traffic Management > NAT > LAN-to-LAN Rules >
Modify.Dans la ligne IP Address, saisissez 14.38.100.0/24 dans le champ Source Network,
14.38.200.0/24 dans le champ Translated Network, 14.38.80.0/24 dans le champ Remote
Network, puis cliquez sur

Apply.




Modly o LAN-pe=LAN MAT mele

T Smdic Siutic- maps e [P addresses fo troans lated [P addresees on n one-to-one basie. Stabhc mappings apply fo both ibound and
oo traffic
MNAT Type © Crmpnmic Dmainks maps scwce [ addrosses do one of @ pool af evalshls Fanslaged [P addrossgs, Dn o] apgly o oull '
irallic anly.
FPAT

PAT: Dynamic magping with Pon Address Translation. PAT apgles o oathomnd omffic only

Senrce Netwerk: specafies the sowrce TP sddress and waldoard mask 1o be ranslaged

Trunslwied Metwork: specifics the ranslsted 1P scldreas and wildessd mask for the Logal Medwerle It 1 the locnl sddoem of the LAN0<LAN comection

Remoie Netwerk: specifies the destination [P address md wil dewrd mask for whacls this rule spplies. To allow ey remete network, sel [P sddress'wildeord mask o
0.0.0007238, 233 2485 2% 1 is the remoie nddress of te LAMN-00L AN comeciion

Saree Merwark Transkued Merwark Remare Metwark
IF Address [14.38.1000 : [azszoon T
Wikdeard Mask 000556 T o s
Fgply | Cancel |

3. Sélectionnez Configuration > Policy Management > Traffic Management > NAT > Enable et
Check pour activer les régles NAT sur les tunnels LAN a LAN. Cliquez sur
Apply.

Thiz section letz vou enable svstem-wide NAT rules.

Interface NAT Rules Enabled T Check to enable WAT rules on interfaces.
LAN-to-LAN Tunnel NAT Rule Enabled ¥ Check to ennble WAT rules on LAN-to-LAN tunnels.

Apply Cancel

Vérification

Vérification de la configuration du concentrateur A VPN 3000

Cette section présente des informations que vous pouvez utiliser pour vous assurer que votre
configuration fonctionne correctement.

Certaines commandes show sont prises en charge par I'Output Interpreter Tool (clients
enregistrés uniquement), qui vous permet de voir une analyse de la sortie de la commande show.

- Pour lancer le tunnel, envoyez une requéte ping a partir d’'un périphérique LAN 2 privé
(14.38.200.10) vers une adresse IP sur le LAN 1 privé
(14.38.80.200).


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Ble Edt Wew Cal Transfer Help

D|&| 58] 0|5 =
PrivatelLANZH -]
Privatel AN2#
Privatel AN2H
Privatel AN2#
Privatel AN2H
PrivatelAN2#
Privatel AN2H
PrivatelLAN2#
Privatel AN24H
PrivatelLANZ2#
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Privatel AN24_ :I
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[Conrectad 020024 Auto detect  TCR/P

- Vérifiez que les sessions Internet Key Exchange (IKE) et IPSec affichent les réseaux LAN
privé 1 et LAN privé 2 avec NAT en sélectionnant Administration > Admin Sessions >
Detail.

Bk i Sessiolis

U onmeiiisn Maine IF Adddieas Protedal Enciypiisn Lagin Tmae Dunalion Byiea Tx Bytes Hx
WVIN TUNNEL ITR1E 124151 IPRec/LAN-to-LAN JDES-168 Amg 06 13-30:24 5. 40 1456 R1i]

IhE Sevilaons: |

IPhec Sevslon; |
IKE Session
Seaston I 1 Encrypilen Algairiiben SDES-168
lasking Algsrithm 30 DHiMe- Hellman Grosp Groap 2 (1024 it}
Amibentication Made Pre-Shared Keys IKE Megotlatbn Mode Main
Bekey Thue Inferyval 26000 sreonds
1PSec Session
Sesslon [0 2 Hemote Address 14,28, 200.000,000.255
Lacal Addres 14 33 500000755 Encryptian Algarithon ADES-168
Haushing Adgeriihm %08 SEP |
Encapsslation Mede Tunel Rokey T Interval 25500 seconds
Bytes Recelved 1040 Bytes Transusliied 1436

Vérification de la configuration du concentrateur B VPN 3000

Cette section présente des informations que vous pouvez utiliser pour vous assurer que votre
configuration fonctionne correctement. Pour plus d'informations sur la configuration et I'examen
des journaux lors du dépannage des probléemes de connexion avec le concentrateur VPN 3000,
référez-vous a Dépannage des problémes de connexion sur le concentrateur VPN 3000.

Certaines commandes show sont prises en charge par |'Output Interpreter Tool (clients
enregistrés uniquement), qui vous permet de voir une analyse de la sortie de la commande show.

Vérifiez que les sessions IKE et IPSec affichent le LAN privé 2 et le LAN privé 1 avec la NAT en


//www.cisco.com/warp/customer/471/vpn3k-conn.html
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sélectionnant Administration > Administrer Sessions > Detail.

= L]
K 10 sl
Ui Ui M adiee I Address FPradacal Emcrypllon Lagin 1isne Dyl B Byies Ix Eyies Hx
ETF NAT TINMNE] 172181 234.132 IPRee LAMN S0-LAN ITHES-168 Amg 08 13:17:32 131915 T 1456

IKE Seuninam: 1
[FSes Soesnboms: |

IEE Session
Seedsbam ILF | Emeryprion Algsrihm 310ES-168
Hasklng Algorihms W07 DiiMe Hlelimis Ui Lo 2 (102Kt
Awibvewilemiion Wade Pre-Shared Feys IKE Segoarion Mede Man
Rekey Thne Interval 6100 seoonds
[PSec Sessbon
Seaxion 1D 2 Remate Sddress |14 28 8000000023
Laiald Adedbrean 14 38 D00.000.0.0.233 Encrvpilon Algesdihm J1HES-168
Hushking Algorithes %04 SEF 1
Fiigapamlation Yads T i | Rikiey Thiiie lndeqval 500 secads
Bytes Receiod 1456 Bytes Trasumitted 1000

Dépannage

Dépannage de la configuration du concentrateur A VPN 3000

Sur le concentrateur VPN, activez la journalisation, sélectionnez Configuration > System > Events
> Classes > Modify. Les options suivantes sont disponibles :

- IKE
- IKEDBG
- IKEDECODE
- IPSEC
- IPSECDBG
- IPSECDECODE
- Gravité du journal = 1-13
- Gravité vers la console = 1-3
Vous pouvez récupérer le journal des événements en sélectionnant Monitoring > Event Log.

Pour plus d'informations sur la configuration et I'examen des journaux lors du dépannage des
problémes de connexion avec le concentrateur VPN 3000, référez-vous a Dépannage des
problémes de connexion sur le concentrateur VPN 3000.

1 08/09/2002 13:14:22.690 SEV=8 IKEDBG/0 RPT=52040 172.18.124.132
RECEIVED Message (msgid=0) with payloads :
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

3 08/09/2002 13:14:22.690 SEV=9 IKEDBG/0 RPT=52041 172.18.124.132
processing SA payload

4 08/09/2002 13:14:22.690 SEV=8 IKEDBG/0 RPT=52042
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE
Parsing received transform:
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Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class Auth Method:
Rcv'd: Preshared Key

Cfg'd: XAUTH with Preshared Key (Initiator authenticated)

10 08/09/2002 13:14:22.690 SEV=7 IKEDBG/0 RPT=52043 172.18.124.132

Oakley proposal is acceptable

11 08/09/2002 13:14:22.690 SEV=9 IKEDBG/47 RPT=28 172.18.124.132

processing VID payload

12 08/09/2002 13:14:22.690 SEV=9 IKEDBG/49 RPT=24 172.18.124.132

Received Fragmentation VID

13 08/09/2002 13:14:22.690 SEV=5 IKEDBG/64 RPT=6 172.18.124.132

IKE Peer included IKE fragmentation capability flags:
Main Mode: True
Aggressive Mode: True

15 08/09/2002 13:14:22.690 SEV=9 IKEDBG/0 RPT=52044 172.18.124.132

processing IKE SA

16 08/09/2002 13:14:22.690 SEV=8 IKEDBG/0 RPT=52045
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE
Parsing received transform:
Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class Auth Method:
Rcv'd: Preshared Key

Cfg'd: XAUTH with Preshared Key (Initiator authenticated)

22 08/09/2002 13:14:22.690 SEV=7 IKEDBG/28 RPT=5 172.18.124.132

IKE SA Proposal # 1, Transform # 1 acceptable
Matches global IKE entry # 2

23 08/09/2002 13:14:22.690 SEV=9 IKEDBG/0 RPT=52046 172.18.124.132

constructing ISA_SA for isakmp

24 08/09/2002 13:14:22.690 SEV=9 IKEDBG/46 RPT=26 172.18.124.132
constructing Fragmentation VID + extended capabilities payload

25 08/09/2002 13:14:22.690 SEV=8 IKEDBG/0 RPT=52047 172.
SENDING Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) ... total length : 108

27 08/09/2002 13:14:22.700 SEV=8 IKEDBG/0 RPT=52048 172.
RECEIVED Message (msgid=0) with payloads

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +
) + NONE (0) ... total length : 256

30 08/09/2002 13:14:22.700 SEV=8 IKEDBG/0 RPT=52049 172.
RECEIVED Message (msgid=0) with payloads

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +
) + NONE (0) ... total length : 256

18.124.

18.124.

VENDOR

18.124.

VENDOR

132

132

(13)

132

(13)

+ VENDOR

+ VENDOR

(13

(13



33 08/09/2002 13:14:22.700

processing ke payload

34 08/09/2002 13:14:22.700

processing ISA_KE

35 08/09/2002 13:14:22.700
processing nonce payload

36 08/09/2002 13:14:22.700

processing VID payload

37 08/09/2002 13:14:22.700 SEV=9

SEV=9

SEV=9

SEV=9

SEV=9

IKEDBG/47

IKEDBG/49

Received Cisco Unity client VID

38 08/09/2002 13:14:22.700 SEV=9

processing VID payload

39 08/09/2002 13:14:22.700 SEV=9

Received xauth V6 VID

40 08/09/2002 13:14:22.700 SEV=9

processing VID payload

41 08/09/2002 13:14:22.700 SEV=9

IKEDBG/47

IKEDBG/49

IKEDBG/47

IKEDBG/38

Processing VPN 3000 spoofing IOS Vendor ID

20000001)

43 08/09/2002 13:14:22.700 SEV=9

processing VID payload

44 08/09/2002 13:14:22.700 SEV=9

Received Altiga GW VID

45 08/09/2002 13:14:22.730 SEV=9

constructing ke payload

46 08/09/2002 13:14:22.730 SEV=9
constructing nonce payload

IKEDBG/47

IKEDBG/49

IKEDBG/1 RPT=83 172.18.124.132

RPT=29 172.18.124.132

RPT=25 172.18.124.132

RPT=30 172.18.124.132

RPT=26 172.18.124.132

RPT=31 172.18.124.132

RPT=9 172.18.124.132
payload

(version:

RPT=32 172.18.124.132

RPT=27 172.18.124.132

IKEDBG/1 RPT=84 172.18.124.132

47 08/09/2002 13:14:22.730 SEV=9 IKEDBG/46 RPT=27 172.18.124.132
constructing Cisco Unity VID payload

48 08/09/2002 13:14:22.730 SEV=9 IKEDBG/46 RPT=28 172.18.124.132
constructing xauth V6 VID payload

49 08/09/2002 13:14:22.730 SEV=9 IKEDBG/48 RPT=10 172.18.124.132

Send IOS VID

50 08/09/2002 13:14:22.730 SEV=9 IKEDBG/38 RPT=10 172.18.124.132

Constructing VPN 3000 spoofing IOS Vendor ID payload

es: 20000001)

52 08/09/2002 13:14:22.730 SEV=9
constructing VID payload

53 08/09/2002 13:14:22.730 SEV=9

Send Altiga GW VID

54 08/09/2002 13:14:22.730 SEV=9

IKEDBG/46

IKEDBG/48

Generating keys for Responder...

55 08/09/2002 13:14:22.730 SEV=8

RPT=29 172.18.124.132

RPT=11 172.18.124.132

1.0.

(version: 1.

IKEDBG/0 RPT=52050 172.18.124.132

IKEDBG/0 RPT=52051 172.18.124.132

0,

IKEDBG/0 RPT=52052 172.18.124.132

0.

IKEDBG/0 RPT=52053 172.18.124.132

IKEDBG/0 RPT=52054 172.18.124.132

capabilities

0,

capabiliti



SENDING Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) ... total length : 256

57 08/09/2002 13:14:22.770 SEV=8 IKEDBG/0 RPT=52055 172.18.124.132

RECEIVED Message (msgid=0) with payloads

HDR + ID (5) + HASH (8) + IOS KEEPALIVE (14) + VENDOR (13) + NONE (0) ... total
length : 92

60 08/09/2002 13:14:22.770 SEV=9 IKEDBG/1l RPT=85 172.18.124.132
Group [172.18.124.132]
Processing ID

61 08/09/2002 13:14:22.770 SEV=9 IKEDBG/0 RPT=52056 172.18.124.132
Group [172.18.124.132]
processing hash

62 08/09/2002 13:14:22.770 SEV=9 IKEDBG/0 RPT=52057 172.18.124.132
Group [172.18.124.132]
computing hash

63 08/09/2002 13:14:22.770 SEV=9 IKEDBG/34 RPT=9 172.18.124.132
Processing IOS keep alive payload: proposal=32767/32767 sec.

64 08/09/2002 13:14:22.770 SEV=9 IKEDBG/47 RPT=33 172.18.124.132
Group [172.18.124.132]
processing VID payload

65 08/09/2002 13:14:22.770 SEV=9 IKEDBG/49 RPT=28 172.18.124.132
Group [172.18.124.132]
Received DPD VID

66 08/09/2002 13:14:22.770 SEV=9 IKEDBG/23 RPT=6 172.18.124.132
Group [172.18.124.132]
Starting group lookup for peer 172.18.124.132

67 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/1 RPT=7
AUTH_Open () returns 9

68 08/09/2002 13:14:22.770 SEV=7 AUTH/12 RPT=7
Authentication session opened: handle = 9

69 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/3 RPT=9
AUTH_PutAttrTable (9, 8c6274)

70 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/6 RPT=6
AUTH_GroupAuthenticate (9, 2f1c798, 599818)

71 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/59 RPT=9
AUTH_BindServer (511c62c, 0, 0)

72 08/09/2002 13:14:22.770 SEV=9 AUTHDBG/69 RPT=9
Auth Server dbl704 has been bound to ACB 511lc62c, sessions = 1

73 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/65 RPT=9
AUTH_CreateTimer (511c62c, 0, 0)

74 08/09/2002 13:14:22.770 SEV=9 AUTHDBG/72 RPT=9
Reply timer created: handle = 66001B

75 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/179 RPT=9
AUTH_SyncToServer (511cé62c, 0, 0)

76 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/180 RPT=9
AUTH_SendLockReqg(511c62c, 0, 0)



77 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/61 RPT=9
AUTH_BuildMsg(511c62c, 0, 0)

78 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/64 RPT=9
AUTH_StartTimer (511c62c, 0, 0)

79 08/09/2002 13:14:22.770 SEV=9 AUTHDBG/73 RPT=9
Reply timer started: handle = 66001B, timestamp = 17178934, timeout = 30000

80 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/62 RPT=9
AUTH_SndRequest (511c62c, 0, 0)

81 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/50 RPT=17
IntDB_Decode (37£1908, 149)

82 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/47 RPT=17
IntDB_Xmt (511c62c)

83 08/09/2002 13:14:22.770 SEV=9 AUTHDBG/71 RPT=9
xmit_cnt = 1

84 08/09/2002 13:14:22.770 SEV=8 AUTHDBG/47 RPT=18
IntDB_Xmt (511c62c)

85 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/49 RPT=9
IntDB_Match(511c62c, 5119cc4)

86 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/63 RPT=9
AUTH_RcvReply (511cé62c, 0, 0)

87 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/50 RPT=18
IntDB_Decode (5119cc4, 835)

88 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/48 RPT=9
IntDB_Rcv(511c62c)

89 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/66 RPT=9
AUTH_DeleteTimer (511c62c, 0, 0)

90 08/09/2002 13:14:22.870 SEV=9 AUTHDBG/74 RPT=9
Reply timer stopped: handle = 66001B, timestamp = 17178944

91 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/58 RPT=9
AUTH_Callback(511c62c, 0, 0)

92 08/09/2002 13:14:22.870 SEV=6 AUTH/41 RPT=8 172.18.124.132
Authentication successful: handle = 9, server = Internal, group = 172.18.124.132

93 08/09/2002 13:14:22.870 SEV=7 IKEDBG/0 RPT=52058 172.18.124.132
Group [172.18.124.132]
Found Phase 1 Group (172.18.124.132)

94 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/4 RPT=8
AUTH_GetAttrTable (9, 8c6520)

95 08/09/2002 13:14:22.870 SEV=7 IKEDBG/14 RPT=7 172.18.124.132
Group [172.18.124.132]

Authentication configured for Internal

96 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/2 RPT=7
AUTH_Close(9)

97 08/09/2002 13:14:22.870 SEV=9 IKEDBG/1 RPT=86 172.18.124.132



Group [172.18.124.132]
constructing ID

98 08/09/2002 13:14:22.870 SEV=9 IKEDBG/0 RPT=52059
Group [172.18.124.132]
construct hash payload

99 08/09/2002 13:14:22.870 SEV=9 IKEDBG/0 RPT=52060 172.18.124.132
Group [172.18.124.132]
computing hash

100 08/09/2002 13:14:22.870 SEV=9 IKEDBG/34 RPT=10 172.18.124.132
Constructing IOS keep alive payload: proposal=32767/32767 sec.

101 08/09/2002 13:14:22.870 SEV=9 IKEDBG/46 RPT=30 172.18.124.132
Group [172.18.124.132]
constructing dpd vid payload

102 08/09/2002 13:14:22.870 SEV=8 IKEDBG/0 RPT=52061 172.18.124.132
SENDING Message (msgid=0) with payloads
HDR + ID (5) + HASH (8) ... total length : 92

104 08/09/2002 13:14:22.870 SEV=4 IKE/119 RPT=8 172.18.124.132
Group [172.18.124.132]
PHASE 1 COMPLETED

105 08/09/2002 13:14:22.870 SEV=6 IKE/121 RPT=6 172.18.124.132
Keep-alive type for this connection: DPD

106 08/09/2002 13:14:22.870 SEV=7 IKEDBG/0 RPT=52062 172.18.124.132
Group [172.18.124.132]
Starting phase 1 rekey timer: 73440000 (ms)

107 08/09/2002 13:14:22.870 SEV=4 AUTH/22 RPT=38
User 172.18.124.132 connected

108 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/60 RPT=9
AUTH_UnbindServer (511c62c, 0, 0)

109 08/09/2002 13:14:22.870 SEV=9 AUTHDBG/70 RPT=9
Auth Server dbl704 has been unbound from ACB 511c62c, sessions = 0

110 08/09/2002 13:14:22.870 SEV=8 AUTHDBG/10 RPT=7
AUTH_Int_FreeAuthCB(511c62c)

111 08/09/2002 13:14:22.870 SEV=7 AUTH/13 RPT=7
Authentication session closed: handle = 9

112 08/09/2002 13:14:22.970 SEV=8 IKEDBG/0 RPT=52063 172.18.124.132

RECEIVED Message (msgid=56fdcal09) with payloads

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0)
total length : 180

115 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52064 172.18.124.132
Group [172.18.124.132]
processing hash

116 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52065 172.18.124.132
Group [172.18.124.132]
processing SA payload

117 08/09/2002 13:14:22.970 SEV=9 IKEDBG/1 RPT=87 172.18.124.132
Group [172.18.124.132]
processing nonce payload



118 08/09/2002 13:14:22.970 SEV=9 IKEDBG/1 RPT=88 172.18.124.132
Group [172.18.124.132]
Processing ID

119 08/09/2002 13:14:22.970 SEV=5 IKE/35 RPT=4 172.18.124.132
Group [172.18.124.132]

Received remote IP Proxy Subnet data in ID Payload:

Address 14.38.80.0, Mask 255.255.255.0, Protocol 0, Port 0

122 08/09/2002 13:14:22.970 SEV=9 IKEDBG/1 RPT=89 172.18.124.132
Group [172.18.124.132]
Processing ID

123 08/09/2002 13:14:22.970 SEV=5 IKE/34 RPT=6 172.18.124.132
Group [172.18.124.132]

Received local IP Proxy Subnet data in ID Payload:

Address 14.38.200.0, Mask 255.255.255.0, Protocol 0, Port O

126 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52066 172.18.124.132
Group [172.18.124.132]
Processing Notify payload

127 08/09/2002 13:14:22.970 SEV=8 IKEDBG/0 RPT=52067
QM IsRekeyed old sa not found by addr

128 08/09/2002 13:14:22.970 SEV=5 IKE/66 RPT=8 172.18.124.132
Group [172.18.124.132]
IKE Remote Peer configured for SA: L2L: RTP NAT TUNNEL

129 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52068 172.18.124.132
Group [172.18.124.132]
processing IPSEC SA

130 08/09/2002 13:14:22.970 SEV=7 IKEDBG/27 RPT=6 172.18.124.132
Group [172.18.124.132]
IPSec SA Proposal # 1, Transform # 1 acceptable

131 08/09/2002 13:14:22.970 SEV=7 IKEDBG/0 RPT=52069 172.18.124.132
Group [172.18.124.132]
IKE: requesting SPI!

132 08/09/2002 13:14:22.970 SEV=6 IKE/0 RPT=5
Received unexpected event EV_ACTIVATE_NEW_SA in state MM_ACTIVE

133 08/09/2002 13:14:22.970 SEV=9 IPSECDBG/6 RPT=41

IPSEC key message parse - msgtype 6, len 208, vers 1, pid 00000000, seqg 12, err

0, type 2, mode 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen 0, hashKey
Len 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0, lifetimel 21, lifetime2 0, dsId 30
0

137 08/09/2002 13:14:22.970 SEV=9 IPSECDBG/1 RPT=155
Processing KEY_GETSPI msg!

138 08/09/2002 13:14:22.970 SEV=7 IPSECDBG/13 RPT=9
Reserved SPI 840508266

139 08/09/2002 13:14:22.970 SEV=8 IKEDBG/6 RPT=9
IKE got SPI from key engine: SPI = 0x3219236a

140 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52070 172.18.124.132
Group [172.18.124.132]
oakley constucting quick mode



141 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52071 172.18.124.132
Group [172.18.124.132]
constructing blank hash

142 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52072 172.18.124.132
Group [172.18.124.132]
constructing ISA_SA for ipsec

143 08/09/2002 13:14:22.970 SEV=9 IKEDBG/1 RPT=90 172.18.124.132
Group [172.18.124.132]
constructing ipsec nonce payload

144 08/09/2002 13:14:22.970 SEV=9 IKEDBG/1 RPT=91 172.18.124.132
Group [172.18.124.132]
constructing proxy ID

145 08/09/2002 13:14:22.970 SEV=7 IKEDBG/0 RPT=52073 172.18.124.132
Group [172.18.124.132]
Transmitting Proxy Id:
Remote subnet: 14.38.80.0 Mask 255.255.255.0 Protocol 0 Port 0
Local subnet: 14.38.200.0 mask 255.255.255.0 Protocol 0 Port 0

149 08/09/2002 13:14:22.970 SEV=9 IKEDBG/0 RPT=52074 172.18.124.132
Group [172.18.124.132]
constructing gm hash

150 08/09/2002 13:14:22.970 SEV=8 IKEDBG/0 RPT=52075 172.18.124.132
SENDING Message (msgid=56fdcal9) with payloads
HDR + HASH (8) + SA (1) ... total length : 152

152 08/09/2002 13:14:22.980 SEV=8 IKEDBG/0 RPT=52076 172.18.124.132
RECEIVED Message (msgid=56fdcal09) with payloads
HDR + HASH (8) + NONE (0) ... total length : 48

154 08/09/2002 13:14:22.980 SEV=9 IKEDBG/0 RPT=52077 172.18.124.132
Group [172.18.124.132]
processing hash

155 08/09/2002 13:14:22.980 SEV=9 IKEDBG/0 RPT=52078 172.18.124.132
Group [172.18.124.132]
loading all IPSEC SAs

156 08/09/2002 13:14:22.980 SEV=9 IKEDBG/1 RPT=92 172.18.124.132
Group [172.18.124.132]
Generating Quick Mode Key!

157 08/09/2002 13:14:22.980 SEV=9 IKEDBG/1 RPT=93 172.18.124.132
Group [172.18.124.132]
Generating Quick Mode Key!

158 08/09/2002 13:14:22.980 SEV=7 IKEDBG/0 RPT=52079 172.18.124.132
Group [172.18.124.132]
Loading subnet:

Dst: 14.38.200.0 mask: 255.255.255.0

Src: 14.38.80.0 mask: 255.255.255.0

161 08/09/2002 13:14:22.980 SEV=4 IKE/49 RPT=12 172.18.124.132
Group [172.18.124.132]

Security negotiation complete for LAN-to-LAN Group (172.18.124.132)
Responder, Inbound SPI = 0x3219236a, Outbound SPI = 0x3607c2f4

164 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/6 RPT=42
IPSEC key message parse - msgtype 1, len 622, vers 1, pid 00000000, seqg 0, err O
, type 2, mode 1, state 64, label 0, pad 0, spi 3607c2f4, encrKeyLen 24, hashKey



Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O,
167 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/1l RPT=156

Processing KEY_ADD msg!

168 08/09/2002 13:14:22.980 SEV=9
key_msghdr2secassoc() :

IPSECDBG/1 RPT=157

Enter

169 08/09/2002
No USER filter

13:14:22.980 SEV=7
configured

IPSECDBG/1 RPT=158

170 08/09/2002
KeyProcessAdd:

13:14:22.980 SEV=9
Enter

IPSECDBG/1 RPT=159

171 08/09/2002
KeyProcessAdd:

13:14:22.980 SEV=8
Adding outbound SA

IPSECDBG/1 RPT=160

172 08/09/2002
KeyProcessAdd:

13:14:22.980 SEV=8 IPSECDBG/1l RPT=161
src 14.38.200.0 mask 0.0.0.255,

173 08/09/2002
KeyProcessAdd:

13:14:22.980 SEV=8 IPSECDBG/1 RPT=162
FilterIpsecAddIkeSa success

174 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/6 RPT=43

lifetimel 21,

lifetime2 0, dsId 0

dst 14.38.80.0 mask 0.0.0.255

IPSEC key message parse - msgtype 3, len 335, vers 1, pid 00000000, seg 0, err O
, type 2, mode 1, state 32, label 0, pad 0, spi 3219236a, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel 21, lifetime2 0, dsId O

177 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/1 RPT=163
Processing KEY_UPDATE msg!

178 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/1
Update inbound SA addresses

RPT=164

179 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/1
key_msghdr2secassoc () : Enter

RPT=165

180 08/09/2002 13:14:22.980 SEV=7 IPSECDBG/1
No USER filter configured

RPT=166

181 08/09/2002 13:14:22.980 SEV=9 IPSECDBG/1
KeyProcessUpdate: Enter

RPT=167

182 08/09/2002 13:14:22.980 SEV=8 IPSECDBG/1
KeyProcessUpdate:

RPT=168
success

183 08/09/2002 13:14:22.980 SEV=8 IKEDBG/7 RPT=9
IKE got a KEY_ADD msg for SA: SPI = 0x3607c2f4

184 08/09/2002 13:14:22.980 SEV=8 IKEDBG/0 RPT=52080
pitcher: rcv KEY_UPDATE, spi 0x3219236a

185 08/09/2002 13:14:22.980 SEV=4 IKE/120 RPT=12 172.18.124.132

Group [172.18.124.132]
PHASE 2 COMPLETED (msgid=56£fdca09)

186 08/09/2002 13:14:24.690 SEV=7 IPSECDBG/1l RPT=169
IPSec Inbound SA has received data!

187 08/09/2002 13:14:24.690 SEV=8 IKEDBG/0 RPT=52081
pitcher: recv KEY_SA ACTIVE spi 0x3219236a

188 08/09/2002 13:14:24.690 SEV=8 IKEDBG/0 RPT=52082

KEY_SA_ACTIVE no old rekey centry found with new spi 0x3219236a,

mess_id 0x0



Dépannage de la configuration du concentrateur B VPN 3000

Pour plus d'informations sur la configuration et I'examen des journaux lors du dépannage des
problémes de connexion avec le concentrateur VPN 3000, référez-vous a Dépannage des
problémes de connexion sur le concentrateur VPN 3000. Avant d'exécuter les commandes debug,
référez-vous a la section Informations importantes sur les commandes Debug.

1 08/07/2002 13:27:13.970 SEV=7 IPSECDBG/10 RPT=4
IPSEC ipsec_output() can call key acquire() because 590 seconds have elapsed sin
ce last IKE negotiation began (src 0x0e265065, dst 0x01b99224)

3 08/07/2002 13:27:13.970 SEV=7 IPSECDBG/1l4 RPT=5
Sending KEY_ACQUIRE to IKE for src 14.38.80.101, dst 14.38.200.3

4 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52300
pitcher: received a key acquire message!

5 08/07/2002 13:27:13.970 SEV=4 IKE/41] RPT=5 172.18.124.131

IKE Initiator: New Phase 1, Intf 2, IKE Peer 172.18.124.131
local Proxy Address 14.38.80.0, remote Proxy Address 14.38.200.0,
SA (L2L: VPN TUNNEL)

8 08/07/2002 13:27:13.970 SEV=9 IKEDBG/0 RPT=52301 172.18.124.131
constructing ISA_SA for isakmp

9 08/07/2002 13:27:13.970 SEV=9 IKEDBG/46 RPT=26 172.18.124.131
constructing Fragmentation VID + extended capabilities payload

10 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52302 172.18.124.131
SENDING Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) ... total length : 108

12 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52303 172.18.124.131
RECEIVED Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

14 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52304 172.18.124.131
RECEIVED Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

16 08/07/2002 13:27:13.970 SEV=9 IKEDBG/0 RPT=52305 172.18.124.131
processing SA payload

17 08/07/2002 13:27:13.970 SEV=7 IKEDBG/0 RPT=52306 172.18.124.131
Oakley proposal is acceptable

18 08/07/2002 13:27:13.970 SEV=9 IKEDBG/47 RPT=31 172.18.124.131
processing VID payload
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19 08/07/2002 13:27:13.970 SEV=9 IKEDBG/49 RPT=26 172.18.124.131
Received Fragmentation VID

20 08/07/2002 13:27:13.970 SEV=5 IKEDBG/64 RPT=7 172.18.124.131
IKE Peer included IKE fragmentation capability flags:

Main Mode: True

Aggressive Mode: True

22 08/07/2002 13:27:13.970 SEV=9 IKEDBG/0 RPT=52307 172.18.124.131
constructing ke payload

23 08/07/2002 13:27:13.970 SEV=9 IKEDBG/1 RPT=70 172.18.124.131
constructing nonce payload

24 08/07/2002 13:27:13.970 SEV=9 IKEDBG/46 RPT=27 172.18.124.131
constructing Cisco Unity VID payload

25 08/07/2002 13:27:13.970 SEV=9 IKEDBG/46 RPT=28 172.18.124.131
constructing xauth V6 VID payload

26 08/07/2002 13:27:13.970 SEV=9 IKEDBG/48 RPT=11 172.18.124.131
Send IOS VID

27 08/07/2002 13:27:13.970 SEV=9 IKEDBG/38 RPT=11 172.18.124.131
Constructing VPN 3000 spoofing IOS Vendor ID payload (version: 1.0.0, capabiliti
es: 20000001)

29 08/07/2002 13:27:13.970 SEV=9 IKEDBG/46 RPT=29 172.18.124.131
constructing VID payload

30 08/07/2002 13:27:13.970 SEV=9 IKEDBG/48 RPT=12 172.18.124.131
Send Altiga GW VID

31 08/07/2002 13:27:13.970 SEV=8 IKEDBG/0 RPT=52308 172.18.124.131
SENDING Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) ... total length : 256

33 08/07/2002 13:27:14.010 SEV=8 IKEDBG/0 RPT=52309 172.18.124.131

RECEIVED Message (msgid=0) with payloads

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

36 08/07/2002 13:27:14.010 SEV=8 IKEDBG/0 RPT=52310 172.18.124.131

RECEIVED Message (msgid=0) with payloads

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

39 08/07/2002 13:27:14.010 SEV=9 IKEDBG/0 RPT=52311 172.18.124.131
processing ke payload

40 08/07/2002 13:27:14.010 SEV=9 IKEDBG/0 RPT=52312 172.18.124.131
processing ISA_KE

41 08/07/2002 13:27:14.010 SEV=9 IKEDBG/1 RPT=71 172.18.124.131
processing nonce payload

42 08/07/2002 13:27:14.010 SEV=9 IKEDBG/47 RPT=32 172.18.124.131
processing VID payload

43 08/07/2002 13:27:14.010 SEV=9 IKEDBG/49 RPT=27 172.18.124.131
Received Cisco Unity client VID



44 08/07/2002 13:27:14.010 SEV=9 IKEDBG/47 RPT=33 172.18.124.131
processing VID payload

45 08/07/2002 13:27:14.010 SEV=9 IKEDBG/49 RPT=28 172.18.124.131
Received xauth V6 VID

46 08/07/2002 13:27:14.010 SEV=9 IKEDBG/47 RPT=34 172.18.124.131
processing VID payload

47 08/07/2002 13:27:14.010 SEV=9 IKEDBG/38 RPT=12 172.18.124.131
Processing VPN 3000 spoofing IOS Vendor ID payload (version: 1.0.0, capabilities
20000001)

49 08/07/2002 13:27:14.010 SEV=9 IKEDBG/47 RPT=35 172.18.124.131
processing VID payload

50 08/07/2002 13:27:14.010 SEV=9 IKEDBG/49 RPT=29 172.18.124.131
Received Altiga GW VID

51 08/07/2002 13:27:14.040 SEV=9 IKEDBG/0 RPT=52313 172.18.124.131
Generating keys for Initiator...

52 08/07/2002 13:27:14.040 SEV=9 IKEDBG/1l RPT=72 172.18.124.131
Group [172.18.124.131]
constructing ID

53 08/07/2002 13:27:14.040 SEV=9 IKEDBG/0 RPT=52314
Group [172.18.124.131]
construct hash payload

54 08/07/2002 13:27:14.040 SEV=9 IKEDBG/0 RPT=52315 172.18.124.131
Group [172.18.124.131]
computing hash

55 08/07/2002 13:27:14.040 SEV=9 IKEDBG/34 RPT=11 172.18.124.131
Constructing IOS keep alive payload: proposal=32767/32767 sec.

56 08/07/2002 13:27:14.040 SEV=9 IKEDBG/46 RPT=30 172.18.124.131
Group [172.18.124.131]
constructing dpd vid payload

57 08/07/2002 13:27:14.040 SEV=8 IKEDBG/0 RPT=52316 172.18.124.131
SENDING Message (msgid=0) with payloads
HDR + ID (5) + HASH (8) ... total length : 92

59 08/07/2002 13:27:14.140 SEV=8 IKEDBG/0 RPT=52317 172.18.124.131

RECEIVED Message (msgid=0) with payloads

HDR + ID (5) + HASH (8) + IOS KEEPALIVE (14) + VENDOR (13) + NONE (0) ... total
length : 92

62 08/07/2002 13:27:14.140 SEV=9 IKEDBG/1l RPT=73 172.18.124.131
Group [172.18.124.131]
Processing ID

63 08/07/2002 13:27:14.140 SEV=9 IKEDBG/0 RPT=52318 172.18.124.131
Group [172.18.124.131]
processing hash

64 08/07/2002 13:27:14.140 SEV=9 IKEDBG/0 RPT=52319 172.18.124.131
Group [172.18.124.131]
computing hash

65 08/07/2002 13:27:14.140 SEV=9 IKEDBG/34 RPT=12 172.18.124.131



Processing IOS keep alive payload: proposal=32767/32767 sec.

66 08/07/2002 13:27:14.140 SEV=9 IKEDBG/47 RPT=36 172.18.124.131

Group [172.18.124.131]
processing VID payload

67 08/07/2002 13:27:14.140 SEV=9 IKEDBG/49 RPT=30 172.18.124.131

Group [172.18.124.131]
Received DPD VID

68 08/07/2002 13:27:14.140 SEV=9 IKEDBG/23 RPT=6 172.18.124.131

Group [172.18.124.131]
Starting group lookup for peer 172.18.124.131

69 08/07/2002 13:27:14.140 SEV=8 AUTHDBG/1l RPT=2
AUTH_Open () returns 6

70 08/07/2002 13:27:14.140 SEV=7 AUTH/12 RPT=2
Authentication session opened: handle = 6

71 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/3 RPT=2
AUTH_PutAttrTable (6, 8c6274)

72 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/6 RPT=2
AUTH_GroupAuthenticate (6, 50097dc, 599818)

73 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/59 RPT=2
AUTH_BindServer (9a05c60, 0, 0)

74 08/07/2002 13:27:14.150 SEV=9 AUTHDBG/69 RPT=2
Auth Server 15dd704 has been bound to ACB 9a05c60,

75 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/65 RPT=2
AUTH_CreateTimer (9a05c60, 0, 0)

76 08/07/2002 13:27:14.150 SEV=9 AUTHDBG/72 RPT=2
Reply timer created: handle = 4F0019

77 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/179 RPT=2
AUTH_SyncToServer (9a05c60, 0, 0)

78 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/180 RPT=2
AUTH_SendLockReqg(9a05c60, 0, 0)

79 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/61 RPT=2
AUTH_BuildMsg (9a05c60, 0, 0)

80 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/64 RPT=2
AUTH_StartTimer (9a05c60, 0, 0)

81 08/07/2002 13:27:14.150 SEV=9 AUTHDBG/73 RPT=2
Reply timer started: handle = 4F0019, timestamp =

82 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/62 RPT=2
AUTH_SndRequest (9a05c60, 0, 0)

83 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/50 RPT=3
IntDB_Decode (62ea4f8, 149)

84 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/47 RPT=3
IntDB_Xmt (9a05c60)

85 08/07/2002 13:27:14.150 SEV=9 AUTHDBG/71 RPT=2
xmit_cnt = 1

sessions

17231134,

=1

timeout

30000



86 08/07/2002 13:27:14.150 SEV=8 AUTHDBG/47 RPT=4
IntDB_Xmt (9a05c60)

87 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/49 RPT=2
IntDB_Match(9a05c60, 9a09658)

88 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/63 RPT=2
AUTH_RcvReply (9a05¢c60, 0, 0)

89 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/50 RPT=4
IntDB_Decode (9a09658, 636)

90 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/48 RPT=2
IntDB_Rcv(9a05c60)

91 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/66 RPT=2
AUTH_DeleteTimer (9a05c60, 0, 0)

92 08/07/2002 13:27:14.250 SEV=9 AUTHDBG/74 RPT=2
Reply timer stopped: handle = 4F0019, timestamp = 17231144

93 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/58 RPT=2
AUTH_Callback(9a05c60, 0, 0)

94 08/07/2002 13:27:14.250 SEV=6 AUTH/41 RPT=2 172.18.124.131
Authentication successful: handle = 6, server = Internal, group = 172.18.124.131

95 08/07/2002 13:27:14.250 SEV=7 IKEDBG/0 RPT=52320 172.18.124.131
Group [172.18.124.131]
Found Phase 1 Group (172.18.124.131)

96 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/4 RPT=2
AUTH_GetAttrTable (6, 8c6520)

97 08/07/2002 13:27:14.250 SEV=7 IKEDBG/1l4 RPT=6 172.18.124.131
Group [172.18.124.131]
Authentication configured for Internal

98 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/2 RPT=2
AUTH_Close(6)

99 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52321 172.18.124.131
Group [172.18.124.131]
Oakley begin quick mode

100 08/07/2002 13:27:14.250 SEV=4 IKE/119 RPT=7 172.18.124.131
Group [172.18.124.131]
PHASE 1 COMPLETED

101 08/07/2002 13:27:14.250 SEV=6 IKE/121] RPT=6 172.18.124.131
Keep-alive type for this connection: DPD

102 08/07/2002 13:27:14.250 SEV=7 IKEDBG/0 RPT=52322 172.18.124.131
Group [172.18.124.131]
Starting phase 1 rekey timer: 82080000 (ms)

103 08/07/2002 13:27:14.250 SEV=4 AUTH/22 RPT=27
User 172.18.124.131 connected

104 08/07/2002 13:27:14.250 SEV=9 IPSECDBG/6 RPT=36

IPSEC key message parse - msgtype 6, len 208, vers 1, pid 00000000, seqg 9, err O
, type 2, mode 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen 0, hashKeyL
en 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0, lifetimel 21, lifetime2 0, dsId 300



107 08/07/2002 13:27:14.250 SEV=9 IPSECDBG/1l RPT=135
Processing KEY_GETSPI msg!

108 08/07/2002 13:27:14.250 SEV=7 IPSECDBG/13 RPT=8
Reserved SPI 651287217

109 08/07/2002 13:27:14.250 SEV=8 IKEDBG/6 RPT=8
IKE got SPI from key engine: SPI = 0x26dldabl

110 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52323 172.18.124.131
Group [172.18.124.131]
oakley constucting quick mode

111 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52324 172.18.124.131
Group [172.18.124.131]
constructing blank hash

112 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52325 172.18.124.131
Group [172.18.124.131]
constructing ISA_SA for ipsec

113 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=74 172.18.124.131
Group [172.18.124.131]
constructing ipsec nonce payload

114 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=75 172.18.124.131
Group [172.18.124.131]
constructing proxy ID

115 08/07/2002 13:27:14.250 SEV=7 IKEDBG/0 RPT=52326 172.18.124.131
Group [172.18.124.131]
Transmitting Proxy Id:
Local subnet: 14.38.80.0 mask 255.255.255.0 Protocol 0 Port 0
Remote subnet: 14.38.200.0 Mask 255.255.255.0 Protocol 0 Port 0

119 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52327 172.18.124.131
Group [172.18.124.131]
constructing gm hash

120 08/07/2002 13:27:14.250 SEV=8 IKEDBG/0 RPT=52328 172.18.124.131
SENDING Message (msgid=201d0d40) with payloads
HDR + HASH (8) + SA (1) ... total length : 180

122 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/60 RPT=2
AUTH_UnbindServer (9a05c60, 0, 0)

123 08/07/2002 13:27:14.250 SEV=9 AUTHDBG/70 RPT=2
Auth Server 15dd704 has been unbound from ACB 9a05c60, sessions = 0

124 08/07/2002 13:27:14.250 SEV=8 AUTHDBG/10 RPT=2
AUTH_Int_FreeAuthCB(9a05c60)

125 08/07/2002 13:27:14.250 SEV=7 AUTH/13 RPT=2
Authentication session closed: handle = 6

126 08/07/2002 13:27:14.250 SEV=8 IKEDBG/0 RPT=52329 172.18.124.131
RECEIVED Message (msgid=201d40d40) with payloads

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
th : 152

129 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52330 172.18.124.131
Group [172.18.124.131]
processing hash

total leng



130 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52331 172.18.124.131
Group [172.18.124.131]
processing SA payload

131 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=76 172.18.124.131
Group [172.18.124.131]
processing nonce payload

132 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=77 172.18.124.131
Group [172.18.124.131]
Processing ID

133 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=78 172.18.124.131
Group [172.18.124.131]
Processing ID

134 08/07/2002 13:27:14.250 SEV=9 IKEDBG/0 RPT=52332 172.18.124.131
Group [172.18.124.131]
loading all IPSEC SAs

135 08/07/2002 13:27:14.250 SEV=9 IKEDBG/1 RPT=79 172.18.124.131
Group [172.18.124.131]
Generating Quick Mode Key!

136 08/07/2002 13:27:14.260 SEV=9 IKEDBG/1 RPT=80 172.18.124.131
Group [172.18.124.131]
Generating Quick Mode Key!

137 08/07/2002 13:27:14.260 SEV=7 IKEDBG/0 RPT=52333 172.18.124.131
Group [172.18.124.131]
Loading subnet:

Dst: 14.38.200.0 mask: 255.255.255.0

Src: 14.38.80.0 mask: 255.255.255.0

140 08/07/2002 13:27:14.260 SEV=4 IKE/49 RPT=9 172.18.124.131
Group [172.18.124.131]

Security negotiation complete for LAN-to-LAN Group (172.18.124.131)
Initiator, Inbound SPI = 0x26dldabl, Outbound SPI = 0x2f285111

143 08/07/2002 13:27:14.260 SEV=9 IKEDBG/0 RPT=52334 172.18.124.131
Group [172.18.124.131]
oakley constructing final quick mode

144 08/07/2002 13:27:14.260 SEV=8 IKEDBG/0 RPT=52335 172.18.124.131
SENDING Message (msgid=201d0d40) with payloads
HDR + HASH (8) + NONE (0) ... total length : 72

146 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/6 RPT=37
IPSEC key message parse - msgtype 1, len 622, vers 1, pid 00000000,

seq 0, err O

, type 2, mode 1, state 64, label 0, pad 0, spi 2f285111, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel 21, lifetime2 0, dsId 0

149 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1 RPT=136
Processing KEY_ADD msg!

150 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1 RPT=137
key_msghdr2secassoc () : Enter

151 08/07/2002 13:27:14.260 SEV=7 IPSECDBG/1 RPT=138
No USER filter configured

152 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1 RPT=139
KeyProcessAdd: Enter



153 08/07/2002 13:27:14.260 SEV=8 IPSECDBG/1 RPT=140
KeyProcessAdd: Adding outbound SA

154 08/07/2002 13:27:14.260 SEV=8 IPSECDBG/1 RPT=141
KeyProcessAdd: src 14.38.80.0 mask 0.0.0.255, dst 14.38.200.0 mask 0.0.0.255

155 08/07/2002 13:27:14.260 SEV=8 IPSECDBG/1 RPT=142
KeyProcessAdd: FilterIpsecAddIkeSa success

156 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/6 RPT=38

IPSEC key message parse - msgtype 3, len 335, vers 1, pid 00000000, seg 0, err O
, type 2, mode 1, state 32, label 0, pad 0, spi 26dldabl, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel 21, lifetime2 0, dsId 0

159 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1 RPT=143
Processing KEY_UPDATE msg!

160 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1 RPT=144
Update inbound SA addresses

161 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1 RPT=145
key_msghdr2secassoc () : Enter

162 08/07/2002 13:27:14.260 SEV=7 IPSECDBG/1 RPT=146
No USER filter configured

163 08/07/2002 13:27:14.260 SEV=9 IPSECDBG/1l RPT=147
KeyProcessUpdate: Enter

164 08/07/2002 13:27:14.260 SEV=8 IPSECDBG/1l RPT=148
KeyProcessUpdate: success

165 08/07/2002 13:27:14.260 SEV=8 IKEDBG/7 RPT=8
IKE got a KEY_ADD msg for SA: SPI = 0x2f285111

166 08/07/2002 13:27:14.260 SEV=8 IKEDBG/0 RPT=52336
pitcher: rcv KEY_UPDATE, spi 0x26dldabl

167 08/07/2002 13:27:14.260 SEV=4 IKE/120 RPT=9 172.18.124.131
Group [172.18.124.131]
PHASE 2 COMPLETED (msgid=20140440)

168 08/07/2002 13:27:15.970 SEV=7 IPSECDBG/1l RPT=149
IPSec Inbound SA has received data!

169 08/07/2002 13:27:15.970 SEV=8 IKEDBG/0 RPT=52337
pitcher: recv KEY_SA ACTIVE spi 0x26dldabl

170 08/07/2002 13:27:15.970 SEV=8 IKEDBG/0 RPT=52338
KEY_SA_ACTIVE no old rekey centry found with new spi 0x26dldabl, mess_id 0x0

Informations connexes

- Page d'assistance des concentrateurs VPN Cisco 3000
- Page d'assistance du Client VPN 3000 Series Cisco

- Page d'assistance |IPsec

- Support technique - Cisco Systems



//www.cisco.com/en/US/products/hw/vpndevc/ps2284/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2276/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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