Configurer ISE 2.1 avec MS SQL a l'aide
d'ODBC
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Introduction

Ce document décrit comment configurer Identity Services Engine (ISE) avec Microsoft Standard
Query Language (SQL) Server pour I'authentification ISE a I'aide d'Open Database Connectivity
(ODBC)

Note: L'authentification ODBC (Open Database Connectivity) nécessite ISE pour pouvoir
récupérer un mot de passe utilisateur en texte clair. Le mot de passe peut étre chiffré dans
la base de données, mais doit étre déchiffré par la procédure stockée.

Conditions préalables

Conditions requises
Cisco vous recommande de prendre connaissance des rubriques suivantes :

- Concepts de base de données et ODBC
- Microsoft SQL Server

Components Used

Les informations contenues dans ce document sont basées sur les versions de matériel et de
logiciel suivantes :

- Identity Services Engine 2.1
- MSSQL Server 2008 R2



Configuration

Etape 1. Configuration de base de MS SQL

Les étapes de configuration incluent la création d'une base de données et d'un utilisateur pour ISE
avec des autorisations d'accés a cette base de données.

Note: ISE prend uniqguement en charge I'authentification SQL, et non le compte Windows. Si
vous devez modifier le mode d'authentification, reportez-vous a Modifier le mode
d'authentification du serveur.

1. Ouvrez SQL Server Management Studio (menu Démarrer > Microsoft SQL Server 2008 R2) et
créez une base de données :
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2. Laissez les options par défaut ou ajustez les paramétres de base de données comme indiqué
dans cette image :


https://msdn.microsoft.com/en-us/library/ms188670.aspx?f=255&MSPPError=-2147217396
https://msdn.microsoft.com/en-us/library/ms188670.aspx?f=255&MSPPError=-2147217396
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3. Créez un utilisateur et définissez les autorisations comme indiqué dans les images ci-dessous :
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Etape 2. Configuration de base d'ISE

Créez une source d'identité ODBC a Administration > Source d'identité externe > ODBC et testez
la connexion :



ODBC DB connection details
* Hostname/IP[:port] | bast-ad-ca.cisco.com
* Database name | ISEDB
Admin username | [ISEDBUser

Admin password | eesesse

*Ti t .
imeout | 5 Test connection

* Retries |1 Connection succeeded

* Database type ~ Microsoft SQL Sery Stored Procedures

4

w

Plain text password authentication - Not Configured

4

w

Plain text password fetching - Not Configured

4

» Check username or machine exists - Not Configured

s

» Fetch groups - Not Configured

o O O O

w

Fetch attributes - Not Configured

N

| Close

Etape 3. Configurer I'authentification utilisateur

L'authentification ISE vers ODBC utilise des procédures stockées.La procédure stockée pour
I'authentification renvoie le jeu de résultats avec cette syntaxe :

Valeur Type
Résultat Entier
Groupe (pour la compatibilité
avec ACS 4.2 uniquement)
Informations sur le compte varchar(255)
Chaine d'erreur varchar(255)

Entier ou varchar(255)

Pour d'autres procédures, reportez-vous au Guide d'administration de Cisco ldentity Services
Engine 2.1

Astuce : Il est possible de retourner des paramétres nommeés au lieu du jeu de résultats.
C'est juste un type de sortie différent, la fonctionnalité est la méme.

1. Naviguez jusqu'aux options et décochez la case Empécher I'enregistrement des modifications
nécessitant une recréation de la table (facultatif) :


//www.cisco.com/c/fr_ca/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_01101.html#id_10025
//www.cisco.com/c/fr_ca/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_01101.html#id_10025
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2. Créez la table. Assurez-vous de définir les paramétres d'identité sur la clé primaire. Pour définir
user_id comme clé primaire, cliquez avec le bouton droit sur le nom de colonne :

SQLQuery2.sql .. istrator (52))* " BAST-AD-CAIS...dbo.ISE_Users™® | -
Column Name I Data Type I Allow MNulls |
2t user_id int I
»-: USErname varchar{MAX) Il
_I password varchar{MAX) Il
L r

Caolumn Properties |

Mo <
Subscriber o
& Identity Specification Yes
(Is Identity) ;I
Identity Increment 1
Identity Seed 1
SQL final :

CREATE TABLE [dbo].[ISE Users](

[user_id] [int] IDENTITY(1,1) NOT NULL,
[usernane] [varchar] (nmax) NOT NULL,

[ password] [varchar] (nmax) NOT NULL,

CONSTRAI NT [ PK_I SE_Users] PRI MARY KEY CLUSTERED



(

[user_id] ASC

)W TH (PAD_I| NDEX = OFF, STATI STI CS_NORECOWUTE = OFF, | GNORE_DUP_KEY = OFF, ALLOW ROW LOCKS =
ON, ALLOW PAGE_LOCKS = ON) ON [ PRI MARY]

) ON [ PRI MARY]

3. Exécutez cette requéte pour insérer un utilisateur :

insert into | SE Users(usernane, password) val ues(' odbcuserl',' odbcpass');

4. Créez une procédure pour l'authentification par mot de passe en texte brut (utilisée pour PAP,
méthode interne EAP-GTC, TACACS) :

CREATE PROCEDURE [ dbo] . [ | SEAut hUser Pl ai nRet ur nsRecor dset ]
@ser nane var char (255), @assword varchar (255)

AS

BEG N

I F EXI STS( SELECT user nane

FROM | SE_Users

VHERE user nane = @iser nane

AND password = @assword )

SELECT 0, 11,'This is a very good user, give himall access','No Error’
FROM | SE_Users

VHERE user nane = @iser nane

ELSE

SELECT 3,0, ' odbc',' ODBC Aut hen Error'

END

5. Créez une procédure pour l'extraction du mot de passe en texte brut (utilisée pour CHAP,
MSCHAPv1/v2, EAP-MD5, LEAP, méthode interne EAP-MSCHAPv2, TACACS) :

CREATE PROCEDURE [ dbo] . [ | SEFet chPasswor dRet ur nsRecor dset ]
@ser nane var char (255)

AS

BEG N

I F EXI STS( SELECT user nane

FROM | SE_User s

WHERE user name = @ser nane)

SELECT 0,11,'This is a very good user, give himall access','No Error', password
FROM | SE_User s

VWHERE user nane = @ser nane

ELSE

SELECT 3,0, "' odbc',"' CDBC Aut hen Error'

END

6. Créer une procédure pour vérifier I'existence d'un nom d'utilisateur ou d'une machine (utilisée
pour MAB, reconnexion rapide de PEAP, EAP-FAST et EAP-TTLS) :

CREATE PROCEDURE [dbo].[ | SEUser LookupRet ur nsRecor dset ]
@iser nane var char (255)
AS



BEG N

I F EXI STS( SELECT user name

FROM | SE_User s

WHERE user name = @ser nane)

SELECT 0,11,'This is a very good user, give himall access','No Error’
FROM | SE_User s

VHERE user nane = @iser nane

ELSE

SELECT 3,0, ' odbc',' ODBC Aut hen Error'

END

7. Tester les procédures créées :

Connect~ & 3. m fﬂj =1

|| System Tables -
= [ dbo.ISE_Users I.
2 Columns E—@I
_J Keys -
1 Constraints
|__l Triggers
_ Indexes =
|l Statistics
L Views ]
L Synonyms
=] 4 Programmability ]
=1 [ Stored Procedures
| System Stored Procedures
dbo. ISE Mew Stored Procedure...
dbo.I5E Modify
| Functions
|__| Database T

Execute Stored Procedure. ..
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;S Scrpt - m Help
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Parameter I Data Type I Output Parameter I Pass Mull Value I Value I
[Fusemame varchar{255) Mo - adbcuser]
@password varchar|{255) Mo r | odbcpass| |

Server:
localhost

Connection:
BABALAMN D administrator

_ﬁ! View connection properties

ok | cancel |

SQLQuery5.sql -..inistrator [5}"}}]/ BAST-AD-CA.IS...dbo.ISE_Users ]”' SQLQuery2.sql -...istrator (52))* ]/ BAST-AD-CA.IS...dbo.ISE_Users ] -
[JSE [ISEDB]
Go

N

|+ ] X

El DECLARE @return walue int

EXEC @retum_value = [dbo] . [ISEAuthUserPlainBeturnsBecordset]
@username = N'odbcuserl',
Bpassword = N'odbcpass'

SELECT 'Return Value' = @return_value

GO

0 | LILI

Results | Lj; Meszages I
(Mo column name) | {Mo column name) | (Mo column name) | (Mo column name) |
1 [o 1 This is a very good user, give him all access Mo Emor




Tester d'autres procédures de la méme maniére.

8. Configurez les procédures sur ISE et enregistrez :

ODBC List > ISE_ODBC

ODBC Identity Source
General Connection | | Attributes
Stored procedure type = Returns recordset v

Plain text password authentication | ISEAuthUserPlainReturnsRecordset | i

Plain text password fetching | ISEFetchPasswordReturnsRecordset | i

Check username or machine exists | ISEUserLookupReturnsRecordset | i
Fetch groups | | i
Fetch attributes | | i
Search for MAC Address in format | xx-XX-XX-X¢-XX-XX v |

9. Créez une regle d'authentification simple a I'aide d'ODBC et testez-la :

v Authentication Policy

MAB : If Wired_MAB OR Allow Protocols : Default Network Access and
Wireless_MAB
Default use Internal Endpoints
Dot1X : If Wired_802.1X OR Allow Protocols : Default Network Access and
Wireless_802.1X
Default use All_User_ID_Stores
7 test_aaa : If Radius:Service-Type EQUALS Login Allow Protocols : Default Network Access and

Default use ISE_ODBC

b3560#t est aaa group | SE236 odbcuser1 odbcpass | egacy
Attenpting authentication test to server-group | SE236 using radius
User was successfully authenticated.

Groups

Edit | v

Edit| v

Edit | v



Steps

Overview
11001 Received RADIUS Access-Request
Event 5200 Authentication succeeded
11017 RADIUS created a new session
Username odbcuser1 11117  Generated a new session ID for a 3rd party NAD
Endpoint Id 15049 Evaluating Policy Group
15008 Evaluating Service Selection Policy
Endpoint Profile 15048 Queried PIP - Radius.NAS-Port-Type
Authentication Policy Default >> test aaa >> Default 15048 Queried PIP - Normalised Radius.RadiusFlowType (4 times)
15048 Queried PIP - Radius.Service-Type
Authorization Policy Default >> Default
15004 Matched rule - test_aaa
Authorization Result PermitAccess 15041 Evaluating Identity Policy

15006 Matched Default Rule
15013 Selected Identity Source - ISE_ODBC

Perform plain text password authentication in external ODBC database -
icati ; 24852 s opBC
Authentication Details —
24849 Connecting to external ODBC database - ISE_ODBC
Source Timestamp 2016-06-08 11:04:07.004 24850 Successfully connected to external ODBC database - ISE_ODBC

Expect external ODBC database stored procedure to return results in a

Received Timestamp 2016-06-08 11:04:07.005 24855 | rdset- ISE_ODBC

22037 Authentication Passed

Policy Server bise236
15036 Evaluating Authorization Policy
Event 5200 Authentication succeeded
15048 Queried PIP - Radius.User-Name
Username odbcuser1 15048 Queried PIP - Network Access.UseCase
L . 15048 Queried PIP - Normalised Radius.RadiusFlowType (5 times)
Authentication Identity Store ISE_ODBC

15004 Matched rule - Default

Etape 4. Configurer la récupération de groupe

1. Créez des tables contenant des groupes d'utilisateurs et une autre table utilisée pour le
mappage de plusieurs a plusieurs :

CREATE TABLE [ dbo].[ G oups](

[Goup_I D] [int] I'DENTITY(1,1) NOT NULL,

[ Group_Nane] [varchar](max) NOT NULL,

[Goup_Desc] [text] NOT NULL,

CONSTRAI NT [ PK_Groups] PRI MARY KEY CLUSTERED

(

[Goup_ID ASC

YW TH ( PAD_| NDEX = OFF, STATI STI CS_NORECOMPUTE = OFF, | GNORE DUP_KEY = OFF, ALLOW ROW LOCKS =
ON, ALLOW PAGE LOCKS = ON) ON [ PRI MARY]

) ON [ PRI MARY] TEXTI MAGE_ON [ PRI MAR

CREATE TABLE [dbo].[User _G oups_Mappi ng] (
[user_id] [int] NOT NULL,

[group_id] [int] NOT NULL

) ON [ PRI MARY]

ALTER TABLE dbo. User _G oups_Mappi ng ADD CONSTRAI NT
FK_User _Groups_Mappi ng_G oups FORElI GN KEY

(

group_id

) REFERENCES dbo. Groups

(

G oup_ID

) ON UPDATE CASCADE

ON DELETE CASCADE

(€0
ALTER TABLE dbo. User _G oups_Mappi ng ADD CONSTRAI NT
FK_User _Groups_Mappi ng_| SE Users FORElI GN KEY

(



user _id

) REFERENCES dbo. | SE_Users
(

user _id

) ON UPDATE CASCADE

ON DELETE CASCADE

2. Ajoutez des groupes et des mappages de sorte que ODBCUSER1 appartient aux deux groupes

I NSERT [dbo].[ G oups] ([Goup_IDl, [Goup_Nanme], [Goup_Desc]) VALUES (1, N ODBCG oupl', N My
Ni ce Groupl')

I NSERT [dbo].[User_Groups_Mapping] ([user_id], [group_id]) VALUES (1, 1)

I NSERT [dbo].[ G oups] ([Goup_IDl, [Goup_Nanme], [Goup_Desc]) VALUES (2, N ODBCG oup2', N My
Ni ce Group2')

I NSERT [dbo].[User_Groups_Mapping] ([user_id], [group_id]) VALUES (1, 2)

3. Créer une procédure de récupération de groupe :

CREATE PROCEDURE [dbo]. [l SEG oupsRetri eval ]

@ser nane varchar(255), @esult int output

AS

BEG N

if exists (select * froml|SE Users where usernane = @sernane)

begin

set @esult =0

sel ect Group_Nane from G oups where group_id in (select group_ID from User_G oups_Mappi ng where
User _Groups_Mapping. USER_ID IN (select USER ID from | SE Users where usernane=@isername ) )
end

el se

set @esult =1

END

4. Mapper a Récupérer les groupes :

ODBC List > ISE_ODBC

ODBC Identity Source
General Connection | | Attributes Groups
Stored procedure type  Returns recordset v
Plain text password authentication | ISEAuthUserPlainReturnsRecordset |
Plain text password fetching | ISEFetchPasswordReturnsRecordset |
Check username or machine exists | ISEUserlookupReturnsRecordset @ @

Fetch groups | ISEGroupsRetrieval |
Fetch attributes | ISEAttrsRetrieval | i
Search for MAC Address in format = xx-xx-XX-XX-XX-XX v i

5. Récupérez les groupes et ajoutez-les a la source d'identité ODBC :



Add

No data available

Select Groups from ODBC X
Sample User or Machine | odbcuseri | i | Retrieve Groups |
Name Name in ISE
ODBCGroup1 ODBCGroup1
ODBCGroup2 ODBCGroup2
Coc JE=T=N
\
6. Ajoutez un autre utilisateur qui n‘appartient a aucun groupe :
insert into | SE Users(usernane, password) val ues(' odbcuser?2',' odbcpass');
7. Créer un ensemble de stratégies spécifique et tester :
Policy Sets | Profiing  Posture  Client Provisioning  » Policy Elements
Policy Sets Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
[ Search policy names & descriptions. p] For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
- R Status Name Description Conditions
gev [y P | X | @ TestAAA Radius:Service-Type EQUALS Login Edit

Summary of Policies

A list of all your policies
D Global Exceptions . . .
Default Rule (If no match)  :  Allow Protocols : Default Network Access and use : |SE_ODBC

Rules across entire deployment

w Authentication Policy

TestAAA

VPN w Authorization Policy

Default » Exceptions (0)

Default Policy Set Standard

S Ord Reset Ord
ave breer serbrder Status  Rule Name Conditions (identity groups and other conditions) Permissions
Group1Access ISE_ODBC:ExternalGroups EQUALS PermitAccess
ODBCGroup1

Default DenyAccess

b3560#t est aaa group | SE236 odbcuser2 odbcpass | egacy
Attenpting authentication test to server-group |SE236 using radi us
User authentication request was rejected by server.

b3560#t est aaa group | SE236 odbcuser1 odbcpass | egacy
Attenpting authentication test to server-group |SE236 using radi us
User was successfully authenticated.

Edit | v

Edit | v

Edit | v




AuthorizationPolicyMatchedRule Group1Access

CPMSessionlD 0a3027eci0HeVTM3/bn5SvLXkWMcJOem5rzUDaOSnbMmAvVL7jcfY
ISEPolicySetName TestAAA

AllowedProtocolMatchedRule Default

IdentitySelectionMatchedRule Default

Network Device Profile Cisco

Location Location#All Locations

Device Type Device Type#All Device Types

ExternalGroups ODBCGroup1

ExternalGroups ODBCGroup2

RADIUS Username odbcuser1

Etape 5. Configurer la récupération des attributs

1. Afin de simplifier cet exemple, une table plate est utilisée pour les attributs :

CREATE TABLE [dbo].[User_Attri butes](
[user_id] [int] NOT NULL,

[Attribute_Nane] [varchar] (max) NOT NULL,
[Attribute_Value] [varchar] (nmax) NOT NULL
) ON [ PRI MARY]

GO

ALTER TABLE [dbo].[User_Attributes] WTH CHECK ADD CONSTRAI NT [ FK_User _Attri butes_I SE_Users]
FOREI GN KEY([user_id])

REFERENCES [dbo] . [ | SE_Users] ([user_id])

ON UPDATE CASCADE

ON DELETE CASCADE

ce]

2. Créez un attribut pour I'un des utilisateurs :

I NSERT [dbo].[User_Attributes] ([user_id], [Attribute_Nanme], [Attribute_Value]) VALUES (2,
N AwsonenesslLevel ', N 100')

I NSERT [dbo].[User_Attributes] ([user_id], [Attribute_Nanme], [Attribute_Value]) VALUES (2,
N User Type', N adnmin')

3. Créer une procédure stockée :

CREATE PROCEDURE [dbo].[| SEAttrsRetrieval ]

@ser nane varchar(255), @esult int output

AS

BEG N

if exists (select * from|SE Users where username = @sernane)
begi n




set @esult =0

select attribute_nane , attribute_value fromuser_attributes where USER ID i n(SELECT USER | D

from| SE_Users where username = @sernane)
end

el se

set @esult =1

END

4. Mapper les attributs de récupération :

ODBC List > ISE_ODBC
ODBC Identity Source

General Connection | ] Attributes

Stored procedure type  Returns recordset

Plain text password authentication | ISEAuthUserPlainReturnsRecordset

Plain text password fetching | ISEFetchPasswordReturnsRecordset

Check username or machine exists | ISEUserLookupReturnsRecordset

Groups

Fetch groups | ISEGroupsRetrieval

Fetch attributes | ISEAttrsRetrieval

Search for MAC Address in format  xx-xx-Xx-Xx-XX-xX

5. Récupére les attributs :

Select Attributes from ODBC

Sample User or Machine | odbcuser2 | i | Retrieve Attributes |

[] Name Type a | Default Value Name in ISE

[] AwsomenessLevel STRING 100 AwsomenesslLevel
[] UserType STRING admin UserType

m | Cancel |



6. Ajuster les regles ISE :

Status  Rule Name Conditions (identity groups and other conditions) Permissions
@ Group1Access ISE_ODBC:ExternalGroups EQUALS PermitAccess Edit | v
ODBCGroup1
2 4 AwesomeUser ISE_ODBC:AwsomenessLevel EQUALS 100 PermitAccess Edit | v
@ Default DenyAccess Edit | v
O Refresh @ Reset Repeat Counts & Export Tov Y Filterv
Time Status Details Repeat ... Identity Endpoint ID Endpoint Pr... Authenticat... Authorization Policy Authorizatio...
X
Jun 08, 2016 12:21:45.596 PM (v ] a odbcuser2 TestAAA >> ... TestAAA >> AwesomeUser PermitAccess

Dépannage

Si la connexion échoue, vérifiez le journal des événements de windows. Sur ISE, utilisez la
commande show logging application prrt-management.log tail lors de la tentative de connexion.

Exemple de mode d'authentification incorrect :

bi se236/ adnmi n# sh | ogg app prrt-managenent.log tail

2016- 06- 08 09: 03: 59, 822 WARN [ adm n- htt p-pool 177][]

ci sco. cpm odbci dstore. i npl . MSSQLSer ver DbAccess -: bastien::- Connection to ODBC DB fail ed.
Exception: comm crosoft.sql server.jdbc.S

Q.Server Exception: Login failed for user 'babal and\adninistrator’'. CientConnectionld:c74adel5-
4f 34- 415a- 9a94- 4c¢54c¢58c0f ¢3

com m crosoft.sql server.jdbc. SQLServer Exception: Login failed for user 'babal and\admi nistrator"'.
Cli ent Connecti onl d: c74adel5- 4f 34- 415a- 9a94- 4c54c58c0f c3

at

com m crosoft.sql server.jdbc. SQLSer ver Excepti on. makeFr onDat abaseEr r or ( SQLSer ver Excepti on. j ava: 21
6)

at com m crosoft.sqgl server.jdbc. TDSTokenHandl er. onECF(t dspar ser . j ava: 254)

at com m crosoft.sql server.jdbc. TDSPar ser. parse(tdsparser.java: 84)

at com m crosoft.sqgl server.jdbc. SQLServer Connecti on. sendLogon( SQLSer ver Connecti on. j ava: 2908)

at com m crosoft.sqgl server.jdbc. SQLServer Connecti on. | ogon( SQLSer ver Connecti on. j ava: 2234)

at com microsoft. sql server. jdbc. SQLServer Connecti on. access$000( SQLSer ver Connecti on. j ava: 41)

at

com m crosoft.sql server.jdbc. SQLSer ver Connect i on$LogonCommand. doExecut e( SQLSer ver Connecti on. j ava
:2220)

at com m crosoft.sqgl server.jdbc. TDSCommand. execut e(| OBuf f er. j ava: 5696)

at

com m crosoft.sql server.jdbc. SQLSer ver Connect i on. execut eComand( SQLSer ver Connecti on. j ava: 1715)
at com m crosoft.sqgl server.jdbc. SQLServer Connecti on. connect Hel per (SQLSer ver Connecti on. j ava: 1326)



#! Event Viewer

File Acton View Help

L A Al sl 7 I

] Event Viewer (Local) Application Number of events: 29,043 () New events available
= Custom Views
= [m Windows Logs If\vel Date and Time Source Event ID | Task Category :l
| Application (i) Information 6/8/2016 11:08:07 AM MSSQLSERVER. 33090 Server
= Security nformation ; )16 11 8 AM Logon
= setup (i) Information 6/8/2016 11:03:33 AM MSSQLSERVER. 18456 Logon
] System (i) 1nformation 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| Forwarded Events (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
B [ Applications and Services Logs (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
& Active Directory Web Services (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
+| DFS Replication (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
=| Directory Service (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
x| DNS Server (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| Hardware Events (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
=| Internet Explorer (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
5| Key Management Service —
o Micosoft ‘; <‘Informau.on 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
= 5 Windows ‘> <‘Inf0rmahnn 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| API-Tracing A /‘Informatinn 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| AppID " ;‘Informatinn 6/8/2016 11:02:23 AM MSSQLSERVER. 5084 Server
"I Application Server-Applications (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| Application-Experience (i) Information 6/8(2016 11:02:23 AM MSSQLSERVER 5084 Server
| Applocker (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| Audio “: )‘Informau‘on 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
% Authentication User Interface ( ]Inforrnauon 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| Bits-Client (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| CAPI2 (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| CertificateServicesClient-Creden (i) Information 6/8/2016 11:02:23 AM MSSQLSERVER 5084 Server
| CertPolEng i J201E 11:09.93 Al MSEA) SEDVED snad h
| Codelnteqgri
i CorrupbedgFiltevRecoverv-Client EE 25 AR X
% CorruptedFileRecovery-Server - IDetaiIs |
_| DateTimeControlPanel
| DeviceSync
| Dhep-Client Login failed for user 'babaland\administrator'. Reason: An attempt to login using SQL authentication failed. Server is configured for Windows
~| Dhep-Nap-Enforcement-Client authentication only. [CLIENT: 10.48.39.236]
= NHCP-Sarver

Exemple d'autorisations manquantes de I'utilisateur pour ouvrir la base de données :

2016- 06- 08 09: 13: 57,842 WARN [ admi n- htt p-pool 159][]

ci sco.cpm odbci dstore. i npl . MSSQLSer ver DbAccess -: bastien::- Connection to ODBC DB fail ed.

Exception: com m crosoft.sql server.jdbc. SQLServer Excepti on: Cannot open database "I SEDB"
requested by the login. The login failed. CientConnectionld:299c2956-6946-4282-b3ca-
2aa86642a821

com m crosoft.sql server.jdbc. SQLServer Excepti on: Cannot open database "I SEDB" requested by the

login. The login failed. CientConnectionld:299c2956-6946-4282-b3ca- 2aa86642a821

at

com m crosoft.sql server.jdbc. SQLSer ver Excepti on. makeFr onDat abaseErr or ( SQ.Ser ver Excepti on. j ava: 21
6)

at com m crosoft.sql server.jdbc. TDSTokenHandl er. onECF(t dspar ser. j ava: 254)

at com m crosoft.sql server.jdbc. TDSPar ser. parse(tdsparser.java: 84)

at com m crosoft.sql server.jdbc. SQLServer Connecti on. sendLogon( SQLSer ver Connecti on. j ava: 2908)

at com m crosoft.sqgl server.jdbc. SQLServer Connecti on. | ogon( SQ.Ser ver Connecti on. j ava: 2234)

at com m crosoft.sqgl server.jdbc. SQLServer Connecti on. access$000( SQ.Ser ver Connecti on. j ava: 41)



# Event Viewer

File Action View Help

L A0 (a1

] Event Viewer (Local) Application Number of events: 29,048 (1) New events available Ac
7 Custom Views r,
= [ Windows Logs [DateandTme __________JSouwce | EventDD|TaskCategory [
-] Application ® [ 6 11:13:56 AM MSSQLSERVER Logon =
| Security (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 3408 Server _
—| setup (i) tnformation 6/8/2016 11:13:21 AM MSSQLSERVER 9683 Server v
+| System (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER. 9666 Server
Forwarded Events (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 9666 Server
&l L Applications and Services Logs (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 17137 Server
+| Active Directory Web Services (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 17126 Server T
=| DFS Replication (i) nformation 6/8/2016 11:13:21 AM MSSQLSERVER 26059 Server B8
i=| Directory Service (i) information 6/8/2016 11:13:21 AM MSSQLSERVER 26059 Server -
= DNiser"eé (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 17201 Server e
= ;—'Zre Aa{z vlents (i) Information 6(8/2016 11:13:21 AM MSSQLSERVER 26022 Server H
ntern: rer —
=i M:nax:r:e:t Service (@) Information 6/8/2016 11:13:21 AM MSSQLSERVER 26022 Server
= = Migmm&g (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 26048 Server
é Windows (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 26048 Server
API-Tracing (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 26022 Server =
1 = e
7| AppID (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 26022 Server —
~| Application Server-Applications Information 6/8/2016 11:13:21 AM MSSQLSERVER 17136 Server ﬂ
“| Application-Experience (i) Information 6/3/2016 11:13:21 AM MSSQLSERVER 26013 Server -
- Fvi
_| ApplLocker (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 17137 Server h
I Audio i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 17137 Server \:\
_| Authentication User Interface (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 17663 Server =
| Bits-Client (i) Information 6/8/2016 11:13:21 AM MSSQLSERVER 17137 Server =
| CaPI2 (i) Information 6/8/2016 11:13:20 AM MSSQLSERVER 953 Server 5]
| CertificateServicesClient-Creden (i) Information 6/8/2016 11:13:20 AM MSSQLSERVER 17137 Server (=
| CertPolEng (Ghing £4809016 11:13.90 A MECAI SEDVED 10030 Caruar e
_| Codelntegrity o
Event 18456, MSSQLSERVER x LL]
_| CorruptedFileRecovery-Client ven : 4 E
- go;;ftefile:e;;overly-Server [ |Detai|s|
=+ 1 Da ImeControlPanel
_| DeviceSync
7| Dhep-Client Login failed for user 'TSEDBUser'. Reason: Failed to open the explicitly specified database, [CLIENT: 10.48.39.236]
_| Dhecp-Nap-Enforcement-Client
® [ NHOP-Server

Afin de dépanner les opérations de base de données, activez les composants de journalisation
odbc-id-store au niveau DEBUG sous Administration > System > Logging > Debug Log

Configuation.

Les journaux sont placés dans le fichier prrt-management.log.

Exemple pour odbuser2 :

2016- 06- 08 12: 26: 56, 009 DEBUG [ Thread-4051][] ci sco.cpm odbci dstore.inpl.
ID Store Qperation: Authenticate Plain Text Password. Usernane=odbcuser?2
Sessi onl D=0a3027ecLA r JLKsS5QAzuRvl uGNdYe67r | gc G3MMX pE8yKnw

2016- 06- 08 12: 26: 56,012 DEBUG [ Thread-4051][] ci sco.cpm odbci dstore.inpl
custoner | og nessage: 24852

2016- 06- 08 12: 26: 56,012 DEBUG [ Thread-4051][] ci sco.cpm odbci dstore.inpl
.- OdbcConnectionPool - get connection

2016- 06- 08 12: 26: 56,012 DEBUG [ Thread-4051][] ci sco.cpm odbci dstore.inpl.
.- OdbcConnectionPool - use existing connection

2016- 06- 08 12: 26: 56,013 DEBUG [ Thread-4051][] ci sco.cpm odbci dstore. i npl
;- OdbcConnectionPool - connections in use: 1

2016- 06- 08 12: 26: 56,013 DEBUG [ Thread-4051][] ci sco.cpm odbci dstore. i npl

Aut henticate plain text password

2016- 06- 08 12: 26: 56,013 DEBUG [ Thread-4051][] ci sco.cpm odbci dstore. i npl
Prepare stored procedure call, procnanme=l SEAut hUser Pl ai nRet ur nsRecor dset
2016- 06- 08 12: 26: 56,013 DEBUG [ Thread-4051][] ci sco.cpm odbci dstore.inpl
Using recordset to obtain stored procedure result val ues

2016- 06- 08 12: 26: 56,013 DEBUG [ Thread-4051][] ci sco.cpm odbci dstore.inpl
custoner | og nessage: 24855

2016- 06- 08 12: 26: 56, 013 DEBUG [ Thread-4051][] ci sco.cpm odbci dstore.inpl
Text: {call |SEAuthUserPl ai nRet urnsRecordset(?, ?)}

2016- 06- 08 12: 26: 56,013 DEBUG [ Thread-4051][] ci sco.cpm odbci dstore.inpl
Setup stored procedure input paraneters, usernane=odbcuser?2, password=***
2016- 06- 08 12: 26: 56, 014 DEBUG [ Thread-4051][] ci sco.cpm odbci dstore.inpl.
Execute stored procedure cal

Qdbcl dSt or e

. Cust oner Log

. dbcConnecti

QdbcConnecti

. GdbcConnect i
. GdbcConnect i
. GdbcConnect i
. GdbcConnect i
. Cust oner Log

. GdbcConnect i

. OdbcConnecti

QdbcConnectii

onPool

onPool

onPool

on -::.:

on -::.:

on -::.:

on -::.:

on -::.:

on -::.:

oDBC

Wite



2016- 06- 08 12: 26: 56, 017 DEBUG [ Thread- 4051] [] ¢

Process stored procedure results

2016- 06- 08 12: 26: 56, 017 DEBUG [ Thread- 4051] [] ¢

Ootain stored procedure results fromrecordset

2016- 06- 08 12: 26: 56, 017 DEBUG [ Thread- 4051] [] ¢

Recei ved result recordset, nunber of col umms=4

2016- 06- 08 12: 26: 56, 017 DEBUG [ Thr ead- 4051][] ci sco

Results successfully parsed fromrecordset

2016- 06-08 12: 26: 56,018 DEBUG [ Thread-4051][] ci sco.
.- OdbcConnecti onPool - rel ease connection
2016- 06-08 12: 26: 56,018 DEBUG [ Thread-4051][] ci sco.

.. - OdbcConnecti onPool - connections in use: O

2016- 06- 08 12: 26: 56, 018 DEBUG [ Thr ead- 4051][] ci sco

to ODBC DB succeeded

2016- 06-08 12:26: 56,018 DEBUG [ Thread-4051][]
Aut hentication result: code=0, Conection succeeded=fal se,

odbc St or edPr ocedur eCust oner Error Stri ng=nul |,
access, group=11

SCO.

SCO.

ci sco

sco. cpm odbci dst ore. i npl

cpm odbci dstore.inpl.
cpm odbci dstore. i npl
cpm odbci dstore. i npl
cpm odbci dstore.inpl.
cpm odbci dstore. i npl
cpm odbci dstore. i npl

.cpm odbci dstore.inpl.
odbcDbError String=No Error,

account I nfo=This is a very good user,

QdbcConnecti on

. GdbcConnecti on

. GdbcConnection -:::

. GdbcConnection -:::

QOdbcConnect i onPool

. GdbcConnect i onPool

.OdbcldStore -:::

OdbcAut hResul t -:::

- Call

give himall

2016- 06- 08 12: 26: 56, 019 DEBUG [ Thread-4051][] cisco.cpm odbci dstore.inpl.CustonerLog -:::

custoner | og nessage: 24853

2016- 06- 08 12: 26: 56, 026 DEBUG [ Thread-84][] ci sco.cpm odbci dstore. i npl
Store Operation: Get all user groups. Username=odbcuser 2,
Sessi onl D=0a3027ecLA r JLKsS5QAzuRvI uGndYe67r | gc G3MX pE8YKnw

2016- 06- 08 12: 26: 56, 029 DEBUG [ Thread-84][] ci sco.cpm odbci dstore.inpl.

Store Operation: Fetch user groups. Usernane=odbcuser 2,
Sessi onl D=0a3027ecLA r JLKsS5QAzuRvI uGMdYe67r | gc G3MX pE8yKnw
2016- 06- 08 12: 26: 56, 029 DEBUG [ Thread-84][] ci sco.cpm odbci dstore. i npl

custoner | og nessage: 24869

2016- 06- 08 12: 26: 56, 029 DEBUG [ Thread-84][] ci sco.cpm odbci dstore. i npl

QdbcConnecti onPool - get connection
2016- 06- 08 12: 26: 56, 029 DEBUG [ Thr ead-84][]
QdbcConnecti onPool - use existing connection

2016-06- 08 12:26: 56, 029 DEBUG [ Thread- 84][]
QdbcConnecti onPool - connections in use: 1
2016-06- 08 12:26: 56, 029 DEBUG [ Thread- 84][]
Fet ch user groups

2016-06- 08 12:26: 56, 029 DEBUG [ Thread- 84][]

ci sco.

ci sco.

ci sco.

ci sco.

cpm odbci dstore. i npl

cpm odbci dstore.inpl.

cpm odbci dstore. i npl

cpm odbci dstore. i npl

Prepare stored procedure call, procname=l SEG oupsRetri eval

2016- 06- 08 12: 26: 56, 029 DEBUG [ Thread-84][] ci sco.cpm odbci dstore.inpl.

Text: {call |SEG oupsRetrieval (?,7?)}

2016- 06- 08 12: 26: 56, 029 DEBUG [ Thread-84][] ci sco.cpm odbci dstore. i npl
Setup stored procedure input paraneters, usernanme=odbcuser?2
2016- 06- 08 12: 26: 56, 029 DEBUG [ Thread-84][] ci sco.cpm odbci dstore. i npl

Execute stored procedure call

2016- 06- 08 12: 26: 56, 031 DEBUG [ Thread-84][] cisco.cpm odbci dstore.inpl.

Process stored procedure results

2016- 06- 08 12: 26: 56, 032 DEBUG [ Thread-84][] ci sco.cpm odbci dstore.inpl
Recei ved epnty result set, no groups/attributes data can be obtai ned

2016- 06- 08 12: 26: 56, 032 DEBUG [ Thr ead- 84][]
Result code indicates success

2016- 06- 08 12: 26: 56, 033 DEBUG [ Thr ead- 84][]
QdbcConnecti onPool - rel ease connection
2016- 06- 08 12: 26: 56, 033 DEBUG [ Thr ead- 84][]
QdbcConnecti onPool - connections in use: 0
2016- 06- 08 12: 26: 56, 033 DEBUG [ Thr ead- 84][]
ODBC DB succeeded

2016- 06- 08 12: 26: 56, 033 DEBUG [ Thr ead- 84][]
custoner | og nessage: 24870

2016- 06- 08 12: 26: 56, 033 DEBUG [ Thr ead- 84][]

ci sco.

ci sco.

ci sco.

ci sco.

ci sco.

ci sco.

cpm odbci dstore. i npl

cpm odbci dstore.inpl.

cpm odbci dstore. i npl
cpm odbci dstore. i npl
cpm odbci dstore. i npl

cpm odbci dstore. i npl

Store Operation: Get all user groups. Got groups...

2016- 06- 08 12: 26: 56, 033 DEBUG [ Thr ead- 84] []

ci sco.

cpm odbci dstore. i npl

. Odbcl dStore

Qdbcel dSt or e

. Cust oner Log

. GdbcConnect i
. GdbcConnect i
QdbcConnect i
. GdbcConnect i
. GdbcConnect i
QdbcConnect i
. GdbcConnect i
. GdbcConnect i
QdbcConnect i
. GdbcConnect i
. GdbcConnect i
QdbcConnect i
. GdbcConnect i
. Gdbcl dStore

. Cust oner Log

. Gdbcl dStore

. Odbcl dStore

Store Operation: Get all user groups. Usernanme=odbcuser?2, External G oups=[]
2016- 06- 08 12: 26: 56, 033 DEBUG [ Thread-84][] ci sco.cpm odbci dstore.inpl.Gdbcl dStore
Store Operation: Fetch user attributes. Usernane=odbcuser 2,

onPool

onPool

onPool

on -:::

on -:::

on -:::

on -:::

on -:::

on -:::

on -:::

on -:::

onPool

onPool

- Wite

CDBC I D

CDBC I D

Wite

Call to

Wite

CDBC I D

CDBC I D

CDBC I D



Sessi onl D=0a3027ecLA _r JLKsS5QAzuRvl uGMdYe67r | gc G3MMX pE8y Knw

2016- 06- 08 12: 26: 56, 033 DEBUG [ Thread- 84][]
custoner | og nessage: 24872

2016- 06- 08 12: 26: 56, 033 DEBUG [ Thread- 84][]
QdbcConnecti onPool - get connection

2016- 06- 08 12: 26: 56, 033 DEBUG [ Thread- 84][]

QdbcConnecti onPool - use existing connection

2016-06-08 12: 26: 56, 033 DEBUG [ Thread- 84][]
QdbcConnecti onPool - connections in use: 1
2016-06-08 12: 26: 56, 033 DEBUG [ Thread- 84][]
Fetch user attributes

2016-06-08 12: 26: 56, 033 DEBUG [ Thread- 84][]

ci sco. cpm odbci dstore.inp

ci sco. cpm odbci dstore.inp

ci sco. cpm odbci dstore. i npl

ci sco. cpm odbci dstore.inp

ci sco. cpm odbci dstore.inp

ci sco. cpm odbci dstore. i npl

Prepare stored procedure call, procname=|SEAttrsRetrieval

2016- 06- 08 12: 26: 56, 033 DEBUG [ Thr ead-84][]
Text: {call |ISEAttrsRetrieval (?,?)}
2016- 06- 08 12: 26: 56, 033 DEBUG [ Thr ead-84][]

ci sco. cpm odbci dstore.inp

ci sco. cpm odbci dstore.inp

Setup stored procedure input paraneters, usernanme=odbcuser?2

2016- 06- 08 12: 26: 56, 033 DEBUG [ Thr ead-84][]
Execut e stored procedure cal

2016- 06- 08 12: 26: 56, 035 DEBUG [ Thr ead-84][]
Process stored procedure results
2016- 06- 08 12: 26: 56, 035 DEBUG [ Thr ead-84][]

ci sco. cpm odbci dstore. i npl

ci sco. cpm odbci dstore.inp

ci sco. cpm odbci dstore.inp

Recei ved result recordset, total nunber of colums=2

2016- 06- 08 12: 26: 56, 035 DEBUG [ Thr ead- 84] [ ]

ci sco. cpm odbci dstore. i npl

. GdbcConnect i onPool

.CustonerLog -:::- Wite

. GdbcConnecti onPool -:::-

QOdbcConnect i onPool

. GdbcConnection -:::-

OdbcConnection -:::-

. GdbcConnection -:::-

. GdbcConnection -:::-

OdbcConnection -:::-

. GdbcConnection -:::-

. GdbcConnection -:::-

OdbcConnection -:::-

According to colum nunber expect multiple rows (vertical attributes/groups retured result)

2016- 06- 08 12: 26: 56, 035 DEBUG [ Thr ead-84][]
Fet ched data: AwsonenessLevel =100
2016- 06- 08 12: 26: 56, 035 DEBUG [ Thr ead-84][]
Fet ched data: User Type=adm n

2016- 06- 08 12: 26: 56, 035 DEBUG [ Thr ead-84][]
Results successfully parsed fromrecordset
2016- 06- 08 12: 26: 56, 035 DEBUG [ Thr ead-84][]
Result code indicates success

2016- 06- 08 12: 26: 56,036 DEBUG [ Thr ead-84][]

QdbcConnecti onPool - rel ease connection
2016-06- 08 12: 26: 56,036 DEBUG [ Thread-84][]
QdbcConnecti onPool - connections in use: 0O

2016- 06- 08 12: 26: 56, 036 DEBUG [ Thread-84][]
ODBC DB succeeded

2016- 06- 08 12: 26: 56, 036 DEBUG [ Thread-84][]
custoner | og nessage: 24873

2016- 06- 08 12: 26: 56, 036 DEBUG [ Thread-84][]

ci sco. cpm odbci dstore.inp

ci sco. cpm odbci dstore.inp

ci sco. cpm odbci dstore. i npl

ci sco. cpm odbci dstore.inp

ci sco. cpm odbci dstore.inp

ci sco. cpm odbci dstore. i npl

ci sco. cpm odbci dstore.inp

ci sco. cpm odbci dstore.inp

ci sco. cpm odbci dstore. i npl

. GdbcConnection -:::-

. GdbcConnection -:::-

OdbcConnection -:::-

. GdbcConnection -:::-

. GdbcConnecti onPool -:::-

QOdbcConnect i onPool

.OdbcldStore -:::- Call to
.CustonerLog -:::- Wite
Qdbcl dStore -:::- OGDBC ID

Store Operation: Get all user attrs. Username=odbcuser?2, Setting |SE _ODBC. AnsonenessLevel to 100
2016- 06- 08 12: 26: 56, 036 DEBUG [ Thread-84][] cisco.cpm odbcidstore.inpl.OdbcldStore -:::- ODBC ID
Store Operation: Get all user attrs. Username=odbcuser2, Setting | SE_CDBC. User Type to admin
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