PIX/ASA 7.x et versions ultérieures : Exemple de
configuration VPN IPSec LAN a LAN avec
chevauchement des réseaux
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Introduction

Ce document décrit les étapes utilisées pour traduire (NAT) le trafic VPN passant a travers un
tunnel LAN a LAN (L2L) IPsec entre deux appliances de sécurité et effectuer également une
traduction d’adresses de port (PAT) du trafic Internet. Chaque appliance de sécurité dispose d'un
réseau privé protégé derriére lui. Dans cet exemple, deux appliances Cisco ASA (Adaptive
Security Appliances) avec des réseaux internes identiques et se chevauchant sont connectés via
le tunnel VPN. Dans un scénario normal, la communication sur le VPN n’a jamais lieu car les
paquets ping ne quittent jamais le sous-réseau local, car I'utilisateur envoie une requéte ping a
'adresse IP du méme sous-réseau. Pour que ces deux réseaux internes privés communiquent
entre eux, la fonction NAT de stratégie est utilisée sur les deux ASA pour la traduction du sous-
réseau local afin que la communication se produise comme prévu.

Conditions préalables

Conditions requises

Assurez-vous que vous avez configuré le dispositif de sécurité adaptatif Cisco avec des adresses



IP sur les interfaces et que vous disposez d'une connectivité de base avant de continuer avec cet
exemple de configuration.

Components Used

L’information contenue dans le présent document est fondée sur cette version logicielle:

- Logiciel Cisco Adaptive Security Appliance versions 7.x et ultérieures.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Produits connexes

Vous pouvez également utiliser cette configuration avec le dispositif de sécurité Cisco PIX
Versions 7.x et ultérieures.

Conventions

Pour plus d'informations sur les conventions utilisées dans ce document, reportez-vous a
Conventions relatives aux conseils techniques Cisco.

Configuration

Cette section vous fournit des informations pour configurer les fonctionnalités décrites dans ce
document.

Remarque : utilisez I'outil de recherche de commandes (clients enregistrés uniquement) afin
d'obtenir plus d'informations sur les commandes utilisées dans cette section.

Diagramme du réseau

Ce document utilise la configuration réseau suivante :

192.168.1 0124 ( } IPSes Turnel I:l 192.168.1.0/24

A 2
,._1____,

172.162.1.0/24 TF2AB21.0024 o

ASA-2

Configurations

Ce document utilise les configurations suivantes :

. Configuration ASA-1



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

. Configuration ASA-2

ASA -1

ASA- 1#show running-config
Saved

ASA Version 8.0(3)

!

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanmes

!

interface EthernetO

nanei f outside

security-level 0

i p address 172.162.1.1 255.255.255.0

I-—-- Configure the outside interface. ! interface
Et hernet1l naneif inside security-level 100 ip address
192.168.1.1 255.255.255.0 /--- Configure the inside

interface. passwd 2KFQnbNI dl . 2KYOU encrypted ftp node
passi ve access-list new extended permt ip 192.168.2.0
255, 255. 255. 0 192. 168. 3. 0 255. 255.255.0 !--- This access
list (new) is used with the crypto map (outside_map) !--
- 1in order to determine which traffic should be
encrypted !--- and sent across the tunnel.

access-list policy-nat extended permit ip 192.168.1.0
255.255.255.0 192.168.3.0 255.255.255.0

!-—-- The policy-nat ACL is used with the static !---
command in order to match the VPN traffic for
transl ation

pager lines 24

nt u outside 1500

ntu inside 1500

no failover

asdm i mage flash:/asdm 615. bin
no asdm hi story enabl e

arp timeout 14400

static (inside,outside) 192.168.2.0 access-1list policy-
nat

!-—-— It is a Policy NAT statement. !--- The static
conmand with the access list (policy-nat), !--- which
mat ches the VPN traffic and translates the source
(192.168.1.0) to !'--- 192.168.2.0 for outbound VPN
traffic.

gl obal (outside) 1 interface

nat (inside) 1 0.0.0.0 0.0.0.000

! --—- The previous statements PAT the Internet traffic !-
-- except for the VPN traffic that uses the IP address
172.17.1.1. route outside 0.0.0.0 0.0.0.0 172.162.1.2 1
!-—— Output is suppressed. !--- PHASE 2 CONFIGURATION --
-! I-—- The encryption types for Phase 2 are defined
here. crypto ipsec transformset Cl SCO esp-des esp-nmd5-
hmac !--- Define the transform set for Phase 2. Crypto
map outsi de_map 20 nmatch address new !--- Define which
traffic should be sent to the IPsec peer with the !---




access list (new). crypto map outside_map 20 set peer
172.162.1.2 !--- Sets the IPsec peer (remote end point)
crypto map outside_map 20 set transformset Cl SCO !/---
Sets the IPsec transform set "CISCO" !--- to be used
with the crypto map entry "outside_map" Crypto nmap
outside_map interface outside !--- Specifies the
interface to be used with !--- the settings defined in
this configuration !--- PHASE 1 CONFIGURATION ---! !---
This configuration uses isakmp policy 65535. !--- Policy
65535 is included in the configuration by default. !---
These configuration commands define the !--- Phase 1
policy parameters that are used. crypto isaknp identity
address crypto i saknp enabl e outside crypto i saknp
pol i cy 65535 authentication pre-share encryption des
hash nd5 group 2 lifetime 86400 tunnel -group 172.162.1.2
type ipsec-12l !--- In order to create and manage the
database of connection-specific records !--- for IPsec-
L2L—IPsec (LAN-to-LAN) tunnels, use the tunnel-group !--
- comand in global configuration nbde. !--- For L2L
connections, the nane of the tunnel group must be !---
the I P address of the |Psec peer (renote peer end).

tunnel -group 172.162.1.2 ipsec-attributes
pre-shared-key *
!--- Enter the pre-shared key in order to configure the
authentication method. telnet timeout 5 ssh timeout 5
console tinmeout O ! class-map inspection_default match
default-inspection-traffic ! ! policy-map gl obal _policy
cl ass inspection_default inspect dns nmaxi num|length 512
i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
Crypt ochecksum 33e1e37¢d1280d908210dac0cc26e706 : end

ASA -2

ASA- 2#show running-config
Saved

ASA Version 8.0(3)

!

host nane ASA- 2
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!
interface EthernetO

nanei f outside

security-level 0O

ip address 172.162.1.2 255.255.255.0
!

interface Ethernetl

nanei f inside

security-level 100

ip address 192.168.1.1 255.255.255.0
!
!I-—- Output is suppressed. access-list new extended
permt ip 192.168.3.0 255.255.255.0 192.168.2.0

255.255.255.0 !--- This access list (new) 1is used with
the crypto map (outside map) !--- in order to determine
which traffic needs to be encrypted !--- and sent across

the tunnel.
access-list policy-nat extended permit ip 192.168.1.0




255.255.255.0 192.168.2.0 255.255.255.0

!--- The policy-nat ACL is used with the static !---
command in order to match the VPN traffic for
transl ation.

pager lines 24

ntu outsi de 1500

ntu inside 1500

no failover

asdm i mage flash:/asdm 615. bin
no asdm hi story enabl e

arp timeout 14400

static (inside,outside) 192.168.3.0 access-list policy-
nat

!--- This is a Policy NAT statement. !--- The static
comand with the access list (policy-nat), !--- which
mat ches the VPN traffic and translates the source
(192.168.1.0) to !--- 192.168.3.0 for outbound VPN
traffic.

gl obal (outside) 1 interface

nat (inside) 1 0.0.0.0 0.0.0.00 0

!--- The previous statements PAT the Internet traffic !-
-- except the VPN traffic that uses the outside
interface IP address. route outside 0.0.0.0 0.0.0.0
172.162.1.2 1 !--- PHASE 2 CONFIGURATION ---! !--- The
encryption types for Phase 2 are defined here. crypto

i psec transformset Cl SCO esp-des esp-nd5-hmac /---
Define the transform set for Phase 2. Crypto map
outside_map 20 match address new !--- Define which
traffic needs to be sent to the IPsec peer. Crypto map
outside_map 20 set peer 172.162.1.1 !--- Sets the IPsec
peer. crypto nmap outside_map 20 set transformset Cl SCO
!--- Sets the IPsec transform set "CISCO" !--- to be
used with the crypto map entry "outside_map". Crypto map
outside_map interface outside !--- Specifies the
interface to be used with !--- the settings defined in
this configuration. !--- PHASE 1 CONFIGURATION ---! !---
This configuration uses isakmp policy 65535 !--- which
is included in the configuration by default. !--- The
configuration commands here define the !--- Phase 1
policy parameters that are used. crypto isaknp identity
address crypto isaknp enabl e outside crypto isaknp
policy 65535 authentication pre-share encryption des
hash nd5 group 2 lifetime 86400 !--- Output is
suppressed. !--- In order to create and manage the
database of connection-specific !--- records for IPsec-
L2L—IPsec (LAN-to-LAN) tunnels, use the !--- tunnel-
group command in global configuration node. !--- For
L2L connections, the nane of the tunnel group must be !-
-- the I P address of the |Psec peer.

tunnel -group 172.162.1.1 type ipsec-12|

tunnel -group 172.162.1.1 ipsec-attributes
pre-shared-key *

!--- Enter the pre-shared key in order to configure the
authentication method. pronpt hostname context

Crypt ochecksum 6b505b4a05claee96a71e67c23e71865 : end




Vérification

Utilisez cette section pour confirmer que votre configuration fonctionne correctement.

L'Outil Interpréteur de sortie (clients enreqistrés uniguement) (OIT) prend en charge certaines
commandes show. Employez I'OIT afin d'afficher une analyse de la sortie de la commande show:

- show crypto isakmp sa - Affiche toutes les associations de sécurité IKE (SA) actuelles sur un
homologue.
- show crypto ipsec sa - Affiche les paramétres utilisés par les SA actuelles.

Commandes show de ASA-1

ASA- 1#show crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 172.162.1.2
Type ©L2L Rol e D initiator
Rekey > no State : MM_ACTI VE

ASA- 1#show crypto ipsec sa
interface: outside
Crypto map tag: outside_map, seq num 20, local addr: 172.162.1.1

access-list new permt ip 192.168.2.0 255.255.255.0 192.168.3.0

255.255.2

5.0
| ocal ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)
current _peer: 172.162.1.2

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 9, #pkts conmp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#send errors: 0, #recv errors: O

local crypto endpt.: 172.162.1.1, renpote crypto endpt.: 172.162.1.2

path mu 1500, ipsec overhead 58, nedia mu 1500
current outbound spi: OBA6CD7E

i nbound esp sas:
spi: OxFB4BDO1A (4216049690)

transform esp-des esp-nd5- hmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 8192, crypto-nap: outside_map
sa timng: remaining key lifetime (kB/sec): (3824999/27738)
IV size: 8 bytes
replay detection support: Y
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out bound esp sas:
spi: OxOBA6CD7E (195480958)
transform esp-des esp-nd5- hmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 8192, crypto-nap: outside_map

sa timng: remaining key lifetime (kB/sec): (3824999/27738)

IV size: 8 bytes
replay detection support: Y

ASA- 1#show nat

NAT policies on Interface inside:

match ip inside 192.168.1. 0 255. 255. 255. 0 outsi de 192.168. 3.0 255. 255. 255.0

static translation to 192.168.2.0
translate_hits = 12, untranslate_hits = 5
match ip inside any outside any

dynam c translation to pool 1 (172.162.1.1 [Interface PAT])

translate_hits = 0, untranslate_hits = 0

match ip inside any inside any
dynami c translation to pool 1 (No matching gl obal)
translate_hits = 0, untranslate_hits = 0

match ip inside any dnz any
dynami c translation to pool 1 (No matching gl obal)
translate_hits = 0, untranslate_hits = 0

ASA- 1#show xlate

1 in use, 1 nost used
d obal 192.168.2.0 Local 192.168.1.0

Commandes show de ASA-2

ASA- 2#show crypto ipsec sa

interface: outside

Crypto map tag: outside_map, seq num 20, local addr: 172.162.1.2

access-list new permt ip 192.168.3.0 255.255.255.0 192.168.2.0

255. 255. 25
5.0

| ocal ident (addr/mask/prot/port): (192.168. 3.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

current _peer: 172.162.1.1

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9
#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9
#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 9, #pkts conmp failed: 0, #pkts deconp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#send errors: 0, #recv errors: O

local crypto endpt.: 172.162.1.2, renpote crypto endpt.: 172.162.1.1

path mu
current

i nbound es
spi: 0x0

1500, ipsec overhead 58, media ntu 1500
out bound spi: FB4BDO1lA

p sas:
BA6CD7E (195480958)

transform esp-des esp-nd5- hmac none



in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 8192, crypto-nap: outside_map
sa timng: remaining key lifetime (kB/sec): (4274999/26902)
IV size: 8 bytes
replay detection support: Y

out bound esp sas:

spi: OxFB4BDO1A (4216049690)

transform esp-des esp-nd5- hmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 8192, crypto-nap: outside_map
sa timng: remaining key lifetime (kB/sec): (4274999/26902)
IV size: 8 bytes
replay detection support: Y

ASA- 2#show crypto isakmp sa
Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 172.162.1.1

Type :L2L Rol e : responder
Rekey 1 no State : MM_ACTI VE
Dépannage

Suppression des associations de sécurité

Lorsque vous dépannez, assurez-vous de supprimer les SA existantes aprés avoir effectué une
modification. En mode privilégiée du PIX, utilisez les commandes suivantes :

- clear crypto ipsec sa - Supprime les SA IPsec actives.
- clear crypto isakmp sa - Supprime les SA IKE actives.

Dépannage des commandes

L'Outil d'interprétation de sortie (clients enregistrés seulement) prend en charge
certaines commandes d'affichage. Employez I'OIT afin d'afficher une analyse de la sortie de la
commande show.

Remarque : Consulter les renseignements importants sur les commandes de débogage avant
d’utiliser les commandes de débogage.

- debug crypto ipsec - Affiche les négociations IPsec de la phase 2.
- debug crypto isakmp - Affiche les négociations ISAKMP de la phase 1.

Informations connexes

- Solutions de dépannage les plus fréquentes concernant un VPN IPsec LAN a LAN et d'accés
a distance

- PIX'7.0 et Redirection de port de I'appliance de sécurité adaptative (transfert) avec les
commandes nat, global, static, conduit et access-list
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- PIX/ASA 7.x et FWSM : Instructions NAT et PAT

- Dispositifs de sécurité de la gamme Cisco ASA 5500

- Dispositifs de sécurité de la gamme Cisco PIX 500

- Négociation IPSec/Protocoles IKE

- Support et documentation techniques - Cisco Systems
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