VPN RA ASA IKEvV2 avec clients VPN Windows
7 ou Android et configuration de I'authentification
des certificats
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Introduction

Ce document décrit comment configurer Cisco Adaptive Security Appliance (ASA) Version 9.7.1 et
ultérieure afin de permettre aux clients VPN natifs de Windows 7 et Android (réseau privé virtuel)
d'établir une connexion VPN d'acces distant avec I'utilisation du protocole IKEv2 (Internet Key
Exchange Protocol) et des certificats comme méthode d'authentification.

Avec la collaboration de David Rivera et Cesar Lopez Zamarripa, ingénieurs du TAC Cisco.

Conditions préalables

Conditions requises
Cisco vous recommande de prendre connaissance des rubriques suivantes :

- Autorité de certification (CA)

- Infrastructure a clé publique (PKI)
- VPN RA avec IKEv2 sur ASA

- Client VPN intégré Windows 7

- Client VPN natif Android



Components Used
Les informations contenues dans ce document sont basées sur les versions de logiciel suivantes :

- CISCO1921/K9 - 15.5(3)M4a en tant que serveur CA 10S
- ASA5506X - 9.7(1) en tant que téte de réseau VPN
- Windows 7 comme ordinateur client
- Galaxy J5 - Android 6.0.1 en tant que client mobile
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. Si votre réseau
est en ligne, assurez-vous de bien comprendre l'incidence possible des commandes.

Configuration

Apercgu

Voici les étapes a suivre pour configurer les clients VPN natifs Windows 7 et Android afin de se
connecter a une téte de réseau ASA :

Configurer l'autorité de certification

L'autorité de certification permet d'incorporer I'utilisation de clé étendue (EKU) requise dans le
certificat. Pour la téte de réseau ASA, l'unité EKU d'authentification du serveur de certificats est
requise, tandis que le certificat client nécessite I'unité EKU d'authentification du client.

Plusieurs serveurs CA peuvent étre utilisés, notamment :

- Serveur Cisco I0S CA
- Serveur OpenSSL CA
- Serveur Microsoft CA
. 3lroisieme ca qes parties
IOS CA Server est utilisé pour cet exemple de configuration.

Cette section décrit la configuration de base permettant a un CISCO1921/K9 avec la version
15.5(3)M4a de fonctionner en tant que serveur AC.

Etape 1. Assurez-vous que le périphérique et la version prennent en charge la commande eku.

| OS- CA# show run | section crypto pki
crypto pki server <CA Server>
i ssuer-nane <cn=cal o_root, ou=TAC, o=ci sco>
grant auto
eku server-auth client-auth

Etape 2. Activez le serveur HTTP sur le routeur.

| OS- CA(confi g) #ip http server
Etape 3. Générez une paire de clés RSA exportable.



| OS- CA(confi g)# crypto key generate rsa modulus 2048 label <HeadEnd> exportable
The name for the keys will be: HeadEnd

% The key nodul us size is 2048 bits

% Generating 2048 bit RSA keys, keys will be exportable...

[OK] (el apsed tinme was 5 seconds)

Etape 4. Configurez un point de confiance.

| OS- CA(confi g)# crypto pki trustpoint <HeadEnd>

| CS- CA(ca-trust poi nt) #enrollment url http://10.201. 180. 230: 80
| OS- CA(ca- trust poi nt) #subject-name <cn=HeadEnd. davi d. con®

| OS- CA(ca- trust poi nt) #revocation-check none

| OS- CA(ca- trust poi nt) #rsakeypair <HeadEnd>

Note: L'adresse IP de la commande d'inscription est I'une des adresses IP configurées par le
routeur pour une interface accessible.

Etape 5. Authentifiez le point de confiance (Obtenir le certificat de 'autorité de certification).

| OS- CA(confi g) #crypto pki authenticate <HeadEnd>
Certificate has the followi ng attributes:
Fi ngerprint MD5: DA4502F4 CEFB4F08 AAA3179B 70019185
Fi ngerprint SHAl: A887F6DB 0656C7E2 857749F3 EA3D7176 8920F52F
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

Etape 6. Inscrivez le point de confiance (Obtenez le certificat d'identité).

| CS- CA(confi g) #crypto pki enroll <HeadEnd>
%
% Start certificate enroll nent
% Create a chall enge password. You will need to verbally provide this
password to the CA Adnministrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Pl ease nake a note of it.
Password: ciscol23
Re-enter password: ciscol23
% The subject name in the certificate will include: cn=HeadEnd. davi d. com
% The subject name in the certificate will include: Connected_2_| NET-B
% I nclude the router serial nunber in the subject nanme? [yes/no]: no
% I nclude an | P address in the subject nane? [no]: no
Request certificate from CA? [yes/no]: yes
% Certificate request sent to Certificate Authority
% The 'show crypto pki certificate verbose HeadEnd' conmmand will show the fingerprint.
*Jul 17 15:21:11.343: CRYPTO PKI: Certificate Request Fingerprint MD5: 0017C310 9F6084E8
63053228 B449794F
*Jul 17 15:21:11.343: CRYPTO PKI: Certificate Request Fingerprint SHAl: CFE22C7A B2855C4D
B4B2412B 57FC7106 1C5E7791
*Jul 17 15:21:15.675: %Kl -6- CERTRET: Certificate received fromCertificate Authority

Etape 7. Vérifiez les certificats.

| OS- CA#show crypto pki certificates verbose <HeadEnd>
Certificate

Status: Avail able

Version: 3

Certificate Serial Nunber (hex): 05

Certificate Usage: Ceneral Purpose



I ssuer:

cn=cal o_r oot
Subj ect :

Name: Connected_2_| NET-B

host name=Connect ed_2_I| NET- B

cn=HeadEnd. davi d. com
Validity Date:

start date: 16:56:14 UTC Jul 16 2017

end date: 16:56:14 UTC Jul 16 2018
Subj ect Key I nfo:

Public Key Al gorithm rsaEncryption

RSA Public Key: (2048 bit)
Signature Algorithm SHAL with RSA Encryption
Fi ngerprint MD5: 0017C310 9F6084E8 63053228 B449794F
Fi ngerprint SHAl: CFE22C7A B2855C4D B4B2412B 57FC7106 1C5E7791
X509v3 ext ensions:

X509v3 Key Usage: A0000000

Digital Signature
Key Enci pher ment

X509v3 Subj ect Key I D E9B3A080 779A76E7 8BE44F38 C3E4DEDF 18E75009

X509v3 Authority Key | D: B5EEEEB9 31B9A06C CBD9893C OE318810 5CA657E6
Authority Info Access:

Ext ended Key Usage:

Client Auth
Server Auth

Associ at ed Trustpoints: HeadEnd
Key Label : HeadEnd

CA Certificate
Status: Avail able
Version: 3
Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature
I ssuer:
cn=cal o_r oot
Subj ect :
cn=cal o_r oot
Validity Date:
start date: 13:24:35 UTC Jul 13 2017
end date: 13:24:35 UTC Jul 12 2020
Subj ect Key I nfo:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)
Signature Algorithm MD5 with RSA Encryption
Fi ngerprint MD5: DA4502F4 CEFB4F08 AAA3179B 70019185
Fi ngerprint SHAl: A887F6DB 0656C7E2 857749F3 EA3D7176 8920F52F
X509v3 ext ensions:
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subj ect Key I D B5EEEEB9 31B9A06C CBD9893C OE318810 5CA657E6
X509v3 Basi c Constraints:
CA: TRUE
X509v3 Authority Key | D: B5EEEEB9 31B9A06C CBD9893C OE318810 5CA657E6
Aut hority Info Access:
Associ ated Trustpoints: test HeadEnd CA_Server

Etape 8. Exportez le point de confiance HeadEnd vers le terminal au format PKCS12 pour obtenir
le certificat d'identité. Le certificat de I'autorité de certification et la clé privée sont ajoutés dans un
seul fichier.

| OS- CA(confi g) #crypto pki export



<ci scol23>

Exported pkcsl2 foll ows:

M | L3w BAz CCC5k GCSqGSI b3DQEHAaCCC40EgguGM | Lgj CCC34GCSqGSI b3DQEH
BgCCC28wggt r AQEAM | LZAYJKoZI hve NAQe BMBs GG qGSI b3 DQEMAQMAMDQQ oc &z
Fa6t Zy ACAQGAggs4qNTJi 71 / f Ol vQr 8nlc/ SCeaSYRLBvcY9yPgJ2K2/ Nmu9+KNB
3dAoYKCr GaDdf pobJEOXgBpl ELuBO: AeF7zdFJt / Pgpi e4f cqpCVlI bDXGBAnsmhj

v0j 6VWBZ/ | JHe7Jr ENat bi 4nhTnCDP79265QSkzr b9DenkCG oQsWP9z LHTi CDNzV
aj M WFuCFbOWSW 6L73BLTj S7rwt E74gYMUSNIwt OVsIM2LdwuQ+i Onpsnp6q9f u
ni UFEut Pe8i nOCRApeOt pPghDp74hKzi KT8JEsSBHMO | X1y/ LI XdLI Snz1nkoN3
vXDAAMCRFYACPH8PI GcVSx+vD+wiNaHp1vAGr q4pS7Z2QB7ko4nfFudnf t dOUzaPl z
EzTr OM REG6i | / gF8vb14Ef eRO9vumIBsaj F12hr FGugl JTZnEl p5go+oHEEA04Y+
Yhoj / M OyhZz03/ uj hj Kqt sAIXybYFOYqVkTee9u4Xj kcsg5AnmbageUUf d7@BCC2
bi 39S1maoWbTYi NcHFs/ bWKWIsgZwPzf W nPch/ 8M\v Xn46 AJAWM WRQ Hr uuFESF
bhv7SRhYSRQZPf 7] 1IPTmIuMKKA3Azj dbmmluLi dbX3yKbTt 4PxPMusbv+oj c6Nam
RCsRf 7+gnNZLWs3eU1n84r r yZg5P] W3MRTu2y XDvr 799gvx 7Nl ZH5yUZy VI 1T70b
eCAKbf | cmpMeml 2UVnaoP2N5u892md1BWIK9r t 5i sl 2f / Z/ ZuSbkFaxzU0456z Sg
VbYsR+51Xf QEH5x u88ESEUPWZ86YdUSI bD8ky 6WOnOMLOAK6Er NDLk gwiXcxw3CaZ8
zhao+dE3qoEYWAKPgCQz PqWOBWBY 7WEI ELUg2uSESXQ | Qc F+42CX6RA3yCry2T8
Ct+osKl SSao0nzj r | pTWhPI Fss9KRFgJDZhV21 ti si ALNWOPgr uddcnivt w44LXvdc
+Of nyRVULS6LE/ AMhGk0GaVet AXPez D+5pVZWL3UMT/ Zdz U Li Xj VOGzF6V8i 8gN
UaOMdDEa8T5Le4dCi gaA+t 1QxQOPCGh+wW0ZAQz WNAgZpSEk3ej Ri xOt 14SU5i vj / O
| GXNn8Fvebk42CHohj X&3f g/ | f bsVWABkxn2QZ/ f hXkZzt v4i c1Vgpr gJUR] Ct cBw
9Qp/ ONda+9aDHi SBr KeHC/ ur gXé6r gWKv9+hpRKI Rf j 3b8WE+NL1si vuQEj | WkbD7h
of pwxXb+/i 7Hi sj zSkONNwI yul f YSi Ov86FPWKOHOV] bg0&0di 1r vGZ8uJHQCC
77RLFXp4j r vCgeo4oWKQphgPANg7r T794vMagOr YOb4D3H HCUvU3JJIn5cDIQy 2
zZXXbG2q8Ht NM4COCUJEUBZz x 11 may H2XvDck 6 VML TGn8XH5Vg7LA CeUcVDMBaQk y
HJISPk/ Vnf QOI XwPI axx Yl r +j Opcor FkH+OHO04hz07gr AsGyLRoFI CTEvHAZVnFOX
2A1j / z/ BFAPGB6ssAt | NRZVe YUS72NWPEL pKm HZnl +2i Who5i wTZgt j v7oREZKE
RE6n7 BRI PSD2Rj j anCmmmHS5dKS5wWx F7YI | eK/ +ZVr f wLecEPRI +eVw0i sM JN a
Wik Zk CcVIK/ ec1P8j p8LzCx17HgVNYbg9l si f f DAxo0G kOQLUI pl i At 7LA2BeGs
yl 55wt YUcOBHO/ Es39yWhnREa/ / | KEBLWO8PvUI0Vk XWhi D3aj FnrcHssDeU t ZR
4KKNuNor 7Le9ycXZFMBof KZ6AI J9ALAYVOyhGOB88voq8MVGXEe/ g+Dl j aVELht Yu
kOELmMYAD) XCKEvp3SqOKLQZi CzZ20i MAUTWKI Xf gr f LEHOuUt wHTyr 3J2vQk5CD37
ZAf sF6zxEvt U2t 413090 WWOW WhinS0gzLeXW WBHO YAl w3QodKNzbaY4eL P4y
BEdsLmWbMiezaOnDBoZOrMUISKkhvFr Ez5Q@X5r 9vCuAi 1r YDgy!l j hgdne56t VW0OVg
ZauhbNX59PQQzwCQdI ZJWL5t gj f 0h7XCnBOBsqd12l Hur CCnHy 7kMbpqf OMM hH7
oM DhXdTU+1sEabt / 9c2qgsli hJLS1Zaw2q1AaS5h00+xL8Lxwh2/ 1/ R7BFf er hR
QZDpi x+Cmt akRu7uPOVa0zsy Cko3PInf 74AVDr ThAWMAG6G238TC6XI 1vr XhvEX1lI

BVpl QqOWh/ p7Zor §j D51 +z7TkXmINp7i | xAqpOyobCovOBwWQP7/ QAS88q9JINSAt e
Er dCXoi zvs8YnZMoEap948opl YFal P+xCnCr 81 3v7znwf ZwTMQPoPvgEFqUmMAYgt

xkJ0qaE645i hTnLgk4egl sBLsl WPR1RI U+t 6k GGAUNK ghPFxb3/ 1xNRPVz OGn12w
SOyw+XLC6k S4PnKoxkxax4nnCx7s3e7B5e0qmyt gRTIJOGUW Uf +T3r oy TOUYnODd+
i k6bmxcnQOqdcHt t 2HTbIl +kYpken3Yr FOh9JInmBZKT63gQSqQNL800ZVd4dAZceg
Fci NKs9r 26f yy+L3r GCh+UWITLf 6n\NuVWI8Rst j j | GPHEPKZ9gnMgMImi kP2ghgQAd
XVhs6ashXx33bz9dl uhRx6uTNM ppsXyg6SxUyeGDYhpxsPt 7uRWBswOpi 6i DVEZn
1 SSzQ r kxoNwwOf n8706f TCLhH TZa8HS5HVK3KE7Li Zv9palz6KTo4z+LCQSLDy
FoRJIhSaEsCYJsLDS5nYBoR8hE/ eMyQDX1f +RZBr JDcf t xx 7FQ+8Rt vVHSIRcJKON/

Ph/ pL62NBI SbvCf n1Abi sKr bbgCVLQOS] / douf PvpMIr2UubLOTY8UnQ yWVHLMF3t Z
j Jy6Si 2gl LwA9hu/ c 1NsREbAOgxMTj AREb5Bj AU ¢3f uv2DWhwnkwy ZNy HAnBB9
TPRoBy GPv SZXa8MnY/ 8DUEWUQEST DJi 5j | AD4l 6VFFUB72ZS7wn/ niVRO2f Pkf Ovp
3yhnGgX29CaDhi DI KwlXwj 1NybChpZ6unDo5J3st Mkl bv5TYL2TI 6egZS0Sj sLm
cj 5zkyUu22/ 93E5vf KD1CM Xx9/ e4j 2r Rh3QCl XqaCj C9acTJI8a/ k9/ bp8Nz5Ci r
pnaCbu@vna92nxVUqgcmrll ShVI v&gl HOgmADur hcLh59j 20t X6K8 AMI90+azaYbX
AJV/ MCEl hJg6we N8N CHWhi uK9+zps UK2FQyf bcgaaNe3xGaXuoO GQMl bAG Ekp
kuauRz@/ pwszaZuPh/ 5r E77z8zMit 3+CE5Cs| B9npzNi 0b0i t aaR 13bBBm 1xn
r 6 SBUW7 AVApZWRx 6pi hvpt LJaqUll zaV5SWk0z TABR7BmR84L0+/ 8v/ bedcPSi 0G
ecsi de21F6CcWO5ywABBXx DYQXMLPO9gk T/ 2bkPKkEJOj Bl 5P5L1+Ygb8hTIl one/ | nR
B8kt Ed8+QN8060h0seONXunirqBf AuNBkpr QA3ssXLeEGBOI peC50GMVSzi yS9i d
zYq8WaehpAl f 3pgwn8gsi 0B/ wd57TOKK91+vOEi 4z+yl du8Kh9GTi gGvgNAeakgr
ECDi XoKAW t YAn7cLKNpZaoj Ss2Jt +600BA5cr TO4M gpj b9Pd/ DLqWIDI Ty oRW



cJRb68a0y ZvVBUOyoLbox84QKLHI sA92ppl S7VFr AWP65wr hs4XOF 4YSFI MB9Sn4
G yESGVIzwG xgCNnQzZK LI KsFbl § p2l Mps5j VKoFf pPJCi e3F2FB3ec S+xRpHo
5u2KOTnHOr FQ6Vu+JYCo/ gWhOERt L/ 8gczP7C9ehi azf emnw2bq9xr Uo+6y3HOQ+Z
LADWM Akl +kzbng3R+f j 4AYBvf 8GTJdpBs8s/t 7nZXHi XCt HqXx TMRWI x5Xuxs9F
I 81 i 8TAAMCEWCQYFKwADAhoFAAQU] O On/ REYODUpznP9SwWYNnFX92BYEFESx 1MSa
ho3Cv1cZYMITzZEz| sKdAgl ==

---End - This line not part of the pkcsl2---

CRYPTO_PKI: Exported PKCS12 file successfully.
*Jul 17 15:46:49.706: %Kl - 6- PKCS12EXPORT_SUCCESS: PKCS #12 Successful |y Export ed.

Etape 9. Créez un point de confiance vide sur I'ASA.

ASA(config)# crypto ca trustpoint <HeadEnd>
DRI VERAP(confi g-ca-trustpoint)# exit

Etape 10. Importer le fichier PKCS12.

ASA( confi g) #crypto ca import <HeadEnd> pkesl2 <ci sc0l23>

Enter the base 64 encoded pkcsi2.

End with the word "quit" on a line by itself:

M | L3w BAz CCC5k GCSqGSI b3DQEHAaCCC40EgguGM | Lgj CCC34GCSqGSI b3DQEH
BgCCC28wggt r AQEAM | LZAYJKoZI hve NAQe BMBs GCi qGSI b3 DQEMAQMMDQQ oc &z
Fa6t Zy ACAQGAggs4qNTJi 71 / f Ol vQr 8nlc/ SCeaSYRLBvcY9yPgJ2K2/ Nmu9+KNB
3dAoYKCr GaDdf pobJEOXgBpl ELuBO: AeF7zdFJt / Pgpi e4f cqpCVl bDXGBAnsmhj

v0j 6VWBZ/ | JHe7Jr ENat bi 4nhTnCDP79265QSkzr b9DenkCG oQsWP9z LHTi CDNzV
aj M WFuCFbOWSW 6L73BLTj S7rwt E74gYMU5SNIwt OVsIM2LdwuQt+i Onpsnp6q9f u
ni UFEut Pe8i mOCRApeOt pPghDp74hKzi KT8JES@HMY | X1y/ LI XdLI Snz1nkoN3
vXDAAMCRFYACPH8PI GcVSx+vD+wirNaHp1vAOr q4pS7Z2QB7ko4nfFudnf t dOUzaPl z
EzTr OM REG6i | / gF8vb14Ef eRO9vumIBsaj F12hr FGugl JTZnEl p5go+oHEEA04Y+
Yhoj / M OyhZzo03/ uj hj Kqt sAIXybYFOYqVkTee9u4Xj kcsg5AnmbageUUf d7@BCC2
bi 39S1maoVWbTYi NcHFs/ bWKWIsgZwPzf W nPch/ 8M\v Xn46AJAWM WRQ Hr uuFESF
bhv7SRhYSRQZPf 7] 1IPTMIuMKKA3Azj dbmmlulLi dbX3yKbTt 4PxPMusbv+oj c6Nam
RCsRf 7+gnNZLWs3eU1n84r r yZg5P] WBMRTu2y XDvr 799gvx 7Nl ZH5yUZy VI 1T70b
eCAKbf | cmpMbml 2UVnaoP2N5u892md1BWIKOr t 5i sl 2f / Z/ ZuSbkFaxzU0456z Sg
VbYsR+51Xf QEH5x u88ESEUPWZ86YdUS| bD8ky 6WONOMLOAKEr NDLK gwiXcxw3CaZ8
zhao+dE3qoEYWAKPgCQz PgWOBWBY 7WEI ELUg2uSESXQ | Qc F+42CX6RA3yCry2T8
Ct+osKl SSao0nzj r | pTWhPi Fss9KRFgJDZhV21 ti si ALNWOPqgr uddcniyt w44LXvdc
+Of nyRVULS6LE/ AMhGk0GaVet AXPez D+5pVZWL3UMT/ Zdz U Li Xj VOGzF6V8i 8gN
UaOMoDEa8T5Le4dCi gaA+t 1QxQOPCh+wW0ZAQz WNAgZpSEk3ej Ri xOt 14SU5i vj / O
| GXNn8Fvebk42CHohj X&3f g/ | f bsVWABkxn2Qz/ f hXkZzt v4i c1Vgpr gJUR] Ct cBw
9Qp/ ONda+9aDHi SBr KeHC/ ur gXé6r gWKv9+hpRKI Rf j 3b8WE+NLsi vuQEj | WkbD7h
9f pwx Xb+/i 7Hi sj zSkONUNwI yul f YSi Ov86FPWKOHOV] bg0&0di 1r vGZ8uJHQCC
77RLFXp4j r vCgeo4oWKQphgPANg7r T794vMamgOr YCb4D3H HCUvU3JJIn5cDIQy 2
zXXbG2q8Ht Mt4COCUJEUBzx 11 may H2XvDck6VIML TGn8XH5Vg7LA CeUcVDMBaQk y
HISPk/ Vnf QOI XwPl axx Yl r +j Opcor FkH+OH04hz07gr AsGyLRoFI CTEvHAZVNFOX
2A1j / z/ BFAPGB6ssAt | nRZVe YUS72NWPEL pKm HZnl +2i Who5i wTZgt j v7oREZKE
RE6n7CBRi PSD2Rj j anCrmmmmH5dK5wWxF7YI | eK/ +ZVr f wLecEPRI +eVw0i sM JN a
Wik Zk CcVIK/ ec1P8j p8LzCx17HgVNYbg9l si f f DAxo0G kOQLUI pl i At 7LA2BeGs
yl 55wt YUcOBHO/ Es39yWhnREa/ / | KEBLWO8PvUI0vk XV D3aj FnrcHnesDeU/ t ZR
4KKNuNor 7Le9ycXZFMBof KZ6AI J9A1AYVOyhGOB88voq8MVGXEe/ g+Dl j aVELht Yu
KOELmMYAD) XCKEvp3SqOKLQZi CzZ20i MAUTWKI Xf gr f LEHOuUt wHTyr 3J2vQk5CD37
ZAf sF6zxEvt U2t 41J0e90 WWOW WinS0gzLeXW WBHO YAl w3QodKNzbaY4eL P4y
BEds LmWbMiezaOnDBoZOrMUISKkhvFr Ez5Q6X5r 9vCuAi 1r YDgyl j hgdne56t VW0OVg
ZauhbNX59PQQzwCQdI ZIWL5t gj f Oh7XCnPOBsqd12l Hur CCnHy 7kMbpqf OMM hH7
oM DhXdTU+1sEabt / 9c2qsli hJLS1Zaw2q1AaS5h00+xL8Lxwh2/ 1/ R7TQBFf er hR
QZDpi x+Cnt akRu7uPOVa0zsyCko3PInt 74AVDr ThAWMAG6G238TC6XI 1vr XhvEX1lI

BVpl QqOWh/ p7Zor §j D51 +z7TkXmINp7i | xAqpOyobCovOBwWQP7/ QAS88q9JNSAt e
Er dCXoi zvs8YnZMoEap948opl YFal P+xCnCr 81 3v7znwf ZwTMQPoPvgEFqUMAYgt

xkJ0qaE645i hTnLgk4egl sBLsl WPR1RIU+t 6k GGAUNKqhPFxb3/ 1xNRPVzOGnl12w
SOywH+XLC6k S4PnKoxkxax4nnCx7s3e7B5e0qmyt gRTIOGUW Uf +T3r oy TOUYnOd+
i k6bmxcnQOqdcHt t 2HTbI +kYpken3Yr FOh9JInmBZKT63gQSqQNL800ZVd4dAZceg



Fci NKs9r 26f yy+L3r GCh+UITLf 6nNuVWI8Rst j j | GPHEPKZ9gnMgMImi kP2ghgQAd
XVhs6ashXx33bz9dl uhRx6uTNM ppsXyg6SxUyeGDYhpxsPt 7uRWBswOpi 6i DVEZn
1 SSzQ r kxoNwwOf n8706f TCLhH TZa8HS5HVK3KET7Li Zv9palz6KTo4z+LCQSLDy
FoRIhSaEsCYJsLDS5nYBoR8hE/ eMyQDX1f +RZBr JDcf t xx 7FQ+8Rt vVHSIRcJKION/
Ph/ pL62NBI SbvCf n1Abi sKr bbgCVLQOS] / douf PvpMIr2UubLOTY8UnQ yWVHLMF3t Z
j Jy6Si 2gl LwA9hu/ c 1NsREbAOgxMTj AREb5Bj AU ¢3f uv2DWhwnkwy ZNy HAnBB9
TPRoBy GPv SZXa8MnY/ 8DUEWUQEST DJi 5j | AD4l 6VFFUB72ZS7wn/ nVRO2f Pkf OVp
3yhnGgX29CaDDi DI KwlXwj 1NybGChpZ6unDo5J3st Mkl bv5TYL2TI 6egZS0Sj sLm
cj 5zkyuUu22/ 93E5vf KD1CM Xx9/ e4j 2r Rh3QCI XqaCj C9acTJI8a/ k9/ bp8Nz5Ci r
pnaCbu@vna92nxVUqgcmrll SbVl v&gl HOgmADur hcLh59j 20t X6K8 AMI90+azaYbX
AJV/ MCEl hJg6we N8N CHWhi uK9+zps UK2FQyf bcgaaNe3xGaXuoO GQM bAG Ekp
kuauRz @/ pwszaZuPh/ 5r E77z8zMit 3+CE5Cs| B9npzNi 0b0i t aaR 13bBBm 1xn
r 6SBUW7 AVApZWRx 6pi hvpt LJaqUll zaV5SWk0z TABR7BmR84L0+/ 8v/ bedcPSi 0G
ecsi de21F6CcWO5ywABBXx DYQXMLPO9gk T/ 2bkPKkEJOj Bl 5P5L1+Ygb8hTIl one/ | nR
B8kt Ed8+QN8060h0seONXunirqBf AuNBkpr QA3ss XLeEGBOI peC50GMVSzi yS9i d
zYq8WaehpAl f 3pgwn8gsi 0B/ wd57TOKK91+vOEi 4z+yl du8Kh9GTi gGvgNAeakgr
ECDi XoKAW t YAn7cLKNpZaoj Ss2Jt +600BA5cr TO4M gpj b9Pd/ DLqWIDI Ty oRW
cJRb68a0yZvVBUOyoLbox84QKLHI sA92ppl S7VFr AWP65wr hs4XOF 4YSFI MB9Sn4
G yESGVIzwG xgCNnQzZK LI KsFbl § p2l Mps5j VKoFf pPJCi e3F2FB3ec S+xRpHo
5u2KOTnHOr FQ6Vu+JYCo/ qWhOERt L/ 8gczP7C9ehi aZf emw2bq9xr Uo+6y3HOQ+Z
LADWM Akl +kzbng3R+f j 4AYBvf 8GTJdpBs8s/t 7nZXHi XCt HqXx TMRWI x5Xuxs9F
I 81 i 8TAOMCEWCQYFKwADAhoFAAQU) O On/ REYODUpznP9SwWYnFX92BYEFESx 1MSa
ho3Cv1cZYMITzZEz| sKdAgl ==

quit

INFO I nport PKCS12 operation conpleted successfully

Etape 11. Vérifiez les informations de certificat.

ASA(confi g) #show crypto ca certificates <HeadEnd>
CA Certificate
Status: Avail able
Certificate Serial Nunber: 01
Certificate Usage: Signature
Public Key Type: RSA (1024 bits)
Signature Algorithm M5 with RSA Encryption
| ssuer Name:
cn=cal o_r oot
Subj ect Nane:
cn=cal o_r oot
Validity Date:
start date: 13:24:35 UTC Jul 13 2017
end date: 13:24:35 UTC Jul 12 2020
Storage: config
Associ ated Trustpoints: test HeadEnd
Certificate
Status: Avail able
Certificate Serial Nunber: 05
Certificate Usage: Ceneral Purpose
Public Key Type: RSA (2048 bits)
Si gnature Al gorithm SHAL with RSA Encryption
| ssuer Name:
cn=cal o_r oot
Subj ect Nane:
host nane=Connect ed_2_| NET-B
cn=HeadEnd. davi d. com
Validity Date:
start date: 16:56:14 UTC Jul 16 2017
end date: 16:56:14 UTC Jul 16 2018
Storage: config
Associ ated Trustpoints: HeadEnd

Générer un certificat client



Etape 1. Générez une paire de clés RSA exportable.

| OS- CA(confi g)# crypto key generate rsa modulus 2048 label <W n7_PC> exportable
The name for the keys will be: Wn7_PC

% The key nodul us size is 2048 hits

% Generating 2048 bit RSA keys, keys will be exportable...

[OK] (el apsed tinme was 5 seconds

Etape 2. Configurez un point de confiance.

| OS- CA(confi g)# crypto pki trustpoint <W n7_PC>

| OS- CA(ca-trust poi nt) #enrollment url http://10.201. 180. 230: 80
| OS- CA( ca- trust poi nt) #subject-name <cn=W n7_PC. davi d. con®

| OS- CA( ca-trust poi nt) #revocation-check none

| OS- CA( ca- trust poi nt) #rsakeypair <W n7_PC>

Etape 3. Authentifiez le point de confiance configuré (Obtenir le certificat de I'autorité de
certification).

| OS- CA(confi g) #crypto pki authenticate <W n7_PC>
Certificate has the follow ng attributes:
Fi ngerprint MD5: DA4502F4 CEFB4F08 AAA3179B 70019185
Fi ngerprint SHAl: A887F6DB 0656C7E2 857749F3 EA3D7176 8920F52F
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

Etape 4. Inscrivez le point de confiance authentifié (Obtenir le certificat d'identité).

| OS- CA(confi g) #crypto pki enroll <Wn7_PC>
%
% Start certificate enroll nent
% Create a chall enge password. You will need to verbally provide this
password to the CA Adnministrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Pl ease nake a note of it.
Password: ciscol23
Re-enter password: ciscol23
% The subject nane in the certificate will include: cn=Wn7_PC. david.com
% The subject nane in the certificate will include: Connected 2 | NET-B
% I ncl ude the router serial nunmber in the subject name? [yes/no]: no
% I nclude an I P address in the subject nane? [no]: no
Request certificate from CA? [yes/no]: yes
% Certificate request sent to Certificate Authority
% The ' show crypto pki certificate verbose Wn7_PC command will show the fingerprint.
*Jul 17 15:21:11.343: CRYPTO PKI: Certificate Request Fingerprint MD5: 9153E537 11Cl6FAE
BO3F7A38 775DBB92
*Jul 17 15:21:11.343: CRYPTO PKI: Certificate Request Fingerprint SHAl: 3BC4AC98 91067707
BB6BBBFB ABD97796 F7FB3DD1
*Jul 17 15:21:15.675: %Kl -6- CERTRET: Certificate received fromCertificate Authority

Etape 5. Vérifiez les informations des certificats.

| OS- CA#tshow crypto pki certificates verbose <W n7_PC>
Certificate

Status: Avail abl e

Version: 3

Certificate Serial Nunmber (hex): 03

Certificate Usage: Ceneral Purpose

| ssuer:



cn=cal o_r oot
Subj ect :
Name: Connected_2_| NET-B
host name=Connect ed_2_I| NET- B
cn=W n7_PC. davi d. com
Validity Date:
start date: 13:29:51 UTC Jul 13 2017
end date: 13:29:51 UTC Jul 13 2018
Subj ect Key I nfo:
Public Key Al gorithm rsaEncryption
RSA Public Key: (2048 bit)
Signature Algorithm SHAL with RSA Encryption
Fi ngerprint MD5: 9153E537 11Cl6FAE BO3F7A38 775DBB92
Fi ngerprint SHAl: 3BC4AC98 91067707 BB6BBBFB ABD97796 F7FB3DD1l
X509v3 ext ensions:
X509v3 Key Usage: A0000000
Digital Signature
Key Enci pher ment
X509v3 Subj ect Key ID: F37266AE 61F64BD9 3E9FA80C 77455F21 5BEB870D
X509v3 Authority Key | D: B5EEEEB9 31B9A06C CBD9893C OE318810 5CA657E6
Aut hority Info Access:
Ext ended Key Usage:
Client Auth
Server Auth
Associ ated Trustpoints: Wn7_PC
Key Label: Wn7_PC
CA Certificate
Status: Avail able
Version: 3
Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature
I ssuer:
cn=cal o_r oot
Subj ect :
cn=cal o_r oot
Validity Date:
start date: 13:24:35 UTC Jul 13 2017
end date: 13:24:35 UTC Jul 12 2020
Subj ect Key I nfo:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)
Signature Algorithm MD5 with RSA Encryption
Fi ngerprint MD5: DA4502F4 CEFB4F08 AAA3179B 70019185
Fi ngerprint SHAl: A887F6DB 0656C7E2 857749F3 EA3D7176 8920F52F
X509v3 ext ensions:
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subj ect Key I D B5EEEEB9 31B9A06C CBD9893C 0OE318810 5CA657E6
X509v3 Basi c Constraints:
CA: TRUE
X509v3 Authority Key | D: B5EEEEB9 31B9A06C CBD9893C OE318810 5CA657E6
Aut hority Info Access:
Associ ated Trustpoints: test HeadEnd Wn7_PC CA_Server

Installer le certificat d'identité sur I'ordinateur client Windows 7

Etape 1. Exportez le point de confiance Win7_PC nommé vers un serveur FTP/TFTP (installé sur
votre ordinateur Windows 7) au format PKCS12 (.p12) pour obtenir le certificat d'identité, le
certificat d'autorité de certification et la clé privée dans un seul fichier.



| OS- CA(confi g) #crypto pki export <W n7_PC> pkesi2 <tftp://10.152.206.175/ Wn7_PC. pl2> password

<ci scol23>

Address or name of renmote host [10.152.206.175]?

Destination filenane [Wn7_PC. p12]?

IWiting pkcsl2 file to tftp://10.152.206. 175/ W n7_PC. p12

1

CRYPTO_PKI: Exported PKCS12 file successfully.

*Jul 17 16:29:20.310: %Kl - 6- PKCS12EXPORT_SUCCESS: PKCS #12 Successful |y Export ed.

Voici I'aspect du fichier exporté sur une machine cliente.

~ | 42| [ win7_pc

@‘\._}'b’ + Search Results in TFTP-Root »

Organize « Save search

[ Favorites

. Win7_PC

£ CATFTP-Root Size: 297 KB

=] Recent Places Type: Personal Information Exch...

Bl Desktop

& Downloads Search again in:

Custom... € Internet o] File Contents

o Libraries M Computer

. Libraries
3 Documents
rJ“- Music
= Pictures

E Videos

M Computer

%s' os (C:)

Qi_i MNetwork

p 1 item

E

Date modified: 7/13/2017 9:01 AM

Etape 2. Appuyez sur Ctrl + R et tapez mc pour ouvrir Microsoft Management Console (MMC).

"

= Run (el
= Type the name of a program, felder, document, or Internet
resource, and Windows will open it for you.
Open: | NN -

ﬁ' This task will be created with administrative privileges.

Cancel | | Browse...

| oK

-

Etape 3. Sélectionnez OK.




Consolel - [Console Root]

= |0 = BE

E File Action View Favorites Window Help

2%

|7] Console Root

Mame

There are ne items to show in this view.

Actions
Console Root -
Meore Actions »

Etape 4. Accédez a Fichier>Ajouter/Supprimer un composant logiciel enfichable.

ﬁ Consolel - [Console Root]

“| Console Root

Add or Remove Snap-ins

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins:

Selected snap-ns:

Snap-n

[T Authorization Manager
¥ Certificates
e Component Services
;&"Ccmpuher Managem...
ﬂDewce Manager
=4 Disk Management
E Event Viewer

| Folder
_iJ Group Policy Object ...
B, 1P Security Monitor
.S IP Security Policy M...
[ Link to Web Address
= ..

© B Add >

- [ console Root

Edit Extensions. ..

Remave

Move Up

Move Down

Advanced...

Description:

The ActiveX Control snap-n enables you to add an MMC node with a results view containing an ActiveX control.

Cancel

===
BER

Actions
Conscle Reoct -

More Actions

Etape 5. Sélectionnez Certificats > Ajouter > Compte d'ordinateur.




E Consolel - [Console Root]
ﬁ File Action View Favorites Window Help

NENN 7]
| Console Root H MName Actions
Consele Rocot -
Add or Remove Snap-ins 29 More Actions »
You can select snap-ins for this console from those available on your computer and configure the selected i
extensible snap-ins, you can configure which extensions are enabled. Certificates snap-in
Available snap-ins: Selected snap-ins:
Snap-in Vendor - [ Console Root This snap-in will always manage cedificates for:
"1 ActiveX Control Microsoft Cor... () My user account
Aulhu'izalim Manager Microsoft Cor...

¥ Certificates Microsoft Cor...
. Component Services  Microsoft Cor...
E(}mu.lter Managem... Microsoft Cor...
= Device Manager Microsoft Cor...
27 Disk Management Microsoft and...
Q Event Viewer Microsoft Cor...
[ Folder Microsoft Cor...
|=] Group Policy Object ... Microsoft Cor...
‘.SIPSecmtv Monitor Microsoft Cor...
{8, 1P Security Pokicy ... Microsoft Cor...
[£]Link to Web Address  Microsoft Cor... _
=

. -

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service,

< Back
- ’ - .
Etape 6. Sélectionnez Suivant,
E Consolel - [Conscle Root]
ﬁ File Action View Favorites Window Help
NESN?]
“] Console Root H Name Actions
e Console Root. -
Add or Remove Snap-ins = Meore Actions »
Voucmsdects}ap-'nsforwsmole ﬁ-o_m those a_vallab\eunwwmuw'mdoonﬁgnnhxhc‘ Eastet == >
extensible snap-ins, you can configure which extensions are enabled. Select Computer
Selected snap-ins:
Vendor - [ Console Root Select the computer you want this snap-in to manage.
Microsoft Cor... This snap-n will always manage:
Microsoft Cor... @ Local computer: fthe computer this console is unning on)
Microsoft Cor... |= - . .
Microsoft Cor... (©) Ancther computer: Erowse..
. Microsoft Cor...
Microsoft Cor [] Mllow the selected computer to be changed when launching from the command line. This
X only applies i you save the console.
Microsoft and. ..
Microsoft Cor...
Microsoft Cor...
. Microsoft Cor...
Microsaft Cor...
Microsoft Cor...
Description:
The Certificates snap-in allows you to browse the contents of the certficate stores for yourself, a sen
cBack | Fnsh | [ Cencal |

Etape 7. Terminez.



a Consolel - [Console Root]
[@ File Action View Favorites Window Help

e[ =z 860

"1 Console Root [ wame | Actions
IM

More Actions »

You can select snap-ns for this console from those avaiable on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Avalable snap-ns: Selected snap-ns:
Snap-n Vendor - [ console Root Edit Extensions. ..
= Activex Control Microsoft Cor... ¥ Certificates (Local Computer) -
[FJauthorization Manager Microsoft Cor.... emove
(¥ Certificates Microsoft Cor... |= ’
. Component Services  Microsoft Cor... ( Move Up
& Computer Managem... Microsoft Cor... . R
23 Device Manager microsoft Cor... || per | MoveDown
= Disk Management Microsoft and... [a> |
[8] Event viewer Microsoft Cor...
(=] Folder Microsoft Cor...
1] Group Policy Object ... Microsoft Cor...

IP Seaity Monitor  Microsoft Cor...

IP Sequrity Policy M...  Microsoft Cor...
grotems e - .

Descaription:
The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

o J(cons ]

Etape 8. Sélectionnez OK.

Etape 9. Accédez a Certificates (Local Computer)>Personal>Certificates, cliquez avec le bouton
droit sur le dossier et accédez a All Tasks>Import :

‘& Consal Console Ro ficates (Local Comp sona =
& File Action View Favorites Window Help mER
ez 2@ alc=HE
[ Console Root Issued To B Issued By Expiration Date  Intended Purposes  Friendly Na| | Actions.
4 (G Certificates (Local Computes) %IDRIVERAP-GKUZH DRIVERAP-6KUZH 7/13/2022 <Al <None> || ertiicates -
4 [ ] Personal
|j Certificates] Meore Actions »
i ] Trusted Ro All Tasks 3 Request New Certificate...
1+ || Enterprise Import...
b ] Intermedia e '
b [ Trusted Pu MNew Window from Here Advanced Operations 3
i [ Untrusted
MNew Taskpad View...
b [ Third-Party ke
I+ [ Trusted Pey Refresh
1+ [ ] Other Pecp rt List
b 1 Ams Erpo
p [ CanaryCert Help
1 [ InjectorCertStare
b [] McAfee Trust
[ PolicyCertStore
1+ (] Remote Desktop
i+ [7] Certificate Enrollment Requests
1+ (| Smart Card Trusted Roots
1 [ SMS
[ SPC
1> [ Trusted Devices
] in (3| [ T | r
Add a certificate to a store




Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, didk Mext.

< Back Mext = | | Cancel

Etape 10. Cliquez sur Next (Suivant). Indiquez le chemin d'accés au fichier PKCS12.




Certificate Import Wizard @

File to Import
Spedfy the file you want to impart.

File name:

C: \TFTP-Root\Win7_PC.p12

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7B)
Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

< Badk ” Mext = || Cancel

Etape 11. Sélectionnez Suivant a nouveau et tapez le mot de passe entré dans la commande
crypto pki export <Win7_PC> pkcs12 <tftp.//10.152.206.175/ Win7_PC.p12> password
<cisco123>



Certificate Import Wizard @

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

|| Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

< Back |[ Mext = ] | Cancel

Etape 12. Sélectionnez Suivant.



Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store

Certificate store:

Learn more about certificate stores

<Back || Next> Cancel

Etape 13. Sélectionnez Suivant une fois de plus.



Certificate Import Wizard

B

Completing the Certificate Import
Wizard

The certificate will be imported after you didk Finish.

You have spedified the following settings:

Certificate Store Selected by User JE= &gk

Content PFX

File Mame C:\TFTP-Root\Win7_F
] 1 b

< Back |[ Finish ]| Cancel

-

Etape 14. Sélectionnez Terminer.

[

Certificate Import Wizard

:] The import was successful.

-

[l

OK

Etape 15. Sélectionnez OK. Vous verrez maintenant les certificats installés (le certificat CA et le

certificat d'identité).



View Favorites Window Help

EEEN )

] Console Root
4 [ Certificates (Local Computer)
4 [ ] Personal
| ] Certificates
b [ Trusted Root Centification Author
» [ Enterprise Trust
i [ Intermediate Certification Author
p [ Trusted Publishers
i | Untrusted Certificates
1+ 1 Third-Party Root Certification Aul
> 2] Trusted People
1 (] Other People
» [ Ams
1+ [] CanaryCertStore
1 ] InjectorCertStore
b 7] McAfee Trust
1 [ PolicyCertStore
1 ] Remote Desktop
[ Certificate Enroliment Requests
» (] Smart Card Trusted Roots
b (7] SMS
> [ SPC
i [ Trusted Devices

[l ] -

Issued To

el calo_root

] DRIVERAP-6KUZH
Ll Win7_PC.david.com

Issued By

calo_root
DRIVERAP-6KUZH
calo_reot

Expiration Date
7/12/2020
7113/2022
7/13/2018

Intended Purposes
<All>

<All>

Server Authenticati...

Friendly Nal
cn=calo_ro|
<Nene>

cn=Win7_P|

Actions
M
More Actions »

Personal store contains 3 certificates.

l@ File Action View Favorites Window Help

Etape 16. Faites glisser et déposez le certificat CA & partir de Certificates (Local
Computer)>Personal>Certificates vers Certificates (Local Computer)>Trusted Root Certification
Authority>Certificates.

< (7] *

Ml

Enuifay Sacuirs Cartificate
i

=TT
e 2@ 4 LIXD =]
3 Censole Root Issued To lssued By Expiration Date  Intended Purposes  Friendly * || Actions ]
“ C_"‘:"““ I"'““' Compyted) 5] AddTrust Extemal CA Root AddTrust External CA Root 5/30/2020 Server Authenticati..  The USE || Certificates -
‘- S Ceion ExBaltimore CyberTrust Root Baltimore CyberTrust Root 5/12/2025 Server Authenticati... DigiCert More Actions b
B #ust:d le}:z cstification o 54 calo_root calo_root 7/12/2020 <All> cn=cald
. ] Certificates 4l Certum CA Certum CA 6/11/202 Certum IM
b [ Enterprise Trust 53] Certum Trusted Network CA Certum Trusted Network CA 12/31/2029 Certum |E More Actions »
» ) Intermediate Certification Authar|| T Cisco Root CA 2048 Cisco Root CA 2048 5/14/2029 <None>
» 71 Trusted Publishers [5)Cisco Root CA M1 Cisco Root CA ML 11/18/2033 <Nones,
p [ Untrusted Certificates 5 Cisco Root CA M1 Cisco Root CA ML 11/18/2033 <None>
b ] Third-Party Reot Cetification Aut 53 Cisco Root CA M2 Cisco Root CA M2 11/12/2037 <None> |
» [ Trusted People ) Cisco RXC-R2 Cisco RXC-R2 7/9/2034 <None>
» (] Other Pecple (5 Class 3 Public Primary Certificat... Class 3 Public Primary Centificatio... 8/1/2028 Secure Email, Client... VeriSign
» [ Ams [E]COMODO RSA Centification Au... COMODO RSA Certification Auth...  1/18/2038 Server Authenticati.. COMOL
» (7] CanaryCertStore [l Copyright () 1997 Microsoft C... Copyright (c) 1997 Microsoft Corp.  12/30/1999 Time Stamping Microso
» [ InjectorCertStore [Deutsche Telekom Root CA 2 Deutsche Telekom Root CA 2 7/9/2019 Secure Email, Serve... Deutsch
» [ Mchfee Trust [ DigiCert Assured ID Root CA DigiCert Assured ID Root CA 11/9/2031 DigiCert
b [ PolicyCertStore [;IDigiCert Global Roct CA DigiCert Global Root CA 11/9/2031 DigiCert
> [ Remote Desktop [ IDigiCert High Assurance EV Ro... DigiCert High Assurance EV Root ...  11/9/2031 DigiCert
b & Certificate q %o 6KUZH DRIVERAP-6KUZH 71372022 <All> <None>
b . :;;" Cind Trusted Roots ZJORIVERAP-6KUZH.cisco.com  DRIVERAP-6KUZH.cisco.com 11272021 <All> <None>
% spC ;]DST Root CA X3 DST Reot CA X3 9/30/2021 <All> <MNone>
j Trusted Devices ;]DST Root CA X3 DST Reot CAX3 9/30/2021 <All> <Mone>
o CalEntrust Root Certification Auth.. Entrust Root Certification Authority  11/27/2026 Server Authenticati..  Entrust
CalEntrust Root Certification Auth... Entrust Root Certification Authori...  12/7/2030 Server Authentic Entrust.
CplEntrust.net Certification Author... Entrust.net Certification Authority... 7/24/2029 Server Authentic Entrust |
=l + Saciirs Carti ihe 879798 Sariira Email Canra

GanTrw T
13

Trusted Root Certification Authorities store contains 60 certificates.




@ Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates] o | @ eS|
@ File Action View Favorites Window Help - & x
e’ 2@ 0lc:= 16
| Console Root Issued To : Issued By Expiration Date  Intended Purposes Friendly Na | Actions
s i
+ c‘":"““ [‘L"“" Computer) #;] DRIVERAP-6KUZH DRIVERAP-6KUZH 113/2022 <All> <None> || Certificates S
4 E_“CD:r:dl(ates ) Win?_PC.david.com calo_root 7/13/2018 Server Authenticati..  cn=Win7_P Mot Actions »
Pl Trusted Root Certification Author
Certificates

Enterprise Trust
Intermediate Certification Auther
Trusted Publishers
Untrusted Certificates
Third-Party Root Certification Aut
Trusted Pecple
Other People
Ams
| CanaryCertStore
| InjectorCertStore
| McAfee Trust
| PolicyCertStore
" Remote Desktop
| Certificate Enreliment Requests
| Smart Card Trusted Roots
] SMS
SPC
Trusted Devices

Personal store contains 2 certificates.

Comment installer le certificat d'identité sur votre appareil mobile Android

Note: Android prend en charge les fichiers de magasin de clés PKCS#12 avec I'extension
.pfx ou .p12.

Note: Android prend uniquement en charge les certificats SSL X.509 encodés en DER.

Etape 1. Aprés I'exportation du certificat client & partir du serveur AC 10S au format PKCS12
(.p12), envoyez le fichier au périphérique Android par e-mail. Une fois que vous l'avez, effleurez le
nom du fichier pour démarrer l'installation automatique. (Ne pas télécharger le fichier)
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Etape 2. Entrez le mot de passe utilisé pour exporter le certificat, dans cet exemple, le mot de
passe est cisco123.



Extract certificate

Enter the password 1o exiract the
cartificales

LEXEJ LA

CANCEL OK

Etape 3. Sélectionnez OK et saisissez un nom de certificat. Il peut s'agir de n'importe quel mot,
dans cet exemple, le nom est Android ID Cert .



Certificate name

Certificate name
Android ID Cert

Used for

VPN and apps

Package coniain
Lane uger Key
One user cerificate

ficata

AL

Etape 4. Sélectionnez OK et le message “ Android ID Cert installé ” s'affiche.

Etape 5. Afin d'installer le certificat d'autorité de certification, extrayez-le du serveur d'autorité de
certification 10S au format base64 et enregistrez-le avec I'extension .crt. Envoyez le fichier a votre
périphérique android par e-mail. Cette fois, vous devez télécharger le fichier en tapant sur la
fleche située en regard du nom du fichier.
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MNOTIFICATION SET TINGS

Etape 6. Accédez a Paramétres et Verrouillage, écran et sécurité.
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SEARCH

Wallpaper

Themes

Home screen

Lock screen and security
Privacy

Easy mode

Accessibility

Accounts

Google

Backup and reset

Language and input

Q0000000000

Etape 7. Sélectionnez Autres paramétres de sécurité.



 #

MNotifications on lock screen

Ehiow caorert

Secure lock settings
Sel your secune lock fTunclions, swch as Ao ck
and Lock instantly with Power ki,

Security

Find My Mobile

Locate and condrol your device remotedy using your
Sam:awng account.

Unknown sources

Albow installation of apps from sources - --:'—'
oither than the Play Siore

Encrypt device

Protect your device by encrypting its dats.

Encrypt SD card

Mo 50 card inserted

Other security settings

Change othar Stcurity settings, such as those fior
security updates and credential storage

Etape 8. Accédez & Installer & partir du stockage de périphérique.



View $E'L':I-..|I‘i1.‘jl' certificates
Dizplay trusted CA certificates.

User certificates
View ser certificales

Install from device storage

Install certificates from storage
Clear credentials
Remrigse all certificates

Advanced

Trust agents

Perform selecied sctions when trusted devices ane
gonni kg

Pin windows
OefFf

Usage data access

View which applicalions can acoess your device s
uEage history

Etape 9. Sélectionnez le fichier .crt et appuyez sur Terminé.



Select file DOMNE

. calo_root-1.crt

Etape 10. Entrez un nom de certificat. Il peut s'agir de n'importe quel mot, dans cet exemple, le
nom est calo_root-1.



Certificate name

Certificate name
calo_root-1

Used for

VPN and apps

Fackage contains:
One CA certificate

CAMCEL

Etape 10. Sélectionnez OK et vous verrez le message “ calo_root-1 ” installé.



calo_root-1.crt

calo_root-1 installed.

Etape 11. Afin de vérifier que le certificat d'identité est installé, accédez & Paramétres/Verrouiller
I'écran et Sécurité/Autre > Paramétres de sécurité/Certificats d'utilisateur/onglet Systéme.
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€ Other security settings

Storage type

Back wup 1o hardveare

View security certificates
Display trusted CA certificates

User certificates
Wienw e Certificatis

Install from device storage

Install certrfcates from slormdge.

Clear credentials

Remowe all cerlificates,

Advanced

Trust agents
Perform selecied actions when trusted devices ane
conricied

Pin windows
Orff

llaxzms dats axzasa
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< User certificates

SYSTEM WiFl

Android_Smartphone.david.com

Etape 12. Pour vérifier que le certificat d'autorité de certification est installé, accédez a
Parameétres/Verrouiller I'écran et sécurité/Autres parameétres de sécurité/Afficher les certificats de
sécurité/onglet Utilisateur.
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€ Other security settings

Storage type

Back wup 1o hardveare

View security certificates
Display trusted CA certificates

User certificates
Wienw e Certificatis

Install from device storage

Install certrfcates from slormdge.

Clear credentials

Remowe all cerlificates,

Advanced

Trust agents
Perform selecied actions when trusted devices ane
conricied

Pin windows
Orff

llaxzms dats axzasa
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< View security certificates

calo_root

Configurer la téte de réseau ASA pour RA VPN avec IKEv2

Etape 1. Sur ASDM, accédez & Configuration>Remote Access VPN > Network (client) Access>
Anyconnect Connection Profiles. Cochez la case Accés IPSec (IKEv2), Autoriser I'accés sur
l'interface faisant face aux clients VPN (I'option Activer les services client n'est pas nécessaire).

Etape 2. Sélectionnez Device Certificate et supprimez la coche Use the same device certificate for
SSL and IPSec IKEv2.

Etape 3. Sélectionnez le certificat de téte de réseau pour la connexion IPSec et sélectionnez
Aucun pour la connexion SSL.

Cette option place la crypto ikev2, crypto ipsec, crypto dynamic-map et la configuration crypto
map.



[F Cisco ASDM 711150 for ASA - 1921680254

[o &=
File View Tools Wizards Window Help Type topic to search Gt .III:I'I.
o o o= ) I
@m@mmmiumm (i sove Q@ refiesh | QY vock (D Fomend | D hew cisco
B = o B e R T T — T =
5 The security appkance automatically deploys the Cisco AnyConnect VPN Clent to remote users upon connection. The initial cient -equires end-user admi ights. The Cisca AnyCi M Client supports
;_, T IPsec (IKEv2) tunnel as wel as SSL tunnel with Datagram Transport Layer Security (DTLS) tunneing options.
] - B8 AnyConnect Customization/Localization |Access Interfaces
= ect Client Profile
B | ﬁﬂmm‘w‘m ] Enable Cisco AnyConnact VPN Cllent access on the interfaces selected i the table below
Dynamic Access Pobdes S5L access must be enabled if you allow AnyConnect dient to be launched from a browser (Web Laundh) .
- {8 Group Policies
£9} Psec(lXEv1) Connection Profies —_— o e e e
B 1Psec(IXEv2) Connecton Profies Alow Access Enable DTLS Alow Access Ensble Chent Services Device Certificate ...
T SEare Nty soian Joutsie [ ®m [ ®m | ® | & | ttngs
© Gy ddess tsigrnert = [ g
B3 Advanced ! ] [&
Chientless SSL VPN Access L
AnAfLocal Users [¥] Bypass interface access lists for inbound VPN sessions
Host Scan Image
_ & Desktop Access lists from group policy and user policy ahways apply to the traffic.
¥ [E3) Certificate Management Login Fage Setting
153 Language Localization
23 |oad Balanding ] Allow user to select connection profile on the login page.
DHCP Server
%m * ] Shutdowm portallogin page
A Connection Profiles
Connection profle (tunnel group) specifies how ser is authenticated and other parameters. You can configure the mapping from certificate to connection profie here.
& acd| (2 Edt| [l Delete| Fndt @ @ [[]MatchCase
[Nomc 55L Enabled TPsec Enabled Rliases Authentication Method Group Policy
|DefaultRAGroup B |l AAALOCAL) DfitGrpPolicy
I S I~ - A =S N -
[T Specify Device Certificate
&Mkw Device certificate is a digital certificate that identifies this ASA to the dients.
] Use the same device certificate for SSL and IPsec IKEv2
%ﬁ_’!ﬁﬂ .
= Device Certificate for SSL Connection: |~ Nane - -
£ Remate Access v r
= Device Certificate for IPsec Connection:  Headend:hostname =Connected_2_INET-B, cn=HeadEnd.da...
S%S_WM'W'S‘M\W - [ Manage Certificates ...
% ] Let group URL take precedence if group URL and certificate map match different connection profiles. Otheruis{
Device Management
— [ ok ][ cancel ][ heo ]
= ooty |

Voici I'aspect de la configuration sur l'interface de ligne de commande (CLI).

crypto ikev2 policy 1
encryption aes-256
integrity sha
group 5
prf sha
lifetine seconds 86400

crypto i kev2 enabl e outside

crypto ikev2 renote-access trustpoint HeadEnd
crypto ipsec ikev2 ipsec-proposal AES256
protocol esp encryption aes-256

protocol esp integrity sha-1 nd5

crypto dynam c-map Anyconnect 65535 set ikev2 ipsec-proposal AES256
crypto map outside_nap 65535 ipsec-isaknp dynani ¢ Anyconnect
crypto map outside_nap interface outside

Etape 4. Accédez a Configuration > Remote Access VPN > Network (Client) Access > Group
Policies pour créer une stratégie de groupe



Sur CLI.

|7 Bockmarks @

g AnvCurn!dl'hnlSnﬁnn
Dynamic Access Polidies
Group Pokdes

- @B} IPsec{IKEv 1) Connection Profiles

i ﬁmseumzvz)rmcﬁmmﬁes
Sequre Moblity Solution

=} a,mml

@
&]EAdvmd

G- (1] Clientless SSL VPN Access
G- AAALocal Users

Gl ste-tosteven b

%th

Sur CLI.

¥

Configuration > Remote Access VPN >

> Network (Chent) Access > Address Assignment > Address Poals

Name: 6@ _David |
Banner: [#] Inherit \ |
SCEP forwardng URL: [] Inherit | |
Address Pools [] tnherit |
IPUS Address Pools: [V Inherit |[s
More Options. E3
Tunneling Protocols [Tl inherit 7] Clientless SSL VPN [] SSL VPN Chent [ [Psec IKEv1 [V IPsec IKEv2  [] LZTP/IPsec
Filter: [#] tnherit | =] | Manage.. |
Arcess Hours: [¥] tnherit | - | Manage... |
Simuitaneous Logins: [] tnherit |
Restrict access to VLAN: [#] inherit | =
Connection Profile (Tunnel Group) Lock: [¥] Inherit [ -
Maximum Connect Time: [ Inherit [ ] Unlimited | minutes
Idle Timeout: [#] Inherit [ | None [77 minutes
Security Group Tag (SGT): Tnherit [ | Nane (2 -65519)
On smart card removal: Inherit Disconnect Keep the connection
Periodic Certificate Authentication Interval: [#] Inherit [ | Uniimited |_j hours
Fn\:l @ et @ Previous
[ox J[ concd [ re0 |
group-policy GP_David internal
group-policy GP_David attributes
vpn-tunnel - prot ocol ikev2
Etape 5. Accédez a Configuration > Remote Access VPN > Network (Client) Access > Address
Pools et sélectionnez Add pour créer un pool IPv4.
[@ Cice AsDM 73011150 for ASA - 1521680254 i [= @ [=]
File View Tools Wizards Window Help Type topic to search g : 5
@mw[}mm|gm@mm|°m Qﬁmwmd @Heb‘ 'CII'Sélt')

Configure named IP Address Pools. The IP Address Pools can be used in either a VPN [Psec(IKEy 1) Coonection Profiles, AnvConnect Connection Profiles, Group Policies confi » or in [oter fa figuration related to ASA
dustering.

% add | Eat ] Delete

Poal Name Starting Address Endng AddressNumber of Addresses. Subnet Mask/Prefix Length

192. 168.50.1

ACPool
1 192.168.50.1)

192. 168.50. 100

i 192.168.50. 100

255.255.255.0

] (o |

255.255.255.0




ip local pool ACPool 192.168.50.1-192.168.50.100 nask 255.255.255.0

Etape 6. Accédez a Configuration > Remote Access VPN > Network (Client) Access >
IPSec(IKEv2) Connection Profiles et sélectionnez Add pour créer un nouveau groupe de tunnels.

Cisco ASDM 7.8(1)150 for ASA - 192.168.0.254 =)=
File Wew Tools Wizards Window Help — — il | Il I I
@‘, Home 025 Configuration [j Meritering [3 save (¥ Refresh 0 Badk () Forvard ? el cisco
[2]| Remate Access VPN g 8 Edit IPsec Remote Access Connection Profile: David == o
2 Intreduction oK
- ail= % Network (Chent) Access = Hame: David
£ 5] AnyConnect Connection Profies - Advanced
é +] AnyConnect CustomizabionLocalization IKE Peer Authentication
= ~[Ig] AnyConnect Chent Profile "
L [ AnvConnect Cient Software Pred rackay)
Bl Dynamic Access Polides ] Enable Certificate Authentication
P Growp Polcies
=1 IPsec{IKEv 1) Connection Profiles | Enble peer authentication using EAP (IF this is enabled, only Certificate is allowed for Local Authentication)
7 Sequwre Mobiity Sohution
= fip Address Assignment
{# nssignment Palicy IKE Local Authentication
() Address Poois . 7| Ensble local authentication
5B Advanced
8] AnyConnect Custom Attributes Preshared Key:
AnyConnect Custom Attribute Nam =
1B ppsec @ Certificate: | Headend:hostname Connected_2_INET-8, cn=HeadEnd.da... w | [ Manage...
1§ Crypto Maps
Group P
B, IVE Poicies Lser Authentication ﬁ”’ ey,
B8 1€ Parameters Sarvar G LocAL = o DAtGrpPolicy
&9 1Psec Proposals (Transform Set B L BT ) ety
& Psec Prefagmentation Poices Falbadki Use LOCAL if Server Group fals e paid |
5 [Eh Certificate to Connection Profi
25 Folicy Client Address Assignment
B rules —
Upload Software DIESses
+3+ Zone Labs Integrity Server 3 T TR e
d System Options.
B4 ACL Manager - ==
4[] Clientless SSL VPN Access Client Address Pools: ACPool [_select... ]
AxALocal Users
| i st - Defavit Group Policy
il . L Group Policy: GP_David « | [ Hanage...
d‘;dgewcesmp (Folowing fiekd is an attribute of the group policy selected above.)
E’:} = ) Enable IKEv2 Protocol
: @ next @ Previous
ggwmmmw nd: e el
Gl stetosneven ok [ cancel | [ heb
E!) Device Management L
» Reset

Sur CLI.

tunnel -group David type renpte-access
tunnel -group David general -attributes
addr ess- pool ACPoo
def aul t - group-policy GP_David
aut henti cati on-server-group LOCAL
tunnel - group David webvpn-attri butes
aut hentication certificate
tunnel -group David ipsec-attributes
i kev2 renote-authentication certificate
i kev2 | ocal -authentication certificate HeadEnd

Etape 7. Naviguez jusqu'a Configuration > Remote Access VPN > Network (Client) Access >

Advanced > IPsec > Certificate to Connection Profile maps > Policy et cochez la case Used the
configure rules to math a certificate to a Connection Profile.
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12| Remote Access ven & % Configuration > Remote Access VPN > Hetwor ccess > Advanced > IPsec > Certificate to Connection Profile Maps > Policy o

P Introducton =
8] Network (Cient) Access

AnyConnect Connection Profiles
AnyConnect Customization/Localzation
(@l AnyConnect Chent Profle

(] AnyConnect Client Software

) Bookmarks

s AnyConnect Custom Attrbutes
Bi AnyConnect Custom Attribute Nam)
& 1Ry Psec
?g Crypto Maps
IKE Policies
9 IE Parameters
(@9 1Psec Proposals (Transform Set
& Psec Prefragmentation Polcies
= [E) Certificate to Connection Profik

3P Rules
& mff Upload Software
42+ Zone Labs Integrity Server
System Options
< Chentiess S5L VPN Access
¥ g AAALocal Users

TP,
« n v

o, Devce setp

G

gg;gmumkmssm

gggm-m-sm VPN

%D&\m&w‘tﬂl

]

Sur CLI.

tunnel - group-map enabl e rul es

[¥] Use the configured rules to match a certificate to a

[¥] Default to Connection Profile: | DefaultRAGroup

Configure the policy for certificate group matching. The device processes the polides in the order ksted below unti it finds a match.

i [#] Use the certificate OU field to determine the Connection Profie
[7] Use the IKE identity to determine the Connection Profie

/] Use the peer IP address to determine the Connection Profie

Apply | [ Reser |

Etape 8. Accédez a Configuration > Remote Access VPN > Network (Client) Access > Advanced
> |Psec > Certificate to Connection Profile maps > Rules et créez une nouvelle carte de
certificat. Sélectionnez Ajouter et associez-le au groupe de tunnels. Dans cet exemple, le groupe

de tunnels est nommé David.

D Cisco ASDM 7.8(1)150 for ASA - 192.168.0.254
File View Tools Wizards Window Help
@] Home | 9%, Configuration [J Maritoring Qm Q refresn oﬁadc € rormard ’? Help

[  Remate Access VPN = L > Remote Access VPN >

Introduction -]

{Client) Access > Advanced > IPsec > Certificate to Connection Profile Maps > Rules

= (&

Nmim
[ }-1-]

=1

Define rules to map certificates to desired AnyConnect or clientiess SSL connection profiles (funnel groups). Use the bottom table to configure certificate fields together with their matching criteria for the selected ruke
AnyConnect Connection Profiles
£ AnyConnect CustomizationLocalization
+~[fg] AnyConnect Chent Profie

AnyConnect Chent Software

Certificate to Connection Profile Maps
4 acd| @i eat| [ oeete| | Fine: ©®0F

Map Name

w7 Book

] Match Case

Rule Priority

Mapped to Connection Profie ‘

T Seawe Mabiity Solution

- Byp Address Assignment Mapping Criteria

% Acd| @ Ed

®
g
g
H

[El Add Certificate Matching Rule =)

)

i AnyConnect Custom Attributes Field
AnyConnect Custom Attribute Nam
= 18 Ipsec
1R Crypto Maps :
IKE Pokics ap:
IKE Parameters
IPsec Proposals (Transform Set
- @ 1Psec Prafragmentation Polices
(= [z} Certificate to Connection Profil
Policy

Configure a certificate matching rue and assodiate it with a connection profile. The rule priority uniquely identifies the
certificate matching rule and assigns a priority to the rule with lower values having greater priority. Rules that are not

Value
mapped il be ignored.

Existing

@ New

DefaultCertificateMap
CERT_MAP

Priority: 10

s |
-l Upload Software [ o
+5» Zone Labs Integrity Server
- ] System Options
B9 ACL Manager
+) [ Chientless SSL VPN Access

[ cancel | [ el

Reset

¥

Sur CLI.



t unnel

Champ: Emetteur
Opérateur : Contient

Valeur: racine_calo

-group-map CERT_
Etape 9. Sélectionnez Ajouter dans la section Critéres de mappage et entrez ces valeurs.

MAP 10 Davi d

@ Cisco ASDM 7.8(1)150 for ASA - 192.168.0.254
File View Tools Wizards Window Help

2 Inwoduction
£} Network (Clent) Access
B} anyConnect Connection Profiles
- AnyConnect Customization/Localization
AnyConnect Chent Profile
[T anyConnect Clent Software
By Dynamic Access Poboes
Group Polices
D} IPsec{IKEv 1) Connection Profies
D1 1Psec(IKEZ) Connection Profles
T3 secure Mobilty Solution
=1 &l Address Assignment
HE assgrment poicy

7 Bockmarks

{iP) Address Pools
Advanced
AnyConnect Custom Attributes
AnyConnect Custom Attribute Nam
Ty ssc
IR Crypto Maps
IKE Polcies

@mme ,sc:mﬁguatm“_:]mm Gm@mm OMJ ward “:.)Heb

2] [ Remote Access ven 5 8

Certificate to Connection Profile Maps:

4k Add| (& Edit| [if Delete | | Find:

Map Name

| Match Case

Rule Briority

‘o1 Acces letwork (Client) Access > Advanced > IPsec > Certificate to Connection Profile Maps
T‘ Define rules to map certificates to desired AnyConnect or chentiess SSL connection profiles (tunnel groups). Use the bottom table to configure certificate fields together with their matching criteria for the selected rule.

> Rules

Mapped to Connection Profile

Go

(===

alualn
cisco

__

Mapping Criteria
= ,‘_‘dﬂ B

Field
Rue Pricrity:

Field

(L) Add Certificate Matching Rule Criterion

Configure a certificate matching rule aiterion

10

Mapped to Connection Profile: David

Component Operator

Vahie

IKE Parameters

IPsec Proposals (Transform Set

§ [Pzec Prefragmentation Poicies

= [E Certificate to Comnection Profik
Palicy

Issuer w | |- Whole Field -~ +  |Contains w= | calo_root

=
&3 _}f Upload Software
+2* Zone Labs Integrity Server

Clentess SSL VPN Access
Ak fLoca Users

in G

égomms::w

&g Remaote Access VPN
@ Site-to-Site VBN
% Device Management

. o) [ ]

Sur CLI.

crypto ca certificate map CERT_NMAP 10
i ssuer-nane co cal o_root

Etape 10. Créez un objet avec le réseau du pool d'adresses IP & utiliser afin d'ajouter une régle
d'exemption NAT (Traduction d'adresses réseau) a Configuration > Firewall > Objects > Network

Objects/Groups> Add.
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Type topic to search | G

imim
cisco

Fter |Clear|

[a]|| Frewait a2 g
w1 @ add - & eot [ Delete | Q where Used G Mot Used
]
£ i -
s Name " 1 Address
EI (= Network Objects
@ any
@ anyd
@ anys

10.88.243.0
08]_192.168.50.... |192.158.50.0

192.168.0.0
-8 2400251 224.0.0.251
% 224.0.0.252 224.0.0.252

255,255.255.128

255.255.255.0

Name:

Type:

1P Version:
P Address:
Netmask:
Description:

b, Devie setp

METWORK_CB]_192. 168.50.0_24
Network

@ IPvd D P

[192.158.50.0

|285.255.255.0

@wmm

@ Site-to-Site VPN

Object MAT Address.

Sur CLI.

obj ect network NETWORK OBJ_192. 168. 50. 0_24
subnet 192.168.50.0 255. 255.255.0

Etape 11. Accédez a Configuration > Firewall > NAT Rules et sélectionnez Add pour créer la régle

d'exemption NAT pour le trafic VPN RA.

[T Cisco ASDM 78(1)150 for ASA - 1921680258 (===
File View Tools Wizards Window Help it alaln
mmm‘gm Qrefiesn OM Forward ?Heb cisco
', [ R Accese s 4 a0d - [ e [Addresses o= x|
i | OhES — % Add ~ B £t [if Delete | @ Where Used Q NotUsed
£ || [~ Servie Pofcy Rules Mateh CHtenl i, Crteri: Original Packet
2 || o Annnues ) = ’ —_— Fiter: |Fitter|clear|
]| 2 Fter e Source Intf Source Interface: |inside x| Destination Interface: | cutside - - wr
| | Bl pubic Servers | source acres: (=] oestination Address: < 083_192 :5&9:0_249'
2L URU Fitering Servers TNetwork bject"N = = e 5 e bhcek Obiechy
[IHira B e service: Jany = @ any
Identity Options : - - any4
Tdantity by Trustcec Action: Translated Packet - b anys
[z Objects - BT
| vetwork Objects fGroups Source NAT Type: |static - I gﬂﬂMMZS
I Service Objects/Groups S A - T il g i NETWORK_0B)_152.168.50.0_24
Sers ess: Criginal B |= Original E] -l outside-network/24
local_user Gtm_ [7] Use one-to-one address translation -8} 224.0.0.251
Security Group Object Grovps - _ L& 1400252
1 [ Class Maps PAT Pool Translated Address: service: — Origingl -- E]
@ [}, Inspect Maps :
Rty Broresss Round Robin
TCF ope [] Extend PAT 1o per destination instead of per interface
| ol = uniqueness to per dest instead of per inter
-y, Unified Communications [[] Transiate TOP and UDP ports into flat range 1024-65535 [ Indude range 1-1023
-1 Advanced
| Fall through to interface PAT
Use IPvE for source interface PAT Use IPv6 for destination interface PAT
Options
7] Enabie rule
] Translate DNS rephes that match this rule
[¥] Disable Proxy ARP on egress interface
¥ Look table to
&,,M&w Drection:  [Both =
%w Description:
Remate Access VPN [ [ cancd |[ b |
ﬁgrzm&m VPN
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@mw
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nat (inside,outside) source static any any destination static NETWORK OBJ_192. 168.50.0_24
NETWORK_OBJ_192. 168. 50. 0_24 no- proxy-arp route-I| ookup

Il s'agit de la configuration ASA compléte utilisée pour cet exemple.

nterface G gabitEthernetl/1

namei f outsi de

security-level 0O

i p address 10. 88. 243. 108 255. 255. 255. 128

obj ect network NETWORK OBJ_192.168. 50. 0_24

subnet 192.168.50.0 255. 255.255.0

nat (inside,outside) source static any any destination static NETWORK OBJ_192.168.50.0_24
NETWORK_OBJ_192. 168. 50. 0_24

ip local pool ACPool 192.168.50.1-192.168.50.100 nask 255.255.255.0
crypto i kev2 policy 1

encrypti on aes-256

integrity sha

group 5

prf sha

lifetine seconds 86400

crypto i kev2 enabl e outside

crypto i kev2 renote-access trustpoint HeadEnd

group-policy GP_David interna
group-policy GP_David attributes
vpn-tunnel - prot ocol ikev2

tunnel -group David type renpte-access
tunnel -group David general -attri butes

addr ess- pool ACPoo

defaul t - group-policy GP_David

aut henti cati on-server-group LOCAL
tunnel - group David webvpn-attributes

aut hentication certificate
tunnel -group David ipsec-attributes

i kev2 renote-authentication certificate

i kev2 | ocal -authentication certificate HeadEnd

tunnel - group- map enabl e rul es

crypto ca certificate map CERT_MAP 10
i ssuer-nanme co cal o_root

tunnel - group-map CERT_MAP 10 David

crypto i psec ikev2 ipsec-proposal AES256
protocol esp encryption aes-256
protocol esp integrity sha-1 nd5

crypto dynani c-map Anyconnect 65535 set ikev2 ipsec-proposal AES256
crypto map outside_map 65535 i psec-isaknp dynanmi ¢ Anyconnect
crypto map outside_map interface outside

Configurer le client intégré de Windows 7

Etape 1. Accédez a Panneau de configuration > Réseau et Internet > Centre Réseau et partage.
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Vi ol

UU |:;= » Control Panel » MNetwork and Internet »  Metwork and Sharing Center - | 4,| | Search Control Panel = |

Control Panel Home

Manage wireless networks
Change adapter settings

Change advanced sharing
settings

See also
HarmeGroup
Internet Options

Windows Firewall

@ -

View your basic network information and set up connections

m: w 0 See full map

DRIVERAP-GKUZH cisco.com Internet
(This computer)

View your active networks Connect or disconnect
A ] Internet
cisco.com CCESS tgf'pe n .ern .
. Connections: ! Wireless Network Cennection =
Domain network 5

(blizzard)

Change your networking settings

ﬁ. Set up a new connectien or network

Set up a wireless, breadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

4 Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

Cheose hemegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

Etape 2. Sélectionnez Configurer une nouvelle connexion ou un nouveau réseaul.

ESR(ECR(F>R

@ @' Set Up a Connection or Metwork

Choose a connection option

E
'ﬁ Connect to the Internet —
Set up a wireless, broadband, or dial-up connection to the Internet,
Cy Set up a new network
s Configure a new router or access point,
;. Manually connect to a wireless network
sy Connect to a hidden network or create a new wireless profile,
Connect to a workplace | &
Set up a dial-up or VPN connection to your workplace
Set up a dial-up connection
Connect to the Internet using a dial-up connection,
i

Mext |[ Cancel

Etape 3. Sélectionnez Se connecter & un lieu de travail et Suivant.




Do you want to use a connection that you already have?

@ Mo, create a new connection

©) Yes, I'll choose an existing connection
VPN Connection
WAN Miniport (IKEvZ)
ASA_TKEv2
WAN Miniport (IKEv2)

ASA_IKEv2_FQDN
% WAN Miniport (IKEv2)

Etape 4. Sélectionnez Non, créez une nouvelle connexion et Suivant.
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@ L:EJ Connect to a Workplace

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet,

B

< Dial directly
Connect directly to a phone number without going through the Internet,

A o

What is a VPN connection?

Cancel

Etape 5. Sélectionnez Utiliser ma connexion Internet (VPN) et ajoutez la chaine Nom commun
(CN) du certificat HeadEnd dans le champ Adresse Internet. Dans le champ Nom de la
destination, saisissez le nom de la connexion. |l peut s'agir de n'importe quelle chaine. Assurez-
vous de vérifier le bouton Ne pas vous connecter maintenant ; il suffit de le configurer pour que je

puisse me connecter plus tard box.



@ L:E Connect to a Workplace

Type the Internet address to connect to

Your network administrater can give you this address,
Internet address: HeadEnd.david.com

Destination name: FAWVPN to ASA with IKEVZ

[ Use a smart card

'ﬂ' [] Allow other people to use this connection

This ocption allows anyone with access to this computer to use this connection,

Don't connect now; just set it up sol can connect later

Mext

] [ Cancel

Etape 6. Sélectionnez Suivant.




Type your user name and password

User name: |

Password:

[7] Show characters
"] Remember this password

Domain (optional):

Etape 7. Sélectionnez Créer.




@ |_:E] Connect to a Workplace

The connection is ready to use

= Connect now

=l B S|

Clase

Etape 8. Sélectionnez Fermer et accédez & Panneau de configuration > Réseau et Internet >
Connexions réseau. Sélectionnez la connexion réseau créée et cliquez dessus avec le bouton

droit de la souris. Sélectionnez Properties.

l: RA VPN to ASA with IKEw2
M =g Disconnected
@z WAN Miniport (IKEv

-

L VPAware Metwork Ad
'_'ﬁ Disabled
M=  VMware Virtual Ether

-
e o

l" VirtualBox Host:

Connect
Status

Set as Default Connection
Create Copy

Create Shortcut
Delete

Fename

Properties

Etape 9. Dans I'onglet Général, vous pouvez vérifier que le nom d'hdte approprié pour la téte de
réseau est correct. Votre ordinateur va convertir ce nom en adresse I[P ASA utilisée pour
connecter les utilisateurs VPN d'accés distant.



= RA VPN to ASA with IKEv2 Properties [e5]

General | Options | Security | Networking | Sharing

Host name or |P address of destination (such as microsoft.com or
15754 0.1 or e 12341111

HeadEnd david .com

First connect

Windows can first connect to a public network, such as the
Intemet, before trying to establish this vitual connection.

[| Dial ancther connection first:

See our online privacy statement for data collection and use
information.

0K || Cancel

Etape 10. Accédez a I'onglet Sécurité et sélectionnez IKEv2 comme type de VPN. Dans la section
Authentification, sélectionnez Utiliser les certificats de machine.



= RAVPN to ASA with IKEv2 Properties 3] |

General | Options | Secunty | Networking | Sharing

Type of VPN:
|IKEv2 -
| Advanced settings
Data encryption: ]
| Require encryption (disconnect if server declines) -
Authentication

(71 Use BExtensible Authentication Protocal (EAP)

[}
o
41}
i

@ Use machine cerificates

0K || Cancel

Etape 11. Sélectionnez OK et accédez a C:\Windows\System32\drivers\etc. Ouvrez le fichier
hosts a I'aide d'un éditeur de texte. Configurez une entrée pour résoudre le nom de domaine
complet (FQDN) configuré dans la connexion réseau a I'adresse IP de votre téte de réseau ASA
(dans cet exemple, l'interface externe).

¥ For example:

¥
b4 102.54.54 .37 rhino.acme.com f source server
b4 38.25.63.10 ¥ . ACHES . SOm # x client host

10.88.243.108 HeadFnd.david.com

Etape 12. Revenez au Panneau de configuration > Réseau et Internet > Connexions réseau.
Sélectionnez la connexion réseau que vous avez créée. Cliquez dessus avec le bouton droit de la
souris et sélectionnez Connect.



I: RA VPN to ASA with IKEv2 | B VirtualBox Host-Only
"-r'.j..-l Disconnected

Connect
@z WAN Miniport (IKEv2) .

Status

l;' VMware Metwork Adapter
e Disabled Set as Default Connection

'-fi"::":’f Yiware Virtual Ethernet Al
Create Copy
Create Shortcut

'@:‘ Delete

'@' Rename

'@' Properties

Etape 13. L'état de la connexion réseau passe de Disconnected & Connecting, puis & Connected.
Enfin, le nom que vous avez spécifié pour la connexion réseau s'affiche.

.:_ RA VPN to ASA with IKEv2
S RAVPN to ASA with IKEv2
> WAN Miniport (IKEv2)

L'ordinateur est connecté a la téte de réseau VPN a ce stade.

Configurer le client VPN natif Android

Etape 1. Accédez & Paramétres >Autres paramétres de connexion



sl 2@ A

settings

Themies

A5

Drsplay
@ ® @

Battery

Lock screen and Liser minnual

Wi-Fi

Bluetooth

Airplane mode

Mobile hotspot and tethering
Data usage

Maobile networks

©Co0QR000

More connection settings

Etape 2. Sélectionner VPN



AR+ 2@4 T a4l 54% 6 745 PM

€ More connection settings

Nearby device scanning

Printing

Download booster

VPN
=1 up and manage Virlual Private Nebworks

[VPMNE)

Etape 3. Sélectionnez Add VPN. Si la connexion est déja créée comme dans cet exemple,
effleurez I'icone du moteur pour la modifier. Spécifiez IPSec IKEv2 RSA dans le champ Type.
L'adresse du serveur est I'adresse IP de l'interface ASA IKEv2 activée. Pour le certificat
d'utilisateur IPSec et le certificat d'autorité de certification IPSec, sélectionnez les certificats
installés en cliquant sur dans les menus déroulants. Laissez le certificat du serveur IPSec avec
I'option par défaut, Received from server.



ik ¥ @ &

< VPM ADDVPN  MORE

@ RA VPN to ASA Headen..  1F



Edit VPN network

Mame
RA VPN to ASA Headend with IK

Type
IPSec IKEvZ RSA «

Server address
10.88.243.108

IPSec user certificate
Android ID Cert «

IPSec CA certificate
calo_root-1 =

IPSec server certificate
Received from server «

DELETE CAMCEL SAVE

Etape 4. Sélectionnez Enregistrer puis effleurez le nom de la nouvelle connexion VPN.



Connect to RA VPN to ASA
Headend with IKEvZ

CANCEL CONNECT

Etape 5. Sélectionnez Connect.



&G= % @

<« VPN ADDVPM  MORE

RA VPN to ASA Headen.. I

Connecting...



s @4 ¥ 4 52% 8 8:00 P

= VPN ADDVEM  MMORE

RA VPN to ASA Headen.. 14

Lonnecisg

Etape 6. Tapez une nouvelle fois la connexion VPN pour vérifier |'état. Il s'affiche maintenant sous
la forme Connected.



Con

Session:

Duration:
Sent
Recenved:

nected to VPN

RA VPN to ASA
Headend with IKEv2

00:05:24
0.00 MB
0.00 MB

DISCONMNECT CAMCEL

Vérification

Commandes de vérification sur la téte de réseau ASA :

ASA#show vpn-sessiondb detail ra-ikev2-ipsec
Session Type: Generic Renote-Access |KEv2 | Psec Detail ed

User nane : Wn7_PC david. com I ndex
Assigned |P : 192.168.50.1 Public I P

Pr ot ocol : I KEv2 | Psec

Li cense : AnyConnect Premi um

Encryption : I KEv2: (1)AES256 | Psec: (1)AES256
Hashi ng : I KEv2: (1)SHA1 |Psec: (1)SHAL

Byt es Tx ) Byt es Rx

Pkts Tx 0 Pkts Rx :
Pkts Tx Drop : O Pkts Rx Drop :
G oup Policy : GP_David Tunnel G oup :
Login Tinme : 08:00: 01 UTC Tue Jul 18 2017

Dur ati on : Oh: 00m 21s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN

Audt Sess | D : 0a0a0a0100018000596dc001

Security Grp : none
| KEv2 Tunnels: 1

| Psec Tunnels: 1

| KEv2:

Tunnel ID . 24.

1

24
10. 152. 206. 175

16770
241

Davi d

none



UDP Src Port 4500 UDP Dst Port 4500
Rem Aut h Mbde: rsaCertificate
Loc Auth Mbde: rsaCertificate
Encryption AES256 Hashi ng : SHA1
Rekey Int (T): 86400 Seconds Rekey Left(T): 86379 Seconds
PRF : SHA1 D'H G oup 2
Filter Name
| Psec:
Tunnel 1D 24.2
Local Addr 0.0.0.0/0.0.0.0/0/0
Renot e Addr 192. 168. 50. 1/ 255. 255. 255. 255/ 0/ 0
Encryption AES256 Hashi ng SHA1
Encapsul ati on: Tunne
Rekey Int (T): 28800 Seconds Rekey Left(T): 28778 Seconds
Idle Tinme Qut: 30 M nutes Idle TO Left 30 M nutes
Conn Time Qut: 518729 M nutes Conn TO Left 518728 M nut es
Bytes Tx 0 Byt es Rx 16947
Pkts Tx 0 Pkts Rx 244

ASA# show crypto ikev2 sa

| KEv2 SAs:

Session-id: 24, Status:UP-ACTIVE, |KE count:1, CH LD count:1

Tunnel -id Local Renot e St at us Rol e

2119549341 10. 88. 243. 108/ 4500 10. 152. 206. 175/ 4500 READY RESPONDER Encr:

CBC, keysize: 256, Hash: SHA96, DH Grp:2, Auth sign:
Lifel/ Active Tine: 86400/ 28 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255. 255/ 65535
renote selector 192.168.50.1/0 - 192. 168. 50. 1/ 65535
ESP spi in/out: Oxbfff64d7/0x76131476
ASA# show crypto ipsec sa
interface: outside
Crypto map tag: Anyconnect,
| ocal ident (addr/mask/prot/port):
renote ident (addr/mask/prot/port): (192.168.50.1/255.255. 255. 255/ 0/ 0)
current _peer: 10.152.206.175, usernanme: Wn7_PC. davi d. com
dynami c all ocated peer ip: 192.168.50.1
dynami c al |l ocated peer ip(ipv6): 0.0.0.0

RSA, Auth verify: RSA

seq num 65535, |ocal addr: 10.88.243.108
(0.0.0.0/0.0.0.0/0/0)

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O
#pkts decaps: 339, #pkts decrypt: 339, #pkts verify: 339
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O
#Valid ICVWP Errors rcvd: 0, #lnvalid ICVMP Errors rcvd: O
#send errors: 0, #recv errors: O
|l ocal crypto endpt.: 10.88.243.108/4500, remote crypto endpt.: 10.152.206.175/4500
path mu 1496, ipsec overhead 58(44), nedia mu 1500
PMIU tine remaining (sec): 0, DF policy: copy-df
ICVMP error validation: disabled, TFC packets: disabled
current outbound spi: 76131476
current inbound spi BFFF64D7
i nbound esp sas:
spi: OxBFFF64D7 (3221185751)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={RA, Tunnel, IKEv2, }

slot: 0, conn_id: 98304, crypto-map: Anyconnect
sa timng: remaining key lifetime (sec): 28767
IV size: 16 bytes

replay detection support: Y
Anti replay bitnmap:
OxFFFFFFFF OxFFFFFFFF

AES-



out bound esp sas:
spi: 0x76131476 (1980961910)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={RA, Tunnel, IKEv2, }
slot: 0, conn_id: 98304, crypto-map: Anyconnect
sa timng: remaining key lifetime (sec): 28767
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001
ASAfshow vpn-sessiondb license-summary

St at us Capacity Installed Limt
AnyConnect Prenmi um :  ENABLED : 50 : 50 : NONE
AnyConnect Essenti al s : DI SABLED : 50 : 0 : NONE
O her VPN (Avail able by Default) : ENABLED : 10 : 10 : NONE
Shared License Server : DI SABLED
Shared License Partici pant : DI SABLED
AnyConnect for Mbile : ENABLED( Requi res Prem um or Essenti al s)
Advanced Endpoi nt Assessment : ENABLED( Requi res Prem um
AnyConnect for C sco VPN Phone : ENABLED
VPN- 3DES- AES : ENABLED
VPN- DES : ENABLED
VPN Li censes Usage Summary

Local : Shared : Al Peak : Eff.

In Use : In Use : In Use : In Use : Linmt : Usage

AnyConnect Premnmi um : 1: 0 : 1 1: 50 2%
AnyConnect dient 0 1 0%
AnyConnect Mbbil e : 0 : 0 0%
Clientless VPN : : 0 : 0 0%
Generic IKEv2 Client : : 1: 1 : 2%
O her VPN : 0 : 0 : 10 0%
Cisco VPN dient 0 0 0%
L2TP Cients
Site-to-Site VPN : : 0 : 0 : 0%
ASA# show vpn-sessiondb
VPN Sessi on Sunmary
Active Cumul ati ve Peak Concur | nactive
AnyConnect Cdient : 0 : 11 : 1: 0
SSL/ TLS/ DTLS : 0 : 1: 1: 0
| KEv2 | Psec : 0 : 10 : 1: 0
Generic IKEv2 Remote Access : 1: 14 : 1
Total Active and |nactive : 1 Total Cumul ative : 25
Devi ce Total VPN Capacity : 50
Devi ce Load : 2%

Active : Cumul ative : Peak Concurrent



IKEv2 1 25 1
IPsec 1 14 : 1
| PsecOver Nat T : 0 : 11 : 1
AnyConnect - Par ent : 0 : 11 : 1
SSL- Tunnel : 0 : 1: 1
DTLS- Tunnel 0 1: 1
Total s 2 63
y 4
Dépannage

Cette section fournit les informations que vous pouvez utiliser pour dépanner votre configuration.

Note: Référez-vous a Informations importantes sur les commandes de débogage avant
d'utiliser les commandes debugcommand.

Attention : Sur ASA, vous pouvez définir différents niveaux de débogage ; par défaut, le
niveau 1 est utilisé. Si vous modifiez le niveau de débogage, la verbosité des débogages
augmente. Faites ceci avec prudence, en particulier dans les environnements de production.

- Debug crypto ikev2 protocol 15
- Debug crypto ikev2 platform 15
- Debug crypto ca 255


https://www.cisco.com/c/fr_ca/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/fr_ca/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/fr_ca/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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