Configuration d'un poste LAN a LAN dynamique
de routeur IPSec et de clients VPN
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Introduction

Cette configuration montre une configuration LAN a LAN entre deux routeurs dans un
environnement hub-spoke. Les clients VPN Cisco se connectent également au concentrateur et
utilisent I'authentification étendue (Xauth).

Le routeur en rayons dans ce scénario obtient son adresse IP dynamiquement par DHCP.
L'utilisation du protocole DHCP (Dynamic Host Configuration Protocol) est fréquente dans les
situations ou le rayon est connecté a Internet par l'intermédiaire d'un modem DSL ou céble. La
raison est que le fournisseur d'accés a Internet fournit souvent des adresses IP dynamiquement
en utilisant le protocole DHCP sur ces connexions a faible codt.

Sans davantage de configuration, I'utilisation d'une clé générique pré-partagée sur le routeur
concentrateur n'est pas possible dans cette situation. La raison est que I'authentification Xauth
pour les connexions client VPN cassent la connexion LAN a LAN. Cependant, quand vous
désactivez Xauth, cela réduit sa capacité a authentifier les clients VPN.

L'introduction des profils ISAKMP dans la version 12.2(15)T de Cisco IOS® rend cette
configuration possible, puisque vous pouvez établir la correspondance sur d'autres propriétés de
la connexion (groupe de clients VPN, adresse IP d'homologue, FQDN [Fully Qualified Domain
Name], etc.) plutot que seulement sur I'adresse IP d'homologue. Les profils ISAKMP sont le sujet
de cette configuration.

Remarque : vous pouvez également utiliser le mot clé no-xauth avec la commande crypto isakmp



key pour contourner Xauth pour les homologues LAN a LAN. Consultez les pages Capacité a
désactiver Xauth pour les homologues IPsec statigues et Configuration d'IPSec entre deux
routeurs et un client VPN Cisco 4.x pour plus d'informations.

La configuration de routeur en rayons dans ce document peut étre répliguée sur tous les autres
routeurs en rayons qui se connectent au méme concentrateur. La seule différence entre les
rayons est la liste d'acces qui fait référence au trafic a crypter.

Consultez I'Exemple de client et serveur EzZVVPN sur la méme configuration de routeur afin d'en
apprendre davantage sur le scénario ou vous pouvez configurer un routeur en tant que client et
serveur EzZVPN sur la méme interface.

Consultez la page Tunnels LAN a LAN sur un concentrateur VPN 3000 avec un pare-feu PIX
configuré pour le protocole DHCP afin de configurer la gamme de concentrateurs Cisco VPN 3000
pour créer des tunnels IPsec dynamiquement avec les pare-feu Cisco PIX distants qui utilisent le
protocole DHCP pour obtenir des adresses IP sur leurs interfaces publiques.

Consultez I'Exemple de configuration d'un tunnel IPsec LAN a LAN sur un concentrateur VPN
3000 avec un routeur Cisco 10S configuré pour le protocole DHCP afin de configurer la gamme de
concentrateurs VPN 3000 pour créer des tunnels IPsec dynamiguement avec des périphériques
VPN distants qui recoivent des adresses IP dynamiques sur leurs interfaces publiques.

Consultez I'Exemple de configuration IPsec entre un routeur 10S statique et un pare-feu
dvnamique PIX/ASA 7.x avec NAT afin de permettre au dispositif de sécurité PIX/ASA d'accepter
les connexions IPsec dynamiques du routeur IOS®.

Conditions préalables

Exigences

Aucune exigence spécifique n'est associée a ce document.

Composants utilisés

Des profils IPSec ont été introduits dans le logiciel Cisco 10S version 12.2(15)T. En raison de I'ID
de bogue Cisco CSCea77140 (réserve aux clients enreqistrés) vous devez exécuter le logiciel
Cisco I0S version 12.3(3) ou ultérieure, ou le logiciel Cisco IOS version 12.3(2)T ou ultérieure,
pour que cette configuration fonctionne. Ces configurations ont été testées en utilisant ces
versions de logiciel :

» Logiciel Cisco I0S version 12.3(6a) sur le routeur concentrateur

* Logiciel Cisco I0S version 12.2(23a) sur le routeur en rayons (peut étre n'importe quelle
version de chiffrement)

» Cisco VPN Client version 4.0(4) sur Windows 2000

The information in this document was created from the devices in a specific lab environment. All of


//www.cisco.com/en/US/docs/ios/12_2t/12_2t4/feature/guide/ftnxauth.html
//www.cisco.com/en/US/docs/ios/12_2t/12_2t4/feature/guide/ftnxauth.html
//www.cisco.com/en/US/tech/tk583/tk372/technologies_configuration_example09186a0080094685.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_configuration_example09186a0080094685.shtml
//www.cisco.com/en/US/products/sw/secursw/ps2308/products_configuration_example09186a008032b637.shtml
//www.cisco.com/en/US/products/sw/secursw/ps2308/products_configuration_example09186a008032b637.shtml
//www.cisco.com/en/US/products/sw/secursw/ps2308/products_configuration_example09186a008032b637.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00801dd672.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00801dd672.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00801dd672.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00801dd672.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00800ae459.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00800ae459.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00800ae459.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00800ae459.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00807ea936.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00807ea936.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00807ea936.shtml
//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCea77140
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Pour plus d'informations sur les conventions utilisées dans ce document, reportez-vous a
Conventions relatives aux conseils techniques Cisco.

Configurer

Cette section vous fournit des informations pour configurer les fonctionnalités décrites dans ce
document.

Remarque : Utilisez I'outil de recherche de commandes (clients inscrits seulement) pour en savoir
plus sur les commandes figurant dans le présent document.

Diagramme du réseau
Ce document utilise la configuration réseau indiquée dans le diagramme suivant.

Configurations

Ce document utilise la configuration réseau suivante :

» Configuration du concentrateur

» Configuration du rayon

Configuration du concel

<{#froot>

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

|

hostname

Hub

!

no logging on

!

username gfullage password 7 0201024E070AOE2649
aaa new-model

!

!

aaa authentication login clientauth |oca
aaa aut horization network groupauthor |oca
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aaa session-id common
ip subnet-zero

!

|

no ip domain Tookup
!
!

!--- Keyring that defines wildcard pre-shared key.

crypto keyring spokes
pre-shared-key address 0.0.0.0 0.0.0.0 key ciscol23

crypto isakmp policy 10

encr 3des

aut hentication pre-share

group 2

!

I-—- VPN Client configuration for group "testgroup" !--- (this name is configured in the VPN Client).

crypto isaknmp client configuration group testgroup
key cisco321

dns 1.1.1.1 2.2.2.2

wins 3.3.3.3 4.4.4.4

donmai n ci sco.com

pool i ppoo

!I--- Profile for LAN-to-LAN connection, that references !--- the wildcard pre-shared key and a wildcar

crypto isaknp profile L2L
description LAN-to-LAN for spoke router(s) connection
keyri ng spokes
match identity address 0.0.0.0

!--- Profile for VPN Client connections, that matches !--- the "testgroup" group and defines the Xaut

crypto isaknp profile VPNclient
description VPN clients profile
mat ch identity group testgroup
client authentication list clientauth
i saknmp aut horization |ist groupauthor
client configuration address respond

!
!
crypto ipsec transformset nyset esp-3des esp-sha-hmac

!I--- Two instances of the dynamic crypto map !--- reference the two previous IPsec profiles.




crypto dynam c-map dynmap 5
set transformset mnyset

set isaknp-profile VPNclient
crypto dynami c-map dynmap 10
set transformset mnyset

set isaknp-profile L2L

I-—-- Crypto-map only references the two !--- instances of the previous dynamic crypto map.
crypto map nymap 10 i psec-i saknp dynami ¢ dynmap

I

I

!

interface FastEthernet0/0

description Outside interface

ip address 10.48.67.181 255.255.255.224
no ip mroute-cache

duplex auto

speed auto

crypto map nmymap

interface FastEthernet0/1
description Inside interface
ip address 10.1.1.1 255.255.254.0

duplex auto
speed auto

no keepalive
[

ip local pool ippool 10.5.5.1 10.5.5.254

no ip http server

no ip http secure-server

ip classless

ip route 0.0.0.0 0.0.0.0 10.48.66.181

I
!
call rsvp-sync
I
!
dial-peer cor custom
I
!
Tine con 0
exec-timeout 0 0
escape-character 27
Tine aux 0
Tine vty 0 4
password 7 121A0C041104
I
I




end

Configuration du rayon

<{#froot>

version 12.2

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

I

hostname

Spoke

!

no logging on

!

ip subnet-zero

no ip domain lookup
!

ip cef

!

!

crypto isaknmp policy 10

encr 3des

aut hentication pre-share

group 2

crypto isaknp key ciscol23 address 10.48.67.181

crypto ipsec transformset nyset esp-3des esp-sha-hnmac

!--- Standard crypto map on the spoke router !--- that references the known hub IP address.

crypto map nymap 10 i psec-i saknp
set peer 10.48.67.181

set transformset nyset

mat ch address 100

!

!

controller ISA 5/1

!

!

interface FastEthernet0/0
description Outside interface

i p address dhcp




duplex auto
speed auto

crypto map nynmap

interface FastEthernet0/1
description Inside interface

ip address 10.2.2.2 255.255.255.0
duplex auto

speed auto

no keepalive

|

interface ATM1/0

no ip address

shutdown

no atm 1ilmi-keepalive

|

ip classless

ip route 0.0.0.0 0.0.0.0 10.100.2.3
no ip http server

no ip http secure-server

|

!

!--- Standard access-1ist that references traffic to be !--- encrypted. This is the only thing that ne
access-list 100 pernmt ip 10.2.0.0 0.0.255.255 10.1.0.0 0.0. 255. 255

!

!

call rsvp-sync

!

!

mgcp profile default
!

!

Tine con 0
exec-timeout 0 0
Tine aux 0

Tine vty 0 4
password cisco
Tlogin

!

!

end

Client VPN

Créez une nouvelle entrée de connexion qui fait référence a I'adresse IP du routeur concentrateur.
Le nom du groupe dans cet exemple est « testgroup » et le mot de passe est « cisco321 ». Vous
pouvez le consulter dans la configuration du routeur concentrateur.




Vérifier
Référez-vous a cette section pour vous assurer du bon fonctionnement de votre configuration.

Les commandes de débogage qui s'exécutent sur le routeur concentrateur peuvent confirmer qu'il
y a correspondances des parameétres corrects pour le rayon et les connexions client VPN.

L'Outil Interpréteur de sortie (clients enregistrés uniquement) (OIT) prend en charge certaines
commandes show. Utilisez I'OIT pour afficher une analyse de la sortie de la commande show .

Remarque : Consulter les renseignements importants sur les commandes de débogage avant
d’utiliser les commandes de débogage.

» show ip interface : affiche I'affectation d'adresse IP au routeur en rayon.

» show crypto isakmp sa detail : affiche les SA IKE qui ont été installés entre les initiateurs
IPsec. Par exemple, le routeur en rayon et le client VPN, et le routeur concentrateur.

» show crypto ipsec sa : affiche les SA IPsec qui ont été installés entre les initiateurs IPsec.
Par exemple, le routeur en rayon et le client VPN, et le routeur concentrateur.

« debug crypto isakmp — Affiche des messages sur des événements d'Echange de clés
Internet (IKE).

» debug crypto ipsec — Affiche des événements IPsec.
» debug crypto engine : affiche des événements du moteur de chiffrement.

Voici le résultat de la commande show ip interface f0/0.

<#root>
spoke#
show ip interface f0/0

FastEthernet0/1 is up, line protocol is up
Internet address is 10.100.2.102/24
Broadcast address 1is 255.255.255.255

Addr ess det ern ned by DHCP

Voici le résultat de la commande show crypto isakmp sa detail.

<#root>
hub#

show crypto isaknp sa det ai
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Codes: C - IKE configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
X - IKE Extended Authentication
psk - Preshared key, rsig - RSA signature

renc - RSA encryption

C-id Local Remote I-VRF Encr Hash Auth DH Lifetime Cap.
1 10.48.67.181 10.100.2.102 3des sha psk 2 04:15:43
2 10.48.67.181 10.51.82.100 3des sha 2 05:31:58 CX

Voici le résultat de la commande show crypto ipsec sa.

<#froot>
hub#

show crypto ipsec sa

interface: FastEthernet0/0
Crypto map tag: mymap, local addr. 10.48.67.181

protected vrf:

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/mask/prot/port): (10.5.5.1/255.255.255. 255/0/0)

current_peer: 10.51.82.100:500

PERMIT, flags={}

#pkts encaps: 8, #pkts encrypt: 8, #pkts digest 8

#pkts decaps: 189, #pkts decrypt: 189, #pkts verify 189
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0O

local crypto endpt.: 10.48.67.181, remote crypto endpt.: 10.51.82.100
path mtu 1500, ip mtu 1500
current outbound spi: BOCOF4AC

i nbound esp sas:

spi: Ox7A1AB8F3(2048571635)

transform: esp-3des esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2004, flow_id: 5, crypto map: mymap

sa timing: remaining key lifetime (k/sec): (4602415/3169)
IV size: 8 bytes

replay detection support: Y



inbound ah sas:

inbound pcp sas:

out bound esp sas:

spi: OxBOCOF4AC(2965435564)

transform: esp-3des esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2005, flow_id: 6, crypto map: mymap

sa timing: remaining key lifetime (k/sec): (4602445/3169)
IV size: 8 bytes

replay detection support: Y

outbound ah sas:
outbound pcp sas:

protected vrf:

| ocal ident (addr/mask/prot/port): (10.1.0.0/255.255.0.0/0/0)
renote i dent (addr/mask/prot/port): (10.2.0.0/255.255.0.0/0/0)

current_peer: 10.100.2.102:500

PERMIT, flags={}

#pkts encaps: 19, #pkts encrypt: 19, #pkts digest 19
#pkts decaps: 19, #pkts decrypt: 19, #pkts verify 19
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

Tocal crypto endpt.: 10.48.67.181, remote crypto endpt.: 10.100.2.102
path mtu 1500, ip mtu 1500
current outbound spi: S5FBE5408

i nbound esp sas:

spi: 0x9CD7288C(2631346316)

transform: esp-3des esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2002, flow_id: 3, crypto map: mymap

sa timing: remaining key lifetime (k/sec): (4569060/2071)
IV size: 8 bytes

replay detection support: Y

inbound ah sas:

inbound pcp sas:

out bound esp sas:

spi: Ox5FBE5408(1606308872)

transform: esp-3des esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2003, flow_id: 4, crypto map: mymap

sa timing: remaining key lifetime (k/sec): (4569060/2070)
IV size: 8 bytes

replay detection support: Y



outbound ah sas:

outbound pcp sas:

Ce résultat de débogage a été collecté sur le routeur concentrateur, quand le routeur en rayon
lance les SA IKE et IPsec.

<ffroot>

ISAKMP (0:0): received packet from 10.100.2.102 dport 500 sport 500
Global (N) NEW SA

ISAKMP: Tlocal port 500, remote port 500

ISAKMP: insert sa successfully sa = 63D5BEOC

ISAKMP (0:1): Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH

ISAKMP (0:1): 01d State = IKE_READY New State = IKE_R_MM1

ISAKMP (0:1): processing SA payload. message ID = 0
ISAKMP: Looking for a matching key for 10.100.2.102 in default

| SAKMP:  Looking for a matching key for 10.100.2.102 in spokes : success
| SAKMP (0:1): found peer pre-shared key matching 10.100. 2. 102

ISAKMP (0:1) local preshared key found

ISAKMP : Scanning profiles for xauth ... L2L VPNclient

ISAKMP (0:1) Authentication by xauth preshared

ISAKMP (0:1): Checking ISAKMP transform 1 against priority 10 policy
ISAKMP: encryption 3DES-CBC

ISAKMP: hash SHA

ISAKMP: default group 2

ISAKMP: auth pre-share

ISAKMP: 1ife type in seconds

ISAKMP: Tife duration (VPI) of 0Ox0 Ox1 Ox51 0x80

| SAKMP (0:1): atts are acceptable. Next payload is 0O

CryptoEngine0: generate alg parameter

CRYPTO_ENGINE: Dh phase 1 status: O

CRYPTO_ENGINE: Dh phase 1 status: O

ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE
ISAKMP (0:1): 01d State = IKE_R_MM1 New State = IKE_R_MM1

ISAKMP (0:1): sending packet to 10.100.2.102 my_port 500 peer_port
500 (R) MM_SA_SETUP

ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE

ISAKMP (0:1): 01d State = IKE_R_MM1 New State = IKE_R_MM2

ISAKMP (0:1): received packet from 10.100.2.102 dport 500 sport 500
Global (R) MM_SA_SETUP

ISAKMP (0:1): Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH

ISAKMP (0:1): 01d State = IKE_R_MM2 New State = IKE_R_MM3

ISAKMP (0:1): processing KE payload. message ID = 0

CryptoEngine0: generate alg parameter

ISAKMP (0:1): processing NONCE payload. message ID = 0

ISAKMP: Looking for a matching key for 10.100.2.102 in default

ISAKMP: Looking for a matching key for 10.100.2.102 in spokes : success
ISAKMP (0:1): found peer pre-shared key matching 10.100.2.102
CryptoEngine0: create ISAKMP SKEYID for conn id 1

ISAKMP (0:1): SKEYID state generated



ISAKMP (0:1): processing vendor id payload

ISAKMP (0:1): speaking to another IOS box!

ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE
ISAKMP (0:1): 01d State = IKE_R_MM3 New State = IKE_R_MM3

ISAKMP (0:1): sending packet to 10.100.2.102 my_port 500 peer_port 500
(R) MM_KEY_EXCH

ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE

ISAKMP (0:1): O1d State = IKE_R_MM3 New State = IKE_R_MM4

ISAKMP (0:1): received packet from 10.100.2.102 dport 500 sport 500
Global (R) MM_KEY_EXCH

ISAKMP (0:1): Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH

ISAKMP (0:1): 01d State = IKE_R_MM4 New State = IKE_R_MM5

ISAKMP (0:1): processing ID payload. message ID = 0
ISAKMP (0:1): ID payload

next-payload : 8

type : 1

address : 10.100.2.102

protocol : 17

port : 500

Tength : 12

| SAKMP (0:1): peer matches L2L profile

ISAKMP: Looking for a matching key for 10.100.2.102 in default
ISAKMP: Looking for a matching key for 10.100.2.102 in spokes : success

| SAKMP (0:1): Found ADDRESS key in keyring spokes

ISAKMP (0:1): processing HASH payload. message ID = 0
CryptoEngine0: generate hmac context for conn id 1

I SAKMP (0:1): SA authentication status: authenticated
| SAKMP (0:1): SA has been authenticated with 10.100. 2. 102

ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE
ISAKMP (0:1): O1d State = IKE_R_MM5 New State = IKE_R_MM5

ISAKMP (0:1): SA is doing pre-shared key authentication using id type ID_IPV4_ADDR

ISAKMP (0:1): ID payload

next-payload : 8

type : 1

address : 10.48.67.181

protocol : 17

port : 500

Tength : 12

ISAKMP (1): Total payload length: 12

CryptoEngine0: generate hmac context for conn id 1

CryptoEngine0: clear dh number for conn id 1

ISAKMP (0:1): sending packet to 10.100.2.102 my_port 500 peer_port 500
(R) MM_KEY_EXCH

ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE

ISAKMP (0:1): 01d State = IKE_R_MM5 New State = IKE_P1_COMPLETE

ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PHASE1_COMPLETE
ISAKMP (0:1): O1d State = IKE_P1_COMPLETE New State = IKE_P1_COMPLETE

I--- IKE phase 1 is complete.

ISAKMP (0:1): received packet from 10.100.2.102 dport 500 sport 500 Global



(R) QM_IDLE

ISAKMP: set new node 904613356 to QM_IDLE

CryptoEngine0: generate hmac context for conn id 1

(0:1): processing HASH payload. message ID = 904613356
(0:1): processing SA payload. message ID = 904613356
(0:1): Checking IPSec proposal 1

transform 1, ESP_3DES

attributes in transform:

encaps is 1 (Tunnel)

SA 1ife type in seconds

SA Tife duration (basic) of 3600

SA 1ife type in kilobytes

SA 1ife duration (VPI) of 0x0 0x46 0x50 0x0
authenticator is HMAC-SHA

CryptoEngine0: validate proposal

ISAKMP
ISAKMP
ISAKMP

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

I SAKMP (0:1):

atts are acceptable.

IPSEC(validate_proposal_request): proposal part #1,
(key eng. msg.) INBOUND Tocal= 10.48.67.181, remote= 10.100.2.102,

| ocal _proxy= 10.1.0.0/255.255.0.0/0/0 (type=4),
renote_proxy= 10. 2. 0.0/ 255.255.0.0/0/0 (type=4),

prot ocol = ESP

transforne esp-3des esp-sha-hmac (Tunnel),

1ifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
CryptoEngine0: validate proposal request

IPSEC(kei_proxy): head = mymap, map->ivrf = , kei->ivrf

IPSEC(kei_proxy): head = mymap, map->ivrf = , kei->ivrf =

ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP

(0:
(0:
(0:
(0:
(0:
(0:

1:

1:
1:
1:
1:

1:

processing NONCE payload. message ID = 904613356
processing ID payload. message ID = 904613356
processing ID payload. message ID = 904613356

asking for 1 spis from ipsec

Node 904613356, Input = IKE_MESG_FROM_PEER, IKE_QM_EXCH
01d State = IKE_QM_READY New State = IKE_QM_SPI_STARVE

IPSEC(key_engine): got a queue event...
IPSEC(spi_response):

getting spi

4172528328 for SA from 10.48.67.181 to

10. 100. 2. 102 for prot 3

ISAKMP: received ke message (2/1)

CryptoEngine0: generate hmac context for conn id 1
ISAKMP (0:1):
ISAKMP (0:1):
ISAKMP (0:1):
ISAKMP (0:1):

sending packet to 10.100.2.102 my_port 500 peer_port 500 (R) QM_IDLE
Node 904613356, Input = IKE_MESG_FROM_IPSEC, IKE_SPI_REPLY

01d State = IKE_QM_SPI_STARVE New State = IKE_QM_R_QM2

received packet from 10.100.2.102 dport 500 sport 500 Global

(R) QM_IDLE

CryptoEngine0: generate hmac context for conn id 1
CryptoEngine0: ipsec allocate flow
CryptoEngine0: ipsec allocate flow

I SAKMP (0:1):

Creating | PSec SAs

i nbound SA from 10.100.2.102 to 10.48.67.181 (f/i) 0/ O

(proxy 10.2.0.0 to 10.1.0.0)

has spi OxF8B3BAC8 and conn_id 2000 and flags 2
Tifetime of 3600 seconds

1ifetime of 4608000 kilobytes

has client flags 0x0

out bound SA from 10.48.67.181 to 10.100.2.102 (f/i) 0/ O
(proxy 10.1.0.0 to 10.2.0.0)



has spi 1757151497 and conn_id 2001 and flags A

Tifetime of 3600 seconds

1ifetime of 4608000 kilobytes

has client flags 0x0

ISAKMP (0:1): deleting node 904613356 error FALSE reason "quick mode done (await)"
ISAKMP (0:1): Node 904613356, Input = IKE_MESG_FROM_PEER, IKE_QM_EXCH
ISAKMP (0:1): 01d State = IKE_QM_R_QM2 New State = IKE_QM_PHASE2_COMPLETE
IPSEC(key_engine): got a queue event...

IPSEC(initialize_sas): ,

(key eng. msg.) INBOUND Tlocal= 10.48.67.181, remote= 10.100.2.102,
local_proxy= 10.1.0.0/255.255.0.0/0/0 (type=4),

remote_proxy= 10.2.0.0/255.255.0.0/0/0 (type=4),

protocol= ESP, transform= esp-3des esp-sha-hmac (Tunnel),

1ifedur= 3600s and 4608000kb,

spi= OxF8B3BAC8(4172528328), conn_id= 2000, keysize= 0, flags= 0x2
IPSEC(initialize_sas): ,

(key eng. msg.) OUTBOUND Tocal= 10.48.67.181, remote= 10.100.2.102,
local_proxy= 10.1.0.0/255.255.0.0/0/0 (type=4),

remote_proxy= 10.2.0.0/255.255.0.0/0/0 (type=4),

protocol= ESP, transform= esp-3des esp-sha-hmac (Tunnel),

1ifedur= 3600s and 4608000kb,

spi= 0x68BC0109(1757151497), conn_id= 2001, keysize= 0, flags= OxA
IPSEC(kei_proxy): head = mymap, map->ivrf = , kei->ivrf =
IPSEC(kei_proxy): head = mymap, map->ivrf = , kei->ivrf =

IPSEC(add mtree): src 10.1.0.0, dest 10.2.0.0, dest_port O

| PSEC(create_sa): sa created,

(sa) sa_dest= 10.48.67.181, sa_prot= 50,
sa_spi= OxF8B3BAC8(4172528328),
sa_trans= esp-3des esp-sha-hmac , sa_conn_id= 2000

| PSEC(create_sa): sa created,

(sa) sa_dest= 10.100.2.102, sa_prot= 50,
sa_spi= 0x68BC0109(1757151497),
sa_trans= esp-3des esp-sha-hmac , sa_conn_id= 2001

Ce résultat de débogage a été collecté sur le routeur concentrateur, quand le client VPN lance les
SA IKE et IPsec.

<ffroot>

ISAKMP (0:0): received packet from 10.51.82.100 dport 500 sport 500 Global
(N) NEW SA

ISAKMP: Tlocal port 500, remote port 500

ISAKMP: insert sa successfully sa = 63D3D804

ISAKMP (0:2): processing SA payload. message ID = 0

ISAKMP (0:2): processing ID payload. message ID = 0

ISAKMP (0:2): ID payload

next-payload : 13

type : 11

group id : testgroup

protocol : 17

port : 500

length : 17

| SAKMP (0:2): peer matches VPNclient profile



ISAKMP: Looking for a matching key for 10.51.82.100 in default

ISAKMP: Looking for a matching key for 10.51.82.100 in spokes : success

ISAKMP: Created a peer struct for 10.51.82.100, peer port 500

ISAKMP: Locking peer struct Ox644AFC7C, IKE refcount 1 for
crypto_ikmp_config_initialize_sa

ISAKMP (0:2): Setting client config settings 644AFCF8

I SAKMP (0:2): (Re)Setting client xauth list and state

ISAKMP (0:2): processing vendor id payload

ISAKMP (0:2): vendor ID seems Unity/DPD but major 215 mismatch
ISAKMP (0:2): vendor ID is Xauth

ISAKMP (0:2): processing vendor id payload

ISAKMP (0:2): vendor ID 1is DPD

ISAKMP (0:2): processing vendor id payload

ISAKMP (0:2): vendor ID seems Unity/DPD but major 123 mismatch
ISAKMP (0:2): vendor ID is NAT-T v2

ISAKMP (0:2): processing vendor id payload

ISAKMP (0:2): vendor ID seems Unity/DPD but major 194 mismatch
ISAKMP (0:2): processing vendor id payload

ISAKMP (0:2): vendor ID 1is Unity

ISAKMP (0:2) Authentication by xauth preshared

I--- Check of ISAKMP transforms against the configured ISAKMP policy.

ISAKMP (0:2): Checking ISAKMP transform 9 against priority 10 policy

ISAKMP: encryption 3DES-CBC

ISAKMP: hash SHA

ISAKMP: default group 2

ISAKMP: auth XAUTHInitPreShared

ISAKMP: 1ife type in seconds

ISAKMP: 1ife duration (VPI) of 0x0 0x20 0xC4 0x9B
ISAKMP (0:2):

atts are acceptable.

Next payload is 3
CryptoEngine0: generate alg parameter
CRYPTO_ENGINE: Dh phase 1 status: O
CRYPTO_ENGINE: Dh phase 1 status: O
ISAKMP (0:2): processing KE payload. message ID = 0
CryptoEngine0: generate alg parameter
ISAKMP (0:2): processing NONCE payload. message ID = 0
ISAKMP (0:2): vendor ID is NAT-T v2
ISAKMP (0:2): Input = IKE_MESG_FROM_PEER, IKE_AM_EXCH
ISAKMP (0:2): 01d State = IKE_READY New State = IKE_R_AM_AAA_AWAIT

ISAKMP: got callback 1

CryptoEngine0: create ISAKMP SKEYID for conn 1id 2

ISAKMP (0:2): SKEYID state generated

ISAKMP (0:2): constructed NAT-T vendor-02 ID

ISAKMP (0:2): SA is doing pre-shared key authentication plus XAUTH
using id type ID_IPV4_ADDR

ISAKMP (0:2): ID payload

next-payload : 10

type : 1

address : 10.48.67.181

protocol : 17

port : O

Tength : 12

ISAKMP (2): Total payload length: 12



CryptoEngine0: generate hmac context for conn id 2
(0:2): sending packet to 10.51.82.100 my_port 500 peer_port 500

ISAKMP

ISAKMP
ISAKMP

ISAKMP

ISAKMP

I SAKMP (0: 2):
I SAKMP (0: 2):

(R) AG_INIT_EXCH

(0:2): Input = IKE_MESG_FROM_AAA, PRESHARED_KEY_REPLY
(0:2): 01d State = IKE_R_AM_AAA_AWAIT New State = IKE_R_AM2

(0:2):

received packet from 10.51.82.100 dport 500 sport 500 Global
(R) AG_INIT_EXCH

(0:2): processing HASH payload. message ID = 0
CryptoEngine0: generate hmac context for conn id 2

ISAKMP (0:2): processing NOTIFY INITIAL_CONTACT protocol 1
spi 0, message ID = 0, sa = 63D3D804

ISAKMP (0:2): SA authentication status: authenticated
ISAKMP (0:2): Process initial contact,

bring down existing phase 1 and 2 SA's with local 10.48.67.181 remote
10.51.82.100 remote port 500

ISAKMP (0:2): returning IP addr to the address pool
IPSEC(key_engine): got a queue event...

ISAKMP:received payload type 17

ISAKMP:received payload type 17

SA aut hentication status: authenticated
SA has been authenticated with 10.51.82.100

CryptoEngine0: clear dh number for conn id 1

ISAKMP: Trying to insert a peer 10.48.67.181/10.51.82.100/500/,

and 1inserted successfully.

set new node 1257790711 to CONF_XAUTH

CryptoEngineO: generate hmac context for conn id 2

ISAKMP (0:2): sending packet to 10.51.82.100 my_port 500 peer_port 500 (R) QM_IDLE
ISAKMP (0:2): purging node 1257790711

Sending phase 1 responder 1ifetime 86400

ISAKMP:

ISAKMP:

ISAKMP
ISAKMP

ISAKMP
ISAKMP
ISAKMP

ISAKMP:
ISAKMP:

(0:
(0:

(0:
(0:
(0:

2):
2):

2):
2):
2):

Input = IKE_MESG_FROM_PEER, IKE_AM_EXCH
01d State = IKE_R_AM2 New State = IKE_P1_COMPLETE

Need XAUTH
Input = IKE_MESG_INTERNAL, IKE_PHASE1_COMPLETE
01d State = IKE_P1_COMPLETE New State = IKE_XAUTH_AAA_START_LOGIN_AWAIT

got callback 1
set new node 955647754 to CONF_XAUTH

!--- Extended authentication begins.

| SAKMP/ xaut h:
| SAKMP/ xaut h:

request attribute XAUTH USER NAME V2
request attribute XAUTH USER PASSWORD V2

CryptoEngine0: generate hmac context for conn id 2

ISAKMP
ISAKMP

ISAKMP

ISAKMP

ISAKMP

ISAKMP

(0:
(0:

(0:
(0:
(0:

(0:

2):
2):

2):
2):
2):
2):

initiating peer config to 10.51.82.100. ID = 955647754
sending packet to 10.51.82.100 my_port 500 peer_port 500
(R) CONF_XAUTH

Input = IKE_MESG_FROM_AAA, IKE_AAA_START_LOGIN

01d State = IKE_XAUTH_AAA_START_LOGIN_AWAIT New State =
IKE_XAUTH_REQ_SENT

received packet from 10.51.82.100 dport 500 sport 500 Global
(R) CONF_XAUTH

processing transaction payload from 10.51.82.100. message
ID = 955647754



CryptoEngine0: generate hmac context for conn id 2
ISAKMP: Config payload REPLY

!--- Username/password received from the VPN Client.

| SAKMP/ xaut h: reply attribute XAUTH USER NAMVE V2
| SAKMP/ xaut h: reply attribute XAUTH USER PASSWORD V2

ISAKMP (0:2): deleting node 955647754 error FALSE reason "done with
xauth request/reply exchange"

ISAKMP (0:2): Input = IKE_MESG_FROM_PEER, IKE_CFG_REPLY

ISAKMP (0:2): OT1d State = IKE_XAUTH_REQ_SENT New State =
IKE_XAUTH_AAA_CONT_LOGIN_AWAIT

ISAKMP: got callback 1

ISAKMP: set new node -1118110738 to CONF_XAUTH

CryptoEngine0: generate hmac context for conn id 2

ISAKMP (0:2): initiating peer config to 10.51.82.100. ID = -1118110738

ISAKMP (0:2): sending packet to 10.51.82.100 my_port 500 peer_port
500 (R) CONF_XAUTH

ISAKMP (0:2): Input = IKE_MESG_FROM_AAA, IKE_AAA_CONT_LOGIN

ISAKMP (0:2): 01d State = IKE_XAUTH_AAA_CONT_LOGIN_AWAIT New State =
IKE_XAUTH_SET_SENT

ISAKMP (0:2): received packet from 10.51.82.100 dport 500 sport 500 Global
(R) CONF_XAUTH

ISAKMP (0:2): processing transaction payload from 10.51.82.100. message
ID = -1118110738

CryptoEngine0: generate hmac context for conn id 2

I--- Success

ISAKMP: Config payload ACK
I SAKMP (0:2): XAUTH ACK Processed

ISAKMP (0:2): deleting node -1118110738 error FALSE reason "done with transaction"
ISAKMP (0:2): Input = IKE_MESG_FROM_PEER, IKE_CFG_ACK
ISAKMP (0:2): 01d State = IKE_XAUTH_SET_SENT New State = IKE_P1_COMPLETE

ISAKMP (0:2): Input = IKE_MESG_INTERNAL, IKE_PHASE1_COMPLETE
ISAKMP (0:2): O1d State = IKE_P1_COMPLETE New State = IKE_P1_COMPLETE

ISAKMP (0:2): received packet from 10.51.82.100 dport 500 sport 500
Global (R) QM_IDLE

ISAKMP: set new node -798495444 to QM_IDLE

ISAKMP (0:2): processing transaction payload from 10.51.82.100. message
ID = -798495444

CryptoEngine0: generate hmac context for conn id 2

ISAKMP: Config payload REQUEST

ISAKMP (0:2): checking request:

ISAKMP: IP4_ADDRESS

ISAKMP: IP4_NETMASK

ISAKMP: IP4_DNS

ISAKMP: IP4_NBNS

ISAKMP: ADDRESS_EXPIRY

ISAKMP: UNKNOWN Unknown Attr: 0x7000

ISAKMP: UNKNOWN Unknown Attr: 0x7001



ISAKMP: DEFAULT_DOMAIN

ISAKMP: SPLIT_INCLUDE

ISAKMP: UNKNOWN Unknown Attr: 0x7003

ISAKMP: UNKNOWN Unknown Attr: 0x7007

ISAKMP: UNKNOWN Unknown Attr: 0x7009

ISAKMP: APPLICATION_VERSION

ISAKMP: UNKNOWN Unknown Attr: 0x7008

ISAKMP: UNKNOWN Unknown Attr: 0x700A

ISAKMP: UNKNOWN Unknown Attr: 0x7005

ISAKMP (0:2): Input = IKE_MESG_FROM_PEER, IKE_CFG_REQUEST
ISAKMP (0:2): 01d State = IKE_P1_COMPLETE New State = IKE_CONFIG_AUTHOR_AAA_AWAIT

ISAKMP: got callback 1
ISAKMP (0:2): attributes sent in message:
Address: 0.2.0.0

| SAKMP (0:2): allocating address 10.5.5.1
| SAKMP: Sending private address: 10.5.5.1
| SAKMP: Sendi ng | P4_DNS server address: 1.
| SAKMP: Sendi ng | P4_DNS server address: 2.
| SAKMP:  Sendi ng | P4_NBNS server address: 3.3.3.3
| SAKMP:  Sendi ng | P4A_NBNS server address: 4.4.4.4

1.1.1
2.2.2

ISAKMP: Sending ADDRESS_EXPIRY seconds Tleft to use the address: 86386

ISAKMP (0/2): Unknown Attr: UNKNOWN (0x7000)

ISAKMP (0/2): Unknown Attr: UNKNOWN (0x7001)

ISAKMP: Sending DEFAULT_DOMAIN default domain name: cisco.com

ISAKMP (0/2): Unknown Attr: UNKNOWN (0x7003)

ISAKMP (0/2): Unknown Attr: UNKNOWN (0x7007)

ISAKMP (0/2): Unknown Attr: UNKNOWN (0x7009)

ISAKMP: Sending APPLICATION_VERSION string: Cisco Internetwork Operating
System Software

I0S (tm) 7200 Software (C7200-IK9S-M), Version 12.3(6a), RELEASE SOFTWARE (fc4)

Copyright (c) 1986-2004 by cisco Systems, Inc.

Compiled Fri 02-Apr-04 15:52 by kellythw

ISAKMP (0/2): Unknown Attr: UNKNOWN (0x7008)

ISAKMP (0/2): Unknown Attr: UNKNOWN (0x700A)

ISAKMP (0/2): Unknown Attr: UNKNOWN (0x7005)

CryptoEngine0: generate hmac context for conn id 2

ISAKMP (0:2): responding to peer config from 10.51.82.100. ID = -798495444

ISAKMP (0:2): sending packet to 10.51.82.100 my_port 500 peer_port 500 (R) CONF_ADDR

ISAKMP (0:2): deleting node -798495444 error FALSE reason ""

ISAKMP (0:2): Input = IKE_MESG_FROM_AAA, IKE_AAA_GROUP_ATTR

ISAKMP (0:2): 01d State = IKE_CONFIG_AUTHOR_AAA_AWAIT New State = IKE_P1_COMPLETE

ISAKMP (0:2): Input = IKE_MESG_INTERNAL, IKE_PHASE1_COMPLETE
ISAKMP (0:2): O1d State = IKE_P1_COMPLETE New State = IKE_P1_COMPLETE

!--- IKE phase 1 and Config Mode complete. !--- Check of IPsec proposals against configured transform s

ISAKMP (0:2): Checking IPSec proposal 12

ISAKMP: transform 1, ESP_3DES

ISAKMP: attributes in transform:

ISAKMP: authenticator is HMAC-SHA

ISAKMP: encaps is 1 (Tunnel)

ISAKMP: SA Tife type in seconds

ISAKMP: SA Tife duration (VPI) of 0Ox0 0x20 0xC4 0x9B
CryptoEngine0: validate proposal

ISAKMP (0:2): atts are acceptable.
IPSEC(validate_proposal_request): proposal part #1,
(key eng. msg.) INBOUND Tocal= 10.48.67.181, remote= 10.51.82.100,



Tocal_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),

remote_proxy= 10.5.5.1/255.255.255.255/0/0 (type=1),

protocol= ESP, transform= esp-3des esp-sha-hmac (Tunnel),

1ifedur= 0s and Okb,

spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x2

CryptoEngineO: validate proposal request

IPSEC(kei_proxy): head = mymap, map->ivrf = , kei->ivrf =

IPSEC(kei_proxy): head = mymap, map->ivrf = , kei->ivrf =

ISAKMP (0:2): processing NONCE payload. message ID = 381726614

ISAKMP (0:2): processing ID payload. message ID = 381726614

ISAKMP (0:2): processing ID payload. message ID = 381726614

ISAKMP (0:2): asking for 1 spis from qipsec

ISAKMP (0:2): Node 381726614, Input = IKE_MESG_FROM_PEER, IKE_QM_EXCH

ISAKMP (0:2): 01d State = IKE_QM_READY New State = IKE_QM_SPI_STARVE

IPSEC(key_engine): got a queue event...

IPSEC(spi_response): getting spi 2048571635 for SA

from 10.48.67.181 to 10.51.82.100 for prot 3

ISAKMP: received ke message (2/1)

CryptoEngine0: generate hmac context for conn id 2

ISAKMP (0:2): sending packet to 10.51.82.100 my_port 500 peer_port 500 (R) QM_IDLE

ISAKMP (0:2): Node 381726614, Input = IKE_MESG_FROM_IPSEC, IKE_SPI_REPLY

ISAKMP (0:2): 01d State = IKE_QM_SPI_STARVE New State = IKE_QM_R_QM2

ISAKMP (0:2): received packet from 10.51.82.100 dport 500 sport 500 Global
(R) QM_IDLE

CryptoEngine0: generate hmac context for conn id 2

CryptoEngine0: ipsec allocate flow

CryptoEngine0: ipsec allocate flow

ISAKMP: Locking peer struct Ox644AFC7C, IPSEC refcount 1 for for stuff_ke

ISAKMP (0:2): Creating IPSec SAs

inbound SA from 10.51.82.100 to 10.48.67.181 (f/i) 0/ O

(proxy 10.5.5.1 to 0.0.0.0)

has spi 0x7A1AB8F3 and conn_id 2004 and flags 2

Tifetime of 2147483 seconds

has client flags 0x0

outbound SA from 10.48.67.181 to 10.51.82.100 (f/i) 0/ 0 (proxy 0.0.0.0 to 10.5.5.1 )

has spi -1329531732 and conn_id 2005 and flags A

Tifetime of 2147483 seconds

has client flags 0x0

ISAKMP (0:2): deleting node 381726614 error FALSE reason "quick mode done (await)"

ISAKMP (0:2): Node 381726614, Input = IKE_MESG_FROM_PEER, IKE_QM_EXCH

ISAKMP (0:2): 01d State = IKE_QM_R_QM2 New State = IKE_QM_PHASE2_COMPLETE

IPSEC(key_engine): got a queue event...

IPSEC(initialize_sas): ,

(key eng. msg.)

| NBOUND
Tocal= 10.48.67.181, remote= 10.51.82.100,

l ocal _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
renote_proxy= 10.5.5.1/0.0.0.0/0/0 (type=1),

protocol= ESP, transform= esp-3des esp-sha-hmac (Tunnel),

1ifedur= 2147483s and Okb,

spi= O0x7A1AB8F3(2048571635), conn_id= 2004, keysize= 0, flags= 0x2
IPSEC(initialize_sas): ,

(key eng. msg.)

OUTBOUND
Tocal= 10.48.67.181, remote= 10.51.82.100,

| ocal _proxy= 0.0.0.0/0.0.0.0/0/0



(type=4),

renote_proxy= 10.5.5.1/0.0.0.0/0/0

(type=1),
protocol= ESP, transform= esp-3des esp-sha-hmac (Tunnel),
1ifedur= 2147483s and Okb,
spi= OxBOCOF4AC(2965435564), conn_id= 2005, keysize= 0, flags= OxA
IPSEC(kei_proxy): head = mymap, map->ivrf = , kei->ivrf =
IPSEC(kei_proxy): head = mymap, map->ivrf = , kei->ivrf =
IPSEC(add mtree): src 0.0.0.0, dest 10.5.5.1, dest_port O

IPSEC(create_sa):
sa created,

(sa) sa_dest= 10.48.67.181, sa_prot= 50,

sa_spi= 0x7A1AB8F3(2048571635),

sa_trans= esp-3des esp-sha-hmac , sa_conn_id= 2004
IPSEC(create_sa):

sa created,

(sa) sa_dest= 10.51.82.100, sa_prot= 50,
sa_spi= OxBOCOF4AC(2965435564),
sa_trans= esp-3des esp-sha-hmac , sa_conn_id= 2005

Vérifier les numéros de la séquence de la carte de chiffrement

Si des homologues statiques et dynamiques sont configurés sur la méme carte de chiffrement,
I'ordre des entrées dans la carte de chiffrement est trés important. Le numéro de séquence de
I'entrée dynamique de la carte de chiffrement doit étre plus élevé que toutes les autres entrées
statiques de la carte de chiffrement. Si les entrées statiques portent un numéro plus élevé que
I'entrée dynamique, les connexions avec ces homologues échouent.

Voici un exemple de carte de chiffrement correctement numérotée qui contient une entrée statique
et une entrée dynamique. Notez que I'entrée dynamique a le numéro de séquence le plus élevé et
que de la place a été laissée pour ajouter des entrées statiques supplémentaires :

<ttroot>

crypto dynamic-map dynmap 20

set transform-set myset

crypto map mymap 10 ipsec-isakmp
match address 100

set peer 172.16.77.10

set transform-set myset

crypto map mymap 60000 i psec-isaknp dynani c dynmap

Dépannage

Il n'existe actuellement aucune information de dépannage spécifique pour cette configuration.



Informations connexes
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A propos de cette traduction
Cisco a traduit ce document en traduction automatisée vérifiée par une personne dans le

cadre d’un service mondial permettant a nos utilisateurs d’obtenir le contenu d’assistance
dans leur propre langue.

Il convient cependant de noter que méme la meilleure traduction automatisée ne sera pas
aussi précise que celle fournie par un traducteur professionnel.



