Configurer un tunnel IPsec LAN a LAN entre
deux routeurs
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Introduction

Ce document décrit comment configurer un VPN basé sur des politiques sur I'échange de clés
Internet (IKEv1) entre deux routeurs Cisco (Cisco IOS® ou Cisco IOS® XE).

Conditions préalables

Exigences

Aucune exigence spécifique n'est associée a ce document.
Composants utilisés

Les informations contenues dans ce document sont basées sur un routeur Cisco équipé de Cisco
|0S® version 15.7. Il permet aux utilisateurs d'accéder aux ressources sur les sites via un tunnel
VPN IPsec.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Si votre réseau
est en ligne, assurez-vous de bien comprendre l'incidence possible des commandes.

Conventions



Pour plus d’informations sur les conventions utilisées dans ce document, reportez-vous aux
Conventions relatives aux conseils techniques Cisco.

Configurer

Cette section vous fournit des informations pour configurer les fonctionnalités décrites dans ce
document.

Diagramme du réseau

Ce document utilise la configuration réseau suivante :

Encrypted traffic between end-to-end

—— Unencrypted traffic for Internat

D L2ZL - IPsec Tunnel (}

17216207 24

10.1.1.0024 el _
172.16.1.0024 / . 0000

% Remarque : les schémas d'adressage IP utilisés dans cette configuration ne sont pas
|légalement routables sur Internet. Ce sont des adresses REC 1918 qui ont été utilisés dans
un environnement de laboratoire.

Configurations
Ce document utilise les configurations suivantes :
* Router A

» Router B

% Remarque : Cisco recommande que la liste de contrdle d'accés appliquée a la crypto-carte
sur les deux périphériques soit une image miroir I'une de l'autre.

Router A

I--- Create an ISAKMP policy for Phase 1 negotiations for the L2L tunnels.



https://www.cisco.com/c/fr_ca/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918

crypto isakmp policy 10
encryption aes

hash sha256
authentication pre-share
group 14

I-—-- Specify the pre-shared key and the remote peer address
I--- to match for the L2L tunnel.

crypto isakmp key vpnuser address 10.0.0.2

I--- Create the Phase 2 policy for IPsec negotiation.

crypto ipsec transform-set myset esp-aes esp-sha256-hmac

I--- Create an ACL for the traffic to be encrypted.

I-—- In this example, the traffic from 10.1.1.0/24 to 172.16.2.0/24
I--- is encrypted. The traffic which does not match the access 1list
I--- is unencrypted for the Internet.

access-1list 100 permit ip 10.1.1.0 0.0.0.255 172.16.2.0 0.0.0.255

I--- Create the actual crypto map. Specify an access control Tist (ACL),
I-—-- which defines the proxy identities (local and remote host/networks).

crypto map mymap 10 ipsec-isakmp
set peer 10.0.0.2

set transform-set myset

match address 100

interface GigabitEthernet0/1
ip address 10.1.1.2 255.255.255.0

I-—— Apply the crypto map on the outside interface.
interface GigabitEthernet0/0

ip address 172.16.1.1 255.255.255.0

crypto map mymap

I-—-- Route to the default gateway

ip route 0.0.0.0 0.0.0.0 172.16.1.2

Router B

I--- Create an ISAKMP policy for Phase 1 negotiations for the L2L tunnels.

crypto isakmp policy 10
encryption aes

hash sha256
authentication pre-share
group 14

I--- Specify the pre-shared key and the remote peer address
I--- to match for the L2L tunnel.

crypto isakmp key vpnuser address 172.16.1.1




I--- Create the Phase 2 policy for IPsec negotiation.
crypto ipsec transform-set myset esp-aes esp-sha256-hmac

I--- Create an ACL for the traffic to be encrypted.

I-—- In this example, the traffic from 172.16.2.0/24 to 10.1.1.0/24
I--- is encrypted. The traffic which does not match the access 1list
I--- is unencrypted for the Internet.

access-1list 100 permit ip 172.16.2.0 0.0.0.255 10.1.1.0 0.0.0.255

I--- Create the actual crypto map. Specify an access control Tist (ACL),
I-—-- which defines the proxy identities (local and remote host/networks).

|

crypto map mymap 10 ipsec-isakmp
set peer 172.16.1.1

set transform-set myset

match address 100

interface GigabitEthernet0/1

ip address 172.16.2.1 255.255.255.0
!
I-—— Apply the crypto map on the outside interface.
interface GigabitEthernet0/0

ip address 10.0.0.2 255.255.255.0

crypto map mymap

I--- Route to the default gateway.

ip route 0.0.0.0 0.0.0.0 10.0.01

Vérifier
Utilisez cette section pour confirmer que votre configuration fonctionne correctement.

Cisco CLI Analyzer (clients enregistrés uniquement) prend en charge show de I'assistant. Utilisez
Cisco CLI Analyzer pour afficher une analyse de show résultat de la commande.

* show cryptoipsec sa - Affiche les parameétres, le nombre d'encapsulations et de décapsulations,
les identités de proxy locales et distantes et les index de paramétres de sécurité (SPI),
entrants et sortants, utilisés par les associations de sécurité (SA) actuelles.

<tfroot>
RouterA#

show crypto ipsec sa

interface: Serial2/0
Crypto map tag: mymap, Tocal addr 172.16.1.1


http://cway.cisco.com/go/sa/
http://tools.cisco.com/RPF/register/register.do

protected vrf: (none)
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.16.2.0/255.255.255.0/0/0)
current_peer 10.0.0.2 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 21, #pkts encrypt: 21, #pkts digest: 21
#pkts decaps: 21, #pkts decrypt: 21, #pkts verify: 21

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0O

local crypto endpt.: 172.16.1.1, renote crypto endpt.: 10.0.0.2

plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/0
current outbound spi: 0x8767D399(2271728537)
PFS (Y/N): N, DH group: none

i nbound esp sas:
spi: 0x6E210372(1847657330)
transform esp-aes esp-sha256-hmac ,

in use settings ={Tunnel, }

conn 1id: 2007, flow_id: Onboard VPN:7, sibling_flags 80004040, crypto map: mymap
sa timing: remaining key 1lifetime (k/sec): (4338240/3269)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

out bound esp sas:
spi: 0x8767D399(2271728537)
transform esp-aes esp-sha256-hmac ,

in use settings ={Tunnel, }

conn 1id: 2008, flow_id: Onboard VPN:8, sibling_flags 80004040, crypto map: mymap
sa timing: remaining key 1lifetime (k/sec): (4338240/3269)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

* show cryptoisakmp sa - Affiche toutes les associations de sécurité IKE actuelles et leur état.

<tfroot>



RouterA#

show crypto isaknmp sa

dst src state conn-id slot status
10.0.0.2 172.16.1.1 QM_IDLE 1 0
ACTI VE

show crypto map - Affiche la structure de crypto-carte créée avec :
Nom de la crypto-carte et numéro de séquence.
- Adresse homologue.
Nom de la liste de contrdle d’acces appliquée avec les identités de proxy local et
distant.
- Valeurs du transform-set IPsec utilisé.
Interface sur laquelle la carte de chiffrement est liée.

<tfroot>
RouterA#

show crypto map

Crypto Map | Pv4 "nymap" 10 ipsec-isaknp
Peer = 10.0.0.2

Extended IP access Tlist

100

access-list 100 permt ip 10.1.1.0 0.0.0.255 172.16.2.0 0.0.0. 255

Current peer: 10.0.0.2

Security association lifetime: 4608000 kilobytes/3600 seconds
Responder-Only (Y/N): N

PFS (Y/N): N

Mixed-mode : Disabled

Transform set s={
nyset: { esp-aes esp-sha256-hnmac }
3
Interfaces using crypto map mymap:

G gabi t Et hernet 0/ 0

RouterB#
show crypto map

Interfaces using crypto map NiStTeStl:

Crypto Map IPv4 "mymap" 10 ipsec-isakmp



Peer = 172.16.1.1

Extended IP access Tlist

100

access-list 100 permt ip 172.16.2.0 0.0.0.255 10.1.1.0 0.0.0. 255

Current peer: 10.0.0.1

Security association lifetime: 4608000 kilobytes/3600 seconds
Responder-Only (Y/N): N

PFS (Y/N): N

Mixed-mode : Disabled

Transform set s={
nyset: { esp-aes esp-sha256-hmac }

}

Interfaces using crypto map mymap:

G gabi t Et hernet 0/ 0

* show crypto session remote
detail
<#root>

RouterA#

show crypto session renote 10.0.0.2 detai

Crypto session current status

Interface: GigabitEthernet0/0

Uptime: 00:39: 16
Sessi on status: UP-ACTI VE >>>>> Status of the VPN

Peer: 10.0.0.2 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 10.0.0.2
Desc: (none)
Session ID: 0
IKEvl SA: local 172.16.1.1/500 remote 10.0.0.2/500 Active
Capabilities: (none) connid:1004 1ifetime:23:20:43
IPSEC FLOW: permit ip 10.1.1.0/255.255.255.0 172.16.2.0/255.255.255.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 21 drop 0 1ife (KB/Sec) 4338240/1243
Outbound: #pkts enc'ed 21 drop 0 Tife (KB/Sec) 4338240/1243

RouterB#
show crypto session renpte 172.16.1.1 detai
Crypto session current status

Interface: GigabitEthernet0/0

Uptime: 00: 40: 43
Sessi on status: UP-ACTI VE >>>>> Status of the VPN



Peer: 172.16.1.1 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 172.16.1.1
Desc: (none)
Session ID: O
IKEvl SA: Tocal 10.0.0.2/500 remote 172.16.1.1/500 Active
Capabilities:(none) connid:1004 Tifetime:23:19:16
IPSEC FLOW: permit ip 172.16.2.0/255.255.255.0 10.1.1.0/255.255.255.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 21 drop 0 1life (KB/Sec) 4271304/1156
Outbound: #pkts enc'ed 21 drop 0 1ife (KB/Sec) 4271304/1156

Dépannage
Cette section fournit des informations que vous pouvez utiliser pour dépanner votre configuration.

Commandes

Cisco CLI Analyzer (clients enregistrés uniquement) prend en charge show de I'assistant. Utilisez
Cisco CLI Analyzer pour afficher une analyse de show résultat de la commande.

% Remarque : reportez-vous a Informations importantes sur les commandes de débogage
avant d'utiliser debug de I'assistant.

* debugcryptoisakmp - Affiche les négociations ISAKMP de la Phase 1.

* debug cryptoipsec - Affiche les négociations IPsec de la Phase 2.

Exemple de sortie de débogage

L'exemple de sortie de débogage provient du RouteurA (initiateur) pour une négociation VPN
réussie.

Routeur

<#root>
RouterA#

debug crypto isaknp

Jul 1 04:08:49.558: ISAKMP: (0):SA request profile is (NULL)

Jul 1 04:08:49.558: ISAKMP: (0):Created a peer struct for 10.0.0.2, peer port 500

Jul 1 04:08:49.558: ISAKMP: (0):New peer created peer = 0x2108BC48 peer_handle = 0x80000005

Jul 1 04:08:49.558: ISAKMP: (0):Locking peer struct 0x2108BC48, refcount 1 for isakmp_initiator

Jul 1 04:08:49.558: ISAKMP: (0):local port 500, remote port 500

Jul 1 04:08:49.558: ISAKMP: (0):set new node O to QM_IDLE

Jul 1 04:08:49.558: ISAKMP: (0):Find a dup sa in the avl tree during calling isadb_insert sa = 3DA022D

Jul 1 04:08:49.558: ISAKMP: (0):Can not start Aggressive mode,.!

Success rate is 50 percent (1/2), round-trip min/avg/max = 1/1/1 ms

Router# trying Main mode.

Jul 1 04:08:49.558: ISAKMP: (0):found peer pre-shared key matching 10.0.0.2


http://cway.cisco.com/go/sa/
http://tools.cisco.com/RPF/register/register.do
https://www.cisco.com/c/fr_ca/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)

ISAKMP: (0)
ISAKMP-PAK:
ISAKMP: (0)
ISAKMP-PAK:
ISAKMP: (0)
ISAKMP: (0)

ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)

ISAKMP:

ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)

ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)

ISAKMP-PAK:
ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)

ISAKMP-PAK:
ISAKMP: (0)
ISAKMP: (0)

ISAKMP: (0)
ISAKMP: (0)
ISAKMP: (0)

:constructed NAT-T vendor-rfc3947 ID
:constructed NAT-T vendor-07 ID

:constructed NAT-T vendor-03 ID

:constructed NAT-T vendor-02 ID

:Input = IKE_MESG_FROM_IPSEC, IKE_SA_REQ_MM
:01d State = IKE_READY New State = IKE_I_MM1

:beginning Main Mode exchange

(0):sending packet to 10.0.0.2 my_port 500 peer_port 500 (I) MM_NO_STA

:Sending an IKE IPv4 Packet.

(0) :received packet from 10.0.0.2 dport 500 sport 500 Global (I) MM_NO

:Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
:07d State = IKE_I_MM1 New State = IKE_I_MM2

:processing SA payload. message ID = 0

:processing vendor id payload

:vendor ID seems Unity/DPD but major 69 mismatch
:vendor ID is NAT-T RFC 3947

:found peer pre-shared key matching 10.0.0.2

:local preshared key found

:Scanning profiles for xauth ...

:Checking ISAKMP transform 1 against priority 10 policy
ISAKMP: (0):
ISAKMP: (0):
ISAKMP: (0):
ISAKMP: (0):
ISAKMP: (0):
ISAKMP: (0):

encryption AES-CBC
keylength of 128
hash SHA256
default group 14
auth pre-share
Tife type in seconds
Tife duration (VPI) of O0x0 0Ox1 O0x51 0x80

:atts are acceptable. Next payload 1is 0
:Acceptable atts:actual 1life: 0O
:Acceptable atts:1ife: 0O

:Fi11 atts in sa vpi_length:4

:Fi11 atts in sa Tife_in_seconds:86400
:Returning Actual lifetime: 86400
:Started Tifetime timer: 86400.

:processing vendor 1id payload

:vendor ID seems Unity/DPD but major 69 mismatch
:vendor ID is NAT-T RFC 3947

:Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE
:01d State = IKE_I_MM2 New State = IKE_I_MM2

(0):sending packet to 10.0.0.2 my_port 500 peer_port 500 (I) MM_SA_SET

:Sending an IKE IPv4 Packet.
:Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE
:01d State = IKE_I_MM2 New State = IKE_I_MM3

(0) :received packet from 10.0.0.2 dport 500 sport 500 Global (I) MM_SA

:Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
:07d State = IKE_I_MM3 New State = IKE_I_MM4

:processing KE payload. message ID = 0
:processing NONCE payload. message ID = 0
:found peer pre-shared key matching 10.0.0.2

ISAKMP: (1004):processing vendor id payload
ISAKMP: (1004):vendor ID 1is Unity

ISAKMP: (1004):processing vendor id payload
ISAKMP: (1004) :vendor ID is DPD

ISAKMP: (1004):processing vendor id payload
ISAKMP: (1004):speaking to another IOS box!
ISAKMP: (1004):received payload type 20



Jul 1 04:08:50.138: ISAKMP: (1004):His hash no match - this node outside NAT
Jul 1 04:08:50.138: ISAKMP: (1004):received payload type 20
Jul 1 04:08:50.138: ISAKMP: (1004):No NAT Found for self or peer
Jul 1 04:08:50.138: ISAKMP: (1004):Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE
Jul 1 04:08:50.138: ISAKMP: (1004):01d State = IKE_I_MM4 New State = IKE_I_MM4
Jul 1 04:08:50.138: ISAKMP: (1004):Send initial contact
Jul 1 04:08:50.138: ISAKMP: (1004):SA is doing
Jul 1 04:08:50.138: ISAKMP: (1004):pre-shared key authentication using id type ID_IPV4_ADDR
Jul 1 04:08:50.138: ISAKMP: (1004):
I D payl oad
next-payload : 8
type 1
Jul 1 04:08:50.138: ISAKMP: (1004): address

172.16.1.1 >>>>> | KE | D sent

Jul 1 04:08:50.138: ISAKMP: (1004): protocol 17
port : 500
Tength 12
Jul 1 04:08:50.138: ISAKMP: (1004):Total payload Tength: 12
Jul 1 04:08:50.138: ISAKMP-PAK: (1004):sending packet to 10.0.0.2 my_port 500 peer_port 500 (I) MM_KEY.
Jul 1 04:08:50.138: ISAKMP: (1004):Sending an IKE IPv4 Packet.
Jul 1 04:08:50.138: ISAKMP: (1004):Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE
Jul 1 04:08:50.138: ISAKMP: (1004):01d State = IKE_I_MM4 New State = IKE_I_MM5
Jul 1 04:08:50.138: ISAKMP-PAK: (1004):received packet from 10.0.0.2 dport 500 sport 500 Global (I) MM
Jul 1 04:08:50.142: ISAKMP: (1004):processing ID payload. message ID = 0
Jul 1 04:08:50.142: ISAKMP: (1004):
I D payl oad
next-payload : 8
type 1
Jul 1 04:08:50.142: ISAKMP: (1004): address

10.0.0.2 >>>>> | KE I D received

Jul 1 04:08:50.142: ISAKMP: (1004): protocol : 17
port : 500
Tength 12

Jul 1 04:08:50.142: ISAKMP: (0):peer matches *none* of the profiles

Jul 1 04:08:50.142: ISAKMP: (1004):processing HASH payload. message ID = 0O
Jul 1 04:08:50.142: ISAKMP: (1004):SA authentication status:
authenticated
Jul 1 04:08:50.142: ISAKMP: (1004):SA has been authenticated with 10.0.0.2
Jul 1 04:08:50.142: ISAKMP: (0):Trying to insert a peer 172.16.1.1/10.0.0.2/500/,
Jul 1 04:08:50.142: ISAKMP: (0): and inserted successfully 2108BC48.
Jul 1 04:08:50.142: ISAKMP: (1004):Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
Jul 1 04:08:50.142: ISAKMP: (1004):01d State = IKE_I_MM5 New State = IKE_I_MM6
Jul 1 04:08:50.142: ISAKMP: (1004):Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE

Jul 1 04:08:50.142: ISAKMP: (1004):01d State = IKE_I_MM6 New State = IKE_I_MM6

Jul 1 04:08:50.142: ISAKMP: (1004):Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE

Jul 1 04:08:50.142: ISAKMP: (1004):01d State = IKE_I_MM6 New State = IKE_P1_COMPLETE

Jul 1 04:08:50.142: ISAKMP: (1004):beginning Quick Mode exchange, M-ID of 3184909968

Jul 1 04:08:50.142: ISAKMP: (1004):QM Initiator gets spi

Jul 1 04:08:50.142: ISAKMP-PAK: (1004):sending packet to 10.0.0.2 my_port 500 peer_port 500 (I) QM_IDL
Jul 1 04:08:50.142: ISAKMP: (1004):Sending an IKE IPv4 Packet.

Jul 1 04:08:50.142: ISAKMP: (1004) :Node 3184909968, Input = IKE_MESG_INTERNAL, IKE_INIT_QM
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ISAKMP: (1004):01d State = IKE_QM_READY New State = IKE_QM_I_QM1
| SAKMP: (1004): 1 nput = | KE_MESG | NTERNAL, | KE_PHASEL COVPLETE  >>>>> Phasel negot i

ISAKMP: (1004):01d State = IKE_P1_COMPLETE New State = IKE_P1_COMPLETE

ISAKMP-PAK: (1004):received packet from 10.0.0.2 dport 500 sport 500 Global (I) QM
ISAKMP: (1004):processing HASH payload. message ID = 3184909968

ISAKMP: (1004):processing SA payload. message ID = 3184909968

ISAKMP: (1004):Checking IPSec proposal 1

ISAKMP: (1004):transform 1, ESP_AES

ISAKMP: (1004): attributes in transform:

ISAKMP: (1004): encaps is 1 (Tunnel)

ISAKMP: (1004): SA 1life type in seconds

ISAKMP: (1004): SA 1ife duration (basic) of 3600
ISAKMP: (1004): SA 1life type in kilobytes

ISAKMP: SA 1ife duration (VPI) of O0x0 0x46 0x50 0x0
ISAKMP: (1004): authenticator is HMAC-SHA256

ISAKMP: (1004): key Tength is 128

ISAKMP: (1004):atts are acceptable.
IPSEC(validate_proposal_request): proposal part #1
IPSEC(validate_proposal_request): proposal part #1,

) INBOUND local= 172.16.1.1:0, remote= 10.0.0.2:0,
local_proxy= 10.1.1.0/255.255.255.0/256/0,

remote_proxy= 172.16.2.0/255.255.255.0/256/0,

protocol= ESP, transform= esp-aes esp-sha256-hmac (Tunnel),
1ifedur= 0s and Okb,

spi= 0x0(0), conn_id= 0, keysize= 128, flags= O0x0

Jul 1 04:08:50.146: Crypto mapdb : proxy_match
src addr : 10.1.1.0
dst addr 1 172.16.2.0
protocol : 0
src port : 0
dst port : 0
Jul 1 04:08:50.146: (ipsec_process_proposal )Map Accepted: nymap, 10
Jul 1 04:08:50.146: ISAKMP: (1004):processing NONCE payload. message ID = 3184909968
Jul 1 04:08:50.146: ISAKMP: (1004):processing ID payload. message ID = 3184909968
Jul 1 04:08:50.146: ISAKMP: (1004):processing ID payload. message ID = 3184909968
Jul 1 04:08:50.146: ISAKMP: (1004):Node 3184909968, Input = IKE_MESG_FROM_PEER, IKE_QM_EXCH
Jul 1 04:08:50.146: ISAKMP: (1004):01d State = IKE_QM_I_QM1 New State = IKE_QM_IPSEC_INSTALL_AWAIT
Jul 1 04:08:50.146: IPSEC(key_engine): got a queue event with 1 KMI message(s)
Jul 1 04:08:50.146: Crypto mapdb : proxy_match
src addr : 10.1.1.0
dst addr 1 172.16.2.0
protocol 1 256
src port : 0
dst port : 0
Jul 1 04:08:50.146: IPSEC(crypto_ipsec_create_ipsec_sas): Map found mymap, 10
Jul 1 04:08:50.146: IPSEC(crypto_ipsec_sa_find_ident_head): reconnecting with the same proxies and pee
Jul 1 04:08:50.146: IPSEC(get_old_outbound_sa_for_peer): No outbound SA found for peer 22C55798
Jul 1 04:08:50.146: IPSEC(create_sa): sa created,
(sa) sa_dest= 172.16.1.1, sa_proto= 50,
sa_spi = 0x6E210372(1847657330), >>>>> | nbound SP

Jul

sa_trans= esp-aes esp-sha256-hmac , sa_conn_id= 2007
sa_lifetime(k/sec)= (4608000/3600),

(identity) local= 172.16.1.1:0, remote= 10.0.0.2:0,
local_proxy= 10.1.1.0/255.255.255.0/256/0,
remote_proxy= 172.16.2.0/255.255.255.0/256/0

1 04:08:50.146: IPSEC(create_sa): sa created,



(sa) sa_dest= 10.0.0.2, sa_proto= 50,

sa_spi = 0x8767D399(2271728537),  >>>>> Qut bound SPI

sa_trans= esp-aes esp-sha256-hmac , sa_conn_id= 2008
sa_lifetime(k/sec)= (4608000/3600),

(identity) local= 172.16.1.1:0, remote= 10.0.0.2:0,
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local_proxy= 10.1.1.0/255.255.255.0/256/0,

remote_proxy= 172.16.2.0/255.255.255.0/256/0
150:
150:
150:

IPSEC: Expand action denied, notify RP
ISAKMP-ERROR: (0):Failed to find peer index node to update peer_info_list
ISAKMP: (1004):Received IPSec Install callback... proceeding with the negotiation

| SAKVMP: (1004): Successfully installed | PSEC SA (SPI: 0x6E210372) on G gabit Et her net (

ISAKMP-PAK: (1004):sending packet to 10.0.0.2 my_port 500 peer_port 500 (I) QM_IDL
ISAKMP: (1004):Sending an IKE IPv4 Packet.

ISAKMP: (1004):deleting node -1110057328 error FALSE reason "No Error"

ISAKMP: (1004) :Node 3184909968, Input = IKE_MESG_FROM_IPSEC, IPSEC_INSTALL_DONE

| SAKMP: (1004): O d State = | KE_QWV | PSEC | NSTALL_AWAI T New State = | KE_QM PHASE2 (X

ISAKMP: (1003):purging node -262896492
ISAKMP: (1003):purging SA., sa=3DA05D84, delme=3DA05D84

Informations connexes

» Neéqociation IPSec/Protocoles IKE

» Assistance et documentation techniqgues - Cisco Systems



https://www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
https://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

A propos de cette traduction
Cisco a traduit ce document en traduction automatisée vérifiée par une personne dans le

cadre d’un service mondial permettant a nos utilisateurs d’obtenir le contenu d’assistance
dans leur propre langue.

Il convient cependant de noter que méme la meilleure traduction automatisée ne sera pas
aussi précise que celle fournie par un traducteur professionnel.



