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Introduccion

Network Mobility Services Protocol (NMSP) gestiona la comunicacién entre Mobility Services
Engine (MSE) y el Wireless LAN Controller (WLC).

NMSP es un protocolo bidireccional que se puede ejecutar sobre un transporte orientado a la
conexién o sin conexion. Los switches sensibles al contexto pueden utilizar NMSP para
comunicarse con uno o mas MSE. NMSP se basa en un sistema bidireccional de solicitudes y
respuestas entre el MSE vy el controlador de acceso. Ahora veamos como habilitar esta
comunicacion entre MSE y WLC.

Aqui hemos utilizado 3850 (WLC basado en I0S) y MSE para este post.

Problema:
Problemas al establecer el tunel NMSP entre 3850 y MSE.

Dispositivos utilizados:
MSE: MSE virtual 8.0.110 (MR1)
WLC: 3850 3.3.5SE

Prime Infrastructure (Pl): 2.2.1

Dado que NMSP funciona a través de SSL (Secure Socket Layer), debe configurar las



credenciales MSE en el WLC. MSE utiliza su direccién MAC y Hash de clave, por lo que el WLC
debe ser consciente de estos dos parametros. Puede obtener este detalle a través de la CLI de
MSE como se muestra a continuacion

[root@robin ~J# cmdshell

cmd> show server-auth-info

comando de invocacién: com.aes.server.cli.CmdGetServerAuthlnfo
Marca alta de cola AesLog: 50000

Marca baja de cola AesLog: 500

Informacion de autenticacion del servidor

Direccion MAC: 00:50:56:9¢:34:89

Hash de clave SHA1: eOafbe2e2abeed5a2f9ffc75f059dab6a1bf2bfa0

Hash de clave SHAZ2:
6ab919e20afc103d025aaf210c2a9dda151af9403ef52e80a35ae1ecb6d3c177
Tipo de certificado: SSC

Ahora esta configurando la configuracién de NMSP en una plataforma de acceso convergente
(5760/3850/3650).

Aqui hemos utilizado 3850 para este ejemplo. Tenemos que configurar la direccion MAC de MSE
como nombre de usuario y hash de clave como contrasefia. Nota: La version que se ejecuta en mi
3850 es 3.3.5 SE & SHA2 encryption se utiliza en |IOS-XE.

Comandos usados:

3850c(config)#username 0050569c3489 aaa attribute list NMSP
3850c(config)#aaa attribute list NMSP

3850c(config)#attribute type password
6ab919e20afc103d025aaf210c2a9dda151af9403ef52e80a35ae1ecb6d3c 177
3850c(config)#aaa authorization credential-download wem_loc_serv_cert local

ac asa attribute list NMSP

aaa attribute

En Prime Infrastructure, haga clic en: Servicios > Servicios de movilidad > Sincronizar servicios
Seleccione el 3850 y haga clic en el botén "Cambiar asignaciéon de MSE".

A continuacion, debe seleccionar el MSE y los servicios adecuados que desea sincronizar entre
WLC (3850) y MSE.



Services » Mobiity Services > Synchronize Services

Synchronize Services
0 For MSE versions prior to 7.0.x, modifying the assignment for one service wil also modify the assignment for the other service(s).
MNetwork Designs
Total Entries 2

Conrolers

SIS (=] ‘ Marne 4 IP Address Wersion Service MSE Syne Status ‘ Message
Event Groups Auto assignment was
. . overriden for MSE(s)

[robin]. Pleass assign

the confroler to these
; MSE(2) to remove the
Third Party Elements owverride.

Choose MSEs

Wired Switches O 3850crihamby.com 10.201.234.36 03.03.055E

Service Advertisements -
nms-bugs Marme 1P Address CAS | wIPS | MSAP

[ Change MSE Assignment ] l Reset ] robin  10.201.235.122 ¥ Total Entries 2

Synchronize Cancel

Synchronization is taking place. Please wait,

Services > Mobiity Services > Synchronize Services

Synchronize Services
0 For MSE versions prior to 7.0.x, modifying the assignment for one service wil dso madify the assignment for the other service(s).
MNetwork Designs
Total Entries 2

Controlers

MName # IP Address Wersion Service MSE Syne Status | Message
Event Groups 3850c rinarrby .com 10.201.234.36 03.03.058E CAS rebin [ NMSP Status ] -
nms-bugs 172.16.174.13 7.0.252.0

Wired Switches

Change MSE Assignment Reset Total Entries 2

Third Party Elements

Service Advertisernents

Controle lo siguiente:

Después de completar los servicios de sincronizacién, puede verificarlo desde la GUI de WLC,
MSE o PI.

A través de la CLI 3850:

nmsp subscription
3850c#show nmsp subscription
Mobllity Servic Subscr

Servil




Via MSE GUI

'.':ﬂ',';g' # Home
Dashboard
General Properies
Licensing
Active Sessions
Trap Destinations
Advanced Parameters
Logging

Users
Groups

Sener Events
Audit Logs
MMSP Staus

Backup
Restore

Download Software

MMSP Status

Summary

IP £ddress

Target Type

NMSP Status

Echo Request Count

Echo Response Count

Last Activity Time

Last Echo Request Message
Last Echo Response Message

Capable NMSP Services

Subscribed Services
Service
RSS! Service
ATTACHMENT Service
INFORMATICN Service
LOCATION Service

STATISTICS Senvice

Summary

Para MSE v8.0 o superior, vaya a: (https://<MSE_IP>/mseui/ )

& Admin v

10.201.234.36

NGWC Switch

Active

27

27

Jun-06-2015 145547 PM
Jun-06-2015 14:55.43 PM
Jun-06-2015 14:58.43 PM

IPvG_CLIENTS_SUPPORT, RSS!, INFORMATION, STATISTICS, IDS, HANDOVER, APMONTOR, SPECTRUM, ATTACHMENT, LOCATION

SubServices

MOBILE_STATION, TAG
MOBILE_STATION_ATTACHMENT
MOBILE_STATION
SUBSCRIPTION

MOBILE_STATION, TAG

Messages
Message Type INJOuT Count Last Activity Time Byles
INFORMATION_REQUEST ouT 2 Jun-06-2015 14:53:13 P 38
STATISTICS_REQUEST ouT 4 Jun-06-2015 14:53:13 P 78
STATISTICS_RESPONSE N 4 Jun-06-2015 14:53:13 PM =5
SERVICE_SUBSCRIBE_REQUEST ouT 1 Jun-06-2015 14:52:59 P 77
SERVICE_SUBSCRIBE_RESPONSE N 1 Jun-06-2015 14:52:59 PM 18
LOCATICN_RESPONSE N 2 Jun-06-2015 14:53:13 PM 70

https//10.201. 236, 122/settings/licensing

Troubleshoot:

Si todavia NMSP esta inactivo:

1) Compruebe el hash de la clave y, si no coincide, introduzca manualmente el hash como se
muestra arriba

2) La sincronizacion del tiempo NTP debe estar entre MSE y WLC
Depuraciones:

Escenario de falla:

Fallo en la validacién de la clave hash:

3850c#set trace nmsp connection level debug
3850c#show trace messages nmsp

[06/03/15 22:28:10.762 UTC a27 10241] Se asigno6 nueva conexion NMSP 0



[06/03/15 22:28:10.762 UTC a28 10241] sslConnectionlnit: SSL_new() conn ssl b3f8a8d0
[06/03/15 22:28:10.762 UTC a29 10241] sslConnectioninit: SSL_do_handshake para conn ssl
b3f8a8d0, estado de conn: INIT, estado SSL: HANDSHAKING

[06/03/15 22:28:10.762 UTC a2a 10241] Estado SSL = 0x6000; donde = 0x10; ret = 0x1
[06/03/15 22:28:10.762 UTC a2b 10241] ret_type_string=desconocido

[06/03/15 22:28:10.762 UTC a2c 10241] ret_desc_string=desconocido

[06/03/15 22:28:10.762 UTC a2d 10241] SSL_state string=antes/aceptar inicializacion
[06/03/15 22:28:10.762 UTC a2e 10241] Estado SSL = 0x6000; donde = 0x2001; ret = 0x1
[06/03/15 22:28:10.762 UTC a2f 10241] ret_type_string=desconocido

[06/03/15 22:28:10.762 UTC a30 10241] ret_desc_string=desconocido

[06/03/15 22:28:10.762 UTC a31 10241] SSL_state _string=antes/aceptar inicializacion
[06/03/15 22:28:10.762 UTC a32 10241] Estado SSL = 0x2111; donde = 0x2002; ret = Oxffffffffff
[06/03/15 22:28:10.762 UTC a33 10241] ret_type_string=desconocido

[06/03/15 22:28:10.762 UTC a34 10241] ret_desc_string=desconocido

[06/03/15 22:28:10.762 UTC a35 10241] SSL_state string=SSLv3 leer cliente hello B

devuelve WANT_READ para conn ssl b3f8a8d0

[06/03/15 22:28:10.762 UTC a37 10241] sslConnectionlnit() correcto con el estado de conexion:
INIT, estado SSL: HANDSHAKING

[06/03/15 22:28:10.768 UTC a38 10241] doSSLRecvLoop: El intercambio de senales no se ha
completado para conn 0

[06/03/15 22:28:10.768 UTC a39 10241] sslConnectioninit: SSL_do_handshake para conn ssl
b3f8a8d0, estado de conn: INIT, estado SSL: HANDSHAKING

[06/03/15 22:28:10.768 UTC a3a 10241] Estado SSL = 0x2111; donde = 0x2001; ret = 0x1
[06/03/15 22:28:10.768 UTC a3b 10241] ret_type_string=desconocido

[06/03/15 22:28:10.768 UTC a3c 10241] ret_desc_string=desconocido

[06/03/15 22:28:10.768 UTC a3d 10241] SSL_state string=SSLv3 leer cliente hello B

[06/03/15 22:28:10.768 UTC a3e 10241] Estado SSL = 0x2130; donde = 0x2001; ret = 0x1
[06/03/15 22:28:10.768 UTC a3f 10241] ret_type_string=desconocido

[06/03/15 22:28:10.768 UTC a40 10241] ret_desc_string=desconocido

[06/03/15 22:28:10.768 UTC a41 10241] SSL_state_string=hello del servidor de escritura SSLv3 A
[06/03/15 22:28:10.768 UTC a42 10241] Estado SSL = 0x2140; donde = 0x2001; ret = 0x1
[06/03/15 22:28:10.768 UTC a43 10241] ret_type_string=desconocido

[06/03/15 22:28:10.768 UTC a44 10241] ret_desc_string=desconocido

[06/03/15 22:28:10.768 UTC a45 10241] SSL_state string=Certificado de escritura A SSLv3

Estado SSL = 0x2160; donde = 0x2001; ret = 0x1

[06/03/15 22:28:10.768 UTC a47 10241] ret_type_string=desconocido

[06/03/15 22:28:10.768 UTC a48 10241] ret_desc_string=desconocido

[06/03/15 22:28:10.768 UTC a49 10241] SSL_state_string=Solicitud de certificado de escritura
SSLv3 A

[06/03/15 22:28:10.768 UTC ad4a 10241] Estado SSL = 0x2100; donde = 0x2001; ret = 0x1
[06/03/15 22:28:10.768 UTC ad4b 10241] ret_type_string=desconocido

[06/03/15 22:28:10.768 UTC a4c 10241] ret_desc_string=desconocido

[06/03/15 22:28:10.768 UTC a4d 10241] SSL_state string=datos de vaciado SSLv3

[06/03/15 22:28:10.768 UTC ad4e 10241] Estado SSL = 0x2180; donde = 0x2002; ret = Oxffffffffff
[06/03/15 22:28:10.768 UTC a4f 10241] ret_type_string=desconocido

[06/03/15 22:28:10.768 UTC a50 10241] ret_desc_string=desconocido

[06/03/15 22:28:10.768 UTC a51 10241] SSL_state_string=SSLv3 leer certificado de cliente A
[06/03/15 22:28:10.768 UTC a52 10241] — devuelve WANT_READ para conn ssl b3f8a8d0
[06/03/15 22:28:11.068 UTC a53 10241] doSSLRecvLoop: El intercambio de sefiales no se ha
completado para conn O

[06/03/15 22:28:11.068 UTC a54 10241] sslConnectionlnit: SSL_do_handshake para conn ssl



b3f8a8d0, estado de conn: INIT, estado SSL: HANDSHAKING
[06/03/15 22:28:11.069 UTC a55 10241] Validacion de certificado de par realizada para conn ssl
b3f8a8d0, llamando a authlist..

Error de autenticacion de la lista de autores para conn ssl b3f8a8d0

[06/03/15 22:28:12.070 UTC a57 10241] Peer no validado con la AuthList

[06/03/15 22:28:12.070 UTC a58 10241] Estado SSL = 0x2182; donde = 0x4008; ret = 0x22e
[06/03/15 22:28:12.070 UTC a59 10241] ret_type_string=fatal

[06/03/15 22:28:12.070 UTC a5a 10241] ret_desc_string=certificado desconocido

[06/03/15 22:28:12.070 UTC a5b 10241] SSL_state string=SSLv3 leer certificado de cliente C
[06/03/15 22:28:12.070 UTC a5c 10241] Estado SSL = 0x2182; donde = 0x2002; ret = Oxffffffffff
[06/03/15 22:28:12.070 UTC a5d 10241] ret_type_string=desconocido

[06/03/15 22:28:12.070 UTC a5e 10241] ret_desc_string=desconocido

[06/03/15 22:28:12.070 UTC a5f 10241] SSL_state_string=SSLv3 leer certificado de cliente C
[06/03/15 22:28:12.070 UTC a60 10241] — el intercambio de senales fallé para conn ssl
b3f8a8d0, error ssl_err 1 = error:140890B2:rutinas SSL:SSL3_GET_CLIENT_CERTIFICATE:
no se devolvié ningun certificado

[06/03/15 22:28:12.070 UTC a61 10241] liberacion de Nmsp conn ssl b3f8a8d0, conn id 0

Situacion de éxito:

[06/06/15 17:47:53.600 UTC 4f2 10205] Enviando NMSP_APP_MEAS_NOTIFY_MSG a
LocServer O
[06/06/15 17:56:34.305 UTC 4f3 10205] Se asigno nueva conexion NMSP 0

sslConnectionlnit: SSL_new() conn ssl 590a6048

[06/06/15 17:56:34.306 UTC 4f5 10205] sslConnectionlnit: SSL_do_handshake para conn ssl
590a6048, estado de conn: INIT, estado SSL: HANDSHAKING

[06/06/15 17:56:34.306 UTC 4f6 10205] Estado SSL = 0x6000; donde = 0x10; ret = 0x1
[06/06/15 17:56:34.306 UTC 4f7 10205] ret_type_string=desconocido

[06/06/15 17:56:34.306 UTC 4f8 10205] ret_desc_string=desconocido

[06/06/15 17:56:34.307 UTC 4f9 10205] SSL_state_string=antes/aceptar inicializacion
[06/06/15 17:56:34.307 UTC 4fa 10205] Estado SSL = 0x6000; donde = 0x2001; ret = 0x1
[06/06/15 17:56:34.307 UTC 4fb 10205] ret_type_string=desconocido

[06/06/15 17:56:34.307 UTC 4fc 10205] ret_desc_string=desconocido

[06/06/15 17:56:34.307 UTC 4fd 10205] SSL_state_string=antes/aceptar inicializacion
[06/06/15 17:56:34.307 UTC 4fe 10205] Estado SSL = 0x2111; donde = 0x2002; ret = Oxffffffffff
[06/06/15 17:56:34.307 UTC 4ff 10205] ret_type_string=desconocido

[06/06/15 17:56:34.307 UTC 500 10205] ret_desc_string=desconocido

[06/06/15 17:56:34.307 UTC 501 10205] SSL_state_string=SSLv3 leer cliente hello B
[06/06/15 17:56:34.307 UTC 502 10205] — devuelve WANT_READ para conn ssl 590a6048
[06/06/15 17:56:34.307 UTC 503 10205] sslConnectionlnit() correcto con el estado de conexion:
INIT, estado SSL: HANDSHAKING

doSSLRecvLoop: El intercambio de senales no se ha completado para conn 0

[06/06/15 17:56:34.309 UTC 505 10205] sslConnectionlnit: SSL_do_handshake para conn ssl
59026048, estado de conn: INIT, estado SSL: HANDSHAKING

[06/06/15 17:56:34.309 UTC 506 10205] Estado SSL = 0x2111; donde = 0x2001; ret = 0x1
[06/06/15 17:56:34.309 UTC 507 10205] ret_type_string=desconocido

[06/06/15 17:56:34.309 UTC 508 10205] ret_desc_string=desconocido

[06/06/15 17:56:34.309 UTC 509 10205] SSL_state_string=SSLv3 leer cliente hello B

[06/06/15 17:56:34.309 UTC 50a 10205] Estado SSL = 0x2130; donde = 0x2001; ret = 0x1
[06/06/15 17:56:34.309 UTC 50b 10205] ret_type_string=desconocido



[06/06/15 17:56:34.309 UTC 50c 10205] ret_desc_string=desconocido

[06/06/15 17:56:34.309 UTC 50d 10205] SSL_state_string=hello del servidor de escritura SSLv3 A
[06/06/15 17:56:34.310 UTC 50e 10205] Estado SSL = 0x2140; donde = 0x2001; ret = 0x1
[06/06/15 17:56:34.310 UTC 50f 10205] ret_type_string=desconocido

[06/06/15 17:56:34.310 UTC 510 10205] ret_desc_string=desconocido

[06/06/15 17:56:34.310 UTC 511 10205] SSL_state string=Certificado de escritura A SSLv3
[06/06/15 17:56:34.310 UTC 512 10205] Estado SSL = 0x2160; donde = 0x2001; ret = 0x1
[06/06/15 17:56:34.310 UTC 513 10205] ret_type_string=desconocido

ret_desc_string=desconocido

[06/06/15 17:56:34.310 UTC 515 10205] SSL_state_string=Solicitud de certificado de escritura
SSLv3 A

[06/06/15 17:56:34.310 UTC 516 10205] Estado SSL = 0x2100; donde = 0x2001; ret = 0x1
[06/06/15 17:56:34.310 UTC 517 10205] ret_type_string=desconocido

[06/06/15 17:56:34.310 UTC 518 10205] ret_desc_string=desconocido

[06/06/15 17:56:34.310 UTC 519 10205] SSL_state_string=Datos de vaciado de SSLv3
[06/06/15 17:56:34.310 UTC 51a 10205] Estado SSL = 0x2180; donde = 0x2002; ret = Oxffffffffff
[06/06/15 17:56:34.310 UTC 51b 10205] ret_type_string=desconocido

[06/06/15 17:56:34.310 UTC 51c 10205] ret_desc_string=desconocido

[06/06/15 17:56:34.310 UTC 51d 10205] SSL_state_string=SSLv3 leer certificado de cliente A
[06/06/15 17:56:34.310 UTC 51e 10205] — devuelve WANT_READ para conn ssl 590a6048
[06/06/15 17:56:34.610 UTC 51f 10205] doSSLRecvLoop: El intercambio de sefales no se ha
completado para conn 0

[06/06/15 17:56:34.610 UTC 520 10205] sslConnectionlnit: SSL_do_handshake para conn ssl
590a6048, estado de conn: INIT, estado SSL: HANDSHAKING

[06/06/15 17:56:34.616 UTC 521 10205] Validacion de certificado de par realizada para conn
ssl 590a6048, llamando a authlist.

[06/06/15 17:56:34.622 UTC 522 10205] Autenticacion de lista de autores exitosa para conn
ssl 59026048

validado contra la AuthList

[06/06/15 17:56:35.616 UTC 524 10205] Estado SSL = 0x2180; donde = 0x2001; ret = 0x1
[06/06/15 17:56:35.616 UTC 525 10205] ret_type_string=desconocido

[06/06/15 17:56:35.616 UTC 526 10205] ret_desc_string=desconocido

[06/06/15 17:56:35.616 UTC 527 10205] SSL_state string=SSLv3 leer certificado de cliente A
[06/06/15 17:56:35.633 UTC 528 10205] Estado SSL = 0x2190; donde = 0x2001; ret = 0x1
[06/06/15 17:56:35.633 UTC 529 10205] ret_type_string=desconocido

[06/06/15 17:56:35.633 UTC 52a 10205] ret_desc_string=desconocido

[06/06/15 17:56:35.633 UTC 52b 10205] SSL_state string=SSLv3 read client key exchange A
[06/06/15 17:56:35.635 UTC 52c 10205] Estado SSL = 0x21a0; donde = 0x2001; ret = Ox1
[06/06/15 17:56:35.636 UTC 52d 10205] ret_type_string=desconocido

[06/06/15 17:56:35.636 UTC 52e 10205] ret_desc_string=desconocido

[06/06/15 17:56:35.636 UTC 52f 10205] SSL_state_string=Certificado de lectura SSLv3 verificar A
[06/06/15 17:56:35.636 UTC 530 10205] Estado SSL = 0x21¢c0; donde = 0x2001; ret = Ox1
[06/06/15 17:56:35.636 UTC 531 10205] ret_type_string=desconocido

[06/06/15 17:56:35.636 UTC 532 10205] ret_desc_string=desconocido

SSL_state string=SSLv3 leido A

[06/06/15 17:56:35.636 UTC 534 10205] Estado SSL = 0x21d0; donde = 0x2001; ret = 0x1
[06/06/15 17:56:35.636 UTC 535 10205] ret_type_string=desconocido

[06/06/15 17:56:35.636 UTC 536 10205] ret_desc_string=desconocido

[06/06/15 17:56:35.636 UTC 537 10205] SSL_state string=SSLv3 write change cipher spec A
[06/06/15 17:56:35.636 UTC 538 10205] Estado SSL = 0x21e0; donde = 0x2001; ret = 0x1



[06/06/15 17:56:35.636 UTC 539 10205] ret_type_string=desconocido

[06/06/15 17:56:35.636 UTC 53a 10205] ret_desc_string=desconocido

[06/06/15 17:56:35.636 UTC 53b 10205] SSL_state string=SSLv3 write A finalizado
[06/06/15 17:56:35.637 UTC 53c 10205] Estado SSL = 0x2100; donde = 0x2001; ret = Ox1
[06/06/15 17:56:35.637 UTC 53d 10205] ret_type_string=desconocido

[06/06/15 17:56:35.637 UTC 53e 10205] ret_desc_string=desconocido

[06/06/15 17:56:35.637 UTC 53f 10205] SSL_state _string=datos de vaciado SSLv3
[06/06/15 17:56:35.637 UTC 540 10205] Estado SSL = 0x3; donde = 0x20; ret = 0x1
[06/06/15 17:56:35.637 UTC 541 10205] ret_type_string=desconocido

[06/06/15 17:56:35.637 UTC 542 10205] ret_desc_string=desconocido

[06/06/15 17:56:35.637 UTC 543 10205] SSL_state string=La negociacién SSL ha finalizado
correctamente

[06/06/15 17:56:35.637 UTC 544 10205] Estado SSL = 0x3; donde = 0x2002; ret = 0x1

ret_type_string=desconocido

[06/06/15 17:56:35.637 UTC 546 10205] ret_desc_string=desconocido

[06/06/15 17:56:35.637 UTC 547 10205] SSL_state string=La negociacién SSL ha finalizado
correctamente

[06/06/15 17:56:35.637 UTC 548 10205] SSL_do_handshake() sucedié con conn ssl
590a6048

[06/06/15 17:56:35.637 UTC 549 10205] Conexion NMSP satisfactoria. para conn 0
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