Ejemplo de configuracion de controlador de red
LAN inalambrica de Unified Access con anclaje
de invitado con acceso convergente
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Introduccion

En este documento se describe como configurar los controladores de LAN inalambrica (WLC) de
las series 5508/5760 y el switch de la serie Catalyst 3850 para el Guest Anchor del cliente
inalambrico en la nueva configuracion de implementacién de movilidad, donde el WLC de la serie
5508 actua como anclaje de movilidad y el switch de la serie Catalyst 3850 actua como
controlador externo de movilidad para los clientes. Ademas, el switch Catalyst de la serie 3850
actua como un agente de movilidad para un WLC de la serie 5760 que actua como un controlador
de movilidad desde donde el switch Catalyst de la serie 3850 adquiere la licencia del punto de
acceso (AP).

Prerequisites

Requirements

Cisco recomienda tener conocimientos sobre estos temas antes de intentar esta configuracion:



. GUI o CLI de Cisco 10S® con los WLC de acceso convergente de las series 5760 y 3650 y el
switch Catalyst serie 3850

- Acceso GUI y CLI con el WLC serie 5508

- Configuracion del identificador del conjunto de servicios (SSID)

- Autenticaciéon Web

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- Cisco 5760 version 3.3.3 (sala de cableado de ultima generacién [NGWC])

- Catalyst 3850 Series Switch

- WLC de la serie 5508 de Cisco version 7.6.120

- Puntos de acceso ligeros de Cisco serie 3602

- Cisco Catalyst 3560 Series Switches
La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). If your network is live, make
sure that you understand the potential impact of any command.

Configurar

Nota: Use el Command Lookup Tool (Unicamente clientes registrados) para obtener mas
informacién sobre los comandos que se utilizan en esta seccion.

Diagrama de la red

EI WLC de la serie 5508 actua como un controlador de anclaje, y el switch Catalyst de la serie
3850 actua como un controlador externo y el agente de movilidad que obtiene la licencia del
controlador de movilidad 5760.
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Nota: En el diagrama de red, el WLC de la serie 5508 actua como controlador de anclaje, el
WLC de la serie 5760 actua como controlador de movilidad y el switch de la serie Catalyst
3850 actua como agente de movilidad y WLC externo. En cualquier momento, el controlador
de anclaje para el switch Catalyst de la serie 3850 es el WLC de la serie 5760 o el WLC de
la serie 5508. Ambos no pueden ser anclajes al mismo tiempo, porque el doble anclaje no
funciona.

Configuraciones

La configuracion consta de tres partes:

Parte 1 - Configuracién en el 5508 Anchor WLC

Parte 2 - Configuraciéon de Movilidad de Acceso Convergente entre el WLC 5508/5760 Series y el
Catalyst 3850 Series Switch

Parte 3: Configuracién en el switch Catalyst serie 3850 externo

Parte 1 - Configuracién en el 5508 Anchor WLC

1. En el WLC de la serie 5508, pase el cursor sobre WLAN > New para crear una nueva LAN



inalambrica (WLAN).

T
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANS WLANs = Edit "CLMN'
* WLANS y
General QoS Palicy-Mappin Advance
o | Security | Qos | 9 | d |
¢ Advanced Profile Name CLUWN
Type WLAKN
S5ID CLWN
Seatus [¥ Enabled
Securty Policies WEB POLICY, Web-Auth

(Maodifications done undar sacurity tab will appear after applying the changas.)

Radio Policy all -
Interface/Trterface lans0 -
Group(3)

Multicast Vlan Feature || Enabled
Broadeast SSID [¥ Enabled
MNAS-ID 5508

2. Pase el raton sobre WLAN > WLAN Edit > Security > Layer 3 enabled Web-authentication
para configurar Layer 3 Security.

aliadn

CISCO MOMITOR  WLAN: COMTROLLER WIRELESS SECURITY MAMAGEMENT COMMAMDS HELP  FEEDEY
WLANS WLAMs > Edit 'CUWN'
- WLANS — — B : ‘
LAt Eu-rd Security Fﬁ ] Pllll:‘u—llllppll'l.llﬂm:-
 Advanced [ikaver2yl| tover3 [ Serversy]

Layer 3 Security L web Policy =

@ authentication

) Passthrough

2 Conditiznal Wab Redirect

) Splash Page Web Redirect

1) Gn MAC Filter FailureZ®

Preauthsntication ACL IPv4 None * IPvé None =  ‘WebAuth Flexhcl Mone =

Sleaping Client 7] Enable

Over-ride Global Config [7] Enable

3. Haga que la direccidn de anclaje sea local en la ventana de configuracion de anclaje de
movilidad WLAN para agregar el WLC de la serie 5508 como anclaje.
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FONITOR  WlANs LCONTROLLER  WRELESS SECURITY MAMAGEHENT COMMANDS HELPF FEEDEACK

Mobility Anchors

WLAM 5510 e

Swmitch [P Address {Anchar) Data Faih Contrel Fath
local up o
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4. Pase el raton sobre la pagina Security > Webauth > Webauth para configurar la pagina
Webauth que se utilizara para la autenticacion del cliente.

En este ejemplo, se selecciona la pagina WLC Internal Webauth:

NIHIT
CISCO MOMITOR  WLaNs CONTROLLER WIRELESS SECURITY MAWAGEMENT COMMAMDS HELP FEEDBACK
Security Web Login Page
T AL Wab Authentication Type Internal (Default) -
Genaral
- BADIUS Redirect URL after login
Authentication

This page allows you to customize the content and appearance of the Login

fccountng page, Tha Login page is prasanted to web usars tha first tirme they access the
Fallback WLAN if "Web Authentication® is turned on {under WLAN Security Policies).
OkS
» TACACS4 Cisea Lago @show (D Hide
LDAaR Headline
Local Met Usears Message
MAC Filtering

Disabled Clients
User Login Policies
AP Policies

5. Cree un usuario de red local. El usuario utiliza este par de nombre de usuario y contrasefia
cuando se le solicita en la pagina Webauth.

afear]es
CISCO MONITORE  WlLANS COMNTROLLER  WIRELESS  SECURITY  MAMAGEMENT
Security Local Met Users > Edit
¥ AAA User Name surbg
General
» RADIUS Password "
Authentication Confirm Password ses
Accounting
Fallback Creation Time Mon May 19 12:00:41 2014
DN3 Remaining Time MR
P TACACS+ -
LDAP WLAN Profile Any WLAN -
Local Met Users Description surbg
MAC Filkering

Film bl s mb-

Parte 2: Configuracién de movilidad de acceso convergente entre el WLC serie 5508/5760 y el
switch Catalyst serie 3850

1. En el WLC de la serie 5508, agregue el WLC de la serie 5760 como el par de la movilidad.



n|hl|l-

HELP  FEECIBACH

Fublsc [F Addross
20106095151

ELBTCR R )

CISCO MONITOR  WiAkk  CONTROLLER  WIRELESS SECURITY MANSIEMENT  COMMANDS
Confraller Static Mobility Group Memibers
Ginieral
Pr— Local Mobily Group  Mobis-1
Interfares MAL Address 1P Address
Interface Groups TR T ] LR1AE 13515
multicast
HerH R -3 o o

e - 0Fa0:00: 03:A0: 00 18.106.135.178
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Mgl
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warbg
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LN

®na.n
0a.0

Status
up

2. En el WLC de la serie 5760, que actua como controlador de la movilidad, agregue el WLC de
la serie 5508 como el par de la movilidad.

rﬂm Momitor |+ Configurston |+ admnetraton [+ Help

Contraler Mobit; Poor
=[5 Grsbem bam Rarom
__ fere e | Pubic 1P ackess
Mt O 10,105,136 244 .
» B Weterisces O 105155151 10,108 135,151
* B O wasisme 100106, 135,178
» 20 Irternal DHCP Server
* 55 Maragemant
= (£ Mobity Maragemenit
Wity Global Corilg
_ Switch Peer Geug

| Group Hame

kipitale-1

Qa0

oo

.Eu'ﬁduitm .IJHLHCE‘III.E

e

3. jEste paso es muy importante! Agregue el Catalyst 3850 Series Switch como el agente de
movilidad en el WLC de la serie 5760 en la pestaia Switch Peer Group bajo Mobility

Management.

4¥ Home  Monitor | ¥ Configration | v Administration | v el

Swilch Peer Group > SURBG-SPG
Switch Pesr Group: > SURBG-SPG
Mew  RErove

1P Address
O waos13szze

Publc TP Address
10,105, 135226

Conkml Lirk Status

Dt Link Status

4. En el switch Catalyst de la serie 3850, agregue el WLC de la serie 5760 como el controlador
de movilidad. Una vez hecho esto, el switch Catalyst serie 3850 obtiene la licencia de AP
Cloud del controlador de movilidad 5760.



4 Home  Mornitor | v Configuration |+ Administratior

Controller Muobility Agent Configuration
* 5 System
~ General Mability Role
- Muiticast Mobility Controller 1P Address | 10.105.135.244 |
r é Interfaces Control Link Status P
» &3 VLAN Diata Link Status up
» [ Internal DHCP Server Mabiity Protocal Port 16666
» (] Management Mobility Switch Peer Group Name SURBG-5PG
* 5 Mobiity Management DTLS Mode Enabled
_ Mohiity Global Config Mobiity Domain 1D for 802.11r Oxe699
__ Mobiity Pesr Mobility Keepalive Interval (1-30)sec 10

Parte 3: Configuracién del switch Catalyst serie 3850 externo

1. Pase el raton sobre GUI > Configuration > Wireless > WLAN > New para configurar el
SSID/WLAN exacto en el switch Catalyst de la serie 3850.

Moritce | Configurations | v Administration | ¢ Help l

BC Polcy Mapping Achvancad

Egiéiﬁ

Ciapurity Polcies
{Modifications done under security tab wil sppesr after appling the dhanges. )
Rk Pokcy aa ~]
Inkesface/Irterface Groupla)
Eroadcast SSI0
Multicast VLAN Feature O

2. Pase el raton sobre WLAN > WLAN Edit > Security > Layer 3 enabled Web-authentication
para configurar Layer 3 Security.



(=i

i i ol {* Home  Moritor [ v Configurstion | » Adminitration | v Help
Wireless WLAN
WLAN > Edit
TES WLAN General Security 05 B Polcy Mapping Advanced
_ WiLAMs _
Layerz Layer3 RAA Server |
* [ Accass Points _—
* [ 802 11a/njac Wb Palcy
» £ 202.11b/g/n Conditional Web Redirect ]
e o
» BB Media Stream Webauth Authentication List Cisabled ]
- Wisbauth Parameter Map weh pe
b Q05
Webauth On-mac-fiter Falre [
Preauthentication 1Pv4 ACL |Uncorifigured el
Praguthantication IMG ACL nong [ &

3. Agregue la direccion IP del WLC de la serie 5508 como anclaje en la configuracion del
anclaje de movilidad de WLAN

| i
atlnanfia ——
isco  Wireless Controller 4 Home  Monitor | v Configuration | v Adminstraton [ v Help

Wiraless Modillity Anchors
WLAMN = Edit
T WLAN
WLANS
— WLAN Profie AT
* | Access Ponts
Swiftch P n.l:i:ife-ssl
* & 802, 11afnfac Craata Mobiity Anchor
¢ £ a0z 11b/gjin ; '
— Remove Archor
* L Media Straam
» B QoS 1P Adidress
- O 10.10%.135.151
Verificacion

Utilize esta seccion para confirmar que su configuracion funcione correctamente.

Conecte el cliente a la red inalambrica unificada de Cisco (CUWN) WLAN. Este es el flujo de
trabajo:

1. El cliente recibe una direccién IP.

2. El cliente abre un navegador y accede a cualquier sitio web.

3. El primer paquete TCP enviado por el cliente es secuestrado por el WLC, y el WLC
intercepta y envia la pagina Webauth.

4. Si el DNS esta configurado correctamente, el cliente obtiene la pagina Webauth.

. El cliente debe proporcionar el nombre de usuario/contrasena para autenticarse.

6. Después de una autenticacion exitosa, el cliente es redirigido a la pagina de acceso original.

&)



GQ 2 https://192168.2001 O ~ @ C2 € X || (2 Web Authentication x

Login

Welcome to the Cisco wireless network

Cisco is pleasedto provide the Wireless LAN infrastructure for

your network. Please login and put your unified wireless
solution to work.

User Hame

Password

7. Después de que el cliente proporciona las credenciales correctas, el cliente pasa la
autenticacion.

ef\‘-_;?;} & http:/fwww.google.com/ £ ~ €& X || & Internet Explorer cannot dis...
@ Logout - Windows Internet Explorer | = || =] ﬁ
00 04 1 febpage

Web Authentication

Login Successful !

¥ou can now use all regular network services
aver the wireless netwaork.

Flease retain this small logout window in order
to logoffwhen done. Mote that you can always
use the following URL to retrieve this page:
hitps:/M92.168.200.1/ogout.html

Logout |

#100% -




Troubleshoot

Para resolver problemas de su configuracion, ingrese estos debugs en el WLC de la serie 5508,
que actua como anclaje de invitado:

Debug Client

Debug web-auth redirect enable mac

Aqui tiene un ejemplo:

Debug Client 00:17:7C:2F:B6:9A
Debug web-auth redirect enable mac 00:17:7C:2F:B6:9A

show debug
MAC AdAr L. ittt ittt e et e e e e e e e et e 00:17:7C:2F:B6:9A

Debug Flags Enabled:

dhcp packet enabled.
dotll mobile enabled.
dotll state enabled
dotlx events enabled.
dotlx states enabled.
FlexConnect ft enabled.
pem events enabled.

pem state enabled.

CCKM client debug enabled.
webauth redirect enabled.

*mmMaListen: May 19 13:36:34.276: 00:17:7c:2f:b6:9a Adding mobile on Remote AP
00:00:00:00:00:00(0)

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a override for default ap group,
marking intgrp NULL

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Applying Interface policy on
Mobile, role Unassociated. Ms NAC State 2 Quarantine Vlan 0 Access Vlan 0

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Re-applying interface policy
for client

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 START (0) Changing IPv4

ACL 'none' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2219)
*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:06:9a 0.0.0.0 START (0) Changing IPv6
ACL 'mone' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2240)

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:0b6:9a apfApplyWlanPolicy: Apply WLAN
Policy over PMIPv6 Client Mobility Type
*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a override from intf group to an

intf for roamed client - removing intf group from mscb

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:06:9a 0.0.0.0 AUTHCHECK (2) Change



state to L2AUTHCOMPLETE (4) last state AUTHCHECK (2)

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 L2AUTHCOMPLETE (4)
Change state to DHCP_REQD (7) last state L2AUTHCOMPLETE (4)

*mmMalisten: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Resetting web IPv4 acl from
255 to 255

*mmMalisten: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Resetting web IPv4 Flex acl
from 65535 to 65535

*mmMalisten: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Stopping deletion of Mobile
Station: (callerId: 53)

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) Adding
Fast Path rule type = Airespace AP - Learn IP address

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL ID = 255, IPv

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) Fast Path
rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local Bridging Vlan = 60,
Local Bridging intf id = 13

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) State
Update from Mobility-Incomplete to Mobility-Complete, mobility role=ExpAnchor,
client state=APF_MS_STATE_ASSOCIATED

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Change state to DHCP_REQD (7) last state DHCP_REQD (7)

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
pemAdvanceState2 5807, Adding TMP rule

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Replacing Fast Path rule

type = Airespace AP - Learn IP address

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL ID = 255,

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)

Fast Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local

Bridging Vlan = 60, Local Bridging intf id = 13

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel
for 00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 Added NPU entry
of type 9, dtlFlags 0x4

*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a Sent an XID frame
*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel
for 00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 Added NPU entry
of type 9, dtlFlags 0x4

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Pushing IPv6 Vlan Intf

ID 13: fe80:0000:0000:0000:6cla:b253:d711:0c7f , and MAC: 00:17:7C:2F:B6:9A ,
Binding to Data Plane. SUCCESS !! dhcpvébitmap 0

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Calling mmSendIpv6AddrUpdate
for addition of IPv6: £e80:0000:0000:0000:6cla:b253:d711:0c7f , for MAC:
00:17:7C:2F:B6:9A

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a mmSendIpv6AddrUpdate:4800
Assigning an IPv6 Addr fe80:0000:0000:0000:6cla:b253:d711:0c7f to the client in
Anchor state update the foreign switch 10.105.135.226

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Link Local address fe80::
6cla:b253:d711:c7f updated to mscb. Not Advancing pem state.Current state: mscb
in apfMsMmInitial mobility state and client state APF_MS_STATE_AS

*mmMaListen: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Replacing Fast Path rule

type = Airespace AP - Learn IP address



on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL ID = 255,

*mmMaListen: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)

Fast Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local Bridging
Vlan = 60, Local Bridging intf id = 13

*mmMaListen: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*pemReceiveTask: May 19 13:36:34.298: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel for
00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 Added NPU entry of
type 9, dtlFlags 0x4

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a Static IP client associated to
interface vlan60 which can support client subnet.

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 DHCP_REQD (7)
Change state to WEBAUTH_REQD (8) last state DHCP_REQD (7)

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
pemAdvanceState2 6717, Adding TMP rule

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
Replacing Fast Path rule

type = Airespace AP Client - ACL passthru

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL
*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
Fast Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local Bridging

Vlian = 60, Local Bridging intf id = 13

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a Plumbing web-auth redirect rule
due to user logout

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a apfAssignMscbIpAddr:1148
Assigning an Ip Addr 60.60.60.11 to the client in Anchor state update the foreign
switch 10.105.135.226

*dtlArpTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a Assigning Address 60.60.60.11
to mobile

*pemReceiveTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel for
00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a 60.60.60.11 Added NPU entry
of type 2, dtlFlags 0x4

*pemReceiveTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a Pushing IPv6:
£e80:0000:0000:0000:6cla:b253:d711:0c7f , and MAC: 00:17:7C:2F:B6:9A , Binding to
Data Plane. SUCCESS !!

*pemReceiveTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a Sent an XID frame

(5508-MC) >
(5508-MC) >
(5508-MC) >*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP received
op BOOTREQUEST (1) (len 314,vlan 0, port 1, encap 0xec07)
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP (encap type 0xec07)
mstype 3ff:ff:ff:ff:£ff:£ff
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP selecting relay 1 -
control block settings:

dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 0.0.0.0 VLAN: 0
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP selected relay 1 -
60.60.60.251 (local address 60.60.60.2, gateway 60.60.60.251, VLAN 60, port 1)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP transmitting DHCP
REQUEST (3)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP op: BOOTREQUEST,
htype: Ethernet, hlen: 6, hops: 1
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP xid: Oxad00ada3
(2902502819), secs: 3072, flags: 0
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP chaddr:
00:17:7c:2f:b6:9a



*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP ciaddr: 0.0.0.0,
yviaddr: 0.0.0.0
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP siaddr: 0.0.0.0,
giaddr: 60.60.60.2
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP requested ip:
60.60.60.11
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP sending REQUEST to
60.60.60.251 (len 358, port 1, wvlan 60)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP selecting relay 2 -
control block settings:

dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 60.60.60.2 VLAN: 60
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP selected relay 2 -
NONE (server address 0.0.0.0,local address 0.0.0.0, gateway 60.60.60.251, VLAN 60,
port 1)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP received op BOOTREPLY
(2) (len 308,vlan 60, port 1, encap 0xec00)

*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP setting server from ACK

(server 60.60.60.251, yiaddr 60.60.60.11)
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP transmitting DHCP
ACK (5)

*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP op: BOOTREPLY, htype:

Ethernet, hlen: 6, hops: 0

*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP xid: Oxad00ada3
(2902502819), secs: 0, flags: O

*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP chaddr:
00:17:7c:2f:b6:9a

*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP ciaddr: 0.0.0.0,
yiaddr: 60.60.60.11

*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP siaddr: 0.0.0.0,
giaddr: 0.0.0.0

*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP server id:
192.168.200.1 rcvd server id: 60.60.60.251

*webauthRedirect: May 19 13:36:47.678: 0:17:7c:2f:b6:9a- received connection

*webauthRedirect: May 19 13:36:47.680: captive-bypass detection disabled, Not
checking for wispr in HTTP GET, client mac=0:17:7c:2f:b6:9a

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Preparing redirect

URL according to configured Web-Auth type

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Checking custom-web
config for WLAN ID:4

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- unable to get the hostName
for virtual IP, using virtual IP =192.168.200.1

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Global status is enabled,
checking on web-auth type

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Web-auth type Internal,
no further redirection needed. Presenting defualt login page to user
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- http_response_msg_bodyl
is <HTML><HEAD><TITLE> Web Authentication Redirect</TITLE><META http-equiv=
"Cache-control" content="no-cache"><META http-equiv="Pragma" content="n
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- http_response_msg_body2
is "></HEAD></HTML>

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- parser host is
www . facebook.com

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- parser path is /
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- added redirect=,
URL is now https://192.168.200.1/login.html?

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- strl is now
https://192.168.200.1/login.html?redirect=www.facebook.com/
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- clen string is
Content-Length: 312



*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Message to be sent is
HTTP/1.1 200 OK

Location: https://192.168.200.1/login.html?redirect=www.facebook.com/
Content-Type: text/html

Content-Length: 312

<HTML><HEAD

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- send data length=448
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Web-auth type External,
but unable to get URL

*webauthRedirect: May 19 13:36:47.681: 0:17:7c:2f:b6:9a- received connection

*emWeb: May 19 13:36:48.731: SSL Connection created for MAC:0:17:7c:2f:b6:9a

*webauthRedirect: May 19 13:36:51.795: 0:17:7c:2f:b6:9a- received connection

*webauthRedirect: May 19 13:36:51.795: captive-bypass detection disabled, Not
checking for wispr in HTTP GET, client mac=0:17:7c:2f:b6:9a

*webauthRedirect: May 19 13:36:51.795: 0:17:7c:2f:b6:9a- Preparing redirect URL
according to configured Web-Auth type

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Checking custom-web
config for WLAN ID:4

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- unable to get the hostName
for virtual IP, using virtual IP =192.168.200.1

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Global status is enabled,
checking on web-auth type

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Web-auth type Internal,
no further redirection needed. Presenting defualt login page to user
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- http_response_msg_bodyl
is <HTML><HEAD><TITLE> Web Authentication Redirect</TITLE><META http-equiv=
"Cache-control" content="no-cache"><META http-equiv="Pragma" content="n
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- http_response_msg_body?2
is "></HEAD></HTML>

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- parser host is

www . facebook.com

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- parser path is
/favicon.ico

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- added redirect=, URL is
now https://192.168.200.1/1login.html?

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- strl is now
https://192.168.200.1/1login.html?redirect=www. facebook.com/favicon.ico
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- clen string is
Content-Length: 323

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Message to be sent is
HTTP/1.1 200 OK

Location: https://192.168.200.1/login.html?redirect=www.facebook.com/favicon.ico
Content-Type: text/html

Content-Length: 323

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- send data length=470
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Web-auth type External,
but unable to get URL
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c:2f:b6:9a DHCP received op
BOOTREQUEST (1) (len 308,vlan 0, port 1, encap 0xec07)
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c:2f:b6:9a DHCP (encap type 0xec07)
mstype 3ff:ff:ff:ff:£ff:£ff
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c:2f:b6:9a DHCP selecting relay 1 -
control block settings:

dhcpServer: 60.60.60.251, dhcpNetmask: 255.255.255.0,

dhcpGateway: 60.60.60.251, dhcpRelay: 60.60.60.2 VLAN: 60



*emWeb: May 19 13:38:35.187:

ewaURLHook: Entering:url=/login.html, virtIp = 192.168.200.1, ssl_connection=1,

secureweb=1

*emWeb: May 19 13:38:35.199: WLC received client 0:17:7c:2f:b6:9a request for
Web-Auth page /login.html

*emWeb: May 19 13:38:35.199: WLC received client 0:17:7c:2f:b6:9a request for
Web-Auth page /login.html

*emWeb: May 19 13:38:47.215:
ewaURLHook: Entering:url=/login.html,
secureweb=1

virtIp = 192.168.200.1, ssl_connection=1,

*ewmwebWebauthl: May 19 13:38:47.216:
created for mobile, length = 5

*ewmwebWebauthl: May 19 13:38:47.216:
created in mscb for mobile, length = 5
*ewmwebWebauthl: May 19 13:38:47.216:

00:17:7c:2£f:b6:9a Username entry (surbg)

00:17:7c:2£f:b6:9a Username entry (surbg)

00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD

(8)

*ewmwebWebauthl: May
*ewmwebWebauthl: May
(14) Change state to

Change state to WEBAUTH_NOL3SEC

(14)

19 13:38:47.216:
19 13:38:47.216:
RUN (20) last state WEBAUTH_NOL3SEC (14)

last state WEBAUTH_REQD

(8)

00:17:7c:2f:b6:9a apfMsRunStateInc
00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_NOL3SEC

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a Session Timeout is 0 -
not starting session timer for the mobile
*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 RUN (20)

Reached PLUMBFASTPATH: from line 6605
*ewmwebWebauthl: May 19 13:38:47.216:
Replacing Fast Path rule

type = Airespace AP Client

on AP 00:00:00:00:00:00, slot O,
IPv4d ACL ID = 255, IPv6 ACL ID =

Esta es la captura de paquetes del lado del cliente.

00:17:7c:2f:b6:9a 60.60.60.11 RUN (20)

interface = 1, Q0S = 0

El cliente obtiene la direccion IP.

42 who has &0.60.60.117

gmartlin_2f:b6:9a Broadcast LRP Tell ©.0.0.0
smartlin_2f:b5:2a eroadcast ARP 42 who has &0.60,60,2517 Tell 60,60.60.11
smart1in_2f:b6:9a Broadcast ARF 42 gratuitous asp for 60, 60.60,11 (reguest)
0.0.0.0 255.255.255.255 CHCP 348 DHCP Request - Transaction ID Oxd73béd5h
162.1658.200.1 &0.60.60.11 CDHCP 346 DHCP ACK - Transaction ID ﬂxd?!hﬁ-ﬂh

R R B L I T e R R T |

El cliente abre un navegador y escribe www.facebook.com.

60, 60, 60,11 50. 50. 50,251 ons ?E s:a.nd.ard eper'y l[:u-r.'l.ﬂlm:‘| B e, 'Fa.cehunk com

50. 50, 50,251 60, 60, 60,11 DHS 92 Zrandard gquery response Ox18bc 4 56.56.56. 56

60, 60, 60,11 50,50, 50,251 (T 78 standard query Qxablb  ARAA www, Tacebook. com

60. 60, 60,11 50. 50, 50,251 DN 76 standard query Oxablb Asas www, Facebook.com
Al A, 17 560 5. 50,251 nss TR osrandard moaery Dxallh asas wew. Facebank . cmm

o 76 ntertace 0
+ Ethernet II, 3Src: Smartling EF b Sa {IJI:' 17:Fci2f:bd:9a), bst: Cisco_fc:98:aB (FOrfroh5:fc:bbal)
]

wtes captured (608

Internet Protocol version 4, Src: 600 60,80,11 (60,460,60.11), Dpst: 50,50, 50,250 (50, %0. 50.251)
) User patagram Protocal, SPe PORT: BZET2 (626720, DSt Port: domadn 530
pomain wWame System (guery)

Transaction I0D: Owabllb
® Flags: 0ud100 Standard guery

guestions: 1

Answer RRES: O

suthority RRS: O

Additional RREs: O
= aueries

B wew, Facebook. com: type A2AA, class IN



El WLC intercepta el primer paquete TCP del cliente y envia su direccién IP virtual y la pagina de
Webauth interna.

56, 56. 56. 56 0, 60, 60,11 TcP 54 hrtp s 49720 [Ack] Seqel Acke207 WiNaG656 Lensd
56, 56, 36, 56 50, 60, AL, 324 HTTR/L.1 200 oOF (Lewi/HEmi)

‘ﬁi LR TR SR ROORN RO i R4 Fow AGTIN M BT Saned T Arl=T0T FRALE | ariei
L) m

(& Frama 550: 524 bytes on wire (4192 bits), 524 bytes captured {41%2 bits) on interface 0

& Etharnet II, Sro: Cisco_fo:B8raB (FO:F7:85:Fc:98:a8), Dst: Smartlin_2f:bé:%a (00AT:7c:ifibe:wal

[ Intarnat Protocol WVarsion 4, Src: 54, 54, 96,36 (5454, 54, 580, Dst: 80,40, 60.11 (8040, 80,11)

@ Transmission central Protocel, Sre Part: hetp (800, Dst Port: 485720 (497200, seq: 1, ack: 207, Len: 470

© HyperteEst Tramsfer Protocel
m

Location: hrrps: AL92, LeE. 200, 1 Togin, hem Frecd rect swwe, Tacebook , cosFav i con. 1oobesn

Content-Type!: textamThryn
B Content-Length: 3234rwn

S

[HTTP response 1,1]

Después de una autenticacion web correcta, se completa el resto del flujo de trabajo.

60, 60, 60,11 0, 50.99.24  pHs U6 standard gquery (ofdcd a 1escelisr, fe,nlcrosoft, cm ]
G0.60.G0.11  L02AeE.E00.1  TeR GE40TH o hotps [Sv] Soged wineSl02 Lored MESl460 Wied SACK PERMel
1sk.168.200.0 0 é0L.60.60.1L . TR BAMETPS > 45724 [SYN, ACK] Seqel Acksl Winei560 Lensl W55e1350 SACK PERMel WSafd
S0 B0, a0 11 102 165, 2.1 L= 54 40724 » hitps [Ack] Zegel ackel win=1l5580 Len=0

80, B0, B0, 11 182,168, 200,1 TLEVL 150 C19ent Hello

1%z.1568.2400.1 Al G0. &0 11 L= 54 hutps > 40724 [ack] Zegel Ack=137 win=&656 Len=o

152.168.200.1 60, 0. 80,11 TLEWL 152 Server Hello, Change Cipher Spec, Emcrypted Handshake Message

0. B0, 60, 11 102 165, 20,1 TLSWL 113 change ciphar Spec, Encrypred Handshake Massage

f0.80.80,21  MLMLEG2BA DS B3 Standard gquery bBld A ctldledndowsupdate.com

19z _1&H. 300, 1 Al.&60.60_11 TCFE 54 hoips > 49724 [.nl:u:] Zogeli® Ack=105 win=g&56 Lan=d

am ome EA me AR AR &R ABE pre T R L



Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



