Configuracion de la autenticacion 802.1X con
PEAP, ISE 2.1 y WLC 8.3
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Introducciodn

En este documento se describe como configurar una red de area local inalambrica (WLAN) con
seguridad 802.1x e invalidacion de la red de area local virtual (VLAN).

Prerequisites

Requirements

Cisco recomienda que tenga conocimiento sobre estos temas:

+ 802.1x

Protocolo de autenticacion extensible protegido (PEAP)
Entidad de certificacion (CA)

Certificados



Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

« WLC v8.3.102.0
* Identity Service Engine (ISE) v2.1
* Portatil Windows 10

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Antecedentes

Cuando configura una WLAN con seguridad 802.1x y VLAN, puede reemplazar con el protocolo
de autenticacion extensible protegido como protocolo de autenticacion extensible (EAP).

Configurar

Diagrama de la red

ISE w2l

WLC v8.3




Configuracion

Los pasos generales son:

1. Declare el servidor de RADIUS en el WLC y viceversa para permitir la comunicacién entre
si.

. Cree el identificador del conjunto de servicios (SSID) en el WLC.

. Cree la regla de autenticacion en ISE.

. Cree el perfil de autorizacion en ISE.

. Cree la regla de autorizacion en ISE.

. Configure el terminal.

o O WN

Declare el servidor RADIUS en el WLC

Para permitir la comunicacion entre el servidor RADIUS y el WLC, usted necesita registrar el
servidor RADIUS en el WLC y viceversa.

GUI:

Paso 1. Abra la GUI del WLC y navegue hasta SECURITY > RADIUS > Authentication > New
como se muestra en la imagen.

Saye Configuration  Bing  Legeut Refresh

CISCO HMONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Security RADIUS Authentication Servers Apply |

* AAA

Auth Called Station ID Type  |AP MAC Address:SSID

Uaa.AES ey Wrap | (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

MAC Delimitar [Hyphan

Fallback i
DHE Framad MTU [1300

Paso 2. Introduzca la informacion del servidor RADIUS como se muestra en la imagen.



RADIUS Authentication Servers > New

Shared Secret Format

Shared Secret TTITTITT |

Confirrm Shared Secret |--vu--u-. |

Key Wrap | | [Designed for FIPS custormners and requires a key wrap compliant RADIUS server)
Port Mumber
Server Status |Ena|:u|ed Vl
Suppott for CoA
Server Timeaout geconds
Metwork User Enable
Managernent Enable
_r;_ﬂi:;;;ftment F.etranszmit secands
IPSec [] Enable
CLI:

config radius auth add <index> <a.b.c.d> 1812 ascii <shared-key>
config radius auth disable <index>
config radius auth retransmit-timeout <index> <timeout-seconds>
config radius auth enable <index>

V V V V

<a.b.c.d> corresponde al servidor RADIUS.
Crear SSID

GUI:

Paso 1. Abra la GUI del WLC y navegue hasta WLANs > Create New > Go como se muestra en la
imagen.

wlvaln

CISCO MONITOR  WlAMs COMNTROLLER  WIRELESS  SECURITY MAMAGEMENT COMMANDS HELF FEEEDBACK

WLANS WLANS

Current Filter: Mone [£hange Filter] [Clear Filter] Create Mew -

» Advanced

Paso 2. Elija un nombre para el SSID y el perfil y, a continuacion, haga clic en Apply como se
muestra en la imagen.



wCANS > N =

Tupe W LA

Profile Mame profile-name |

551D S510-name |

CLI:

> config wlan create <id> <profile-name> <ssid-name>

Paso 3. Asigne el servidor RADIUS a la WLAN.

CLI:

> config wlan radius_server auth add <wlan-id> <radius-index>

GUI:

Navegue hasta Security > AAA Servers y elija el servidor RADIUS deseado, luego presione Apply
como se muestra en la imagen.



WLANS > Edit ‘ise-prof'

| Qos | Policy-Mapping | Advanced |

< Back |

i Apply
e

Layer 2 | Layer 3 |IAAA Servers I

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

RADIUS Server Owerwrite interface I:lEnabled

Authentication Servers Accounting Servers EAP Parameters

Ernabled Enabled Enable [ ]
Server 1 {IPi172.16.15.8, Porti1812; - fNone - |

Sarver 2

‘Mone || Mone -

|
Server 3 |Mone [ Mone |
Server 4 | Mone -':|Nnne |
Server 3 | Mane -':|Nnne |
Server & | Mane -':lNDne |
RADIUS Server Accounting
Interim Update Interirn InteruallC Seconds

Paso 4. Habilite Allow AAA Override y opcionalmente aumente el tiempo de espera de la sesidn

CLI:

> config wlan aaa-override enable <wlan-id>
> config wlan session-timeout <wlan-id> <session-timeout-seconds>

GUI:

Navegue hasta WLANs > WLAN ID > Advanced y habilite Allow AAA Override. Opcionalmente,

especifique el tiempo de espera de sesidn como se muestra en la imagen.



WLANS > Edit ‘ise-prof < Back
General = Security | QoS  Policy-Mapping  Advanced
Allow AAA Override W Ensbled DHCP
Coverage Hole - bled DHCP Sarver [_ Owerride
Detection =~ Enable
Enable S=ssion |2SBDD | DHCP Addr,

) o ' i
Timeout = i i [sacs) Assignrment L] Required
Aironet IE *Enabled DEAP
Diagnostic Channal ™ -

19 —Enabled split Tunnel __ Enabled
Ouerride Interface IPvé

IPvd4 Mone )
ACL Hone Management Frame Protection (MFP)
LaverZ Ac Mone -~
URL ACL Mone MFP Client Protedion d | Optional - ]
P2P Blocking Action | Disabled . DTIM Period (in beacon intervals)
Client Exclusion 2 éih‘lbltd:ﬁu |

Timeout Value (sacs) 602.11a/n (1 - 233) &
Maximurm Allowed , 802 11bfg/m (1 - 255) |1
Clients 8 |— MAL
Static IP Tunneling - M&C ftate | MAans
L4

C .l

Paso 5. Active la WLAN.

CLI:

> config wlan enable <wlan-id>

GUI:

Navegue hasta WLANs > WLAN ID > General y habilite el SSID como se muestra en la imagen.




Security | QoS | Policy-Mapping | Advanced |

WLANS > Edit ‘ise-prof = Back

Profile Marne ise-prof

Tupe Wi LA

551D ize-szid

Status ~ Enabled

Security Palicies [wPAaz][Auth(8D2.1X])]

[Modifications done under security tab will appear after applying the changes.)

Radio Palicy :AII |
Interface/Interface ———
Group(iE] rmanagement -
?Eu;ii:ra:t Vlan I:l Enabled
Broadcast SSID [+ Enabled

MAG-1D none

Declarar WLC en ISE

Paso 1. Abra la consola de ISE y navegue hasta Administration > Network Resources > Network

Devices > Add como se muestra en la imagen.

Al dentity Services Engine Home » Conte ihility ¥ Operations ¥ Policy + sdministration

¢ ]
Metwork devices Metwork Devices

Default Device

b System e Identity Management  § +Metwork Resources | v Device Portal Management  puGrid Services  » Feed Serice

= Mletwork Devices  Metwork Device Groups  MNetwork Device Profiles External RADIUS Servers RADIUS Server Sequences

J Edit fy0uplicate | @aimport  @eExport v | @Generate PAC | Y Delete w

¥ Wiar]

Paso 2. Introduzca los valores.

Opcionalmente, puede ser un nombre de modelo especificado, version de software, descripcion y

asignar grupos de dispositivos de red basados en tipos de dispositivos, ubicacién o WLC.

a.b.c.d corresponde a la interfaz WLC que envia la autenticacién solicitada. De forma
predeterminada, se trata de la interfaz de administracién tal y como se muestra en la imagen.



Metwark Devices List = New Network Device

Metwork Devices

Mame | WLC-narme

Description ||:|pti|:|nal description |

[ rrrr—

* Device Profile sk Cisco | » | 64

Wodel Name  |yic.model v |

Software Version |yic coftware 7 |

* Metwork Device Grodp

Device Type |W|_|:5_25|:|4 | | Set To Default |
Location [ Locations | £ Set To Default |
WILCS |yl cs | [ Set To Default |

- RADILS Authentication Settings

Enahle Authentication Settings

Frotocol RADIUS

*Bhared SECrel | eeeeeene . | Show |

Enable kKeywrap ]

* Key Encryption Key Shioay

* Message Authenticator Code ey Sk

key lnput Farmat =0 ASC HE=ADEC IMAL

CoaPort [1700 | Set To Default |

Para obtener mas informacién sobre los grupos de dispositivos de red:

ISE: grupos de dispositivos de red



https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html#reference_2424A156765D42E98207B93A0E0F0CB3

Creacién de un usuario nuevo en ISE

Paso 1. Vaya a Administracion > Administracion de identidades > Identidades > Usuarios >
Agregar como se muestra en la imagen.

‘ece' IdeNtity Services Engine Harre ¥ Context visibility b Operations b Policy ~ Administration
b Systemn | = ldentity Management k Metwork Resources b Device Portal Management  pxGrid £ System
= |dentities  Groups  External [dentity Sources  [dentity Source Sequences b Setlings D.eplny.ment
—— Licensing
(<] Cetificates
Network Access Users i
Maintenance
Latest Manual Metwoaork Scan Res. .. ~ parade
Zh Status - Imnport E [
@ S 8= e Expor Backup & Restor
Status [larne a  [Descriptior Admin Access
oe Loading.. Setings
Iderﬁ'ﬁ Manaieml

Paso 2. Introduzca la informacion.

En este ejemplo, este usuario pertenece a un grupo denominado ALL_ACCOUNTS, pero se
puede ajustar segun sea necesario, como se muestra en la imagen.



Metwork Access Users List = Mew Metwork Access User

+ MNetwork Access User

*Mame | userl

Status Erabled

Email

* Passwords

Pazswaord Type: Imternal sers i

Passwaord Re-Enter Pazsw

*Login Password | sesssses  TITTITIY)

Enahle Password

» User Information

Fir=t Mame

Las=t Mame

* Account Options

Description

Change password on next login

» Account Disable Policy

' Dizable gaccount if date exceeds | 2017-01-21

w llcer rolmnms


https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_asset_visibility.html#ID238

2. Omita la validacién del servidor RADIUS y confie en cualquier servidor RADIUS utilizado
para realizar la autenticacion (no se recomienda, ya que puede convertirse en un problema
de seguridad).

La configuracidn de estas opciones se explica en Configuracion del dispositivo final: creacion del
perfil WLAN, paso 7.

Configuracion del dispositivo final: instalacién del certificado autofirmado de ISE

Paso 1. Exportar certificado autofirmado.

Inicie sesidn en ISE y navegue hasta Administration > System > Certificates > System
Certificates.

A continuacion, elija el certificado utilizado para la autenticacion EAP y haga clic en Exportar
como se muestra en la imagen.

el ldenti s Engine Hoime b Context Visihbility b Operations b Policy - &ministrstion b Wik

b Identity Management b PMetwork Rezources ¢ Device Portal Managemert  pxGrid Services r Feed Service k|
Deployment  Licenzing | ~Certificates b Logding ¢ Maintenance  Upgrade  Backup & Restore b Admin Access b Zettir

<]
- Certificate Management System Certificates ), For disaster recovery it is recommended to export certificate ar
Eperdtose | // Edit | |4 Gemerate Self Signed Certificate | |5 Import Jlefe Export A€ Celste | |
System Cettificates Friendly Maime L=zed By Portal group tag I

Endpoirt Certificates -
EAP-SelfsignedCerdificate®E

AP-ZelfSignedCertificatesi0

Trusted Cedificates EAl

Ea T o B HENCE T o PP P

Guarde el certificado en la ubicacidon necesaria. Ese certificado debe estar instalado en el equipo
con Windows como se muestra en la imagen.

Export Certificate 'EAP-SelfSignedCertificate#EAP-SelfSignedCertificate#00001" o

®) Export Certificate Only

| Export Certificate and Private Key

*Private Key Password

*Confirm Password
YWarning: Exporking a private key is nok a secure operation, It could lead to possible exposure of the private key.

Zancel

Paso 2. Instale el certificado en el equipo con Windows.



Copie el certificado exportado desde ISE en el equipo de Windows, cambie la extension del
archivo de .pem a .crt y, después, haga doble clic para instalarlo, como se muestra en la imagen.

an Certificate x,

Gereral  Detals  Certification Path

.ﬁ.ﬁ Certilicate Information

This Ci Roaot certificabe is nok trusted. To enable brusk,
install this certificabe in the Trested Boot Certification

Authorities store.

Issued bo:  EAP-Saff SignedCertific ste

Issued by: EAP-SefffignedCertificate

¥alid from 23/11/20016 bo Z3711f2018

Ingtoll Cortificote. ., J [ssuer Statement

[ox ]

Paso 3. Seleccione instalarlo en Local Machine y haga clic en Next como se muestra en la




imagen.

&= et b Imnpssrt Wigsd

Waelcome to the Certificate Import Wizard

This wigard heslps youl Doy oeetificabes, cerbPost e bt bets, and oertificahe revocstion
ksts From wour disk o 8 oeviificabs sions,

A derifeale, sheh B ciusd by 5 cort e alien autherty, B 4 confirslss & o dertidy
i & o'l il el ol e e B probecE daba dr BS eibablih tedure Febecr b
correechcr. & ot st iire w Hhe ivilerm area where St albet e hopt.

i i L il

) Cumert Ugar
) Lol M hing

T conkins, chok Heat,

Paso 4. Seleccione Colocar todos los certificados en este almacén, busque y seleccione
Entidades emisoras raiz de confianza. Después, haga clic en Next como se muestra en la
imagen.



4 B Certdicate Impot Wizard

Corlilaate Slaie
Cortilicatn Soned a8 Syslem iraas whens (et ates are kept,

Windows can subomshically selet 5 certificste shore, oF you can speclfy & locstion for
the certificabe.

GWMNWHM!I#&MM{HIMHMHM
0] Place ol cortifabed i (P Filonwrsy slore

Certficabe shore:
| Trusted Root Cartiicstion Authonties P—

Paso 5. A continuacion, haga clic en Finish como se muestra en la imagen.




& & Cetificate Import Wizard

Completing the Certificate Import Wizard

Thee cosrtificsbe will be impoeted after you chok Finish,

wins Furer iged Faed e [odemearsy 1ot -
Cartificstn Sore Seleciad by User RUEST SIS0 Rart gl T8y oy 3 00
Ciwderd Certdg e
| Fanish | Cancel
| =

Paso 6. Confirme la instalacion del certificado. Haga clic en Yes como se muestra en la imagen.




secunty Warmng

| You are about t install a cearbficate from a certification authonty
== {CA) claimang to represent

EAP-SelfSignedCertificate

Windowes: cannot vahidate that the cerbhcate it actually from
“EAP-SalfGignedCarn ficate™, You should confirm its cngin By

contactng "EAP-SelfSignedCertificate”. The followsng mumber will
assisk you in this process:

Thumbprint (shal k£ ! aite S iT i . Ja. T ATRenyn

T

Warming:
If wou install thas reot certificate, Windows will automatically trust

any certificate issued by this CA Installing a certficate wath an
unconfirmed thumbpnint is a secunty nsk If you click “Yes"” you

acknowledge this nsk

Dha wou wrant 1 install this cerbhoater?

Paso 7. Finalmente, haga clic en OK como se muestra en la imagen.



Certificate Import Wizard

o The import was successful,

Configuracion del dispositivo final: creacion del perfil WLAN

Paso 1. Haga clic con el botdn derecho en el icono Start y seleccione Control Panel como se

muestra en la imagen.
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& Metwork and Shasing Center
4= “ M8 » Control Panel * Metwork and Infernet * Network and Sharing Center
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Charge adapier seitings
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Paso 3. Seleccione Manually connect to a wireless network, y haga clic en Next como se muestra
en la imagen.



u #'S-ELFDIEW-HMIHM

Choose a connection oplon

_ﬂ.{mm:mm L e

?hl up 3 rarar mhweork

Péex Lancel

Paso 4. Introduzca la informacién con el nombre del SSID y el tipo de seguridad WPA2-Enterprise
y haga clic en Next, como se muestra en la imagen.



- ¥ Marraally connect 10 4 winehirss mirbwonk

Enter information for the wireless network you want 1o add

Hetwork name i i

Security type WPRAL- Erterpriue ks

Ercrypoion ype ALS

Secunty Ky Hide characers

k] S2art this connection automatically

[ Comnect even if the metwork i4 non broadcastng
¥Warning: Hyou welect this option, your computer’s privaecy might be at rivk

Paso 5. Seleccione Change connection settings para personalizar la configuracion del perfil
WLAN como se muestra en la imagen.
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Paso 6. Navegue hasta la pestafia Security y haga clic en Settings como se muestra en la
imagen.



Ize-ssid Wireless Network Froperties

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES v

Choose a network authentication method;

Microsoft: Protected EAP (PEAP) ™

Remember my credentials for this connection each
time I'm logged on

Advanced settings

K Cancel

Paso 7. Seleccione si el servidor RADIUS esta validado o no.



En caso afirmativo, active Verificar la identidad del servidor validando el certificado y en la lista
Entidades de certificacion raiz de confianza: seleccione el certificado autofirmado de ISE.

Después seleccione Configure y desactive Automatically use my Windows logon name and
password..., y haga clic en OK como se muestra en las imagenes.



Frotected EAF Fropertie

When connecting;

| Verify the server's identity by validating the certificate

|| connect to these servers (examples:srvl;srv; . ¥\ .srv3.com):

Trusted Root Certification Authorities:

[ smieei s A
R R A I N

I:li. Coent i

EAP-SelfSiqnedCertificate

e T Rt TR S e I Sl

Dt 1.l -.‘-I'.'—-I'I--:-_ -_I |-..:. =1 n.l.-.-..:\.-.' "'\-I-_'\""é-i' T" -'. {' --.- Ir
DEﬂ . - .-"\-..l - - '-.':::--.'b{. g .:'..I'.'n'
I = e e ™o o
L4 >
Notifications before connecting:

Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) : Configure...

Enable Fast Reconnect
|:| Disconnect if server does not present cryptobinding TLY
[ | Enable Identity Privacy

0K Cancel




Una vez que vuelva a la pestaina Security, seleccione Advanced settings, especifique el modo de
autenticacion como User authentication y guarde las credenciales que se configuraron en ISE
para autenticar al usuario como se muestra en las imagenes.



ise-35id Wireless Network Properties

Connection  Seturity

Security type:! WPAZ Erterprne
Emcryphion type: AES

Choote & network suthentication method:
Microsodt: Protected EAP (PEAP) - Settings

L Remember mry credestial for this connection each
e [ agded on




Advanced settings b

BODLX seftings  G0P.11 settiegs

Ueiede credentas 1o Al teEm

[ Enatsle single sign on for this neteork

PO T s e ity B user bgoin
Meiform anmedat ey Afled ey e

L& ' : 16

Alcey adlional daskoeos to B deplypd dins] smlhe
i o4

Thin, rertwprk wees et ste vt l LAY for mrachne
e i Atk aticn




Windows Security
Save credentials

Sanng your oredentials allows your compulter 1o connect 1o the network
when you'ne not logged on (for example, 1o download updates).

L5

Ok Cancel

Verificacion

Utilize esta seccion para confirmar que su configuracion funcione correctamente.
El flujo de autenticacion se puede verificar desde la perspectiva de WLC o ISE.
Proceso de autenticacion en WLC

Ejecute los siguientes comandos para monitorear el proceso de autenticacion para un usuario
especifico:

> debug client <mac-add-client>
> debug dotlx event enable
> debug dotlx aaa enable

Ejemplo de una autenticacién exitosa (se omitieron algunos resultados):

<#root>
*apfMsConnTask_1: Nov 24 04:30:44.317:
e4: b3:18: 7c: 30: 58 Processing assoc-req station:e4:b3:18: 7c: 30: 58 AP: 00: ¢8: 8b: 26: 2¢: d0- 00

thread:1a5cc288



*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov

24 04:30:44.317: e4:b3:18:7c:30:58 Reassociation received from mobile on BSSID 00
24 04:30:44.318: e4:b3:18:7c:30:58 Applying Interface(management) policy on Mobil
24 04:30:44.318: e4:b3:18:7c:30:58 Applying site-specific Local Bridging override
24 04:30:44.318: e4:b3:18:7c:30:58 Applying Local Bridging Interface Policy for s
24 04:30:44.318: e4:b3:18:7c:30:58 RSN Capabilities: 60
24 04:30:44.318: e4:b3:18:7c:30:58 Marking Mobile as non-

e4: b3:18: 7c: 30: 58 Received 802. 11i 802. 1X key nmanagenent suite, enabling dotlx Authentication

11w Capable

*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov

e4: b3:18: 7c:30: 58 0.0.

*apfMsConnTask_1: Nov

e4: b3:18: 7c:30: 58 0.0.

*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*spamApTask2: Nov 24

*spamApTask2: Nov 24

*spamApTask2: Nov 24

24 04:30:44.318: e4:b3:18:7c:30:58 Received RSN IE with 1 PMKIDs from mobile e4:b
24 04:30:44.319: Received PMKID: (16)

24 04:30:44.319: e4:b3:18:7c:30:58 Searching for PMKID in MSCB PMKID cache for mo
24 04:30:44.319: e4:b3:18:7c:30:58 No valid PMKID found in the MSCB PMKID cache f
24 04:30:44.319: e4:b3:18:7c:30:58 0.0.0.0 START (0) Initializing policy

24 04:30:44.319:

0.0 START (0) Change state to AUTHCHECK (2) |ast state START (0)
24 04:30:44.319:
0.0 AUTHCHECK (2) Change state to 8021X REQD (3) last state AUTHCHECK (2)

24 04:30:44.319: e4:b3:18:7c:30:58 0.0.0.0 8021X_REQD (3) Plumbed mobile LWAPP ru
24 04:30:44.319: e4:b3:18:7c:30:58 apfMsAssoStatelnc
24 04:30:44.319: e4:b3:18:7c:30:58 apfPemAddUser2 (apf_policy.c:437) Changing sta
24 04:30:44.319: e4:b3:18:7c:30:58 apfPemAddUser2:session timeout forstation e4:b
24 04:30:44.319: e4:b3:18:7c:30:58 Stopping deletion of Mobile Station: (callerId
24 04:30:44.319: e4:b3:18:7c:30:58 Func: apfPemAddUser2, Ms Timeout = 0, Session
24 04:30:44.320: e4:b3:18:7c:30:58 Sending Assoc Response to station on BSSID 00:
04:30:44.323: e4:b3:18:7c:30:58 Successful transmission of LWAPP Add-Mobile to AP
04:30:44.325: e4:b3:18:7c:30:58 Received ADD_MOBILE ack - Initiating 1x to STA e4:
04:30:44.325: e4:b3:18:7c:30:58

Sent dotlx auth initiate nmessage for nobile e4:b3:18: 7c: 30: 58

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov 24 04:30:44.326: e4:b3:18:7c:30:58 reauth_sm state transition 0 ---> 1 for mob
Nov 24 04:30:44.326: e4:b3:18:7c:30:58 EAP-PARAM Debug - eap-params for Wlan-Id :2
Nov 24 04:30:44.326: e4:b3:18:7c:30:58 Disable re-auth, use PMK Tifetime.

Nov 24 04:30:44.326: e4:b3:18:7c:30:58 Station e4:b3:18:7c:30:58 setting dotlx rea
Nov 24 04:30:44.326: e4:b3:18:7c:30:58 Stopping reauth timeout for e4:b3:18:7c:30:
Nov 24 04:30:44.326: e4:b3:18:7c:30:58 dotlx - moving mobile e4:b3:18:7c:30:58 1int
Nov 24 04:30:44.326:

e4: b3:18: 7c: 30: 58 Sendi ng EAP- Request/Ildentity to nobile e4:b3:18:7c:30:58 (EAP Id 1)

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov 24 04:30:44.380: e4:b3:18:7c:30:58 Received EAPOL EAPPKT from mobile e4:b3:18:
Nov 24 04:30:44.380: e4:b3:18:7c:30:58 Received Identity Response (count=1) from m
Nov 24 04:30:44.380: e4:b3:18:7c:30:58 Resetting reauth count 1 to 0 for mobile e4
Nov 24 04:30:44.380: e4:b3:18:7c:30:58 EAP State update from Connecting to Authent
Nov 24 04:30:44.380: e4:b3:18:7c:30:58 dotlx - moving mobile e4:b3:18:7c:30:58 1int
Nov 24 04:30:44.380: e4:b3:18:7c:30:58 Entering Backend Auth Response state for mo
Nov 24 04:30:44.380: e4:b3:18:7c:30:58 Created Acct-Session-ID (58366cf4/e4:b3:18:
Nov 24 04:30:44.386: e4:b3:18:7c:30:58 Processing Access-Challenge for mobile e4:b
Nov 24 04:30:44.387: e4:b3:18:7c:30:58 Entering Backend Auth Req state (id=215) fo
Nov 24 04:30:44.387: e4:b3:18:7c:30:58 WARNING: updated EAP-Identifier 1 ===> 215

Nov 24 04:30:44.387: e4:b3:18:7c:30:58 Sending EAP Request from AAA to mobile e4:b
Nov 24 04:30:44.387: e4:b3:18:7c:30:58 Allocating EAP Pkt for retransmission to mo
Nov 24 04:30:44.390: e4:b3:18:7c:30:58 Received EAPOL EAPPKT from mobile e4:b3:18:
Nov 24 04:30:44.390: e4:b3:18:7c:30:58 Received EAP Response from mobile e4:b3:18:
Nov 24 04:30:44.390: e4:b3:18:7c:30:58 Resetting reauth count 0 to 0O for mobile e4
Nov 24 04:30:44.390: e4:b3:18:7c:30:58 Entering Backend Auth Response state for mo
Nov 24 04:30:44.393: e4:b3:18:7c:30:58 Processing Access-Challenge for mobile e4:b
Nov 24 04:30:44.393: e4:b3:18:7c:30:58 Entering Backend Auth Req state (id=216) fo
Nov 24 04:30:44.393: e4:b3:18:7c:30:58 Sending EAP Request from AAA to mobile e4:b



*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.393: e4:b3:18:7c:30

*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530:

e4: b3: 18: 7c: 30: 58 Processi ng Access-Accept for

nmobi l e e4

*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530: e4:b3:18:7c:30
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530: e4:b3:18:7c:30

*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530:

e4: b3:18: 7c: 30: 58 Usernane entry (userl) created for

*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530:

e4: b3:18: 7c: 30: 58 Found an i

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov
Nov
Nov
Nov
Nov

24
24
24
24
24

e4: b3:18: 7c: 30: 58 Inserting

MAC: e4:b3:

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

04: 30: 44.531: e4:b3

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

18:7c
Nov
Nov

:30:
24
24

nterface

04:30:44.
04:30:44.
04:30:44.
04:30:44.
04:30:44.

nane: ' vl an2404

530:
530:
530:
531:
531:

AAA Override

58,
04:30:44.531:

source 4

:18: 7c: 30: 58 Found an

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24

04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:

ed: b3:18:7c: 30: 58 Starting key

*Dotlx_NW_MsgTask_0: Nov 24 04:

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

exchange to nobile e4:b3:18:7c:30: 58, data packets will

30:44.532:

44,

44

44,
44,
44,
44,
44,
44,

44

44,
44,
44,
44,
44,
44,

44

44,
44,
44,
44,
44,
44,

44

44,
44,
44,

531:
.531:
531:
531:
531:
531:
531:
531:
.531:
531:
531:
531:
531:
531:
531:
.531:
531:
532:
532:
532:
532:
532:
.532:
532:
532:
532:

e4:b3:18:7c
e4:b3:18:7c
e4:b3:18:7c
e4:b3:18:7c

cor

nobi

:30:
:30:
:30:
:30:

struct for nobi

e4:b3:18:

interface

e4:

e4

e4:
e4:
e4:
e4:
e4:
e4:

b3:
:b3:
b3:
b3:
b3:
b3:
b3:
b3:

18:
18:
18:
18:
18:
18:
18:
18:

7cC

name:

7c:

7cC

7c:
7c:
7c:
7c:
7c:
7c:

New PMKID:

e4:
e4:
e4:
e4:
e4:

e4

ed:
ed:
ed:
ed:
Including PMKID in M1

[0000] cc 3a 3d 26 80 17 8b f1 2d c5 cd fd a0 8a c4 39

b3:
b3:
b3:
b3:
b3:
:b3:
b3:
b3:
b3:
b3:

7c:
7c:
7c:
7c:
7c:

7cC

7c:
7c:
7c:
7c:

:30:

M1 - Key Data:

30:
:30:
30:
30:
30:
30:
30:
30:
(16
[0000] cc
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

30:
30:
30:
30:
30:
:30:
30:
30:
30:
30:

:58

:58
:58

| e,

responds to interface nane received

58
58
58
58

58

"vl an2404'

58
58
58
58
58
58
58
58

3a
58
58
58
58
58
58
58
58
58
58

Reusing allocated memory for EAP Pkt for r

1 b3:18: 7c: 30: 58

Resetting web IPv4 acl from 255 to 255
Resetting web IPv4 Flex acl from 65535 to 6

| ength = 253

vl an2404

override for default ap group, marking intg
Applying Interface(management) policy on Mo
Re-applying interface policy for client

apfApplyWlanPolicy: Apply WLAN Policy over

Applying override policy from source Overri

corresponds to interface nane recei ve

Applying Interface(vlan2404) policy on Mobi
Re-applying interface policy for client

Setting re-auth timeout to O seconds, got f
Station e4:b3:18:7c:30:58 setting dotlx rea
Stopping reauth timeout for e4:b3:18:7c:30:
Creating a PKC PMKID Cache entry for statio
Resetting MSCB PMK Cache Entry 0 for statio
Adding BSSID 00:c8:8b:26:2c:d1l to PMKID cac

3d 26 80 17 8b f1 2d c5 cd fd a0 8a c4 39
unsetting PmkIdValidatedByAp

Updating AAA Overrides from local for stati
Adding Audit session ID payload in Mobility
0 PMK-update groupcast messages sent

PMK sent to mobility group

Disabling re-auth since PMK Tifetime can ta
Sending EAP-Success to mobile e4:b3:18:7c:3
Freeing AAACB from DotlxCB as AAA auth 1is d
key Desc Version FT - 0

Found an cache entry for BSSID 00:c8:8b:26:
(16)

(22)

[0000] dd 14 00 Of ac 04 cc 3a 3d 26 80 17 8b f1 2d c5
[0016] cd fd a0 8a c4 39

be dropped

e4d: b3:18: 7c: 30: 58 Sendi ng EAPCOL- Key Message to nobile e4:b3:18: 7c: 30: 58

state INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00



*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

24
24
24
24
24
24
24
24

04:
04:
04:
04:
04:
04:
04:
04:

30:
30:
30:
30:
30:
30:
30:
30:

44.532:
44.532:
44.532:
44.532:
44.547:
44.547:
44.547:
44.547:

e4:
e4:
e4:
e4:
e4:
e4
e4:

:b3:

b3:
b3:
b3:
b3:
b3:

18:
18:
18:
18:
18:
18:
18:

7cC
7cC
7cC
7cC
7cC
7cC

b3: 7cC

:30:
:30:
:30:
:30:
:30:
:30:
:30:

58
58
58
58
58
58
58

Reusing allocated memory for EAP Pkt for r
Entering Backend Auth Success state (id=223
Received Auth Success while in Authenticati
dotlx - moving mobile e4:b3:18:7c:30:58 1int
Received EAPOL-Key from mobile e4:b3:18:7c:
Ignoring invalid EAPOL version (1) in EAPOL
key Desc Version FT - 0

e4: b3:18: 7c: 30: 58 Recei ved EAPOL-key in PTK START state (nmessage 2) from nobile

e4:b3:18:7c:30:58
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov
Nov
Nov
Nov
Nov
Nov

state PTKINITNEGOTIATING

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov
Nov
Nov
Nov
Nov

24
24
24
24
24
24

04:
04:
04:
04:
04:
04:

30:
30:
30:
30:
30:
30:

(message

24 04:30:
24 04:30:
24 04:30:
24 04:30:
24 04:30:

44 .548:
44 .548:
44 .548:
44 .548:
44 .548:
44 .548:

e4
e4:
e4:
e4:
e4:
e4:

3), replay

44 .548:
44.555:
44.555:
44.555:
44.555:

e4:
e4:
e4:
e4:

:b3:

18:
18:
18:
18:
18:
18:

7cC
7cC
7cC
7cC
7cC
7cC

b3:
b3:
b3:
b3:
b3:

:30:
:30:
:30:
:30:
:30:
:30:

58
58
58
58
58
58

Successfully computed PTK from PMK!!!
Received valid MIC in EAPOL Key Message M2!
Not Flex client. Do not distribute PMK Key
Stopping retransmission timer for mobile e4
key Desc Version FT - 0

Sending EAPOL-Key Message to mobile e4:b3:1

counter 00.00.00.00.00.00.00.01

b3:18:7c
b3:18:7c
b3:18:7c
b3:18:7c

:30:58 Reusing allocated memory for EAP Pkt for r
:30:58 Received EAPOL-Key from mobile e4:b3:18:7c:
:30:58 Ignoring invalid EAPOL version (1) in EAPOL
:30:58 key Desc Version FT - 0

e4d: b3:18: 7c: 30: 58 Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG state (nessage 4)

from mobile e4:b3:18:7c

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov
Nov
Nov
Nov
Nov
Nov

:30:

24
24
24
24
24
24

58

04:
04:
04:
04:
04:
04:

30:
30:
30:
30:
30:
30:

44.555:
44.555:
44.555:
44.555:
44.555:
44.555:

e4: b3: 18: 7¢c: 30: 58 0.0.0.0 8021X_REQD (3)

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

24
24
24
24
24
24
24
24
24
24
24
24

04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

44
44
44
44
44
44
44
44
44
44
44
44

e4: p3:18: 7c: 30: 58 0.0.0.0 L2AUTHCOVPLETE

*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.556:
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.556:
Airespace AP - Learn IP address

type =

.555:
.555:
.556:
.556:
.556:
.556:
.556:
.556:
.556:
.556:
.556:
.556:

e4:
e4:
e4:
e4:
e4:

Chan

e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:

(4

e4:
e4:

on AP 00:c8:8b:26:2c:d0, slot 0, interface

IPv4 ACL ID = 255,
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

*spamApTask2: Nov 24
*pemReceiveTask: Nov
*apfReceiveTask: Nov

IPv
Nov
Nov
Nov
Nov

24 04:30:44.556:
24 04:30:44.556:
24 04:30:44.556:
24 04:30:44.556:
04:30:44.556:

e4:
e4:
e4:
e4:

b3
b3
b3
b3
b3

:18:
:18:
:18:
:18:
:18:

ge state
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

Change state to DHCP_REQD (7)

b3:18:7c
b3:18:7c

=1, QO0S

b3:18:7c
b3:18:7c
b3:18:7c
b3:18:7c

7c:
7c:
7c:
7c:
7c:

7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:

30:
30:
30:
30:
30:

58
58
58
58
58

Stopping retransmission timer for mobile e4
Freeing EAP Retransmit Bufer for mobile e4:
apfMs1xStateInc

apfMsPeapSimReqCntInc
apfMsPeapSimReqSuccessCntInc

to L2AUTHCOWPLETE (4) |ast state 8021X REQD (3)

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

58
58
58
58
58
58
58
58
58
58
58

Mobility query, PEM State: L2AUTHCOMPLETE
Building Mobile Announce :
Building Client Payload:
Client Ip: 0.0.0.0
Client Vlan Ip: 172.16.0.134, Vlan mask
Client Vap Security: 16384
Virtual Ip: 10.10.10.10
ssid: ise-ssid
Building VlanIpPayload.
Not Using WMM Compliance code qosCap 00
0.0.0.0 L2AUTHCOMPLETE (4) Plumbed mobile L

| ast state L2AUTHCOVPLETE (4)

:30:5
:30:5

DHCP_REQD (7) pemAdvanceState2 6677

8 0.0.0.0
8 0.0.0.0 DHCP_REQD (7) Adding Fast Path rule

0

:30:58 0.0.0.0 DHCP_REQD (7) Fast Path rule (contd
:30:58 0.0.0.0 DHCP_REQD (7) Fast Path rule (contd
:30:58 0.0.0.0 DHCP_REQD (7) Successfully plumbed
:30:58 Successfully PTumbed PTK session Keysfor mo

e4:b3:18:7c:30:58 Successful transmission of LWAPP Add-Mobile to AP |
24 04:30:44.557: e4:b3:18:7c:30:58 0.0.0.0 Added NPU entry of type 9, dtlFlags 0x0
24 04:30:44.557: e4:b3:18:7c:30:58 0.0.0.0 DHCP_REQD (7) mobility role update requ



Peer = 0.0.0.0, 01d Anchor = 0.0.0.0, New Anchor = 172.16.0.3
*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 0.0.0.0 DHCP_REQD (7) State Update from Mobilit
*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 0.0.0.0 DHCP_REQD (7) pemAdvanceState2 6315, Ad
*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 0.0.0.0 DHCP_REQD (7) Replacing Fast Path rule
IPv4 ACL ID = 255,
*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 .0.0 DHCP_REQD (7) Fast Path rule (contd...)

*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 .0.0 DHCP_REQD (7) Fast Path rule (contd...)
*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 0.0.0.0 DHCP_REQD (7) Successfully plumbed mobi
*pemReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 Sent an XID frame

*dtTArpTask: Nov 24 04:30:47.932: e4:b3:18:7c:30:58 Static IP client associated to interface vlan2404 w
*dt1ArpTask: Nov 24 04:30:47.933: e4:b3:18:7c:30:58 apfMsRunStatelnc

*dt1ArpTask: Nov 24 04:30:47.933:

e4: b3:18:7c: 30:58 172.16.0. 151 DHCP_REQD (7) Change state to RUN (20)

last state DHCP_REQD (7)

Para una manera facil de leer los resultados del cliente de depuracion, utilice la herramienta
Wireless debug analyzer:

Analizador de depuracion de errores inalambrico

Proceso de autenticacion en ISE

Navegue hasta Operaciones > RADIUS > Live Logs para ver qué politica de autenticacion,
politica de autorizacion y perfil de autorizacidon se asigno al usuario.

Para obtener mas informacidn, haga clic en Details para ver un proceso de autenticacion mas
detallado como se muestra en la imagen.

il |dentity Services Engine Hame b Conte: ity + Policy » 2 dministration » Wyork C

~RADILS  TC-MAC Live Logs v TACACS  Repords + Troubleshoot v Adaptive Metwork Contral

Live Sessions

Misconfigured Supplicants Misconfigured Hetwork RADIUS Drops & Client Stopped Responding Reped
L] Devices @ L]
Refresh | Mever j Show | Latest 20 record

T Refresh @Y Reset Repeat Courts 2 Export To =

Time Sta.. Details Ide...  Endpoint ID Endpoint ... §Authentication Palicy Authorization Policy Authorization Profiles
Mo 0 a uzerl 08:74:0277:1345  Lpple-Device Default == Rule name == Default  Default == MameluthZrule PermitAccessLAN2404

Actualmente, no hay informacion especifica disponible sobre cdmo solucionar los problemas de
esta configuracion.


https://cway.cisco.com/wireless-debug-analyzer

Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



