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Introduccién



Este documento describe como agregar acceso convergente (5760/3850/3650) a Prime
Infrastructure con protocolo simple de administracion de red (SNMP) v2 y v3.

Prerequisites

Requirements
Cisco recomienda que tenga conocimiento sobre estos temas:

- Acceso convergente (5760/3850/3650) Cisco 10S® version 3.3.x y posteriores o Denali 16.x
- Prime Infrastructure version 2.0 o posterior

Componentes Utilizados

Este documento no tiene restricciones especificas en cuanto a versiones de software y de
hardware.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configurar (Prime Infrastructure 2.2 y versiones anteriores)

Configuracion de SNMP v2 en un switch
GUI

Elija Configuration > Controller > Management > SNMP > Communities > New.
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Ingrese estos comandos:

conf t

snmp-server community V2Community RW

Configuracion de SNMP v3 en un switch
CLI

Ingrese estos comandos:

conf t

snmp-server group V3Group v3 auth read V3Read write V3Write

snmp-server user V3User V3Group v3 auth sha Passwordl priv aes 128 Passwordl
snmp-server view V3Read iso included

snmp-server view V3Write iso included

snmp-server host 10.201.234.170 version 3 auth V3User

snmp-server enable traps

Prime Infrastructure

Nota: Utilice la vista Ciclo de vida.

Elija Operate > Device Work Center > Add Device.
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SNMP v2
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Add Device
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Nota: Si no se ingresan los parametros de Telnet/Secure Shell, Prime Infrastructure no

recopilara el inventario del switch.

Configurar (Prime Infrastructure 3.x y posterior)

Configuracion de SNMP en un switch (Denali 16.x)

GUI

Elija General Settings > Management > SNMP.

Habilite SNMP.
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Configuracion de GUI SNMP v2 en un switch (Denali 16.x)
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Configuracion SNMP v2 de CLI en un switch (Denali 16.x)

Ingrese estos comandos:

conf t

snmp-server community V2Community RW

Configuracion de GUI SNMP v3 en un switch (Denali 16.x)
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Configuracion SNMP v3 de CLI en un switch (Denali 16.x)

Ingrese estos comandos:

conf t

snmp-server user V3user V3Group v3 auth sha Passwordl priv aes 128 Passwordl
snmp-server view V3Read iso included

snmp-server view V3Write iso included

snmp-server host 10.201.236.107 version 3 auth V3user

snmp-server enable traps

Prime Infrastructure
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SNMP v3
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Verificacion

Use esta seccidn para confirmar que su configuracién funciona correctamente.

El Analizador de Cisco CLI (solo clientes registrados) admite determinados comandos show.
Utilice el Analizador de Cisco CLI para ver un analisis de los resultados del comando show.

Configuraciéon de SNMP v2 en un switch (Cisco IOS-XE)

Ingrese este comando:

5760- 79b#show snmp community

Community nane: V2Conmunity

Community I ndex: V2Conmunity

Comunity SecurityNane: V2Conmunity
storage-type: nonvol atile active

Configuraciéon de SNMP v3 en un switch (Cisco IOS-XE)

Ingrese estos comandos:

5760- 79b#show snmp user

User nane: V3User

Engi ne I D: 80000009030068BCOC5A8F80
storage-type: nonvol atile active
Aut henti cation Protocol: SHA

Privacy Protocol: AES128

G oup- nane: V3G oup

5760- 79b#show snmp group
groupnane: V3G oup security nodel :v3 auth



cont ext nane: <no context specified> storage-type: nonvol atile
readvi ew : V3Read witeview V3Wite
notifyview <no notifyview specified>

row status: active

Nota: La CLI es preferible a la GUI para la configuracion SNMP v3 en el acceso convergente
para algunos problemas conocidos que se abordan en el Id. de error de Cisco CSCu052406.

Prime Infrastructure (2.2 y anteriores)
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Configuracion de SNMP v2 en un switch (Denali 16.x)

Ingrese este comando:

pol ari s- 3850#show snmp community

Community name: v2community
Comunity Index: v2conmmunity
Community SecurityNane: v2conmmunity
storage-type: nonvolatile active

Configuraciéon de SNMP v3 en un switch (Denali 16.x)

Ingrese estos comandos:

pol ari s- 3850#show snmp user

User nane: v3user

Engi ne 1 D: 80000009030068BCOC5A8F80
storage-type: nonvol atile active
Aut henti cati on Protocol: SHA

Privacy Protocol: AES128

G oup- nane: V3G oup

pol ari s- 3850#show snmp group

groupnane: V3G oup security nodel:v3 auth
cont ext nane: <no context specified> storage-type: nonvol atile
readvi ew : V3Read witeview V3Wite

notifyview <no notifyview specified>
row status: active
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https://tools.cisco.com/bugsearch/bug/CSCuo52406

Prime Infrastructure
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En esta seccidn encontrara informacion que puede utilizar para solucionar problemas de
configuracion.

Desde el acceso convergente

El comando show logging muestra los paquetes activos enviados a la direccion IP de la
infraestructura Prime desde el WLC.

Ingrese estos comandos:

polaris-3850#debug snmp packets
Pol ari s- 3850#show logging
ent Physi cal Entry. 7.2042 = G 2/0/1
*Jun 10 15:58:51.817: SNMP: Packet sent via UDP to 10.201.236.107
*Jun 10 15:58:51.819: SNMP. Packet received via UDP from 10. 201. 236. 107 on VI an1105
*Jun 10 15:58:51.825: SNMP: Get-bul k request, reqi d 945449769, nonrptr 0, maxreps 10
Jun 10 15:58:51.904: SNWP: Packet sent via UDP to 10.201.236.107
*Jun 10 15:58:51.927: SNMP. Packet received via UDP from 10. 201. 236. 107 on VI an1105
*Jun 10 15:58:51.928: SNWMP: Get-bul k request, reqi d 945449775, nonrptr 0, maxreps 10
ent Physi cal Entry. 7. 2062 = NULL TYPE/ VALUE
*Jun 10 15:58:51.931: SNMP: Response, reqid 945449775, errstat 0, erridx O
ent Physi cal Entry. 7. 2063 = G 2/ 0/ 22

ent Physi cal Entry. 7. 2064 = G 2/0/ 23

ent Physi cal Entry. 7. 2065 = G 2/ 0/ 24

ent Physical Entry. 7.2066 = Switch 2 FRU Uplink Mdule 1

--More-- ent Physi cal Entry. 7. 2067 = G 2/1/1 Cont ai ner

ent Physi cal Entry. 7. 2068 = G 2/1/2 Cont ai ner

ent Physi cal Entry. 7. 2069 = Te2/1/3 Cont ai ner

ent Physi cal Entry. 7. 2070 = Te2/ 1/ 4 Cont ai ner
8

ent Physical Entry. 8.1 = V01

*Jun 10 15:58:51.951: SNMP. Packet sent via UDP to 10.201.236. 107

*Jun 10 15:58:51.974: SNWMP. Packet received via UDP from 10. 201. 236. 107 on VI an1105
*Jun 10 15:58:51.975: SNMP: Get-bul k request, reqid 945449777, nonrptr 0, maxreps 10
ci scoEnvMonTenper atureStatusEntry. 3 = NULL TYPE VALUE

*Jun 10 15:58:51.978: SNMP: Response, reqid 945449777, errstat 0, erridx O

v
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ci scoEnvMbnTenper at ureSt at usEntry. 3. 2008 = 28
ci scoEnvMbnTenper at ureSt at usEntry. 3. 2009 = 40
ci scoEnvMbnTenper at ureSt at usEntry. 3. 2010 = 44
ci scoEnvMonTenper at ureSt at usEntry. 6. 2008 = 1

--More-- *Jun 10 15:58:52.001: SNMP: Packet sent via UDP to 10.201.236.107

Desde Prime Infrastructure

SNMPWALK entre dispositivos.

Ingrese estos comandos:

Prinel nfrastructurej oker/adm n# shell
Enter shell access password :
Starting bash shell

ade # snmpwalk -v2c¢ -c¢ v2community 10.201.234.36 sysUpTime

DI SMAN- EVENT- M B: : sysUpTi nel nstance = Ti meticks: (238833753) 27 days, 15:25:37.53
v2community = comunidad snmp

10.201.234.36 = IP del WLC

Este es el resultado si hay disponibilidad:

DISMAN-EVENT-MIB::sysUpTimelnstance = Tiempos de tiempo: xx.xxx
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