Configuracion y resoluciéon de problemas de
grabacién de llamadas basica
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Introduccién

Este documento describe los aspectos basicos de la grabacion de llamadas en Cisco Unified
Communications Manager (CUCM).

Prerequisites

Requirements

Cisco recomienda que tenga conocimientos de CUCM integrado con un servidor de grabacion de
terceros.

Componentes Utilizados



La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- CUCM
- Protocolo Internet de Cisco (IP)
- Servidor de grabacion de llamadas telefénicas

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Antecedentes

Este documento también describe el flujo de medios esperado, los flujos de llamadas esperados
para los dispositivos de protocolo de inicio de sesion (SIP) y protocolo de control de cliente ligero
(SCCP), y un ejemplo de un tipo comun de error de configuracion de grabacion de llamadas.

Tipos de grabacién de llamadas

Automatico
Los elementos clave de la grabacién automatica de llamadas son los siguientes:

- Utiliza el puente integrado (BIB) del teléfono IP para bifurcar el audio al destino de la
grabacion

- Se inicia cada vez que el teléfono IP realiza o recibe una llamada

- Solo requiere un enlace troncal SIP entre CUCM vy el destino de la grabacion. Algunos
proveedores de grabacion requieren la integracion de telefonia y ordenador (CTI)

- No permite la grabacion de teléfonos ubicados fuera de la red administrada (debe tener
acceso para enviar RTP directamente al servidor de grabacion y ser un teléfono IP de Cisco
capaz de asignar una BIB)

En este diagrama, las lineas sélidas representan el flujo de medios esperado y las lineas
discontinuas representan el flujo de senalizacidon esperado:
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Aplicacién invocada

Los elementos clave de la aplicacion que invoca la grabacion de llamadas son los siguientes:

- Utiliza el BIB del teléfono IP para bifurcar el audio al destino de la grabacion

- Se inicia cuando la aplicacion (grabadora) dicta que debe iniciarse

- Requiere troncal SIP y CTI con aplicacion de grabacion

- El usuario de la aplicacion CTl debe tener acceso a los terminales que deben grabarse

- No permite la grabacion de teléfonos que se encuentren fuera de la red administrada (debe
tener acceso para enviar RTP directamente al servidor de grabacion)

En este diagrama, las lineas sélidas representan el flujo de medios esperado y las lineas
discontinuas representan el flujo de senalizacidén esperado. La linea continua entre CUCM y el

servidor de grabacion denota una conexion CTl entre CUCM vy la aplicacion.
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Los elementos clave de la grabacion selectiva de llamadas son los siguientes:

- Utiliza el BIB del teléfono IP para bifurcar el audio al destino de la grabacion

- Se inicia cada vez que el usuario del teléfono IP selecciona la opcién de grabacién en su
teléfono IP (CUCM 9.x+) o en una aplicacion como la de esta imagen

- Por lo general, solo requiere un enlace troncal SIP entre CUCM vy el destino de la grabacion
(que depende del proveedor de la aplicacion de grabacion)

- No permite la grabacion de teléfonos que se encuentren fuera de la red gestionada (debe
tener acceso para enviar RTP directamente al servidor de grabacion)

Como puede ver en este diagrama, la ruta de medios y sefalizacion es muy similar a la grabacién
automatica de llamadas:
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Basado en gateway
Los elementos clave de la grabacién de llamadas basada en gateway son los siguientes:

- La puerta de enlace de voz bifurca los medios hacia el destino de grabacion
- CUCM se registra con el gateway como una aplicacion
- CUCM utiliza HTTP para indicar a la puerta de enlace (GW) que transmita medios al destino
de grabacion
- CUCM se integra con el destino de la grabacién a través del troncal SIP
- Permite grabar llamadas que simplemente pasan a través de una red gestionada (por
ejemplo, a usuarios moviles) o para teléfonos que no admiten la BIB
Como puede ver en el diagrama siguiente, el flujo de medios es muy diferente de los otros tipos
de grabacion de llamadas:


/content/dam/en/us/td/i/300001-400000/340001-350000/343001-344000/343421.eps/_jcr_content/renditions/343421.jpg

Light red and light blue
dotted lines are the
signaling between the

CUCM and the router "

#
L4
¥
'l

]

Dark red and dark blue dotted lines
are the signaling between the CUCM

» =
and the recording server
-7 =)
e 4 » B 4 l- .
'1 r-‘.\“ﬁ"\lﬁ,-‘b_

-
w -y
L "'\""'h.
" LY
L
] .
&

[ L] \‘
L These solid blue and red lined are the \ NN
—ewl media between the phone and the router v “W Y
PSTN/b X - »
Gatew
IP phone =

4/

caller

:/"//::';' Recorder

These solid blue and red lined are the media
between the recording server and the router

Configuracién automatica de grabacién de llamadas para la
integracion solo de SIP

En esta seccidn se describe como configurar la integracidon SIP de un servidor de grabacion.

Crear enlace troncal SIP a destino de grabacién

- Vaya a Device > Trunk, seleccione Add New.
- Cree un troncal SIP con los parametros que se muestran en la imagen.

Trunk Configuration
B e

—Gtatus

® Status: Ready

~Trunk Information

Trunk Type* SIP Trunk -
Device Protocol*® SIp -
Trunk Service Type® None(Default) v

- Introduzca el nombre de dispositivo, el grupo de dispositivos, MRGL, el perfil de seguridad de
enlace troncal SIP y el perfil SIP adecuados



- La direccion de destino configurada es la direccion del servidor de aplicaciones de grabacion.
Crear perfil de grabacion
- Vaya a Device > Device Settings > Recording Profile

- La direccion de destino de la grabacion es donde se envian las llamadas de grabacion, como
se muestra en la imagen.

Recording Profile Configuration

|_.] Save x Delete Copy EDI A Mesay

—Recording Profile Information

* : :
Marne Test Recording Profile

Recording Calling Search Space INTERMAL_CSS -
Recording Destination Address * 85753049

[ Sawve ] [ Delete ] [ Copy ] [ Add Mew ]

Crear patréon de ruta para enrutar llamadas de grabacion

- Cree un patrén de ruta que coincida con la direccion de destino de grabacién configurada en
el paso anterior

- Puede apuntar a una lista de rutas en lugar de directamente al troncal SIP, si desea
configurar troncales SIP redundantes

Nota: La particién asignada a este patrén de ruta debe estar asociada al espacio
RecordingCallingSearch y como se muestra en la imagen.

— Pattern Definition

Route Pattern™® 675309

Route Partition INTERMAL_PT -
Description

Mumbering Plan -- Mot Selected --

Route Filter < Mone =

MLPP Precedence* Default hd

|:|.|3'.|:||:|I1,r Call Blocking Percentage
Resource Priority Marmespace Metwork Domain < Mone =

Route Class* Default -

Gateway/Route List* RecordingTrunk - (EdIt)

Route Option @ Route this pattern



Asignacion de un perfil de grabacion a una linea telefénica

- En un teléfono ya creado con una extension existente, asigne el perfil de grabacion creado
- Asigne también el tipo de grabacién de llamada en esta ubicacion
- El ejemplo muestra la grabacion automatica, como se muestra en la imagen.

Recording Option ™ Autornatic Call Recording Enabled -
Recording Profile Test Recording Profile -
Recording Media Source® Phone Preferred -
Monitoring Calling Search Space < Mone = -

Configurar BIB en On y Privacy en Off en la pagina de configuracion del teléfono

En la pagina de configuracion del dispositivo, desplacese a la seccién Informacién del dispositivo.
Establezca Built In Bridge en On y Privacy en Off, como se muestra en la imagen.

Built In Bridge* o
Privacy * Orff
Verificacion

Utilize esta seccion para confirmar que su configuracion funcione correctamente.

Estos son los comportamientos esperados en los seguimientos de Call Manager para los
teléfonos SCCP y SIP con la configuracion dada. Estos ejemplos son para un teléfono que llama
a otro teléfono del mismo grupo mientras uno de los teléfonos esta configurado para la grabacion
de llamadas.

Nota: los registros que se deben recopilar de CUCM son CTIManger, CallManager, Event
Viewer App/Sys y, en algunos casos, se pueden necesitar pcaps.

Nota: Los registros que se recopilaran de los teléfonos son registros de consola y pcaps.
Puede obtener pcaps del servidor de grabacion al mismo tiempo que los pcaps del teléfono.

SCCP

Normal CCM Traces for SCCP phone to SCCP phone with SIP Integrated Call Recording

### Cal | i ng phone places call

03796977. 001 | 20: 21: 08. 055 | Applnfo |Stationlnit: (0000109) SoftKeyEvent softKeyEvent=1(Redi al)
i nel nstance=0 cal | Ref er ence=0.

### CUCM perforns digit analysis against the dialed digits (dd="9110001")



03797017. 001 | 20:21:08.057 |Applinfo |Digit Analysis: star_DaReq: daReq.partitionSearchSpace(),
filteredPartitionSearchSpaceString(), partitionSearchSpaceString()

03797017. 002 | 20: 21: 08.057 | Applnfo |Digit Analysis: star_DaReq: Matching Legacy Nuneric,
di gi ts=9110001

03797017. 003 | 20: 21: 08.057 |Applnfo |Digit Analysis: getDaRes data&col on; daRes.ssType=[0]
I ntercept DAMR sstype=[0], TPcount=[0], DAMR NotifyCount=[0], DaRes. NotifyCount=[0]
03797017. 004 | 20:21:08.057 |Applnfo |Digit Analysis: getDaRes - Remote Destination [] isURI[1]
03797017. 005 | 20: 21: 08. 057 | Applinfo |Digit analysis: patternUsage=2

03797017. 006 | 20:21:08.057 | Applnfo |Digit analysis: match(pi="2", fqcn="9110006",
cn="9110006", pl v="5", pss="", TodFilteredPss="", dd="9110001", dac="0")

03797017. 007 | 20:21:08.057 | Applinfo |Digit analysis: analysis results

03797017. 008 | 20: 21: 08. 057 | Applnfo || PretransfornCallingPartyNurmber=9110006

| Cal I i ngPart yNunber =9110006

| DialingPartition=

| Di al i ngPat t er n=9110001

| Ful ' yQual i fiedCal | edPart yNunber=9110001

| Di al i ngPat t er nRegul ar Expr essi on=(9110001)

| Di al i ngWher e=

| Patt er nType=Ent erpri se

| Pot ent i al Mat ches=NoPot ent i al Mat chesExi st

| Di al i ngSdl Processl d=(0, 0, 0)

| PretransfornDigitString=9110001

| PretransfornilragsLi st =SUBSCRI BER

| PretransfornmPosi tional Mat chLi st =9110001

| Col | ect edDi gi t s=9110001

### CUCM determines call nust stay on sane node; go to LineControl
(PI D=Li neControl (2, 100, 174, 137))

03797019. 001 | 20:21:08.058 |Applnfo |Digit analysis: wait_DrPidRes- Partition=[]
Patt ern=[ 9110001] Where=[], cnDevi ceType=[ User Devi ce], QutsideDi altone =[0], DeviceOverride=[0],
PI D=Li neControl (2, 100, 174, 137), Cl =[ 38960749] , Sender =Cdcc( 2, 100, 219, 29)

### CUCM extends call to phone

03797036. 003 | 20: 21: 08. 058 | Applnfo | StationD: (0000114) DEBUG what ToDo: |ine=1 calls=0
limt=4, busy=2. GCl=(2, 5033), cmPL=(5, 0).

03797036. 004 | 20: 21: 08.058 | Applnfo | StationD: (0000114) DEBUG what ToDo: busy trigger not
hit... send to open appearance

03797036. 005 | 20: 21: 08. 058 | Appl nfo |preFilterCapCount =[11], preFilterCaps :: (Cap)= (25) (6)
(4) (2) (7) (8) (15) (16) (11) (12) (257) Filtering Caps due to Service Parameter Configuration
postFilterCapCount =[8], postFilterCaps :: (Cap)= (25) (4) (2) (15) (16) (11) (12) (257)
03797036. 006 | 20: 21: 08. 058 | Applnfo |preFilterCapCount =[0], preFilterCaps :: (Cap)= Filtering
Caps due to Service Paraneter Configuration postFilterCapCount =[0], postFilterCaps :: (Cap)=
03797036. 007 | 20: 21: 08. 058 | Created | |

| St ati onCdpc(2, 100, 64, 22) | StationD(2, 100, 63, 114) |

| NunOf Current | nst ances: 2

03797036. 008 | 20: 21: 08. 058 | Applnfo | StationD: (0000114) DEBUG getLi neRi ngSetting:

ret Val =4.

03797036. 009 | 20: 21: 08.058 | Applnfo | StationD: (0000114) DEBUG saveRi nger for: ci=38960750,
line=1, node=2, cm precedence=5, call Phase=5.

03797036. 010 | 20: 21: 08. 058 | Applnfo | StationD: (0000114) DEBUG- saveRi nger: ci=38960750,
line=1, node=2, cm precedence=5, call Phase=5, nodifier=0

03797036. 011 | 20: 21: 08. 058 | Applnfo | StationD: (0000114) INFO sendCall AcceptReq: Try to

send StationLineCal |l Accept to cdpc=22 .
03797036. 012 | 20: 21: 08. 058 | Applnfo | StationD: (0000114) pl ayRi nger for: ci=38960750.

03797036. 013 | 20: 21: 08. 058 | Applnfo | StationD: (0000114) DEBUG getLi neRi ngSetting:
ret Val =4.
03797036. 014 | 20: 21: 08. 058 | Applnfo | StationD: (0000114) DEBUG getLi neRi ngSetting:
ret Val =4.
03797036. 015 | 20: 21: 08. 058 | Applnfo | Stati onD: (0000114) DEBUG getLi neRi ngSetti ng:

ret Val =4.



### Cal |l ed (recorded) phone goes off hook

03797089. 001 | 20:21:09. 335 | Applnfo |StationD: (0000114) restartO_Stati onO f Hook - | NFG
Cl =38960750 on |ine=1, SPKMbde=0, al waysPri mnmeLi ne=0, alwaysUsePri meLi neForVM=0, fi d=0,
of f HookTri gger =0.

### CUCM Tells the calling phone to open the |ogical channel

03797153. 001 | 20: 21: 09. 337 | Applnfo | StationD: (0000109) SEP0018195AA209 ,
st ar _Medi aExchangeAgenaOpenLogi cal Channel packet Si ze=20, codec=4, ci =38960749

### CUCM Tells the called (recorded party) phone to open the |ogical channel

03797156. 001 | 20: 21: 09. 337 | Applnfo | StationD: (0000114) SEP001795BDD16B |,
st ar _Medi aExchangeAgenaOpenLogi cal Channel packet Si ze=20, codec=4, ci =38960750

### CUCM Tells the calling phone to open the receive channel

03797164. 002 | 20:21:09. 337 | Applnfo |StationD: (0000109) OpenRecei veChannel

conf erencel D=38960749 passThruPartyl D=33554450 mi |l | i secondPacket Si ze=20

conpr essi onType=4( Medi a_Payl oad_Gr11U aw64k) RFC2833Payl oadType=0 qualifierln=?

sour cel pAddr =l pAddr . type: 0 i pAddr: 0x0e302021000000000000000000000000( 10. 48. 32.33). nyl P:
| pAddr . type: 0 i pv4Addr: 0x0e30201c(10. 48. 32. 28)

### CUCM Tells the called (recorded party) phone to open the receive channel

03797168. 002 | 20: 21:09. 337 | Applnfo |StationD: (0000114) OpenRecei veChannel

conf erencel D=38960750 passThruPartyl D=33554451 ni | | i secondPacket Si ze=20

conpr essi onType=4( Medi a_Payl oad_Gr711U aw64k) RFC2833Payl oadType=0 qualifierln=?

sour cel pAddr =l pAddr . type: 0 i pAddr: 0x0e30201c000000000000000000000000( 10. 48. 32. 28). nyl P:
| pAddr . type: 0 i pv4Addr: 0x0e302021( 10. 48. 32. 33)

### CUCM al | ocates BI B on called (recorded) phone

03797210. 000 | 20:21:09.338 | Sdl Sig | MmAl | ocat eUcbResour ceReq | wai ting

| Medi aResour ceManager ( 2, 100, 138, 1) | Cc(2, 100, 220, 1)

| 2, 100, 14, 8384. 91"110. 48. 32. 33"SEP001795BDD16B | [ R N-H: O, N: 1,L:0,V:0,Z:0,D: 0] Cl =38960751
SsType=33554461 SsKey=9 BridgeType=0 MRG.Pki d= Nunftreamrl Bi b=89cdb152- 4ef 2- 4d60- 9e6b-
ab8c77c22618 Bi bTgC =38960750 Feat| d=159 PL=5 PLDm=0 Devi ceCapability=0 NunVi deoCapabl e=0
request Devi ceType=0 request Devi ceLocal e=64 for ki ngDevi cePositi on=2 pl ayToneDi r=3

### Bi B places first call to recording destination address (cn is calling party which is the BiB
cn="b00223908001" and it is dialing the recordi ngdestinati on dd="8675309")

03797269. 001 | 20:21:09.340 |Appinfo |Digit Analysis: star_DaReq: daReq.partitionSearchSpace(),
filteredPartitionSearchSpaceString(), partitionSearchSpaceString()

03797269. 002 | 20: 21:09. 340 |Applnfo |Digit Analysis: star_DaReq: Matching Legacy Nuneric,

di gi t s=8675309

03797269. 003 | 20: 21:09. 340 |Applnfo |Digit Analysis: getDaRes data: daRes.ssType=[0] I|ntercept
DAMR. sstype=[ 0], TPcount=[0], DAMR NotifyCount=[0], DaRes. NotifyCount=[0]

03797269. 004 | 20:21:09.340 |Applnfo |Digit Analysis: getDaRes - Renpte Destination [8675309]

i sURI [ 0]

03797269. 005 | 20: 21: 09. 340 | Applnfo |CMUtility routeCall ThroughCTlI RD: no matching

RemDest Dynani ¢ record exists for rendest [8675309]

03797269. 006 | 20: 21: 09. 340 | Applnfo | DbMbility: getMatchedRenDest starts: cnunber = 8675309
03797269. 007 | 20: 21: 09. 340 | Applnfo | DbMbility: getMtchedRenDest: full match case

03797269. 008 | 20: 21: 09. 340 | Applnfo | DbMbility Sel ect ByDestination: no matchi ng RenDest Dynanmi c
record exists for rendest [8675309]

03797269. 009 | 20: 21: 09. 340 | Applinfo |DbMbility: can't find rendest 8675309 in nmap

03797269. 010 | 20: 21: 09. 340 | Applinfo |Digit analysis: patternUsage=5

03797269. 011 | 20: 21:09. 340 | Applnfo |Digit analysis: match(pi="1", fqcn="",



cn="b00223908001", pl v="5", pss="E911_PT: Phones_PT: EMERGENCY_PT: | NTERNAL_PT: | NFORMACAST_PT"
TodFi | t eredPss="E911_PT: Phones_PT: EMERGENCY_PT: | NTERNAL_PT: | NFORMACAST_PT",
dd="8675309", dac="0")

03797269. 012 | 20: 21: 09. 340 | Applinfo |Digit analysis: analysis results
03797269. 013 | 20: 21: 09. 340 | Applnfo || PretransformCallingPartyNunber=b00223908001
| Cal I'i ngPart yNunber =b00223908001

| DialingPartition=

| Di al i ngPat t er n=8675309

| Ful ' yQual i fiedCal | edPart yNunber =8675309

| Di al i ngPat t er nRegul ar Expr essi on=(8675309)

| Di al i ngWher e=

| Patt er nType=Ent erpri se

| Pot ent i al Mat ches=NoPot ent i al Mat chesExi st

| Di al i ngSdl Processl d=(0, 0, 0)

| PretransfornDigitStri ng=8675309

| PretransfornilragsLi st =SUBSCRI BER

| PretransfornPosi tional Mat chLi st =8675309

| Col | ect edDi gi t s=8675309

### CUCM sends I NVITE #1 to configured recordi ng server (10.48.32.170)

03797320. 001 | 20:21:09. 343 | Applnfo |//SIP/SIPUdp/ wait_Sdl SPI Si gnal : Qutgoing SIP UDP nessage
to 10.48.32.170:[5060]:

[ 212231, NET]

I NVI TE si p: 8675309@0. 48. 32. 170: 5060 SIP/ 2.0

Via: SIP/2.0/UDP 10. 48. 32. 90: 5060; br anch=z9hG4bK204d520f edb3

From <sip:9110001@0. 48. 32. 90; x- near end; x- r ef ci =38960750; x- near endcl ust eri d=gl enscucmlO- 5; x-
near enddevi ce=sep001795bdd16b; x- near endaddr =9110001; x- f ar endr ef ci =38960749; x-

f arendcl ust eri d=gl enscucmlO- 5; x- f ar enddevi ce=sep0018195aa209; x-

f arendaddr =9110006>; t ag=73601~713e2333- 4032- 45f 1- b1f 5- e33cf 471acec- 38960754

To: <sip:8675309@0. 48. 32. 170>

Date: Tue, 30 Sep 2014 00: 21:09 GMIr

Call -1 D: abbb8e00-4291f 775- 204c- 5a20300e@L0. 48. 32. 90

Supported: tiner,resource-priority,replaces

M n-SE: 1800

User - Agent: Ci sco- CUCMLO. 5

Al low. INVITE, OPTIONS, |INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
CSeq: 101 INVITE

Expires: 180

Al ow Events: presence, kpn

Supported: X-cisco-srtp-fallback

Supported: Geol ocation

Cal |l -I nfo: ; method="NOTI FY; Event =t el ephone- event ; Dur ati on=500"

Ci sco-GQui d: 2881195520-0000065536- 0000000011- 1512058894

Sessi on- Expires: 1800

P- Asserted-ldentity: <sip:9110001@0. 48. 32. 90>

Renot e- Party- I D: <sip:9110001@0. 48. 32. 90>; party=cal | i ng; screen=yes; pri vacy=of f

Contact: <sip:9110001@0. 48. 32. 90: 5060>; i sFocus

Max- Forwards: 70

Content-Length: O

### Bi B pl aces second call to recording destination address (cn is calling party which is the
Bi B cn="b00223908001" and it is dialing the recordingdestination dd="8675309")

Note that the Bi B number stayed the sanme (b00223908001) and so did the recordi ngdestination
nunber

03797367.010 | 20:21: 09. 344 | Appinfo |Digit analysis: patternUsage=5

03797367. 011 | 20:21:09. 344 |Applnfo |Digit analysis: match(pi="1", fqcn="",
cn="b00223908001", pl v="5", pss="E911_PT: Phones_PT: EMERGENCY_PT: | NTERNAL_PT: | NFORVACAST_PT",
TodFi | t eredPss="E911_PT: Phones_PT: EMERGENCY_PT: | NTERNAL_PT: | NFORVACAST_PT"

dd="8675309", dac="0")

03797367.012 | 20:21:09. 344 | Applinfo |Digit analysis: analysis results

03797367.013 | 20: 21: 09. 344 | Applnfo || PretransformCallingPartyNunber=b00223908001



| Cal I'i ngPart yNunber =b00223908001

| DialingPartition=

| Di al i ngPat t er n=8675309

| Ful I yQual i fi edCal | edPart yNunber =8675309
| Di al i ngPat t er nRegul ar Expr essi on=(8675309)
| Di al i ngWher e=

| Patt er nType=Ent erpri se

| Pot ent i al Mat ches=NoPot ent i al Mat chesExi st
| Di al i ngSdl Processl d=(0, 0, 0)

| PretransfornDigitStri ng=8675309

| PretransforniragsLi st =SUBSCRI BER

| PretransfornPosi tional Mat chLi st =8675309
| Col | ect edDi gi t s=8675309

### CUCM receives 200 OK in response to I NVITE #1

03797390. 001 | 20: 21: 09. 345 | Applnfo |//SIP/SIPUdp/ wait_Sdl Dat al nd: | ncomi ng SI P UDP nmessage
size 737 from 10. 48. 32. 170: [ 5060] :

[ 212232, NET]

SIP/2.0 200 K

Via: SIP/2.0/UDP 10. 48. 32. 90: 5060; br anch=z9hG4bK204d520f edb3

From <sip:9110001@0. 48. 32. 90; x- near end; x- r ef ci =38960750; x- near endcl ust eri d=gl enscucmlO- 5; x-
near enddevi ce=sep001795bdd16b; x- near endaddr =9110001; x- f ar endr ef ci =38960749; x-

f arendcl ust eri d=gl enscucmlO- 5; x- f ar enddevi ce=sep0018195aa209; x-

f arendaddr =9110006>; t ag=73601~713e2333- 4032- 45f 1- b1f 5- e33cf 471acec- 38960754

To: <sip:8675309@0. 48. 32. 170>;tag=1

Call -1 D: abbb8e00-4291f 775- 204c- 5a20300e@L0. 48. 32. 90

CSeq: 101 INVITE

Contact: <sip:10.48.32.170: 5060; t ransport =udp>

Cont ent - Type: application/sdp

Cont ent - Lengt h: 135

v=0

o=user1l 53655765 2353687637 IN | P4 10.48.32.170
S=-

c=I N I P4 10.48.32.170

t=0 0

mraudi o 6000 RTP/ AVP 0

a=rt pmap: 0 PCMJ 8000

### CUCM sends I NVITE #2 to recording server (10.48.32.170)

03797445. 001 | 20:21:09. 348 | Applnfo |//SIP/SIPUdp/ wait_Sdl SPI Si gnal : Qutgoing SIP UDP nessage
to 10.48.32.170:[5060]:

[ 212233, NET]

I NVI TE si p: 8675309@0. 48. 32. 170: 5060 SIP/ 2.0

Via: SIP/2.0/UDP 10. 48. 32.90: 5060; branch=z9h4bK204e754eaeae

From <sip:9110001@0. 48. 32. 90; x-f arend; x-ref ci =38960750; x- near endcl ust eri d=gl enscucmlO0- 5; x-
near enddevi ce=sep001795bdd16b; x- near endaddr =9110001; x- f ar endr ef ci =38960749; x-

f arendcl ust eri d=gl enscucmlO- 5; x- f ar enddevi ce=sep0018195aa209; x-

f ar endaddr =9110006>; t ag=73602~713e2333- 4032- 45f 1- b1f 5- e33cf 471lacec- 38960757

To: <sip:8675309@0. 48. 32. 170>

Date: Tue, 30 Sep 2014 00: 21:09 GMIr

Call -1 D: abbb8e00-4291f 775- 204d- 5a20300e@L0. 48. 32. 90

Supported: tiner,resource-priority,replaces

M n-SE: 1800

User - Agent: Ci sco- CUCMLO. 5

Al low. INVITE, OPTIONS, |INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
CSeq: 101 INVITE

Expires: 180

Al ow Events: presence, kpn

Supported: X-cisco-srtp-fallback

Supported: Geol ocation



Cal |l -I nfo: ; method="NOTI FY; Event =t el ephone- event ; Dur ati on=500"

Ci sco- Gui d: 2881195520- 0000065536- 0000000012- 1512058894

Sessi on- Expires: 1800

P- Asserted-ldentity: <sip:9110001@0. 48. 32. 90>

Renmot e- Party- I D: <sip:9110001@0. 48. 32. 90>; party=cal | i ng; screen=yes; pri vacy=of f
Contact: <sip:9110001@0. 48. 32. 90: 5060>; i sFocus

Max- Forwar ds: 70

Content-Length: O

### CUCM receives 200 OK in response to | NVITE #2

03797498. 001 | 20: 21: 09. 350 | Applnfo |//SIP/SIPUdp/wait_Sdl Datal nd: | ncomng SIP UDP nmessage
size 736 from 10. 48. 32. 170: [ 5060] :

[ 212235, NET]

SIP/2.0 200 K

Via: SIP/2.0/UDP 10. 48. 32.90: 5060; branch=z9h4bK204e754eaeae

From <sip:9110001@0. 48. 32. 90; x-f arend; x-ref ci =38960750; x- near endcl ust eri d=gl enscucmlO0- 5; x-
near enddevi ce=sep001795bdd16b; x- near endaddr =9110001; x- f ar endr ef ci =38960749; x-

farendcl ust eri d=gl enscucmlO- 5; x- f ar enddevi ce=sep0018195aa209; x-

f ar endaddr =9110006>; t ag=73602~713e2333- 4032- 45f 1- b1f 5- e33cf 471lacec- 38960757

To: <sip:8675309@0. 48. 32. 170>;tag=2

Call -1 D: abbb8e00-4291f 775- 204d- 5a20300e@L0. 48. 32. 90

CSeq: 101 INVITE

Contact: <sip:10.48.32.170: 5060; transport=udp>

Cont ent - Type: application/sdp

Cont ent - Lengt h: 135

v=0

o=user1l 53655765 2353687637 IN | P4 10.48.32.170
S=-

c=I N I P4 10.48.32.170

t=0 0

mraudi o 6000 RTP/ AVP 0

a=rt pmap: 0 PCMJ 8000

### CUCM sends out bound ACK in response to 200 OK #1

03797500. 001 | 20:21:09.351 | Applnfo |//SIP/SIPUdp/wait_Sdl SPI Si gnal : Qutgoing SIP UDP nessage
to 10.48.32.170:[5060]:

[ 212236, NET]

ACK si p: 10.48. 32.170: 5060; t ransport=UDP SI P/ 2.0

Via: SIP/2.0/UDP 10. 48. 32. 90: 5060; br anch=z9hG4bK204f 50bef 815

From <sip:9110001@0. 48. 32. 90; x- near end; x- r ef ci =38960750; x- near endcl ust eri d=gl enscucmlO- 5; x-
near enddevi ce=sep001795bdd16b; x- near endaddr =9110001; x- f ar endr ef ci =38960749; x-

farendcl ust eri d=gl enscucmlO- 5; x- f ar enddevi ce=sep0018195aa209; x-

f arendaddr =9110006>; t ag=73601~713e2333- 4032- 45f 1- b1f 5- e33cf 471acec- 38960754

To: <sip:8675309@0. 48. 32. 170>;tag=1

Date: Tue, 30 Sep 2014 00: 21:09 GMIr

Call -1 D: abbb8e00-4291f 775- 204c- 5a20300e@L0. 48. 32. 90

User - Agent: Ci sco- CUCMLO. 5

Max- Forwards: 70

CSeq: 101 ACK

Al'l ow Events: presence, kpn

Cont ent - Type: application/sdp

Cont ent - Lengt h: 254

v=0

0=Ci scoSystensCCM SIP 73601 1 IN I P4 10.48.32.90
s=SI P Cal

c=IN I P4 10.48.32.33

b=TI AS: 64000

b=CT: 64

b=AS: 64



t=0 0

mraudi o 4000 RTP/ AVP 0 101
a=ptine: 20

a=rt pmap: 0 PCMJ 8000

a=sendonl y

a=rt pmap: 101 tel ephone-event/ 8000
a=fnt p: 101 0- 15

### CUCM sends startMedi aTransmi ssion to the called (recorded) phone telling the phone to send
RTP to recordi ng server (10.48.32.170)

03797479. 001 | 20:21:09. 350 | Applnfo |StationD: (0000114) startMedi aTransm ssion
conf erencel D=38960750 passThruPartyl D=33554452 renot el pAddr ess=I pAddr. type: 0

i pAddr : 0x0e3020aa000000000000000000000000( 10. 48. 32. 170) renot ePort Nunber =6000

m | |i SecondPacket Si ze=20 conpressType=4( Medi a_Payl oad_Gr711U aw64k) RFC2833Payl oadType=0
qualifierQut=?. nylP: |pAddr.type: 0 ipv4Addr: 0x0e302021( 10. 48. 32. 33)

### CUCM sends startMedi aTransmi ssion #2 to the called (recorded) phone telling the phone to
send RTP to recordi ng server (10.48.32.170)

03797596. 001 | 20: 21: 09. 354 | Applnfo | StationD: (0000114) startMedi aTransm ssion
conf erencel D=38960750 passThruPartyl D=33554453 r enot el pAddr ess=I pAddr. type: 0

i pAddr : 0x0e3020aa000000000000000000000000( 10. 48. 32. 170) renot ePort Nunber =6000

m | |i SecondPacket Si ze=20 conpressType=4( Medi a_Payl oad_Gr711U aw64k) RFC2833Payl oadType=0
qualifierQut=?. nylP: |pAddr.type: 0 ipv4Addr: 0x0e302021( 10. 48. 32. 33)

### CUCM sends out bound ACK in response to 200 OK #2

03797615. 001 | 20: 21:09. 354 | Applnfo |//SIP/SIPUdp/ wait_Sdl SPI Si gnal : Qutgoing SIP UDP nessage
to 10.48.32.170:[5060]:

[ 212237, NET]

ACK si p: 10.48. 32.170: 5060; t ransport=UDP SI P/ 2.0

Via: SIP/2.0/UDP 10. 48. 32. 90: 5060; br anch=z9hG4bK2050183495f 1

From <sip:9110001@0. 48. 32. 90; x-f arend; x-ref ci =38960750; x- near endcl ust eri d=gl enscucmlO0- 5; x-
near enddevi ce=sep001795bdd16b; x- near endaddr =9110001; x- f ar endr ef ci =38960749; x-

f arendcl ust eri d=gl enscucmlO- 5; x- f ar enddevi ce=sep0018195aa209; x-

f ar endaddr =9110006>; t ag=73602~713e2333- 4032- 45f 1- b1f 5- e33cf 471lacec- 38960757

To: <sip:8675309@0. 48. 32. 170>;tag=2

Date: Tue, 30 Sep 2014 00: 21:09 GMIr

Call -1 D: abbb8e00-4291f 775- 204d- 5a20300e@L0. 48. 32. 90

User - Agent: Ci sco- CUCMLO. 5

Max- Forwards: 70

CSeq: 101 ACK

Al'l ow Events: presence, kpm

Cont ent - Type: application/sdp

Cont ent - Lengt h: 254

v=0

0=Ci scoSystensCCM SI P 73602 1 IN I P4 10.48.32.90
s=SI P Cal |

c=IN I P4 10.48.32.33

b=TI AS: 64000

b=CT: 64

b=AS: 64

t=0 0

mraudi o 4000 RTP/ AVP 0 101
a=ptine: 20

a=rt pmap: 0 PCMJ 8000

a=sendonl y

a=rt pmap: 101 tel ephone-event/ 8000
a=fnt p: 101 0- 15

### Cal |l i ng phone sends CUCMthe ORC ACK



03797634. 001 | 20:21:09.385 |Applnfo |Stationlnit: (0000109) OpenRecei veChannel Ack Status=0,
| pAddr =I pAddr . t ype: O i pAddr: 0x0e30201c000000000000000000000000( 10. 48. 32. 28), Port=17996,
Partyl D=33554450

### CUCM sends startMedi aTransmi ssion to the called (recorded) phone telling the phone to send
RTP to the calling phone (10.48.32.28)

03797642. 001 | 20:21:09.385 | Applnfo |StationD: (0000114) startMedi aTransm ssion
conf erencel D=38960750 passThruPartyl D=33554451 renot el pAddr ess=I pAddr. type: 0

i pAddr : 0x0e30201c000000000000000000000000( 10. 48. 32. 28) renpt ePort Nunber =17996

m | |i SecondPacket Si ze=20 conpressType=4( Medi a_Payl oad_Gr711U aw64k) RFC2833Payl oadType=0
qualifierQut=?. nylP: |pAddr.type: 0 ipv4Addr: 0x0e302021( 10. 48. 32. 33)

### Cal |l ed (recorded) phone sends CUCM the ORC ACK

03797643. 001 | 20:21:09.454 | Applnfo |Stationlnit: (0000114) OpenRecei veChannel Ack Status=0,
| pAddr =I pAddr . t ype: O i pAddr: 0x0e302021000000000000000000000000( 10. 48. 32. 33), Port=32588,
Partyl D=33554451

### CUCM sends start Medi aTransmi ssion to the calling phone telling the phone to send RTP to the
cal |l ed phone (10.48. 32. 33)

03797655. 001 | 20: 21: 09. 454 | Applnfo | StationD: (0000109) startMedi aTransm ssi on
conf erencel D=

38960749 passThruPartyl D=33554450 renot el pAddr ess=I pAddr.type: 0

i pAddr : 0x0e302021000000000000000000000000( 10. 48. 32. 33) renpt ePort Nunber =32588

m | |i SecondPacket Si ze=20 conpressType=4( Medi a_Payl oad_Gr11U aw64k) RFC2833Payl oadType=0
qualifierQut=?. nylP: |pAddr.type: 0 i pv4Addr: 0x0e30201c( 10. 48. 32. 28)

SIP

Normal CCM Traces for SIP phone to SIP phone with SIP Integrated Call Recording

##### Calli ng phone pl aces call

04241111. 002 | 11: 27:41.232 | Applnfo | SIPTcp - wait_Sdl ReadRsp: Incoming SIP TCP nmessage from
10. 48.38.102 on port 50147 index 32 with 1946 bytes:

[ 286938, NET]

I NVI TE si p: 1001@L0. 48. 38. 5; user =phone SIP/2.0

Via: SIP/2.0/ TCP 10. 48. 38. 102: 50147; branch=z9hG4bK598c2eb2

From "SJ User 1" <sip:1000@l0. 48. 38. 5>;tag=38ed18552a12296¢c00f f 41e8- 5f b7856e

To: <sip:1001@o0. 48. 38. 5>

Cal | -1 D: 38ed1855-2a120006- 78c34baf - 1h81d864@L0. 48. 38. 102

Max- Forwar ds: 70

Session-1D: 1001532000105000a00038ed18552a12; r enpt e=00000000000000000000000000000000

Date: Tue, 27 Aug 2019 15:27:42 GMr

CSeq: 101 INVITE

User-Agent: Ci sco-CP7861/12.1.1

Contact: <sip:abl7ea6e-8072-927d- aadO-

d10273906106@L0. 48. 38. 102: 50147; transport =t cp>; +u. si p! devi cenane. ccm ci sco. conr" SEP38ED18552A12"
Expires: 180

Accept: application/sdp

Al | ow. ACK, BYE, CANCEL, | NVI TE, NOTI FY, OPTI ONS, REFER, REG STER, UPDATE, SUBSCRI BE, | NFO

Remot e-Party-ID: "SJ User 1" <sip:1000@0. 48. 38. 5>; party=cal |l i ng;id-

t ype=subscri ber; privacy=of f; screen=yes

Supported: replaces,join, sdp-anat, norefersub, resource-priority, extended-refer, X-cisco-

cal | i nfo, X-ci sco-serviceuri, X-ci sco-escapecodes, X-ci sco-servi ce-control, X-ci sco-srtp-fall back, X-
ci sco- nonrec, X-ci sco-config, X-cisco-sis-7.0.0, X-cisco-xsi-8.5.1



Al'l ow Events: kpm , di al og

Recv- I nfo: conference

Recv- I nfo: x-cisco-conference

Cont ent - Lengt h: 687

Cont ent - Type: application/sdp

Cont ent - Di sposi tion: session; handl i ng=opti onal

v=0

0=Ci sco- SI PUA 15384 0 I N | P4 10. 48. 38. 102

s=SI P Cal |

b=AS: 4064

t=0 0

mraudi o 17904 RTP/ AVP 114 9 113 115 0 8 116 18 101
c=I N | P4 10.48. 38. 102

b=TI AS: 64000

a=rt pmap: 114 opus/ 48000/ 2

a=f nt p: 114 maxpl aybackr at e=16000; spr op-

maxcapt ur er at e=16000; naxaver agebi t r at e=64000; st er eo=0; spr op- st er eo=0; usedt x=0
a=rt pmap: 9 Gr22/ 8000

a=rt pmap: 113 AVMR- B/ 16000

a=f nt p: 113 oct et - al i gn=0; node- change- capabi | i t y=2
a=rt pmap: 115 AMR- B/ 16000

a=f nt p: 115 oct et -al i gn=1; node- change- capabi |l i t y=2
a=rt pmap: 0 PCMJ 8000

a=rt pmap: 8 PCMA/ 8000

a=rt pmap: 116 i LBC/ 8000

a=fnt p: 116 node=20

a=rt pmap: 18 Gr29/ 8000

a=f nt p: 18 annexb=yes

a=rt pmap: 101 tel ephone-event/ 8000

a=fnt p: 101 0- 15

a=sendr ecv

###H## CUCM perfornms digit anal ysis against the dialed digits (dd="1000")

04241138.007 | 11:27:41.238 |Applnfo |Digit analysis: match(pi="2", fqcn="+14085251000",
cn="1000", pl v="5", pss="EMERGENCY_PT: | NTERNAL_PT: SJ_LOCAL_PT: LD PT: GLOBALI ZED PT",

TodFi | t er edPss="EMERGENCY_PT: | NTERNAL_PT: SJ_LOCAL_PT: LD_PT: GLOBALI ZED PT", dd="1001", dac="0")
04241138.008 | 11:27:41.238 |Applnfo |Digit analysis: analysis results

04241138.009 | 11:27:41.238 | Applnfo || PretransfornCallingPartyNumber=1000

| Cal I i ngPart yNunber =1000

| Di al i ngPartition=l NTERNAL_PT

| Di al i ngPat t er n=1001

| Ful ' yQual i fi edCal | edPart yNunber =+14085251001

| Di al i ngPat t er nRegul ar Expr essi on=(1001)

| Di al i ngWher e=

| Patt er nType=Ent erpri se

| Pot ent i al Mat ches=NoPot ent i al Mat chesExi st

| Di al i ngSdl Processl d=(0, 0, 0)

| PretransfornDigitString=1001

| PretransforniragsLi st =SUBSCRI BER

| PretransfornmPosi tional Mat chLi st =1001

| Col | ect edDi gi t s=1001

##### CUCM det ermi nes call must stay on same node and go to LineControl
(PI D=Li neControl (1, 100, 178, 34))

04241140. 001 | 11:27:41.238 |Applnfo |Digit analysis: wait_DrPi dRes- Partition=[a067f454-fb26-

2d1f - 59da- a3f 946a442c4] Pattern=[1001] Where=[], cnDevi ceType=[ User Devi ce], QutsideD altone =[0],
Devi ceOverride=[ 0], PID=LineControl (1,100,178, 34), Cl =[ 19301624], Sender =Cdcc( 1, 100, 224, 37)

##### CUCM sends out bound I NVITE to called (recorded) phone



04241178. 001 | 11:27:41.242 | Applnfo |SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 48. 38. 107 on port 51902 i ndex 52

[ 286940, NET]

I NVI TE si p: 91a43f 66- ca58- 9cd3- b0e5- 588aa6la72bc@0. 48. 38. 107: 51902; transport=tcp SIP/ 2.0

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; br anch=z9h(4bK32e829c48246

From "SJ User 1" <sip:1000@0. 48. 38.5>;tag=104952~e650e088- 60ba- 4195- 8387- 3dcc0127ef dc- 19301625
To: <sip:1001@0. 48. 38. 5>

Date: Tue, 27 Aug 2019 15:27:41 GMI

Cal | -1 D: 34241a00- d6514bed- 327f - 526300e@L0. 48. 38. 5

Supported: tiner,resource-priority,replaces

M n-SE: 1800

User - Agent: Cisco-CUCML1. 5

Allow INVITE, OPTIONS, INFO BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTIFY

CSeq: 101 INVITE

Expires: 180

Al'l ow Events: presence

Call -Info: <urn:x-cisco-renmotecc:callinfo> security= Unknown; orientation= from gci= 1-2029
isVoip; call-instance= 1

Send- | nf o: conference, x-cisco-conference

Alert-Info: <file://Bellcore-drl/>

Session-1D: 1001532000105000a00038ed18552a12; r enot e=00000000000000000000000000000000
Rermote-Party-ID: "SJ User 1" <sip:1000@0. 48. 38. 5; x-ci sco-cal | back-

number =1000>; part y=cal | i ng; scr een=yes; pri vacy=of f

Cont act :

<si p: 1000@0. 48. 38. 5: 5060; t r anspor t =t cp>; +u. si p! devi cenane. ccm ci sco. com=" SEP38ED18552A12"
Max- Forwar ds: 69

Content-Length: O

##### Called (recorded) phone returns 200 OK

04241233.002 | 11:27:43.614 | Applnfo |SIPTcp - wait_Sdl ReadRsp: I ncoming SIP TCP nmessage from
10. 48. 38. 107 on port 51902 index 52 with 1902 bytes:

[ 286947, NET]

SIP/2.0 200 K

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; br anch=z9h(4bK32e829c48246

From "SJ User 1" <sip:1000@l0. 48. 38.5>;tag=104952~e650e088- 60ba- 4195- 8387-3dcc0127ef dc- 19301625
To: <sip:1001@0. 48. 38. 5>;t ag=6c416a369525006f 33cf 6f 38- 43c38ad2

Cal | -1 D: 34241a00- d6514bed- 327f - 526300e@L0. 48. 38. 5

Session-1D: 4313758700105000a0006¢c416a369525; r enpt e=1001532000105000a00038ed18552a12

Date: Tue, 27 Aug 2019 15:27:42 GMI

CSeq: 101 INVITE

Server: Cisco-CP7841/12.1.1

Contact: <sip:91a43f66-ca58-9cd3-b0e5-

588aa6la72bc@0. 48. 38. 107: 51902; t ransport =t cp>; +u. si p! devi cenanme. ccm ci sco. con¥" SEP6C416A369525"
Al'l ow.  ACK, BYE, CANCEL, | NVI TE, NOTI FY, OPTI ONS, REFER, REG STER, UPDATE, SUBSCRI BE, | NFO
Rermote-Party-ID: "SJ User 2" <sip:1001@0.48. 38.5>; party=cal |l ed;id-

t ype=subscri ber; privacy=of f ; screen=yes

Supported: replaces,join, sdp-anat, norefersub, resource-priority, extended-refer, X-cisco-

cal I i nfo, X-ci sco-serviceuri, X-ci sco-escapecodes, X-ci sco-servi ce-control, X-ci sco-srtp-fal |l back, X-
ci sco- nonr ec, X- ci sco-confi g, X-cisco-sis-7.0.0, X-cisco-xsi-8.5.1

Al'l ow Events: kpm , di al og

Recv- 1 nfo: conference

Recv- | nfo: x-cisco-conference

Cont ent - Lengt h: 685

Cont ent - Type: application/sdp

Cont ent - Di sposi tion: session; handl i ng=opti ona

v=0

0=Ci sco-SI PUA 899 0 IN I P4 10.48. 38.107
s=SI P Cal

b=AS: 4064

t=0 0



mraudi o 20394 RTP/ AVP 114 9 113 115 0 8 116 18 101
c=I N | P4 10. 48. 38. 107

b=TI AS: 64000

a=rt pmap: 114 opus/ 48000/ 2

a=f nt p: 114 maxpl aybackr at e=16000; spr op-

maxcapt ur er at e=16000; naxaver agebi t r at e=64000; st er eo=0; spr op- st er eo=0; usedt x=0
a=rt pmap: 9 Gr22/ 8000

a=rt pmap: 113 AVMR- B/ 16000

a=f nt p: 113 oct et - al i gn=0; node- change- capabi | i t y=2
a=rt pmap: 115 AMR- B/ 16000

a=f nt p: 115 oct et -al i gn=1; node- change- capabi | i t y=2
a=rt pmap: 0 PCMJ 8000

a=rt pmap: 8 PCMA/ 8000

a=rt pmap: 116 i LBC/ 8000

a=fnt p: 116 node=20

a=rt pmap: 18 Gr29/ 8000

a=f nt p: 18 annexb=yes

a=rt pmap: 101 tel ephone-event/ 8000

a=fnt p: 101 0- 15

a=sendrec

### CUCM sends ACK to call ed (recorded) phone telling the called phone to send nedia to the
calling phone (10.48.32.28)

01314344.001 | 11:18:48.652 |Applnfo |SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 48.32.17 on port 50841 index 17

[ 106320, NET]

ACK si p: 56ce4d7f - d3a2- 40f d- a8b3- 3f 93c¢8832b9d@.0. 48. 32. 17: 50841; transport=tcp SIP/ 2.0
Via: SIP/2.0/ TCP 10. 48. 32. 90: 5060; br anch=z9hG4bK203c2831¢c118

From <sip:9110006@l0. 48. 32. 90>; t ag=38244~713e2333- 4032- 45f 1- b1f 5- e33cf 471acec- 47601638
To: <sip:9110011@0. 48. 32. 90>; t ag=b000b4d9e8cb0Obba73e445ee- 3cc7e650

Date: Tue, 14 Cct 2014 15:18:44 GV

Call-1D: 6198e780-43d13ed4-203c- 5a20300e@L0. 48. 32. 90

User - Agent: Ci sco- CUCMLO. 5

Max- Forwar ds: 70

CSeq: 101 ACK

Al'l ow Events: presence

Cont ent - Type: application/sdp

Cont ent - Lengt h: 243

v=0

0=Ci scoSystensCCM SI P 38244 1 IN | P4 10.48.32.90
s=SI P Cal |

c=IN I P4 10.48.32.28

b=TI AS: 64000

b=CT: 64

b=AS: 64

t=0 0

mFaudi o 17260 RTP/ AVP 0 101

a=ptine: 20

a=rt pmap: 0 PCMJ 8000

a=rt pmap: 101 tel ephone-event/ 8000

a=fnt p: 101 0- 15### CUCM al | ocates Bi B on called (recorded) phone

01314383. 000 | 11:18:48.675 | Sdl Sig | MmAl | ocat eUcbResour ceReq | wai ting

| Medi aResour ceManager ( 2, 100, 138, 1) | Cc(2, 100, 220, 1)

| 2, 100, 14, 20. 16735"10. 48. 32. 28"SEP0018195AA209 |[R N-H: O, N: 3,L:1,V:0,Z:0,D: 0] Cl=47601639
SsType=33554461 SsKey=1 Bri dgeType=0 MRG.Pki d= Nunftreamrl Bi b=c32d6714- 48bd- 43d7- b96f -
91363af f 3aa0 Bi bTgCi =47601638 Feat| d=159 PL=5 PLDm=0 Devi ceCapability=0 NunVi deoCapabl e=0
request Devi ceType=0 request Devi ceLocal e=64 for ki ngDevi cePositi on=2 pl ayToneDi r=3

##### CUCM forwards the 200 OK to the calling phone



04241368. 001 | 11:27:43.624 | Applnfo |SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 48. 38. 102 on port 50147 index 32

[ 286949, NET]

SIP/2.0 200 K

Via: SIP/2.0/ TCP 10. 48. 38. 102: 50147; br anch=z9hG4bK598c2eb2

From "SJ User 1" <sip:1000@l0. 48. 38. 5>; t ag=38ed18552a12296c00f f 41e8- 5f b7856e

To: <sip:1001@0. 48. 38. 5>; t ag=104951~e650e088- 60ba- 4195- 8387- 3dcc0127ef dc- 19301624

Date: Tue, 27 Aug 2019 15:27:41 GMI

Cal | -1 D: 38ed1855-2a120006- 78c34baf - 1b81d864@L0. 48. 38. 102

CSeq: 101 INVITE

Allow INVITE, OPTIONS, INFO BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTIFY
Al'l ow Events: presence

Supported: replaces

Server: G sco-CUCMLL. 5

Call -Info: <urn:x-cisco-renotecc:callinfo> security= NotAuthenticated; orientation=to; gci= 1-
2029; isVoip; call-instance= 1

Send- | nf o: conference, x-cisco-conference

Remot e-Party-ID: "SJ User 2" <sip:1001@l0. 48. 38. 5>; party=cal | ed; screen=yes; pri vacy=of f
Session-1D: 4313758700105000a0006¢c416a369525; r enpt e=1001532000105000a00038ed18552a12
Renmote-Party-ID: "SJ User 2" <sip:1001@0. 48. 38. 5; user =phone>; part y=x-ci sco-ori gi nal -

cal | ed; pri vacy=of f

Cont act :

<si p: 1001@0. 48. 38. 5: 5060; t r anspor t =t cp>; +u. si p! devi cenane. ccm ci sco. con=" SEP6C416A369525"
Cont ent - Type: application/sdp

Cont ent - Lengt h: 223

v=0

0=Ci scoSystensCCM SI P 104951 1 IN I P4 10.48.38.5
s=SI P Cal |

c=I N | P4 10. 48. 38. 107

b=AS: 64

t=0 0

mFaudi o 20394 RTP/ AVP 0 101

b=TI AS: 64000

a=rt pmap: 0 PCMJ 8000

a=rt pmap: 101 tel ephone-event/ 8000
a=fnt p: 101 0- 15

##### Bi B al | ocation request on called (recorded) phone

04241393. 000 | 11:27:43.629 | Sdl Sig | SI PAI | ocat eBi bResour ceReq |restartO
| SI PBui | t1 nBridgeControl (1,100, 86, 15) | SI PStati onCdf c(1, 100, 77, 21)
| 1, 100, 14, 83. 39”110. 48. 38. 107"* |[RRNHO,N1,L:0,V:0,Z:0,D: 0] Cl=19301626

Nunt r eame1l Bri dgeType=0 SsType=16777246 SsKey=5 Jcchl d=104952 Peer Addr = 10. 48. 38. 107: 51902

##### Bi B al |l ocated on call ed (recorded) phone

04241400. 000 | 11:27:43.630 | Sdl Sig | M mAl | ocat eShar edResour ceRes | wai t
| Cc(1, 100, 225, 1) | Medi aResour ceManager (1, 100, 142, 1)
| 1, 100, 14, 83. 39”110. 48. 38. 107"* |[RRNHO,N4,L:0,V:0,Z:0,D: 0] Cl=19301626

SsType=16777246 SsKey=5 DN=b0018615001 Nane=1b802aa4- 863d-879c-f 003-9b6de9alf ae5 Pi d=1, 100, 76, 27
Bi bFl ag=T Devi ceCapability=256 nPrimaryPartition=

##### DA for first call to activate BiB

04241418. 006 | 11:27:43.631 |Applnfo |Digit analysis: match(pi="1", fqcn="", cn="", plv="5",
pss="", TodFilteredPss="", dd="b0018615001", dac="0")

04241418. 007 | 11:27:43.631 |Applinfo |Digit analysis: analysis results

04241418.008 | 11:27:43.631 | Applnfo || PretransformCallingPartyNunber=

| Cal I'i ngPart yNunber =

| DialingPartition=



| Di al i ngPatt er n=b0018615001

| Ful ' yQual i fiedCal | edPart yNunber =b0018615001
| Di al i ngPat t er nRegul ar Expr essi on=(b0018615001)
| Di al i ngWher e=

| Patt er nType=Ent erpri se

| Pot ent i al Mat ches=NoPot ent i al Mat chesExi st

| Di al i ngSdl Processl d=( 1, 86, 15)

| PretransfornDigitString=b0018615001

| PretransforniragsLi st =SUBSCRI BER

| PretransfornPosi tional Mat chLi st =b0018615001
| Col | ect edDi gi t s=b0018615001

#i#### CUCM sends | NVITE #1 to called (recorded) phone with record-invoker=auto in Call-Info
field and original Call-IDin Join field
Notice the SDP has a=i nactive - even though there is no media established on the Bib yet.

04241449. 001 | 11:27:43.633 |Applnfo |SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 48. 38. 107 on port 51902 i ndex 52

[ 286950, NET]

I NVI TE si p: 91a43f 66- ca58- 9cd3- b0e5- 588aa6la72bc@0. 48. 38. 107: 51902; transport=tcp SIP/ 2.0

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; branch=z9h4bK32ea2all5cd6

From "Call Manager" <sip: 10.48.38.5>;tag=104956~e650e088- 60ba- 4195-8387-3dcc0127ef dc- 19301628
To: <sip:1001@0. 48. 38. 5>

Date: Tue, 27 Aug 2019 15:27:43 GMI

Cal | -1 D: 35554700- d6514bef - 3280- 526300e@L0. 48. 38. 5

Supported: tiner,resource-priority,replaces

M n-SE: 1800

User - Agent: Cisco-CUCML1. 5

Allow INVITE, OPTIONS, |INFO BYE, CANCEL, ACK, PRACK, UPDATE, SUBSCRI BE, NOTIFY

CSeq: 101 INVITE

Expires: 180

Al'l ow Events: presence

Call -Info: <urn:x-cisco-renmotecc: callinfo> isVoip; record-invoker=auto

Joi n: 34241a00- d6514bed- 327f - 526300e@L0. 48. 38. 5; from t ag=6c416a369525006f 33cf 6f 38- 43c38ad2; t o-
t ag=104952~e650e088- 60ba- 4195- 8387- 3dcc0127ef dc- 19301625

Sessi on-1D: 00000000000000000000000000000000; r et e=00000000000000000000000000000000

Renmot e-Party-ID: "Call Manager" <sip: 10.48.38.5>; party=cal | i ng; screen=yes; pri vacy=of f

Contact: <sip: 10. 48. 38. 5: 5060; t ransport =t cp>

Max- Forwar ds: 70

Cont ent - Type: application/sdp

Cont ent - Lengt h: 187

v=0

0=Ci scoSystensCCM SI P 104956 1 IN I P4 10.48.38.5
s=SI P Cal |

c=IN I1P4 10.48.38.5

t=0 0

mraudi o 4000 RTP/ AVP 0

a=l abel : X-rel ay- near end

a=rt pmap: 0 PCMJ 8000

a=i nactive

a=md: 1

##### Cal |l i ng phone sends CUCM an ACK in response to the 200 OK whi ch was from when the user at
the call ed phone answered the phone

04241455. 002 | 11:27:43.697 | Applnfo |SIPTcp - wait_Sdl ReadRsp: | ncoming SIP TCP nessage from
10. 48. 38.102 on port 50147 index 32 with 706 bytes:

[ 286951, NET]

ACK si p: 1001@0. 48. 38. 5: 5060; transport=tcp SIP/2.0

Via: SIP/2.0/ TCP 10. 48. 38. 102: 50147; br anch=z9h4bK688db3c1

From "SJ User 1" <sip:1000@l0. 48. 38. 5>;t ag=38ed18552a12296c00f f 41e8- 5f b7856e



To: <sip:1001@0. 48. 38. 5>; t ag=104951~e650e088- 60ba- 4195- 8387- 3dcc0127ef dc- 19301624
Cal | -1 D: 38ed1855-2a120006- 78c34baf - 1b81d864@L0. 48. 38. 102

Max- Forwar ds: 70

Session-1D: 1001532000105000a00038ed18552a12; r enpt e=4313758700105000a0006¢c416a369525
Date: Tue, 27 Aug 2019 15:27:45 GMI

CSeq: 101 ACK

User-Agent: Cisco-CP7861/12.1.1

Rermote-Party-ID: "SJ User 1" <sip:1000@0. 48. 38.5>; party=cal |l ing;id-

t ype=subscri ber; privacy=of f ; screen=yes

Content-Length: O

Recv- 1 nfo: conference

Recv- 1 nfo: x-cisco-conference

##### Called (recorded) phone returns 200 OK in response to the invite with "record-
i nvoker =aut o"
Notice the SDP has a=i nactive - even though there is no media established on the Bib yet.

04241466. 002 | 11:27:43.901 | Applnfo |SIPTcp - wait_Sdl ReadRsp: | ncoming SIP TCP nmessage from
10. 48. 38. 107 on port 51902 index 52 with 1433 bytes:

[ 286953, NET]

SIP/2.0 200 K

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; branch=z9h4bK32ea2all5cd6

From "Call Manager" <sip:10.48. 38.5>;tag=104956~e650e088- 60ba- 4195-8387- 3dcc0127ef dc-19301628
To: <sip:1001@0. 48. 38. 5>; t ag=6c416a369525007019bf 48f 9- 5901eb85

Cal | -1 D: 35554700- d6514bef - 3280- 526300e@L0. 48. 38. 5

Session-1D: 0848153900105000a0006¢c416a369525; r enot e=00000000000000000000000000000000

Date: Tue, 27 Aug 2019 15:27:42 GMI

CSeq: 101 INVITE

Server: Cisco-CP7841/12.1.1

Contact: <sip:91a43f66-ca58-9cd3-b0e5-

588aa6la72bc@0. 48. 38. 107: 51902; t ransport =t cp>; +u. si p! devi cename. ccm ci sco. con¥" SEP6C416A369525"
Al'l ow.  ACK, BYE, CANCEL, | NVI TE, NOTI FY, OPTI ONS, REFER, REG STER, UPDATE, SUBSCRI BE, | NFO
Rermote-Party-ID: "SJ User 2" <sip:1001@0.48. 38.5>; party=cal |l ed;id-

t ype=subscri ber; privacy=of f ; screen=yes

Supported: replaces,join, sdp-anat, norefersub, resource-priority, extended-refer, X-cisco-

cal I i nfo, X-ci sco-serviceuri, X-ci sco-escapecodes, X-ci sco-servi ce-control, X-ci sco-srtp-fal |l back, X-
ci sco- nonr ec, X- ci sco-confi g, X-cisco-sis-7.0.0, X-cisco-xsi-8.5.1

Al'l ow Events: kpm , di al og

Recv- 1 nfo: conference

Recv- 1 nfo: x-cisco-conference

Content - Lengt h: 218

Cont ent - Type: application/sdp

Cont ent - Di sposi tion: session; handl i ng=opti ona

v=0

0=Ci sco- SI PUA 2684 0 I N | P4 10. 48. 38. 107
s=SI P Cal

t=0 0

mFaudi o 26396 RTP/ AVP 0 101

c=I N | P4 10. 48. 38. 107
b=TI AS: 64000

a=rt pmap: 0 PCMJ 8000

a=rt pmap: 101 tel ephone-event/ 8000
a=fnt p: 101 0- 15

a=i nactive

###H### CUCM responds to call ed (recorded) phone with ACK

04241469. 001 | 11:27:43.901 | Applnfo | SIPTcp - wait_Sdl SPI Signal: Qutgoing SIP TCP nessage to
10. 48. 38. 107 on port 51902 index 52 [286954, NET] ACK si p: 91a43f 66- ca58- 9cd3- b0e5-
588aa6la72bc@0. 48. 38. 107: 51902; transport=tcp SIP/ 2.0 Via: SIP/ 2.0/ TCP

10. 48. 38. 5: 5060; br anch=z9h&4bkK32eb34decb69 From "Call Manager"

<si p: 10. 48. 38. 5>; t ag=104956~e650€088- 60ba- 4195- 8387- 3dcc0127ef dc- 19301628 To:

<si p: 1001@10. 48. 38. 5>; t ag=6c416a369525007019bf 48f 9- 5901eb85 Date: Tue, 27 Aug 2019 15:27:43 GMI



Cal | -1 D: 35554700-d6514bef - 3280- 526300e@ 0. 48. 38. 5 User - Agent: Ci sco- CUCML1. 5 Max- Forwards: 70
CSeq: 101 ACK Al |l ow Events: presence Content-Length: 0O

##### Bi B places first call to recording destination address (cn is calling party which is the
Bi B cn="b0018615001" and it is dialing the recordi ngdesti nati on dd="7878")

04241501. 011 | 11:27:43.905 |Applnfo |Digit analysis: match(pi="1", fqcn=""
cn="b0018615001", pl v="5", pss="EMERGENCY_PT: | NTERNAL_PT",

TodFi | t er edPss="EMERGENCY_PT: | NTERNAL_PT", dd="7878", dac="0")

04241501. 012 | 11:27:43.905 | Applnfo |Digit analysis: analysis results
04241501. 013 | 11:27:43.905 | Applnfo || PretransformCallingPartyNunber=b0018615001
| Cal I'i ngPart yNunber =b0018615001

| Di al i ngPartition=l NTERNAL_PT

| Di al i ngPat t er n=7878

| Ful  yQual i fi edCal | edPart yNunber=7878

| Di al i ngPat t er nRegul ar Expr essi on=(7878)

| Di al i ngWher e=

| Patt er nType=Ent erpri se

| Pot ent i al Mat ches=NoPot ent i al Mat chesExi st

| Di al i ngSdl Processl d=(0, 0, 0)

| PretransfornDigitString=7878

| PretransfornilragsLi st =SUBSCRI BER

| PretransfornmPosi tional Mat chLi st =7878

| Col | ect edDi gi t s=7878

##### DA for to activate BiB for the other person's side of the call

04241545. 006 | 11:27:43.907 |Applnfo |Digit analysis: match(pi="1", fqcn="", cn="", plv="5",
pss="", TodFilteredPss="", dd="b0018615001", dac="0")

04241545. 007 | 11:27:43.907 | Applnfo |Digit analysis: analysis results
04241545. 008 | 11:27:43.907 | Applnfo || PretransformCallingPartyNunber=
| Cal I'i ngPart yNunber =

| DialingPartition=

| Di al i ngPat t er n=b0018615001

| Ful ' yQual i fiedCal | edPart yNunber =b0018615001

| Di al i ngPat t er nRegul ar Expr essi on=(b0018615001)

| Di al i ngWher e=

| Patt er nType=Ent erpri se

| Pot ent i al Mat ches=NoPot ent i al Mat chesExi st

| Di al i ngSdl Processl d=( 1, 86, 15)

| PretransfornDigitString=b0018615001

| PretransfornilragsLi st =SUBSCRI BER

| PretransfornPosi tional Mat chLi st =b0018615001

| Col | ect edDi gi t s=b0018615001

##### CUCM sends | NVITE #1 to configured recording server (10.48.38.30)

04241555. 001 | 11:27:43.908 | Applnfo | SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 48. 38. 30 on port 5060 index 50

[ 286955, NET]

I NVI TE si p: 7878@L0. 48. 38. 30: 5060 SI P/ 2.0

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; branch=z9h:4bK32ecc2c802c

From "SJ User 2" <sip:1001@0. 48. 38. 5; x- near end; x-ref ci =19301625; x-

near endcl ust eri d=St andAl oned ust er ; x- near enddevi ce=SEP6C416A369525; x- near endaddr =1001; x-
farendrefci =19301624; x-f ar endcl ust eri d=St andAl oneCl ust er; x-f ar enddevi ce=SEP38ED18552A12; x-
f ar endaddr =1000>; t ag=104958~e650e088- 60ba- 4195- 8387- 3dcc0127ef dc- 19301629

To: <sip:7878@0. 48. 38. 30>

Date: Tue, 27 Aug 2019 15:27:43 GMI

Call -1 D: 35554700-d6514bef - 3281-526300e@L0. 48. 38.5

Supported: tiner,resource-priority,replaces

M n-SE: 1800

User - Agent: Cisco-CUCML1. 5

Al low. |INVITE, OPTIONS, |INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY



CSeq: 101 INVITE

Expires: 180

Al ow Events: presence, kpn

Supported: X-cisco-srtp-fallback

Supported: Geol ocation

Cal | - I nfo: <sip:10.48. 38. 5: 5060>; met hod=" NOTI FY; Event =t el ephone- event ; Dur at i on=500"
Cal | -1 nfo: <urn:x-cisco-renptecc: callinfo>; x-cisco-video-traffic-cl ass=DESKTOP
Session-1D: 0848153900105000a0006c416a369525; r enpot e=00000000000000000000000000000000

Ci sco-Gui d: 0894781184- 0000065536- 0000000022- 0086388750

Sessi on- Expires: 1800

P- Asserted-ldentity: "SJ User 2" <sip:1001@0.48. 38.5>

Renmot e-Party-ID: "SJ User 2" <sip:1001@l0. 48. 38. 5>; party=cal |l i ng; screen=yes; privacy=of f
Cont act :

<si p: 1001@0. 48. 38. 5: 5060; t ransport =t cp>; i sFocus; +u. si p! devi cenane. ccm ci sco. conr" SEP6C416A36952
5"

Max- Forwar ds: 70

Content-Length: O

#i#### CUCM sends | NVITE #2 to called (recorded) phone with record-invoker=auto in Call-Info
field and original Call-IDin Join field
Notice the SDP has a=i nactive - even though there is no media established on the Bib yet.

04241590. 001 | 11:27:43.910 | Applnfo | SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 48. 38. 107 on port 51902 i ndex 52

[ 286956, NET]

I NVI TE si p: 91a43f 66- ca58- 9cd3- b0e5- 588aa6la72bc@0. 48. 38. 107: 51902; transport=tcp SIP/ 2.0

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; br anch=z9h(4bK32ed62f 39668

From "Call Manager" <sip: 10.48.38.5>;tag=104959~e650e088- 60ba- 4195-8387-3dcc0127ef dc- 19301631
To: <sip:1001@0. 48. 38. 5>

Date: Tue, 27 Aug 2019 15:27:43 GMI

Cal | -1 D: 35554700- d6514bef - 3282-526300e@L0. 48. 38. 5

Supported: tiner,resource-priority,replaces

M n-SE: 1800

User - Agent: Cisco-CUCML1. 5

Allow INVITE, OPTIONS, |INFO BYE, CANCEL, ACK, PRACK, UPDATE, SUBSCRI BE, NOTIFY

CSeq: 101 INVITE

Expires: 180

Al'l ow Events: presence

Call -Info: <urn:x-cisco-remotecc: callinfo> isVoip; record-invoker=auto

Joi n: 34241a00- d6514bed- 327f - 526300e@L0. 48. 38. 5; from t ag=6c416a369525006f 33cf 6f 38- 43c38ad2; t o-
t ag=104952~e650e088- 60ba- 4195- 8387- 3dcc0127ef dc- 19301625

Sessi on-1D: 00000000000000000000000000000000; r et e=00000000000000000000000000000000

Renmot e-Party-ID: "Call Manager" <sip: 10.48. 38. 5>; party=cal | i ng; screen=yes; pri vacy=of f

Contact: <sip: 10. 48. 38. 5: 5060; t ransport =t cp>

Max- Forwar ds: 70

Cont ent - Type: application/sdp

Cont ent - Lengt h: 186

v=0

0=Ci scoSystensCCM SI P 104959 1 IN I P4 10.48.38.5
s=SI P Cal

c=IN 1P4 10.48.38.5

t=0 0

mraudi o 4000 RTP/ AVP 0

a=l abel : X-rel ay-farend

a=rt pmap: 0 PCMJ 8000

a=i nactive

a=md: 1

##### Called (recorded) phone returns 200 OK in response to INVITE #2 to i nvoke Bi B
Notice the SDP has a=inactive - even though there is no nedia established on the Bib yet.

04241614.002 | 11:27:44.197 | Applnfo |SIPTcp - wait_Sdl ReadRsp: I ncoming SIP TCP nmessage from



10. 48. 38. 107 on port 51902 index 52 with 1434 bytes:

[ 286959, NET]

SIP/2.0 200 K

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; br anch=z9h(4bK32ed62f 39668

From "Call Manager" <sip:10.48. 38.5>;tag=104959~e650e088- 60ba- 4195-8387- 3dcc0127ef dc-19301631
To: <sip:1001@0. 48. 38. 5>; t ag=6c416a369525007145d433c8- 062b13d7

Cal | -1 D: 35554700- d6514bef - 3282-526300e@L0. 48. 38. 5

Session-1D: 56a8a95e00105000a0006c416a369525; r enpt e=00000000000000000000000000000000

Date: Tue, 27 Aug 2019 15:27:42 GMI

CSeq: 101 INVITE

Server: Cisco-CP7841/12.1.1

Contact: <sip:91a43f66-ca58-9cd3-b0e5-

588aa6la72bc@0. 48. 38. 107: 51902; t ransport =t cp>; +u. si p! devi cenanme. ccm ci sco. con¥" SEP6C416A369525"
Al'l ow.  ACK, BYE, CANCEL, | NVI TE, NOTI FY, OPTI ONS, REFER, REG STER, UPDATE, SUBSCRI BE, | NFO
Rermote-Party-ID: "SJ User 2" <sip:1001@0.48. 38.5>; party=cal | ed;id-

t ype=subscri ber; privacy=of f ; screen=yes

Supported: replaces,join, sdp-anat, norefersub, resource-priority, extended-refer, X-cisco-

cal I i nfo, X-ci sco-serviceuri, X-ci sco-escapecodes, X-ci sco-servi ce-control, X-ci sco-srtp-fal |l back, X-
ci sco- nonr ec, X- ci sco-confi g, X-cisco-sis-7.0.0, X-cisco-xsi-8.5.1

Al'l ow Events: kpm , di al og

Recv- 1 nfo: conference

Recv- 1 nfo: x-cisco-conference

Cont ent - Lengt h: 219

Cont ent - Type: application/sdp

Cont ent - Di sposi tion: session; handl i ng=opti ona

v=0

0=Ci sco- SI PUA 13977 O I N | P4 10. 48. 38. 107
s=SI P Cal

t=0 0

mFaudi o 17904 RTP/ AVP 0 101

c=I N | P4 10. 48. 38. 107
b=TI AS: 64000

a=rt pmap: 0 PCMJ 8000

a=rt pmap: 101 tel ephone-event/ 8000
a=fnt p: 101 0- 15

a=i nactive

##### CUCM responds with ACK for 200 OK for INVITE #2 to invoke the BiB

04241618. 001 | 11:27:44.199 | Applnfo |SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 48. 38. 107 on port 51902 i ndex 52

[ 286960, NET]

ACK si p: 91a43f 66- cab8- 9cd3- bOe5- 588aa6la72bc@0. 48. 38. 107: 51902; transport=tcp SI P/ 2.0

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; br anch=z9h(4bK32ee41b380b1

From "Call Manager" <sip: 10.48. 38.5>;tag=104959~e650e088- 60ba- 4195-8387-3dcc0127ef dc- 19301631
To: <sip:1001@0. 48. 38. 5>; t ag=6c416a369525007145d433¢c8- 062b13d7

Date: Tue, 27 Aug 2019 15:27:43 GMI

Cal | -1 D: 35554700- d6514bef - 3282-526300e@L0. 48. 38. 5

User - Agent: Cisco-CUCML1. 5

Max- Forwar ds: 70

CSeq: 101 ACK

Al'l ow Events: presence

Content-Length: O

##### Bi B pl aces second call to recording destination address (cn is calling party which is the
Bi B cn="b0018615001" and it is dialing the recordi ngdesti nati on dd="7878")

04241651. 011 | 11:27:44.201 |Applnfo |Digit analysis: match(pi="1", fqcn="",
cn="b0018615001", pl v="5", pss="EMERGENCY_PT: | NTERNAL_PT"

TodFi | t er edPss="EMERGENCY_PT: | NTERNAL_PT", dd="7878", dac="0")

04241651. 012 | 11:27:44.202 |Applinfo |Digit analysis: analysis results
04241651. 013 | 11: 27:44.202 | Applnfo || PretransformCallingPartyNunber=b0018615001



| Cal I'i ngPart yNunber =b0018615001

| Di al i ngPartition=lI NTERNAL_PT

| Di al i ngPat t er n=7878

| Ful  yQual i fiedCal | edPart yNunber =7878

| Di al i ngPat t er nRegul ar Expr essi on=(7878)
| Di al i ngWher e=

| Patt er nType=Ent erpri se

| Pot ent i al Mat ches=NoPot ent i al Mat chesExi st
| Di al i ngSdl Processl d=(0, 0, 0)

| PretransfornDigitString=7878

| PretransforniragsLi st =SUBSCRI BER

| PretransformnmPositional Mat chLi st =7878

| Col | ect edDi gi t s=7878

##### CUCM sends | NVI TE #2 to configured recording server

04241698. 001 | 11:27:44.205 | Applnfo |SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 48. 38. 30 on port 5060 index 50

[ 286961, NET]

I NVI TE si p: 7878@L0. 48. 38. 30: 5060 SI P/ 2.0

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; branch=z9h&4bK32ef 2867938b

From "SJ User 2" <sip:1001@0. 48. 38. 5; x-farend; x-refci =19301625; x-

near endcl ust eri d=St andAl oned ust er ; x- near enddevi ce=SEP6C416A369525; x- near endaddr =1001; x-
farendrefci =19301624; x-f ar endcl ust eri d=St andAl oneCl ust er; x-f ar enddevi ce=SEP38ED18552A12; x-
f ar endaddr =1000>; t ag=104961~e650e088- 60ba- 4195- 8387- 3dcc0127ef dc- 19301632

To: <sip:7878@0. 48. 38. 30>

Date: Tue, 27 Aug 2019 15:27:44 GMI

Call -1 D: 35eddd80- d6514bf 0- 3283-526300e@L0. 48. 38.5

Supported: tiner,resource-priority,replaces

M n-SE: 1800

User - Agent: Cisco-CUCML1. 5

Al low. INVITE, OPTIONS, |INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
CSeq: 101 INVITE

Expires: 180

Al'l ow Events: presence, kpm

Supported: X-cisco-srtp-fallback

Supported: Geol ocation

Cal | -I nfo: <sip:10.48. 38. 5: 5060>; met hod=" NOTI FY; Event =t el ephone- event ; Dur at i on=500"

Cal |l -1 nfo: <urn:x-cisco-renptecc:callinfo>; x-cisco-video-traffic-cl ass=DESKTOP
Session-1D: 56a8a95e00105000a0006¢c416a369525; r enrot e=00000000000000000000000000000000

Ci sco-Guid: 0904781184-0000065536- 0000000023- 0086388750

Sessi on- Expires: 1800

P- Asserted-ldentity: "SJ User 2" <sip:1001@0.48. 38.5>

Renmot e-Party-ID: "SJ User 2" <sip:1001@l0. 48. 38. 5>; party=cal |l i ng; screen=yes; privacy=of f
Cont act :

<si p: 1001@0. 48. 38. 5: 5060; t ransport =t cp>; i sFocus; +u. si p! devi cenane. ccm ci sco. conr" SEP6C416A36952
5"

Max- Forwards: 70

Content-Length: O

##### CUCM receives a 200 OK fromrecording server for |INVITE #2

04241723.002 | 11:27:44.324 | Applnfo |SIPTcp - wait_Sdl ReadRsp: I ncoming SIP TCP nessage from
10. 48.38.30 on port 5060 index 50 with 1205 bytes:

[ 286963, NET]

SIP/2.0 200 &

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; br anch=z9hG4bK32ef 2867938b

To: <sip:7878@0. 48. 38. 30>;t ag=dslald776c¢c

From "SJ User 2" <sip:1001@0. 48. 38. 5; x-farend; x-refci =19301625; x-

near endcl ust eri d=St andAl oned ust er ; x- near enddevi ce=SEP6C416A369525; x- near endaddr =1001; x-
farendrefci =19301624; x-f ar endcl ust eri d=St andAl oneCl ust er; x-f ar enddevi ce=SEP38ED18552A12; x-
f ar endaddr =1000>; t ag=104961~e650e088- 60ba- 4195- 8387- 3dcc0127ef dc- 19301632

Call -1 D 35eddd80-d6514bf 0- 3283-526300e@0. 48. 38. 5



CSeq: 101 INVITE

Cont ent - Lengt h: 475

Contact: <sip:7878@0. 48. 38. 30: 5060; t ransport =TCP>
Cont ent - Type: application/sdp

Allow |INVITE, BYE, CANCEL, ACK, NOTIFY, |INFO, UPDATE
Supported: X-cisco-srtp-fallback

Server: Medi aSense/ 11. x

v=0

0=Ci scoORA 707 1 IN I P4 10.48.38.30

s=SI P Cal |

c=IN I P4 10.48. 38. 30

t=0 0

mFaudi o 56512 RTP/ SAVP 102 0 8 9 18

a=rt pmap: 102 MP4A- LATM 90000

a=fnt p: 102 profile-Ievel -i d=24; obj ect =23; bi t r at e=64000
a=rt pmap: 0 PCMJ 8000

a=rt pmap: 8 PCMA/ 8000

a=rt pmap: 9 Gr22/ 8000

a=rt pmap: 18 Gr29/ 8000

a=recvonly

EE Y IR0 MDS.0.0.9.0.0 0 0.0.9.0.0.0.0.9.9.0.9.0.009.0.0.0.9.0.00.9.0.9.0.0.0 ¢.0.0.0.9.0.000.0.000.0.009.0.0.0.0.¢ 0000000 0.0.9.0.0.9.0.04

##### CUCM recei ves 200 OK fromthe recording server in response to | NVITE #1

04241743.002 | 11:27:44.326 | Applnfo |SIPTcp - wait_Sdl ReadRsp: | ncoming SIP TCP nessage from
10. 48.38.30 on port 5060 index 50 with 1205 bytes:

[ 286964, NET]

SIP/2.0 200 &

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; branch=z9h4bK32ecc2c802c

To: <sip:7878@0. 48. 38. 30>;t ag=ds2c967644

From "SJ User 2" <sip:1001@0. 48. 38. 5; x- near end; x-ref ci =19301625; x-

near endcl ust eri d=St andAl oned ust er ; x- near enddevi ce=SEP6C416A369525; x- near endaddr =1001; x-
farendrefci =19301624; x-f ar endcl ust eri d=St andAl oneCl ust er; x-f ar enddevi ce=SEP38ED18552A12; x-
f ar endaddr =1000>; t ag=104958~e650e088- 60ba- 4195- 8387- 3dcc0127ef dc- 19301629

Call -1 D. 35554700-d6514bef - 3281-526300e@0. 48. 38. 5

CSeq: 101 INVITE

Cont ent - Lengt h: 475

Contact: <sip:7878@0. 48. 38. 30: 5060; t ransport =TCP>

Cont ent - Type: application/sdp

Allow |INVITE, BYE, CANCEL, ACK, NOTIFY, |INFO UPDATE

Supported: X-cisco-srtp-fallback

Server: Medi aSense/ 11. x

v=0

0=Ci scoORA 708 1 IN I P4 10.48.38.30

s=SI P Cal |

c=IN I P4 10.48. 38. 30

t=0 0

mFaudi o 59058 RTP/ SAVP 102 0 8 9 18

a=rt pmap: 102 MP4A- LATM 90000

a=fnt p: 102 profile-Ievel -i d=24; obj ect =23; bi t r at e=64000
a=rt pmap: 0 PCMJ 8000

a=rt pmap: 8 PCMA/ 8000

a=rt pmap: 9 G722/ 8000

a=rt pmap: 18 Gr29/ 8000

a=recvonly

EE A Y IR MDO00.9.0.0 0 0.0.9.0.0.0.0.0.9.0.9.0.009.0.0.0.9.0.009.0.9.0.0.0 ¢.0.0.0.9.0.000.0.000.0.000.0.0.0.0.0 0000000 0.0.9.0.0.9.0.04

##### CUCM sends re-INVITE #2 to called (recorded) phone (notice there is no SDP - this is so
CUCM can identify the codec the BiB is |ocked to)



Notice there is no SDP

04241825. 001 | 11:27:44.330 |Applnfo |SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 48. 38. 107 on port 51902 i ndex 52

[ 286965, NET]

I NVI TE si p: 91a43f 66- ca58- 9cd3- b0e5- 588aa6la72bc@0. 48. 38. 107: 51902; transport=tcp SIP/ 2.0
Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; br anch=z9h4bK32f 014677161

From "Call Manager" <sip: 10.48. 38.5>;tag=104959~e650e088- 60ba- 4195-8387-3dcc0127ef dc- 19301631
To: <sip:1001@0. 48. 38. 5>; t ag=6c416a369525007145d433¢c8- 062b13d7

Date: Tue, 27 Aug 2019 15:27:44 GMI

Cal | -1 D: 35554700- d6514bef - 3282-526300e@L0. 48. 38. 5

Supported: tiner,resource-priority,replaces

User - Agent: Cisco-CUCML1. 5

Allow INVITE, OPTIONS, |INFO BYE, CANCEL, ACK, PRACK, UPDATE, SUBSCRI BE, NOTIFY

CSeq: 102 INVITE

Max- Forwar ds: 70

Expires: 180

Al'l ow Events: presence

Call -Info: <urn:x-cisco-remotecc: callinfo> isVoip; record-invoker=auto

M n-SE: 1800

Sessi on-1D: 00000000000000000000000000000000; r enpt e=56a8a95e00105000a0006¢c416a369525
Renmot e-Party-ID: "Call Manager" <sip: 10.48. 38. 5>; party=cal | i ng; screen=yes; pri vacy=of f
Contact: <sip: 10. 48. 38. 5: 5060; t ransport =t cp>

Content-Length: O

##### CUCM sends re-INVITE #1 to called (recorded) phone (notice there is no SDP - this is so
CUCM can identify the codec the BiB is |ocked to)

04241866. 001 | 11:27:44.332 | Applnfo |SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 48. 38. 107 on port 51902 i ndex 52

[ 286966, NET]

I NVI TE si p: 91a43f 66- ca58- 9cd3- b0e5- 588aa6la72bc@0. 48. 38. 107: 51902; transport=tcp SIP/ 2.0
Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; branch=z9hG4bK32f 11da4ce39

From "Call Manager" <sip: 10.48. 38.5>;tag=104956~e650e088- 60ba- 4195-8387-3dcc0127ef dc- 19301628
To: <sip:1001@0. 48. 38. 5>; t ag=6c416a369525007019bf 48f 9- 5901eb85

Date: Tue, 27 Aug 2019 15:27:44 GMI

Cal | -1 D: 35554700- d6514bef - 3280- 526300e@L0. 48. 38. 5

Supported: tiner,resource-priority,replaces

User - Agent: Cisco-CUCML1. 5

Allow INVITE, OPTIONS, |INFO BYE, CANCEL, ACK, PRACK, UPDATE, SUBSCRI BE, NOTIFY

CSeq: 102 INVITE

Max- Forwar ds: 70

Expires: 180

Al'l ow Events: presence

Call -Info: <urn:x-cisco-remotecc: callinfo> isVoip; record-invoker=auto

M n-SE: 1800

Sessi on-1D: 00000000000000000000000000000000; r enpt e=0848153900105000a0006¢c416a369525
Renmot e-Party-ID: "Call Manager" <sip: 10.48. 38.5>; party=cal | i ng; screen=yes; pri vacy=of f
Contact: <sip: 10.48. 38. 5: 5060; t ransport =t cp>

Content-Length: O

##### Called (recorded) phone returns 200 OK for re-1NVITE #2

04241872.002 | 11:27:44.541 | Applnfo |SIPTcp - wait_Sdl ReadRsp: I ncoming SIP TCP nmessage from
10. 48. 38. 107 on port 51902 index 52 with 1434 bytes:

[ 286969, NET]

SIP/2.0 200 K

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; br anch=z9h4bK32f 014677161

From "Call Manager" <sip: 10.48. 38.5>;tag=104959~e650e088- 60ba- 4195-8387-3dcc0127ef dc- 19301631
To: <sip:1001@0. 48. 38. 5>; t ag=6c416a369525007145d433¢c8- 062b13d7

Cal | -1 D: 35554700- d6514bef - 3282-526300e@L0. 48. 38. 5

Session-1 D 56a8a95e00105000a0006¢c416a369525; r enmpt e=00000000000000000000000000000000

Date: Tue, 27 Aug 2019 15:27:43 GMI



CSeq: 102 INVITE

Server: Cisco-CP7841/12.1.1

Contact: <sip:91a43f66-ca58-9cd3-b0e5-

588aa6la72bc@0. 48. 38. 107: 51902; t ransport =t cp>; +u. si p! devi cenanme. ccm ci sco. con¥" SEP6C416A369525"
Al l ow. ACK, BYE, CANCEL, | NVI TE, NOTI FY, OPTI ONS, REFER, REG STER, UPDATE, SUBSCRI BE, | NFO
Rermote-Party-ID: "SJ User 2" <sip:1001@0.48. 38.5>; party=cal |l ed;id-

t ype=subscri ber; privacy=of f ; screen=yes

Supported: replaces,join, sdp-anat, norefersub, resource-priority, extended-refer, X-cisco-

cal I i nf o, X-ci sco-serviceuri, X-ci sco-escapecodes, X-ci sco-service-control, X-ci sco-srtp-fall back, X-
ci sco- nonr ec, X- ci sco-confi g, X-cisco-sis-7.0.0, X-cisco-xsi-8.5.1

Al'l ow Events: kpm , di al og

Recv- 1 nfo: conference

Recv- 1 nfo: x-cisco-conference

Cont ent - Lengt h: 219

Cont ent - Type: application/sdp

Cont ent - Di sposi tion: session; handl i ng=opti onal

v=0

0=Ci sco- SI PUA 13977 1 IN | P4 10. 48. 38. 107
s=SI P Cal |

t=0 0

mFaudi o 17904 RTP/ AVP 0 101

c=I N | P4 10. 48. 38. 107

b=TI AS: 64000

a=rt pmap: 0 PCMJ 8000

a=rt pmap: 101 tel ephone-event/ 8000
a=fnt p: 101 0- 15

a=sendrecv

##### Called (recorded) phone returns 200 K to re-1NVITE #1

04241885. 002 | 11:27:44.550 | Applnfo |SIPTcp - wait_Sdl ReadRsp: I ncoming SIP TCP nessage from
10. 48. 38. 107 on port 51902 index 52 with 1433 bytes:

[ 286970, NET]

SIP/2.0 200 K

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; branch=z9hG4bK32f 11da4ce39

From "Call Manager" <sip:10.48. 38.5>;tag=104956~e650e088- 60ba- 4195-8387- 3dcc0127ef dc-19301628
To: <sip:1001@0. 48. 38. 5>; t ag=6c416a369525007019bf 48f 9- 5901eb85

Cal | -1 D: 35554700- d6514bef - 3280- 526300e@L0. 48. 38. 5

Session-1D: 0848153900105000a0006c416a369525; r enpot e=00000000000000000000000000000000

Date: Tue, 27 Aug 2019 15:27:43 GMI

CSeq: 102 INVITE

Server: Cisco-CP7841/12.1.1

Contact: <sip:91a43f66-ca58-9cd3-b0e5-

588aa6la72bc@0. 48. 38. 107: 51902; t ransport =t cp>; +u. si p! devi cenanme. ccm ci sco. con¥" SEP6C416A369525"
Al'l ow.  ACK, BYE, CANCEL, | NVI TE, NOTI FY, OPTI ONS, REFER, REG STER, UPDATE, SUBSCRI BE, | NFO
Rermote-Party-ID: "SJ User 2" <sip:1001@0.48. 38.5>; party=cal |l ed;id-

t ype=subscri ber; privacy=of f ; screen=yes

Supported: replaces,join, sdp-anat, norefersub, resource-priority, extended-refer, X-cisco-

cal I i nf o, X-ci sco-serviceuri, X-ci sco-escapecodes, X-ci sco-service-control, X-ci sco-srtp-fall back, X-
ci sco- nonr ec, X- ci sco-confi g, X-cisco-sis-7.0.0, X-cisco-xsi-8.5.1

Al'l ow Events: kpm , di al og

Recv- 1 nfo: conference

Recv- | nfo: x-cisco-conference

Cont ent - Lengt h: 218

Cont ent - Type: application/sdp

Cont ent - Di sposi tion: session; handl i ng=opti onal

v=0

0=Ci sco- SI PUA 2684 1 IN | P4 10.48. 38. 107
s=SI P Call

t=0 0

mFaudi o 26396 RTP/ AVP 0 101



c=I N I P4 10. 48. 38. 107
b=TI AS: 64000

a=rt pmap: 0 PCMJ 8000

a=rt pmap: 101 tel ephone-event/ 8000
a=fnt p: 101 0- 15

a=sendr ecv

##### CUCM sends ACK to called (recorded) phone for re-1NVITE #2

04241903. 001 | 11:27:44.552 | Applnfo |SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 48. 38. 107 on port 51902 i ndex 52

[ 286971, NET]

ACK si p: 91a43f 66- cab8- 9cd3- b0e5- 588aa6la72bc@0. 48. 38. 107: 51902; transport=tcp SI P/ 2.0

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; br anch=z9hG4bK32f 252b587f 6

From "Call Manager" <sip: 10.48.38.5>;tag=104959~e650e088- 60ba- 4195-8387-3dcc0127ef dc- 19301631
To: <sip:1001@0. 48. 38. 5>; t ag=6c416a369525007145d433¢c8- 062b13d7

Date: Tue, 27 Aug 2019 15:27:44 GMI

Cal | -1 D: 35554700- d6514bef - 3282-526300e@L0. 48. 38. 5

User - Agent: Cisco-CUCML1. 5

Max- Forwar ds: 70

CSeq: 102 ACK

Al'l ow Events: presence

Sessi on-1D: 00000000000000000000000000000000; r enpt e=56a8a95e00105000a0006¢c416a369525
Cont ent - Type: application/sdp

Cont ent - Lengt h: 192

v=0

0=Ci scoSystensCCM SI P 104959 3 IN I P4 10.48.38.5
s=SI P Cal

c=IN I P4 10.48. 38. 30
b=TI AS: 64000

b=AS: 64

t=0 0

mraudi o 56512 RTP/ AVP 0
b=TI AS: 64000

a=rt pmap: 0 PCMJ 8000
a=recvonly

##### CUCM sends ACK to the recording server in response to 200 OK #2

04241917. 001 | 11:27:44.555 | Applnfo |SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 48. 38. 30 on port 5060 index 50

[ 286972, NET]

ACK si p: 7878@0. 48. 38. 30: 5060; t ransport =TCP SI P/ 2.0

Via: SIP/ 2.0/ TCP 10. 48. 38. 5: 5060; branch=z9h&4bK32f 37369393

From "SJ User 2" <sip:1001@0. 48. 38. 5; x-farend; x-refci =19301625; x-

near endcl ust eri d=St andAl oned ust er ; x- near enddevi ce=SEP6C416A369525; x- near endaddr =1001; x-
farendrefci =19301624; x-f ar endcl ust eri d=St andAl oneCl ust er ; x-f ar enddevi ce=SEP38ED18552A12; x-
f ar endaddr =1000>; t ag=104961~e650e088- 60ba- 4195- 8387- 3dcc0127ef dc- 19301632

To: <sip:7878@0. 48. 38. 30>;t ag=dslald776c¢c

Date: Tue, 27 Aug 2019 15:27:44 GMI

Call -1 D: 35eddd80- d6514bf 0- 3283-526300e@L0. 48. 38.5

User - Agent: Cisco-CUCML1. 5

Max- Forwards: 70

CSeq: 101 ACK

Al ow Events: presence, kpn

Session-1D: 56a8a95e00105000a0006¢c416a369525; r enpt e=c83405810147¢c69016c38634ab104961
Cont ent - Type: application/sdp

Cont ent - Lengt h: 235

v=0
0=Ci scoSystensCCM SI P 104961 1 IN I P4 10.48.38.5
s=SI P Cal



c=I N I P4 10. 48. 38. 107
b=TI AS: 64000

b=AS: 64

t=0 0

nmraudi o 17904 RTP/ AVP 0 101

a=rt pmap: 0 PCMJ 8000

a=sendonl y

a=rt pmap: 101 tel ephone-event/ 8000
a=fnt p: 101 0- 15

##### CUCM sends ACK to called (recorded) phone for re-1NVITE #1

04241947.001 | 11:27:44.559 | Applnfo |SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 48. 38. 107 on port 51902 i ndex 52

[ 286973, NET]

ACK si p: 91a43f 66- cab8- 9cd3- b0e5- 588aa6la72bc@0. 48. 38. 107: 51902; transport=tcp SI P/ 2.0

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; br anch=z9hG4bK32f 45d25b711

From "Call Manager" <sip: 10.48.38.5>;tag=104956~e650e088- 60ba- 4195-8387-3dcc0127ef dc- 19301628
To: <sip:1001@0. 48. 38. 5>; t ag=6c416a369525007019bf 48f 9- 5901eb85

Date: Tue, 27 Aug 2019 15:27:44 GMI

Cal | -1 D: 35554700- d6514bef - 3280- 526300e@L0. 48. 38. 5

User - Agent: Cisco-CUCML1. 5

Max- Forwar ds: 70

CSeq: 102 ACK

Al'l ow Events: presence

Sessi on-1D: 00000000000000000000000000000000; r enpt e=0848153900105000a0006¢c416a369525
Cont ent - Type: application/sdp

Cont ent - Lengt h: 192

v=0

0=Ci scoSyst ensCCM SI P 104956 3 IN I P4 10.48.38.5
s=SI P Cal

c=IN I P4 10.48. 38. 30
b=TI AS: 64000

b=AS: 64

t=0 0

mraudi o 59058 RTP/ AVP 0
b=TI AS: 64000

a=rt pmap: 0 PCMJ 8000
a=recvonly

##### CUCM sends ACK to the recording server in response to 200 OK #1

04241948. 001 | 11:27:44.559 | Applnfo |SIPTcp - wait_Sdl SPI Si gnal : Qutgoing SIP TCP nessage to
10. 48. 38. 30 on port 5060 index 50

[ 286974, NET]

ACK si p: 7878@L0. 48. 38. 30: 5060; transport=TCP SI P/ 2.0

Via: SIP/2.0/ TCP 10. 48. 38. 5: 5060; branch=z9h&x4bK32f 573871bbb

From "SJ User 2" <sip:1001@0. 48. 38. 5; x- near end; x-ref ci =19301625; x-

near endcl ust eri d=St andAl oned ust er ; x- near enddevi ce=SEP6C416A369525; x- near endaddr =1001; x-
farendrefci =19301624; x-f ar endcl ust eri d=St andAl oneCl ust er; x-f ar enddevi ce=SEP38ED18552A12; x-
f ar endaddr =1000>; t ag=104958~e650e088- 60ba- 4195- 8387- 3dcc0127ef dc- 19301629

To: <sip:7878@0. 48. 38. 30>;t ag=ds2c967644

Date: Tue, 27 Aug 2019 15:27:43 GMI

Call -1 D: 35554700- d6514bef - 3281-526300e@L0. 48. 38.5

User - Agent: Cisco-CUCML1. 5

Max- Forwards: 70

CSeq: 101 ACK

Al ow Events: presence, kpn

Session-1 D 0848153900105000a0006¢c416a369525; r enpt e=c83405810147¢69016c38634ab104958
Cont ent - Type: application/sdp

Cont ent - Lengt h: 235



v=0

0=Ci scoSystensCCM SI P 104958 1 IN I P4 10.48.38.5
s=SI P Cal |

c=I N | P4 10. 48. 38. 107

b=TI AS: 64000

b=AS: 64

t=0 0

mraudi o 26396 RTP/ AVP 0 101

a=rt pmap: 0 PCMJ 8000

a=sendonl y

a=rt pmap: 101 tel ephone-event/ 8000
a=fnt p: 101 0- 15

Troubleshoot

En esta seccidn se brinda informacion que puede utilizar para resolver problemas en su
configuracion.

Negociacion Codec

Este es un ejemplo de uno de los tipos mas comunes de fallas en la grabacion de llamadas -
discordancia de codec entre el teléfono grabado y el servidor de grabacion:

Codec Negotiation Failure

### Cal | i ng phone places call

00019629. 001 | 12:48:34.510 |Applnfo |Stationlnit: (0000005) EnblocCall calledParty=9110001.

### CUCM perforns digit analysis against the dialed digits (dd="9110001")

00019638. 001 | 12:48:34.511 |Applnfo |Digit Analysis: star_DaReq: daReq.partitionSearchSpace(),
filteredPartitionSearchSpaceString(), partitionSearchSpaceString()

00019638. 002 | 12:48:34.511 |Applnfo |Digit Analysis: star_DaReq: Matching Legacy Nuneric,

di gi t s=9110001

00019638. 003 | 12:48:34.522 |Applnfo |Digit Analysis: getDaRes data: daRes.ssType=[0] Intercept
DAMR. sstype=[ 0], TPcount=[0], DAMR NotifyCount=[0], DaRes. NotifyCount=[0]

00019638. 004 | 12:48:34.522 |Applnfo |Digit Analysis: getDaRes - Renpte Destination [] isURI[1]
00019638. 005 | 12:48:34.522 |Applnfo |Digit analysis: patternUsage=2

00019638. 006 | 12:48:34.522 |Applnfo |Digit analysis: match(pi="2", fqcn="9110006",
cn="9110006", pl v="5", pss="", TodFilteredPss="", dd="9110001", dac="1")

00019638. 007 | 12:48:34.522 |Applnfo |Digit analysis: analysis results

00019638. 008 | 12: 48: 34.522 | Applnfo || PretransforntCallingPartyNunber=9110006

| Cal l'i ngPartyNunber =9110006

| Di al i ngPartition=

| Di al i ngPat t er n=9110001

| Ful l yQual i fi edCal | edPartyNunber=9110001

| Di al i ngPat t er nRegul ar Expr essi on=(9110001)

| Di al i ngWer e=

| Patt er nType=Ent erpri se

| Pot ent i al Mat ches=NoPot ent i al Mat chesExi st

| Di al i ngSdl Processl d=(0, 0, 0)



| PretransfornDigitString=9110001

| PretransforniragsLi st =SUBSCRI BER

| PretransfornmPosi tional Mat chLi st =9110001
| Col | ect edDi gi t s=9110001

### CUCM determi nes call nust stay on sane node and go to LineControl
(PI D=Li neControl (2, 100, 174, 19))

00019640. 001 | 12:48:34.522 |Applnfo |Digit analysis: wait_DrPidRes- Partition=[]
Patt ern=[ 9110001] Where=[], cnDevi ceType=[ User Devi ce], QutsideDi altone =[0], DeviceOverride=[0],
Pl D=Li neControl (2, 100, 174, 7), Cl =[ 49613637] , Sender =Cdcc( 2, 100, 219, 1)

### CUCM extends the call to the called phone

00019657. 003 | 12:48:34.560 | Applnfo |StationD: (0000007) DEBUG what ToDo: |ine=1 calls=0
limt=4, busy=2. GCl=(2, 7001), cm PL=(5, 0).

00019657. 004 | 12:48:34.560 | Applnfo |StationD: (0000007) DEBUG what ToDo: busy trigger not
hit... send to open appearance

00019657. 005 | 12:48:34.560 | Applnfo |preFilterCapCount =[11], preFilterCaps :: (Cap)= (25) (6)
(4) (2) (7) (8) (15) (16) (11) (12) (257) Filtering Caps due to Service Parameter Configuration
postFilterCapCount =[8], postFilterCaps :: (Cap)= (25) (4) (2) (15) (16) (11) (12) (257)
00019657. 006 | 12:48:34.560 | Applnfo |preFilterCapCount =[0], preFilterCaps :: (Cap)= Filtering
Caps due to Service Paraneter Configuration postFilterCapCount =[0], postFilterCaps :: (Cap)=
00019657. 007 | 12: 48: 34.560 | Created | |

| Stati onCdpc(2, 100, 64, 2) | StationD(2, 100, 63, 7) |

| NunOf Current | nst ances: 2

00019657. 008 | 12:48:34.560 | Applnfo |StationD: (0000007) DEBUG getLi neRi ngSetting:

ret Val =4.

00019657. 009 | 12:48:34.560 | Applnfo |StationD: (0000007) DEBUG saveRi nger for: ci=49613638,
line=1, node=2, cm precedence=5, call Phase=5.

00019657. 010 | 12:48:34.560 | Applnfo | StationD: (0000007) DEBUG saveRi nger: ci=49613638,
line=1, node=2, cm precedence=5, call Phase=5, nodifier=0

00019657. 011 | 12:48:34.560 | Applnfo |StationD: (0000007) INFO sendCall AcceptReq: Try to

send StationLineCall Accept to cdpc=2 .
00019657. 012 | 12:48:34.560 | Applnfo |StationD: (0000007) playRi nger for: ci=49613638.

00019657. 013 | 12:48: 34.560 | Applnfo |StationD: (0000007) DEBUG getLineRi ngSetting:
ret Val =4.
00019657. 014 | 12:48:34.560 | Applnfo |StationD: (0000007) DEBUG getLi neRi ngSetting:
ret Val =4.
00019657. 015 | 12:48: 34.560 | Applnfo | StationD: (0000007) DEBUG getLi neRi ngSetting:
ret Val =4.

### The Cal l ed (recorded) phone goes off hook
00019709. 001 | 12:48:36.042 | Applnfo |StationD: (0000007) restartO_Stati onO f Hook - | NFG

Cl =49613638 on |ine=1, SPKMbde=0, al waysPri meLi ne=0, al waysUsePri meLi neFor VM=0, fi d=9999,
of f HookTri gger =1.

### CUCM Tells the calling phone to open the |ogical channel

00019773. 001 | 12: 48: 36. 061 | Applnfo | StationD: (0000005) SEP0018195AA209 ,
st ar _Medi aExchangeAgenaOpenLogi cal Channel packet Si ze=20, codec=4, ci =49613637

### CUCM Tells the called (recorded) to open the |ogical channel

00019776. 001 | 12: 48: 36. 061 | Applnfo | StationD: (0000007) SEP001795BDD16B |,
st ar _Medi aExchangeAgenaOpenLogi cal Channel packet Si ze=20, codec=4, ci =49613638

### CUCM Tells the calling phone to open the receive channel

00019784. 002 | 12:48:36.062 | Applnfo |StationD: (0000005) OpenRecei veChannel
conf erencel D=49613637 passThruPartyl D=33554433 i |l | i secondPacket Si ze=20



conpr essi onType=4( Medi a_Payl oad_Gr711U aw64k) RFC2833Payl oadType=0 qualifierln=?
sour cel pAddr =l pAddr . type: 0 i pAddr: 0x0e302021000000000000000000000000( 10. 48. 32.33). nyl P:
| pAddr . type: 0 i pv4Addr: 0x0e30201c(10. 48. 32. 28)

### Codec | ocked due to recording on called (recorded) phone

00019785. 003 | 12:48:36.062 | Applnfo | StationCdpc: star_Medi aExchangeAgenaQueryCapability -
Devi ce SEP001795BDD16B, codec | ocked due to recording, codecType=4

### CUCM Tells the called (recorded) phone to open the receive channel

00019788. 002 | 12:48:36.062 | Applnfo |StationD: (0000007) OpenRecei veChannel

conf erencel D=49613638 passThruPartyl D=33554434 il | i secondPacket Si ze=20

conpr essi onType=4( Medi a_Payl oad_Gr11U aw64k) RFC2833Payl oadType=0 qualifierln=?

sour cel pAddr =l pAddr . type: 0 i pAddr: 0x0e30201c000000000000000000000000( 10. 48. 32. 28). nyl P:
| pAddr . type: 0 i pv4Addr: 0x0e302021( 10. 48. 32. 33)

### CUCM al | ocates the BiB on the called (recorded) phone

00019830. 000 | 12:48:36.074 | Sdl Sig | M mAl | ocat eUcbResour ceReq | wai ting

| Medi aResour ceManager ( 2, 100, 138, 1) | Cc( 2, 100, 220, 1)

| 2, 100, 14, 19. 206"10. 48. 32. 33"SEP001795BDD16B | [ R N-H: 0, N: 1,L:0,V:0,Z:0,D: 0] Cl=49613639
SsType=33554461 SsKey=1 Bri dgeType=0 MRG.Pki d= Nunftreamrl Bi b=89cdb152- 4ef 2- 4d60- 9e6b-
ab8c77c22618 Bi bTgCi =49613638 Feat| d=159 PL=5 PLDm=0 Devi ceCapability=0 NunVi deoCapabl e=0
request Devi ceType=0 request Devi ceLocal e=64 forki ngDevi cePositi on=2 pl ayToneDi r=3

### Bi B places it's first call to recording destination address (cn is calling nunmber which is
t he Bi B cn="b00223906001" and it is dialing the recordi ngdestinati on dd="8675309")

00019889. 001 | 12:48:36.100 |Applinfo |Digit Analysis: star_DaReq: daReq.partitionSearchSpace(),
filteredPartitionSearchSpaceString(), partitionSearchSpaceString()

00019889. 002 | 12:48:36.100 |Applnfo |Digit Analysis: star_DaReq: Matching Legacy Nuneric,

di gi t s=8675309

00019889. 003 | 12:48:36.100 |Applnfo |Digit Analysis: getDaRes data: daRes.ssType=[0] I|ntercept
DAMR. sstype=[ 0], TPcount=[0], DAMR NotifyCount=[0], DaRes. NotifyCount=[0]

00019889. 004 | 12:48:36.100 |Applnfo |Digit Analysis: getDaRes - Renpte Destination [8675309]
i sURI [ 0]

00019889. 005 | 12:48:36.100 | Applnfo |CMUtility routeCall ThroughCTlI RD: no matching

RemDest Dynani ¢ record exists for rendest [8675309]

00019889. 006 | 12:48:36.100 | Applnfo | DbMbility: getMatchedRenDest starts: cnunber = 8675309
00019889. 007 | 12:48:36.100 | Applnfo | DbMbility: getMtchedRenDest: full match case
00019889. 008 | 12:48:36. 100 | Applnfo | DbMbility Sel ect ByDestination: no matchi ng RenDest Dynanmni c
record exists for rendest [8675309]

00019889. 009 | 12:48:36.100 | Applnfo |DbMbility: can't find rendest 8675309 in nap

00019889. 010 | 12:48:36.100 | Applinfo |Digit analysis: patternUsage=5

00019889. 011 | 12:48:36.100 |Applnfo |Digit analysis: match(pi="1", fqcn="",
cn="b00223906001", pl v="5", pss="E911_PT: Phones_PT: EMERGENCY_PT: | NTERNAL_PT: | NFORVACAST_PT",
TodFi | t eredPss="E911_PT: Phones_PT: EMERGENCY_PT: | NTERNAL_PT: | NFORMACAST_PT",

dd="8675309", dac="1")

00019889. 012 | 12:48:36.100 | Appinfo |Digit analysis: analysis results

00019889. 013 | 12:48: 36. 100 | Applnfo || PretransformCallingPartyNunber=b00223906001

| Cal I'i ngPart yNunber =b00223906001

| DialingPartition=

| Di al i ngPat t er n=8675309

| Ful ' yQual i fi edCal | edPart yNunber =8675309

| Di al i ngPat t er nRegul ar Expr essi on=(8675309)

| Di al i ngWher e=

| Patt er nType=Ent erpri se

| Pot ent i al Mat ches=NoPot ent i al Mat chesExi st

| Di al i ngSdl Processl d=(0, 0, 0)

| PretransfornDigitStri ng=8675309

| PretransfornilragsLi st =SUBSCRI BER

| PretransfornmPosi tional Mat chLi st =8675309



| Col | ect edDi gi t s=8675309

### Cal |l i ng phone sends CUCMthe ORC ACK

00019912. 001 | 12:48:36.139 |Applnfo |Stationlnit: (0000005) OpenRecei veChannel Ack Status=0,
| pAddr =I pAddr . t ype: O i pAddr: 0x0e30201c000000000000000000000000( 10. 48. 32. 28), Port=31678,
Partyl D=33554433

### CUCM sends startMedi aTransmi ssion to the called (recorded) phone telling the phone to send
RTP to the calling phone (10.48.32.28)

00019920. 001 | 12:48:36.139 | Applnfo |StationD: (0000007) startMedi aTransm ssion
conf erencel D=49613638 passThruPartyl D=33554434 renot el pAddr ess=I pAddr. type: 0

i pAddr : 0x0e30201c000000000000000000000000( 10. 48. 32. 28) renpt ePort Nunber =31678

m | |i SecondPacket Si ze=20 conpressType=4( Medi a_Payl oad_Gr711U aw64k) RFC2833Payl oadType=0
qualifierQut=?. nylP: |pAddr.type: 0 ipv4Addr: 0x0e302021( 10. 48. 32. 33)

### Cal |l ed (recorded) phone sends CUCM the ORC ACK

00019959. 001 | 12:48:36. 145 | Applnfo |Stationlnit: (0000007) OpenRecei veChannel Ack Status=0,
| pAddr =I pAddr . t ype: O i pAddr: 0x0e302021000000000000000000000000( 10. 48. 32. 33), Port=28360,
Partyl D=33554434

### CUCM sends start Medi aTransmi ssion to the calling phone telling the phone to send RTP to the
cal |l ed phone (10.48. 32. 33)

00019977. 001 | 12:48:36.146 | Applnfo |StationD: (0000005) startMedi aTransm ssi on
conf erencel D=49613637 passThruPartyl D=33554433 r enot el pAddr ess=I pAddr. type: 0

i pAddr : 0x0e302021000000000000000000000000( 10. 48. 32. 33) renpt ePort Nunber =28360

m || i SecondPacket Si ze=20 conpressType=4( Medi a_Payl oad_Gr11U aw64k) RFC2833Payl oadType=0
qualifierQut=?. nylP: |pAddr.type: 0 ipv4Addr: 0x0e30201c( 10. 48. 32. 28)

### Bi B pl aces second call to recording destination address (cn is calling nunmber which is the
Bi B cn="b00223906001" and it is dialing the recordingdestination dd="8675309")

Note that the Bi B number stayed the sanme (b00223906001) and so did the recordi ngdestination
nurmber 00020002. 001 | 12: 48: 36. 147 | Applnfo |Digit Analysis: star_DaReq:

daReq. partitionSearchSpace(), filteredPartitionSearchSpaceString(), partitionSearchSpaceString()
00020002. 002 | 12:48:36.147 | Applnfo |Digit Analysis: star_DaReq: Matching Legacy Numeric,

di gi t s=8675309 00020002. 003 | 12:48: 36. 147 | Applnfo |Digit Analysis: getDaRes data:

daRes. ssType=[0] Intercept DAMR sstype=[0], TPcount=[0], DAMR NotifyCount=[0],

DaRes. Noti f yCount =[ 0] 00020002. 004 | 12: 48: 36. 147 | Applnfo |Digit Analysis: getDaRes - Renote
Destination [8675309] isURI[0] 00020002. 005 | 12:48:36.147 |Applnfo |[CMXility

rout eCal | Thr oughCTI RD: no mat chi ng RemDest Dynani ¢ record exists for rendest [8675309]

00020002. 006 | 12:48:36. 147 | Applnfo | DoMobility: getMatchedRemDest starts: cnumber = 8675309
00020002. 007 | 12:48:36. 147 | Applnfo | DbMobility: get MatchedRemDest: full match case 00020002. 008
| 12: 48: 36. 147 | Applnfo | DbMobility Sel ect ByDestinati on: no matchi ng RenDest Dynami ¢ record exists
for renmdest [8675309] 00020002. 009 | 12: 48: 36.147 | Applnfo |DbMwbbility: can't find rendest
8675309 in map 00020002. 010 | 12:48:36.147 | Applnfo |Digit analysis: patternUsage=5 00020002. 011
| 12: 48: 36. 147 | Applnfo |Digit analysis: match(pi="1", fgcn="", cn="b00223906001", pl v="5",
pss="E911_PT: Phones_PT: EMERGENCY_PT: | NTERNAL_PT: | NFORMACAST_PT",

TodFi | t eredPss="E911_PT: Phones_PT: EMERGENCY_PT: | NTERNAL_PT: | NFORMACAST_PT",

dd="8675309", dac="1") 00020002.012 | 12:48:36.147 |Applinfo |Digit analysis: analysis results
00020002. 013 | 12:48: 36. 147 | Applnfo || PretransformnCal i ngPartyNurmber =b00223906001

| Cal I i ngPart yNunber =b00223906001 | Di alingPartition= | DialingPattern=8675309

| Ful  yQual i fiedCal | edPart yNunber=8675309 | Di al i ngPatt er nRegul ar Expr essi on=(8675309)

| Di al i ngWhere= | PatternType=Ent erpri se | Potenti al Mat ches=NoPot enti al Mat chesExi st

| Di al i ngSdl Processl d=(0, 0,0) |PretransfornDigitString=8675309 | PretransfornlagsLi st =SUBSCRI BER

| PretransformnmPosi tional Mat chLi st =8675309 | Col | ect edDi gi t s=8675309 | UnconsunedDbDi gi t s=

| TagsLi st =SUBSCRI BER | Posi ti onal Mat chLi st =8675309

### CUCM sends I NVITE #1 to configured recordi ng server (10.48.32.170)



00020086. 001 | 12:48:36. 156 | Applnfo |//SIP/SIPUdp/ wait_Sdl SPI Si gnal : Qutgoing SIP UDP nessage
to 10.48.32.170: [5060] :

[ 901, NET]

I NVI TE si p: 8675309@.0. 48. 32. 170: 5060 SIP/ 2.0

Via: SIP/2.0/UDP 10. 48. 32. 90: 5060; br anch=z9hG4bK4f 2a857d3d

From <sip:9110001@0. 48. 32. 90; x- near end; x-r ef ci =49613638; x- near endcl ust eri d=gl enscucmlO- 5; x-
near enddevi ce=sep001795bdd16b; x- near endaddr =9110001; x- f ar endr ef ci =49613637; x-

f arendcl ust eri d=gl enscucmlO- 5; x- f ar enddevi ce=sep0018195aa209; x-

f ar endaddr =9110006>; t ag=351~713e2333- 4032- 45f 1- b1f 5- e33cf 471acec- 49613642

To: <sip:8675309@0. 48. 32. 170>

Date: Tue, 14 Cct 2014 16:48:36 GVI

Call -1 D ef7acf80-43d153e4- 50- 5a20300e@10. 48. 32. 90

Supported: tiner,resource-priority,replaces

M n-SE: 1800

User - Agent: Ci sco- CUCMLO. 5

Allow INVITE, OPTIONS, |NFO BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
CSeq: 101 INVITE

Expires: 180

Al ow Events: presence, kpn

Supported: X-cisco-srtp-fallback

Supported: Geol ocation

Cal | -I nfo: ; method="NOTI FY; Event =t el ephone- event ; Dur ati on=500"

Cisco-Guid: 4017803136- 0000065536- 0000000001- 1512058894

Sessi on- Expires: 1800

P- Asserted-ldentity: <sip:9110001@0. 48. 32. 90>

Renmot e- Party- I D: <sip:9110001@0. 48. 32. 90>; party=cal | i ng; screen=yes; pri vacy=of f

Contact: <sip:9110001@0. 48. 32. 90: 5060>; i sFocus

Max- Forwards: 70

Content-Length: O

### CUCM sends I NVITE #2 to configured recordi ng server (10.48.32.170)

00020088. 001 | 12:48:36.157 | Applnfo |//SIP/SIPUdp/wait_Sdl SPI Si gnal : Qutgoing SIP UDP nessage
to 10.48.32.170: [5060] :

[ 902, NET]

I NVI TE si p: 8675309@.0. 48. 32. 170: 5060 SIP/ 2.0

Via: SIP/2.0/UDP 10. 48. 32. 90: 5060; br anch=z9hG4bK5014378d0b

From <sip:9110001@0. 48. 32. 90; x-farend; x-ref ci =49613638; x- near endcl ust eri d=gl enscucmlO0- 5; x-
near enddevi ce=sep001795bdd16b; x- near endaddr =9110001; x- f ar endr ef ci =49613637; x-

f arendcl ust eri d=gl enscucmlO- 5; x- f ar enddevi ce=sep0018195aa209; x-

f ar endaddr =9110006>; t ag=352~713e2333- 4032- 45f 1- b1f 5- e33cf 471acec- 49613645

To: <sip:8675309@0. 48. 32. 170>

Date: Tue, 14 Cct 2014 16:48:36 GVI

Call -1 D ef7acf80-43d153e4-51-5a20300e@10. 48. 32. 90

Supported: tiner,resource-priority,replaces

M n-SE: 1800

User - Agent: Ci sco- CUCMLO. 5

Allow INVITE, OPTIONS, |NFO BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
CSeq: 101 INVITE

Expires: 180

Al'l ow Events: presence, kpn

Supported: X-cisco-srtp-fallback

Supported: Geol ocation

Cal |l -I nfo: ; method="NOTI FY; Event =t el ephone- event ; Dur ati on=500"

Cisco-Guid: 4017803136- 0000065536- 0000000002- 1512058894

Sessi on- Expires: 1800

P- Asserted-ldentity: <sip:9110001@0. 48. 32. 90>

Renmot e- Party- I D: <sip:9110001@0. 48. 32. 90>; part y=cal | i ng; screen=yes; pri vacy=of f

Contact: <sip:9110001@0. 48. 32. 90: 5060>; i sFocus

Max- Forwards: 70

Content-Length: O

### CUCM receives a 200 K fromrecording server for |NVITE #1



00020089. 001 | 12:48:36.161 | Applnfo |//SIP/SIPUdp/wait_Sdl Datal nd: | ncomng SIP UDP nmessage
size 731 from 10. 48. 32. 170: [ 5060] :

[ 903, NET]

SIP/2.0 200 K

Via: SIP/2.0/UDP 10. 48. 32. 90: 5060; br anch=z9hG4bK4f 2a857d3d

From <sip:9110001@0. 48. 32. 90; x- near end; x-r ef ci =49613638; x- near endcl ust eri d=gl enscucmlO- 5; x-
near enddevi ce=sep001795bdd16b; x- near endaddr =9110001; x- f ar endr ef ci =49613637; x-

f arendcl ust eri d=gl enscucmlO- 5; x- f ar enddevi ce=sep0018195aa209; x-

f ar endaddr =9110006>; t ag=351~713e2333- 4032- 45f 1- b1f 5- e33cf 471acec- 49613642

To: <sip:8675309@0. 48. 32. 170>;tag=1

Call -1 D: ef 7acf 80-43d153e4- 50- 5a20300e@L0. 48. 32. 90

CSeq: 101 INVITE

Contact: <sip:10.48.32.170: 5060; t ransport =udp>

Cont ent - Type: application/sdp

Cont ent - Lengt h: 135

v=0

o=user1l 53655765 2353687637 IN | P4 10.48.32.170
S=-

c=I N I P4 10.48.32.170

t=0 0

mraudi o 6000 RTP/ AVP 0

a=rt pmap: 0 PCMJ 8000

### CUCM receives a 200 OK fromrecording server for |NVITE #2

00020092. 001 | 12:48:36.161 | Applnfo |//SIP/SIPUdp/wait_Sdl Datal nd: | ncomng SIP UDP nmessage
size 730 from 10. 48. 32. 170: [ 5060] :

[ 905, NET]

SIP/2.0 200 K

Via: SIP/2.0/UDP 10. 48. 32. 90: 5060; br anch=z9hG4bK5014378d0b

From <sip:9110001@0. 48. 32. 90; x-farend; x-ref ci =49613638; x- near endcl ust eri d=gl enscucmlO0- 5; x-
near enddevi ce=sep001795bdd16b; x- near endaddr =9110001; x- f ar endr ef ci =49613637; x-

f arendcl ust eri d=gl enscucmlO- 5; x- f ar enddevi ce=sep0018195aa209; x-

f ar endaddr =9110006>; t ag=352~713e2333- 4032- 45f 1- b1f 5- e33cf 471acec- 49613645

To: <sip:8675309@0. 48. 32. 170>;tag=2

Call -1 D: ef 7acf 80-43d153e4- 51- 5a20300e@L0. 48. 32. 90

CSeq: 101 INVITE

Contact: <sip:10.48.32.170: 5060; transport =udp>

Cont ent - Type: application/sdp

Cont ent - Lengt h: 135

v=0

o=user1l 53655765 2353687637 IN | P4 10.48.32.170
S=-

c=I N I P4 10.48.32.170

t=0 0

mraudi o 6000 RTP/ AVP 0

a=rt pmap: 0 PCMJ 8000

### Region information for connecting audio for recording call, both appear to support G 711.
Note that the bandwi dth capabilities printed is kbps=8 nmeani ng the region rel ati onship between
the two regions is limtted to codecs using 8kbps or |ess. 00020160. 005 | 12: 48: 36. 190 | Appl nfo
| DET- Regi onsServer:: matchCapabilities-- savedOpti on=3, PREF_NONE, regi onA=(null) regionB=(null)
| at ent Caps(A=0, B=0) kbps=8, capACount=1, capBCount=1 00020160. 006 | 12: 48: 36. 190 | Appl nfo | DET-
Medi aManager - (2) : : checkAudi oPassThru, paran(bPost MTPAl | ocati on=0, chkTrp=1), capCount(1,1),

nt pPT=1, aPT=2 00020160. 007 | 12: 48: 36. 190 | Appl nfo | DET- Medi aManager - (2):: preCheckCapabilities,
regionl=Default, region2=RecordingTrunk, Ptyl capCount=1 (Cap, ptine)= (4,20), Pty2 capCount=1
(Cap, ptinme)= (4,20)

00020160. 008 | 12:48:36. 190 | Appl nfo | DET- Regi onsServer::matchCapabilities-- savedOpti on=0
PREF_NONE, regionA=(null) regionB=(null) |atentCaps(A=0, B=0) kbps=8, capACount=1, capBCount=1



### CUCM determines 2 transcoders are required and attenpts to allocate

00020160. 011 | 12: 48:36. 190 | Appl nfo | DET- Medi aManager - (2):: preCheckCapabilities, caps mismatch!
Xcoder Reqd. kbps(8), filtered Al capCount=0 (Cap, ptine)=], B[capCount=0 (Cap, ptinme)=] all owMIP=0
numXcoderRequired=2 xcodi ngSi de=0

### No transcoder is configured which can cause this call to fail

00020162. 003 | 12:48:36. 190 | Appl nfo | Medi aResour ceManager : : sendAl | ocati onResourceErr - ERROR -
no transcoder device configured

### CUCM sendt the ACK and BYE to the recording server in response to | NVITE #1
Not e the Q 850 cause code

00020210. 001 | 12:48:36.216 | Applnfo |//SIP/SIPUdp/wait_Sdl SPI Si gnal : Qutgoing SIP UDP nessage
to 10.48.32.170:[5060]:

[ 906, NET]

ACK si p: 10.48. 32.170: 5060; t ransport=UDP SI P/ 2.0

Via: SIP/2.0/UDP 10. 48. 32. 90: 5060; br anch=z9hG4bK51257b2b47

From <sip:9110001@0. 48. 32. 90; x- near end; x-r ef ci =49613638; x- near endcl ust eri d=gl enscucmlO- 5; x-
near enddevi ce=sep001795bdd16b; x- near endaddr =9110001; x- f ar endr ef ci =49613637; x-

f arendcl ust eri d=gl enscucmlO- 5; x- f ar enddevi ce=sep0018195aa209; x-

f ar endaddr =9110006>; t ag=351~713e2333- 4032- 45f 1- b1f 5- e33cf 471acec- 49613642

To: <sip:8675309@0. 48. 32. 170>;tag=1

Date: Tue, 14 COct 2014 16:48:36 GMVI

Call -1 D: ef 7acf 80-43d153e4- 50- 5a20300e@L0. 48. 32. 90

User - Agent: Ci sco- CUCMLO. 5

Max- Forwards: 70

CSeq: 101 ACK

Al'l ow Events: presence, kpm

Content-Length: O

00020211. 001 | 12:48:36.216 | Applnfo |//SIP/SIPUdp/wait_Sdl SPI Si gnal : Qutgoing SIP UDP nessage to
10. 48. 32.170: [ 5060] :

[ 907, NET]

BYE si p: 10. 48. 32. 170: 5060; transport=UDP SI P/ 2.0

Via: SIP/2.0/UDP 10. 48. 32.90: 5060; branch=z9h&bK526f 3d2af a

From <sip:9110001@0. 48. 32. 90; x- near end; x-r ef ci =49613638; x- near endcl ust eri d=GF ensCUCMLO- 5; x-
near enddevi ce=SEP001795BDD16B; x- near endaddr =9110001; x-f ar endr ef ci =49613637; x-

farendcl ust eri d=F ensCUCMLO- 5; x- f ar enddevi ce=SEP0018195AA209; x-

f ar endaddr =9110006>; t ag=351~713e2333- 4032- 45f 1- b1f 5- e33cf 471acec- 49613642

To: <sip:8675309@0. 48. 32. 170>;tag=1

Date: Tue, 14 COct 2014 16:48:36 GMI

Call -1 D: ef 7acf 80-43d153e4- 50- 5a20300e@L0. 48. 32. 90

User - Agent: Ci sco- CUCMLO. 5

Max- Forwards: 70

P- Asserted-ldentity: <sip:9110001@0. 48. 32. 90>

CSeq: 102 BYE

Reason: Q.850;cause=47

Content-Length: O

### CUCM sendt the ACK and BYE to the recording server in response to | NVITE #2
Not e the Q 850 cuase code in the BYE

00020248. 001 | 12:48:36.218 | Applnfo |//SIP/SIPUdp/wait_Sdl SPI Si gnal : Qutgoing SIP UDP nessage
to 10.48.32.170:[5060] :

[ 908, NET]

ACK si p: 10.48. 32.170: 5060; t ransport=UDP SI P/ 2.0

Via: SIP/2.0/UDP 10. 48. 32. 90: 5060; br anch=z9hG4bK531df 920a6

From <sip:9110001@0. 48. 32. 90; x-farend; x-ref ci =49613638; x- near endcl ust eri d=gl enscucmlO0- 5; x-
near enddevi ce=sep001795bdd16b; x- near endaddr =9110001; x- f ar endr ef ci =49613637; x-

farendcl ust eri d=gl enscucmlO- 5; x- f ar enddevi ce=sep0018195aa209; x-



f ar endaddr =9110006>; t ag=352~713e2333- 4032- 45f 1- b1f 5- e33cf 471acec- 49613645
To: <sip:8675309@0. 48. 32. 170>;tag=2

Date: Tue, 14 Cct 2014 16:48:36 GJI

Cal | -1D: ef 7acf80-43d153e4-51-5a20300e@l0. 48. 32. 90

User - Agent: Ci sco- CUCMLO. 5

Max- Forwar ds: 70

CSeq: 101 ACK

Al ow Events: presence, kpn

Content-Length: O

00020249. 001 | 12:48:36.218 | Applnfo |//SIP/SIPUdp/wait_Sdl SPI Si gnal : Qutgoing SIP UDP nessage to
10. 48. 32.170: [ 5060] : [909, NET] BYE si p: 10. 48. 32. 170: 5060; transport=UDP SIP/ 2.0 Via: SIP/ 2.0/ UDP
10. 48. 32. 90: 5060; br anch=z9hAbK5462aba807 From <si p:9110001@0. 48. 32. 90; x- f ar end; x-

ref ci =49613638; x- near endcl ust eri d=gl enscucni0- 5; x- near enddevi ce=sep001795bdd16b; x-

near endaddr =9110001; x- f ar endr ef ci =49613637; x- f ar endcl ust eri d=gl enscucml0- 5; x-

f arenddevi ce=sep0018195aa209; x- f ar endaddr =9110006>; t ag=352~713e2333- 4032- 45f 1- b1f 5- e33cf 471acec-
49613645 To: <sip:8675309@l0. 48.32.170>;tag=2 Date: Tue, 14 Cct 2014 16:48:36 GMI Call-1D

ef 7acf 80- 43d153e4- 51- 5a20300e@.0. 48. 32. 90 User- Agent: Ci sco- CUCMLO.5 Max-Forwards: 70 P-
Asserted-ldentity: <sip:9110001@0. 48. 32. 90> CSeq: 102 BYE Reason: Q.850;cause=47
Content-Length: O

Error de configuracidén que incluye problemas de CSS y PT

Los comandos aqui permiten que la mayoria de las configuraciones de grabacion se revisen
rapidamente con solo la direccion MAC conocida de un teléfono que no esta grabando llamadas.
Simplemente reemplace la parte del comando MAC_of_Phone con la direccion MAC real del
teléfono, como en los ejemplos que se ven aqui.

Esto le da el DN (todos ellos si hay mas de uno) para el MAC que busca, el MAC del teléfono solo
para la confirmacion, la configuracion BIB, la configuracion de privacidad, el tipo de grabacién
(referencia a los valores enumerados en los ejemplos del laboratorio), el perfil de grabacion en
uso por el teléfono, el nombre de la grabacién Call Search Spaces (CSS), el destino de grabacion
para ese perfil de grabacion y la particion con la que esta asociado el destino de grabaciéon en
funcién del MAC que busque:

run sql select nl.dnorpattern as phone_dn, dev.nane as phone_mac, CASE
dev.tkstatus_builtinbridge WHEN '1' THEN 'BiB is on' WHEN '0O' THEN 'BiB is off' ELSE 'NA" END as
is_bib_on, CASE dev.resettoggle WHEN 't' THEN 'Privacy is on' WHEN 'f' THEN ' Privacy is off'
ELSE 'NA' END as is_privacy_on, CASE recordynamtkrecordingflag WHEN ' 0' THEN ' Recor di ng

Di sabl ed" WHEN '1' THEN 'Automatic' WHEN '2' THEN ' Sel ective' ELSE 'NA" END as recordi ng_type
CASE devnunpl anmap. t kpr ef errednedi asource WHEN ' 1' THEN ' Gateway Preferred’ WHEN '2' THEN ' Phone
Preferred’ ELSE 'NA' END as Recordi ng_Medi a_Source, rcrdpro. name as recordi ng_profil e_nane,
css.nane as css_used_by recording_profile, rcrdpro.recorderdestination as
recording_route_pattern, rp.nane as required_partition_for_css_used_by recording_profile from
recordingprofile as rcrdpro inner join callingsearchspace as css on

rcrdpro. fkcal I i ngsearchspace_callrecording = css.pkid inner join nunplan as n on n.dnorpattern =
rcrdpro.recorderdestination inner join routepartition as rp on rp.pkid = n.fkroutepartition

i nner join devicenunpl annap as devnunpl anmap on rcrdpro. pkid = devnunpl anmap. f krecordi ngprofile
inner join recordingdynanic as recordynam on devnunpl anmap. pki d = recordynam f kdevi cenunpl annmap
inner join device as dev on devnunpl anmap. f kdevi ce = dev.pkid inner join nunplan as nl on
devnunpl anmap. f knunpl an = nl. pkid where css.pkid = rcrdpro.fkcal | i ngsearchspace_cal |l recordi ng
and dev. nane=' MAC of _Phone

Esto le da la lista de particiones que estan asociadas con el CSS de grabacion en el perfil de
grabacion que esta asociado con el MAC del teléfono con el que busca.

run sql select css.name as nanme_of _the_recording_css, rp.nane as partitions_in_recording_css,
csmsortorder from callingsearchspace as css inner join callingsearchspacenenber as csm on
csmfkcal | i ngsearchspace = css.pkid inner join routepartition as rp on csmfkroutepartition =



rp.pkid inner join recordingprofile as rcrdpro on rcrdpro.fkcallingsearchspace_callrecording =
css. pkid inner join devicenunpl anmap as devnunpl anmap on rcrdpro. pkid =

devnunpl anmap. f krecordi ngprofile inner join device as dev on devnunpl anmap. f kdevi ce = dev. pkid
where css. pkid = rcrdpro. fkcallingsearchspace_cal lrecordi ng and dev. name=' MAC_of _Phone

A continuacion se muestran ejemplos de la salida del laboratorio para un teléfono con direccion
MAC SEPC80084AA8743:

En este comando, puede ver que el teléfono tiene un solo DN que es 2003, también vemos que la
BIB esta activada, la privacidad esta desactivada, el tipo de grabacién es automatica, el origen
preferido es el teléfono, el perfil de grabacion es Test Recording Profile, el espacio de busqueda
de llamadas de grabacion es INTERNAL_CSS, el patron de ruta para las llamadas grabadas es
8675309 y ese patrén esta asociado con la particion INTERNAL_PT.

run sgl select nl.dnorpattern as phone_dn, dev.nane as phone_mac, CASE
dev.tkstatus_builtinbridge WHEN '1' THEN 'BiB is on' WHEN 'O THEN 'BiB is off' ELSE ' NA' END as
is_bib_on, CASE dev.resettoggle WHEN 't' THEN 'Privacy is on" WHEN 'f' THEN 'Privacy is off’
ELSE ' NA' END as is_privacy_on, CASE recordynamtkrecordingflag WHEN ' 0 THEN ' Recor di ng

Di sabl ed” WHEN '1' THEN ' Automatic' WHEN '2' THEN ' Sel ective' ELSE 'NA" END as recordi ng_type
CASE devnunpl anmap. t kpr ef err ednmedi asource WHEN ' 1' THEN ' Gateway Preferred’ WHEN '2' THEN ' Phone
Preferred’ ELSE ' NA' END as Recordi ng_Medi a_Source, rcrdpro.name as recordi ng_profil e_nane,
css.nane as css_used_by recording_profile, rcrdpro.recorderdestination as

recordi ng_route_pattern, rp.name as required_partition_for_css_used_by_recording_profile from
recordi ngprofile as rcrdpro inner join callingsearchspace as css on

rcrdpro. fkcal | i ngsearchspace_cal | recording = css.pkid inner join nunplan as n on n.dnorpattern =
rcrdpro. recorderdestination inner join routepartition as rp on rp.pkid = n.fkroutepartition

i nner join devicenunpl anmap as devnunpl anmap on rcrdpro. pkid = devnunpl anmap. f kr ecordi ngprofile
inner join recordi ngdynani c as recordynam on devnunpl anmap. pki d = recordynam f kdevi cenunpl anmap
inner join device as dev on devnunpl anmap. f kdevi ce = dev. pkid inner join nunmplan as nl on
devnunpl anmap. f knunmpl an = nl. pkid where css.pkid = rcrdpro. fkcallingsearchspace_cal |l recordi ng
and dev. name=" SEPC80084AA8743'

phone_dn phone_mac is_bib_on is_privacy_on recording_type recordi ng_nedi a_source

recordi ng_profil e_name css_used_by_recording_profile recording_route_pattern

requi red_partition_for_css_used_by_recording_profile

2003 SEPCB80084AA8743 BiB is on Privacy is off Automatic Phone Preferred Test Recording Profile
| NTERNAL_CSS 8675309 | NTERNAL_PT

Con la salida de este comando, puede verificar todas las particiones del CSS de grabacioén y del
perfil de grabacién asociado con el teléfono de interés. Aqui puede ver que la particion
INTERNAL_PT es una de las particiones asociadas con el espacio de busqueda de llamada
INTERNAL_CSS. Esto significa que no debe haber problemas con la BIB del teléfono que puede
llamar al patron de ruta de grabacion.

run sql select css.name as nanme_of _the_recording_css, rp.nane as partitions_in_recording_css
csmsortorder from callingsearchspace as css inner join callingsearchspacenenber as csm on
csmfkcal | i ngsearchspace = css.pkid inner join routepartition as rp on csmfkroutepartition =
rp.pkid inner join recordingprofile as rcrdpro on rcrdpro.fkcallingsearchspace_callrecording =
css. pkid inner join devicenunpl anmap as devnunpl anmap on rcrdpro. pkid =

devnunpl annmap. f krecordi ngprofile inner join device as dev on devnunpl annap. f kdevi ce = dev. pkid
where css. pkid = rcrdpro.fkcallingsearchspace_callrecording and dev. nane=' SEPC80084AA8743'
name_of _the_recording_css partitions_in_recording_css sortorder

I NTERNAL_CSS E911_PT 1
I NTERNAL_CSS Phones_PT 2
I NTERNAL_CSS EVMERGENCY_PT 3
INTERNAL_CSS INTERNAL_PT 4
I NTERNAL_CSS I NFORVACAST_PT 5
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