Configuracion de una Conexién/Acuerdo IDP de
SAML por Cluster con AD FS version 2.0
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Introduccion

Este documento describe como configurar la conexion/acuerdo por cluster del proveedor de
identidad (IdP) del Lenguaje de marcado de asercion de seguridad unica (SAML) con el Servicio
de federacion de directorios activos (AD FS).

Prerequisites

Requirements
Cisco recomienda que tenga conocimiento sobre estos temas:
- Cisco Unified Communications Manager (CUCM) 11.5 o posterior

. Cisco Unified Communications Manager IM and Presence version 11.5 o posterior
- Servicio de federacion de Active Directory version 2.0

Componentes Utilizados
La informacion que contiene este documento se basa en estas versiones de software:
- Servicio de federacion de Active Directory version 2.0 como IdP

- Cisco Unified Communications Manager versién 11.5
- Cisco IM and Presence Server version 11.5

Antecedentes



Para SAML SSO, debe ser un circulo de confianza entre el proveedor de servicios (SP) y el IdP.
Esta confianza se crea como parte de Habilitacion de SSO, cuando se intercambia confianza
(metadatos). Descargue los metadatos de CUCM vy los carga en IdP, descargue los metadatos de
IdP y carguelos en CUCM.

Antes de CUCM 11.5, el nodo de origen genera el archivo de metadatos, y también recopila los
archivos de metadatos de otros nodos del cluster. Agrega todos los archivos de metadatos a un
unico archivo zip y luego se presenta al administrador. El administrador debe descomprimir este
archivo y aprovisionar cada archivo en el IdP. Por ejemplo, 8 archivos de metadatos para un
cluster de 8 nodos.

La unica funcion SAML IdP de conexion/acuerdo por cluster se introduce a partir de 11.5. Como
parte de esta funcion, CUCM genera un unico archivo de metadatos del proveedor de servicios
para todos los nodos CUCM e IMP del cluster. El nuevo formato de nombre para el archivo de
metadatos es <hostname>-single-agreement.xmi

Basicamente, un nodo crea los metadatos y los envia a otros nodos SP del cluster. Esto facilita el
aprovisionamiento, el mantenimiento y la gestién. Por ejemplo, 1 archivos de metadatos para un
cluster de 8 nodos.

El archivo de metadatos de todo el cluster utiliza el certificado de tomcat de servidor multiple que
garantiza que el par de claves se utiliza es el mismo para todos los nodos del cluster. El archivo
de metadatos también tiene una lista de URL del Servicio de consumidor de afirmacion (ACS)
para cada nodo del cluster.

CUCM y Cisco IM and Presence version 11.5 Admite los modos SSO, en todo el claster (un
archivo de metadatos por cluster) y por nodo (modelo existente).

Este documento describe como configurar el modo de cluster de SAML SSO con AD FS 2.0.
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configurar

Paso 1. Exportar metadatos SP de CUCM

Abra un navegador web, inicie sesién en CUCM como administrador y navegue a System >SAML
Single Sign On.

De forma predeterminada, se selecciona el botdén de opcion Claster Wide. Haga clic en Exportar
todos los metadatos. El archivo de datos de metadatos presentado al administrador con el
nombre <hostname>-single-agreement.xml



SAML Single Sign-On

SS0D Mode
@ Cluster wide (One metadata file per cluster. Requires multi-server Tomcat certificate)

_ Per node (One metadata file per node)

t;-f Enable SAML SSO a, Export All Metadata | Update IdP Metadata File Fix All Disabled Servers
L

Paso 2. Descargar metadatos IDP de AD FS

Para descargar los metadatos de IdP, consulte el enlace https:// <FQDN de
ADFS>/federationmetadata/2007-06/federationmetadata.xml

Paso 3. IdP de aprovisionamiento

Como se muestra en la imagen, navegue hasta AD FS 2.0 Management/Trust Relation Ships/
Confiying Party trust. Haga clic en Agregar confianza de persona de confianza.
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El Asistente para agregar confianza de terceros se abre como se muestra en la imagen y ahora
haga clic en Inicio.


https:// <FQDN of ADFS>/federationmetadata/2007-06/federationmetadata.xml
https:// <FQDN of ADFS>/federationmetadata/2007-06/federationmetadata.xml

ﬁp‘t.ﬁdd Relying Party Trust Wizard

Welcome

Steps
@ Welcome

Welcome lo the Add Relping Party Trust Wizaid

This wazard wil help you 2dd 2 new rebyng pasty st to the A0 FS configuation databaze. Relang parhes
conzume claims in secuity okens that are issusd by thes Federabon Service fo make authentication and
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Al R ; ;
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| after pou complete the wizand,
@ Firush

Previais | Start Cancel Hislp

Haga clic en los datos de importacion de una persona que confia en un archivo. Examine los
metadatos SP descargados de la pagina de configuracion SSO de CUCM SAML. A continuacion,
haga clic en Next, como se muestra en la imagen:



"'-:l Add Relying Party Trust Wizard

Select Data Source

ataps Galact an oplion that this wizard will usa 1o obtain dats about this raking party:

@ ‘Welcome
™ lmport data sbout the relping party published onlire or on & local network

3 SelectData§ A . x —_—
= s Lize thiz option bo import the neceszany data and certificates from a relwng party ciganzation that
@ Choote |ssuance puiblizhes itz federaton metadats online of on & local netwark.

Authonzation Rules

Federation metadata address (host name or URLE
@ Ready to Add Trust

E xample: f2. contoso. com of hilps S Asee, contoso, coms/app

@ Firish

% Impost data about the relying party from a file

Liza thiz option to impart the necessany data and certificates from a ralang party cogarization that has
expoited its federation metadata to a file. Ensure that s fle is from & tiusted sounce. This wizand wil
niot validate the sowce of the file.

Federation metadata file location
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Escriba el nombre mostrado y las notas opcionales para la persona que confia. Haga clic en
Next., como se muestra en la imagen:



"r"-_'t Add Relying Party Trust Wizard

Specify Display Name

Steps Type the display name and any optional notes for thiz relying party

@ ‘welcome

Dizplay name:
JCUCM_Chuster_wide_Relying_Party_trust

@ Select Data Souice
= Speciy Display Mame

@ Choose |ssuance HNates:
Authonzation Rules [ _‘_|

j @ Feady to Add Trust
| @ Finish

(F‘rwinus“ Nest > | Cancel |  Hep ]

Seleccione Permitir que todos los usuarios accedan a esta persona de confianza para permitir
que todos los usuarios accedan a esta persona de confianza y, a continuacion, haga clic en
Siguiente, como se muestra en la imagen:



Wi Add Relying Party Trust Wizard

Choose |lssuance Authorization Rules

Skeps

@ ‘“Welcome

@ Select Data Source
@ Specity Display Mame

& Choose lssuance
Authorzation Fules

@ HReady toAdd Trust

@ Finish

| ssuance authaization rules deteimine whether a user ks permitted to receive claims for the relying party.

Chooze one of the following oplions for the iniial behavior of thes ieling party's issuance authonzation
rulez,

f* Permit 3l users to access this relying party

The isuance authorzation nules will be conhguwed to permit 28 users to access this relying pary. The
1ehing parly service o appheation may sl deny the uzer access.

[ Dery all users access bo this elying party

The isuance authorization miles will be configued ta dery all users access to this relying party. *r'ou rmus
later add issuance authonzation ndes bo enable any users fo access thes reling party,

Y'ou can change the issuance authonzation nules for this reling party tust by sslecting the relying party
trust and clicking Edit Claim Rules in the Actions pane,

-tElm-'inusl New> |  Cancel | Heb

En la pagina Ready to Add Trust (Listo para agregar confianza), puede revisar la configuracion
de la confianza de la persona que confia, que se ha configurado. Ahora haga clic en Next, como

se muestra en la imagen:




%1 Add Relying Party Trust Wizard

Ready to Add Trust

2ieps The isking party tiust has basn configured. Review the following settings. and than click Nast 1o add the
Waloome 1ehing parly st bo the AD FS configueabion database.

@ Select Data Source
B Monitosing | Idertifiers | Encption | Signature | Accepted Claims | Diganization | Endpoints | 1<+

[ B L ! o ST

@ Chooze lzsuance Specify the monitonng settings for thes reling party st

Buthaonzation Fules

el '+ federation metadata LAL:
@ Readyto Add Trust elying party's federation

i @ Finish
™ Menitor relimg patty
™| Ausomatically update reling party
Thiz relying parly's federation metadats dats was lazt checked ar
£ NEVEl >
Thiz relving party was last updated from federation metadata one
£ heyer >

cErwiausl Mext > I Cancel | Help I

La pagina final confirma que la confianza de la parte que confia se ha agregado correctamente a
la base de datos de configuracion de AD FS. Desactive la casilla y haga clic en Cerrar, como se
muestra en la imagen:



1:_-'! Add Relying Party Trust Wizard

Finish

il The relng party st waz successfuly added o the AD FS conhgurabon database.
Welcome "
— You can modiy this reling party tiust by using the Properties dislog bos i the AD FS 2.0 Management
@ Select Data Source SnAp-n.
@ Speciy Display Mame I

| | Dpen the Edit Clam Fules dislog for this relying paty trust when the wizard closes
# Choose |szuance

Authorization Bules
# Feady tobdd Trust
@ Finizsh

Haga clic con el botén derecho del raton en Confiar en los Fideicomisos y haga clic en Editar
Reglas de Reclamacion, como se muestra en la imagen:
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Ahora haga clic en Agregar regla., como se muestra en la imagen:



I""":a'jEEul:Iil: Claim Rules for CUCM_Cluster_Wide_ Relying_ Party_trust B =i |

lzzuance Transform Rules | |zsuance Authorization Fules I Delegation Authorization Fules I
The fallowing transtorm rules specify the claims that will be zent to the relwing party.

Order | Rule Mame |zzued Claims
Y
W
Bl
k-

Add Rule. . Edit Hule.. | Hemove Hule.. |

ak. | Cancel | Epply Help

Cuando se abra Add Transform Claim Rule, haga clic en Next con la plantilla de regla de
reclamacion predeterminada Send LDAP Attributes as Clas, como se muestra en la imagen:



=8 Add Transform Claim Rule Wizard

Select Bule Template

Steps Select the lemplste for the claim e thal pou veant b create from the following list. The deseaiption
@ Choose Rule Type prowides detals sbout each clam rule template
@ Configure Claim Rule Claim rule templale;

|Send LDAP Attibutes s Clams =]
Claim rule termplate descripbon:

Using the Send LDAP Attibute az Claims nde terplate you can select athibutes from an LDAP atiribute
store such as Active Directory to send &z claims to the reling pafy. Multiple atbibutes may be sent a5
multple claims fram a single nde using this rule pe. For exanple, pou can use this e template to
create arule that wil extract stitnbube values for suthenbcated weers from the displayM ame and
telephoneMumber Active Direchon athibutes and then send those vakies as two different outgoing
claims. Thes nde may alzo be used to send all of the user's group memberships, If pou want to only send
individual group rembeizhips, use the Send Growp Membership a2 a Claim e template.

Tell P

| Mew> |  Cancel Help

Haga clic en Configurar regla de reclamacién como se muestra en esta imagen. El atributo LDAP
debe coincidir con el atributo LDAP en la configuracion del directorio LDAP en CUCM. Administrar
el tipo de reclamacion saliente como uid. Haga clic en Finalizar, como se muestra en la imagen:



"":_E:- Add Transform Claim Rule Wizard

. Configure Rule

Stops “Y'ou can configuee this nue fo send the values of LDAP sttibutes as clams. Select an attnbute store from
@ Chiocs Fule Typé which to exlract LDAP attributes. Specily how the atiibutes will map to the oulgoing claim ypes that will be
; isaed fram the ule.
@ Configure Claim Rule
Claim e narme:;
[NamelD
Fiule template: Send LDAP Attibutes as Clamsz
Atribute shone:
|active Directory |
Mapping of LDAP atiributes to outgoing claim types:
| LOAP Abtribuite | Dstosing Claim Type
P | SiMdbccountMame R =]
* -] |

¢Previous [[ Fish | Concel | Hew |

Agregue la regla personalizada para la persona de confianza. Haga clic en Agregar regla.
Seleccione Enviar justificantes de venta utilizando una regla personalizada y, a continuacion,
haga clic en Siguiente, como se muestra en la imagen:



"—F,.'p Add Transform Claim Rule Wizard

Select Rule Template

Steps Select the template for fhe claim e that yow want to create from the following list. The descripbon
2 Choose Rule Type provides detals about each clam rule templata
@ Configure Clam Fule Claim e template;

Claim e template description:

Using a custom iule. vou can create rules that can'l be created with a nile template. Custom rules ane
written in the A0 F5 2 0 claim nde langueage. Capabilfies that reqguee custom mules inchude:

+ Sending clams from a SO0 attribute store

+ Sending clams from an LDAP athibute store using a custom LDAP fiter

= Sending clams from & custom athibute shone

+ Sending clams only when 2 or more incoming claims are pragent

+ Sending clams only when an incoming claim value matches a compler pattein
+ Sending clams wih comples changes fo an mncomng claim vaue

+ Creating clams for use only in later ndss

Lell me more about the: nde templale,

| Mest = I Cancel | Hedn

En la regla Configurar reclamacion, escriba un Nombre de regla de reclamacion y, a continuacion,
copie la regla de reclamacion dada y pasada en el campo Regla personalizada del asistente
modificando el calificador de nombre y nombre de archivo en la regla de reclamacion. Haga clic
en Finalizar., como se muestra en la imagen:

Regla de reclamacién:

c:[Type == "http://schenmas. m crosoft. conf ws/ 2008/ 06/identity/clai ns/w ndowsaccount nane"]

=> jssue(Type = "http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai ms/ namei dentifier", |ssuer =
c.lssuer, Oiginallssuer = c.Oliginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/clai nproperties/format"] =

"urn: oasi s: nanes:tc: SAM.: 2. 0: nanei d-format:transient",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/nanmequalifier"] =
"http://<FQN of ADFS>/adfs/com adfs/services/trust",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/spnanequalifier"] =
"<Entity IDin the SP Metadata>");

Entity 1D = Open the SP metadata and check the Entity ID. Basically, its the CUCM Publisher’s
FCDN.



T

r

Configure Rule

Steps
@ Uhoose Rule Type
@ Configure Claim Rule

%5 Add Transform Claim Rule Wizard

ou can condigure a custorn clam rule, ssch as a e that requires muliple incoming clarms or that exfracts
clarnz from a SOL atinbute store. To configure a custom nile. type one or more ophonal condibons and an
issiance slatement uzng the AD FS 2 0 claim rule languaoe.

Chaan rule name:

}Eluster_ﬁlde_lilaim_ﬁ ule

Fiule termplate: Send Clars Using a Custom Ruls
Cuystom rule:

ntname™ ] _‘J
== issue(Type =

"hetp: //schenas, xplsoap, org/ws Z005/05/idencicy/clains /naneidencifier
", Issuer = c.lasuer, Originallssuer = c.0riginallszsuer, Value =
c.Walue, ValueType = c.ValueType, Properties

[http: f/echenas ., xmlsoap. org/ws f2005/05 fidentity/clainproperties /form
at”] = "urn:iossis:nhames:to:SAML: 2.0 nameid-format: transient”,
Froperties

[Mhttp: //achenas, xmlaoap. org/wa /2005/05 /identity/clainproperties /name
qualifier™] = "http://win-

Jd4i aTugmrn. adfs. ucce. con/adfs fcom/adfs/services /trust’ , Propercies
["http://fachenas.xnlsoap. org/vs ,—'ZEIEIEEEIE,-'identit‘jrfclalimptuper ties/spna
wequalifier”] = “cucmllS0. adfs.ucce, con™) il

Maie about the claim mile lanmiages.

<Brevious [[ Frosh | Cancel Heb

Como se muestra en la imagen, haga clic en Aplicar y luego Aceptar.




il Edit Claim Rules for CUCM_Cluster_Wide_ Relying_Party_ktrust

lzzuance Transtorm Rules | |ssuance Autharization Fules | Delegation Authorization Bules I

T he following transform rulesz specity the claims that will be zent to the relying party.

Order | Bule Name [zzued Claims
1 MamelD uid

Cluster_Side_Claim_FRule { claim rules

AddPule. | EdtRue. | RemoveRule. |

ak, | Cancel | Apply Help

Paso 4. Habilitar SAML SSO

Abra un navegador web, inicie sesién en CUCM como administrador y navegue a System >SAML
Single Sign On.

De forma predeterminada, se selecciona el botdn de opcion Claster Wide. Haga clic en Enable
Saml SSO, como se muestra en la imagen:



SAML Single Sign-On

SS0D Mode
@ Cluster wide (One metadata file per cluster. Requires multi-server Tomcat certificate)

_ Per node (One metadata file per node)

Qf Enable SAML SSO @ Export All Metadata ‘5;; Update IdP Metadata File Fix All Disabled Servers

Como se muestra en la imagen, la ventana emergente notifica la advertencia de reinicio del
servidor web e informacion para elegir el SSO SAML de cluster o el SSO SAML de nodo por nodo
segun idp. Haga clic en Continue (Continuar).

L 5 Web server connections will be restarted

Enabling 550 and importing the metadata will cause web services to restart upon completion of the
wizard. all affected web applications will drop their connection momentanly and need to be logged into
again.

® Click "Export All Metadata™ button

If the server metadata has not already been uploaded to the IdP, it can be done before running the
wizard. You can obtain the server metadata by clicking the "Export All Metadata" button on the main

page. Then go to the IdP and upload the file.
If IDP is provisioned with cduster-wide SP meatdata, you need to enable duster-wide SAML S50. If IDP
is provisioned with per-node SP metadata, you need to enable per-node SAML 5S50.

[ Continue J[ Cancel .

El criterio para habilitar el SSO en todo el cluster es que debe tener un certificado de tomcat
multiservidor ya implementado. Haga clic en Test for Multi-Server tomcat Certificate, como se

muestra en la imagen:



SAML Single Sign-On Configuration

@Nﬂ

 Status

@ Bratun: Ready

[ Test for Muli-Server lamcat centificate
The critera for enabling dustervades S50 = that you must have a multsanver tomeat cartficate alesdy deployed. If you have not done this already pleacs follow the below steps:

13 Legin 00 CEs0o Unified 05 Administraton Page and Navigate 00 Cemificats Management i der Sty Mend

2} Chck on Gereraite 50

3} Sel=ct Certificate Purpase as Tomeat

4} Select Dtribulion &8 "Mulli-Serwe™

5) Chil Generate

&) Dawnload the CSR and get it signed from the CA of yaur chake

7} Gnoe the cortficate |5 issued by the CA. uplead it wa the "Upload Certficate/ Certificate chain® option an the Certficnte Management page
0} Restart Tomeat service on il the nodes in the cluaber

4] Restaer TETR garvice on ol the TETP nodes in tha duster

IF the above steps have heen compheted, diok Test below which wil confiers o the malt- server tomest cemmficate s deployed before proceeding ta the next stags
| Test for Mulli-Server tomcal cerificate

| Mext | Canoel

Una vez que se confirma, todos los nodos tienen certificado de servidor multiple muestra un
certificado de todos los nodos tienen un certificado de servidor mdltiple, y luego haga clic en
Siguiente, como se muestra en la imagen:

SAML Single Sign-On Configuration

s Al nodes have Wl Server Cartificate

r Test for Multi-Server toncat certificate
The criteda fior enabing chistervads S50 5 that you miest have o mdlisenes oamcat oeificate alresdy deplowad, If yau have mal done this aleady pksse faliw the helow steps)

1} Legin 1o Cisco Unified OS5 Administration Page and Mavigate Do Certificate Management under Sacuity Manu

Z) Chok on Gererate C5R

3} Sakct Certificate PEpose as Tomeat

4) Select Distributian as “Multi-Server®

5} Clhick; Generate

&) Dawnkad the CSR and pet it sigred from the O of yawr cholos

7y Dnce the certificate ts issued by the CA, wpload it via the "Uplosd Ceificate’ Certificate chain®™ option on the Cedificate Management page
E) Restart Tomcat service an al the nodes in the duster

) Restart TFTR service am al the TFTR nodes in the clster

[f the abowe steps have been completed, chok Test beforw which will condfiom if the mulli-sender Demcat centificats o deployed befong proceeding [o the next sTage
| Test for Multi-Senver tomcat certificate |

Como se muestra en la imagen, haga clic en Next.



SAML Single Sign-On Configuration

W tex

~ Download [dentity provider{1dP) Metadata Trust File

To configure the trust relationship between the IdP and vour devices, you must first obtain trust metadata from your IdP and

import it to your servers. You will need to manually obtain the file from the 1dP before you can upload it to your Collabaration
Servers,

';3 This is a manual step!

1)Log im to your IdP and download the metadata trust file to your local server.
2)Chck Next once you have this file avallable locally.

| mext || cancel |

Busque y seleccione los metadatos de IdP descargados. Haga clic en Importar metadatos IdP,
como se muestra en la imagen:

SAML Single Sign-0On Configuration

m ren

@ Ready to import Identity Provider metadata trust file to duster servers

- Import the IdP Metadata Trust File

This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers.
1)Select the IdP Metadata Trust File

federationmetadata.xml

2)import this file to the Collaboration servers
This action must be successful for at least the Publisher before moving on to the next task in this wizard.

. Import IdP Metadata |

La pagina confirma que la importacion se ha realizado correctamente en todos los servidores y, a
continuacion, hace clic en Siguiente, como se muestra en la imagen:



SAML Single Sign-On Configuration

"d'? Import succeeded for all servers

~ Import the [dP Metadata Trust File
This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers.
1)5elect the IdP Maetadata Trust File

Browse.. | Mo file selected.

2)import this file to the Collaboration servers
This action must be successful for at least the Publisher before moving on to the next task in this wizard,

| Import IdP Metadata | Qf Import succeeded for all servers

| Next || cancel |

Como se muestra en la imagen, haga clic en Next, ya que ya export6 los metadatos SP de la
pagina de configuracion SSO de SAML inicial.

SAML Single Sign-0On Configuration

@ oo WP ren

If Admin has already uploaded the server metadata to IdP then skip the steps below and click Mext, Otherwise follow the
steps below to upload the server metadata to IdP

\/ IdP Metadata has been imported to servers in this duster

- Download Server Metadata and install on the Idp
Download the metadata trust file from Collaboration servers and manually install it on the IdP server to complete S50 setup.

1)Download the server metadata trust files to local storage

~ Download Trust Metadata File

';'_', This Is a manual step!

2)Log in to your IdP and upload the server metadata trust file.
F3)Chck Mext once you have installed the server metadata on the IdP.

| Back | Next | Cancel

CUCM debe estar sincronizado con el directorio LDAP. El asistente muestra los usuarios de
administrador validos configurados en el directorio LDAP. Seleccione el usuario y haga clic en
Ejecutar prueba SSO, como se muestra en la imagen:



SAML Simgle Sign-0On Configuration

@ s

~ Status

'IS The server metadata file must be installed on the IdP before this test is rum.

- Test S5O Setup

This test verifies that the metadata files are correcty configured and will aliow S50 to start up on the servers, This test can be
run on any server for troubleshooting once S50 has been enabled. S50 setup cannot be completed unbess this test is
successhul,

1)Pick a vald username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the 1dP.

¥\ Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator
lockout.

Valid administrator Usernames
samiuser -

2)Launch S50 test page

.~ Run SS0O Test.. |

Back | | Cancel

Como se muestra en la imagen, introduzca el ID de usuario y la contrasefia correspondiente una
vez que se lo solicite.

Authentication Required u

e, Enter username and password for https://win-jd4ia/ugmrm.adfs.ucce.com

User Name: samluser

Password: uuu-"|

| Ok | ‘ Cancel

La ventana emergente, como se muestra en la imagen, confirma que la prueba se ha realizado
correctamente.



SSO Test Succeeded!

Congratulations on a successful SAML SSO configuration test. Please
close this window and click "Finish" on the SAML configuration
wizard to complete the setup.

Como se muestra en la imagen, haga clic en Finalizar para completar la configuracion para
habilitar SSO.

System * CallRouting » Media Resources »  Advanced Features = Device »  Application »  User Management »  Bulk Administra

SAML Single Sign-On Configuration

« Back ’ Finish

rStatus

\:/ 550 Metadata Test Successful

~ Ready to Enable S50
Clicking “Finish® will complete enabling SS0O on all the servers in this duster. There will be a short delay while the applications are

being updated.

To verify the S50 status of each server, check the main 550 Configuration page.
Additional testing and manual uploads may be performed from the main page if neccessary.

Back || Finish | Cancel |

La pagina mostrada en la imagen confirma que el proceso de habilitacién de SAML SSO se inicia
en todos los servidores.

SAML Single Sign-0n Configuration

Status

SAML S50 enablement process initiated on all servers.
4 There will be a short delay while the applications are being updated on each server.
To verify the S50 status of each server, check the main 550 Configuration page.

Cierre la sesion y vuelva a iniciarla en CUCM mediante las credenciales SAML SSO. Vaya a
System >SAML Single Sign On. Haga clic en Ejecutar prueba SSO para otros nodos del cluster,
como se muestra en la imagen:



550 Mode

& Cluster wide (Dne metadata fike per cester, Requines multl-server Tomoas certificate)
P el (O imakad oto ke per nodie)

x Draanie TAML 350 ﬂ?awum e Lipelnin i Melndata Fie

Fo Al Disabied Seneers

r Status

(@) R is enaied for 550. You can cange SSO for RTMT here.
@5MLS&GEH&M¢

 SAML Single Sign-on (1 - 30/ 3)

PHIST

PM ST

Lorone Pgm e Re-Impait Lrperl
atus Metadata Lap Helsdsts Impare [Frericriy Lank Metadala Dspeort 50 Tenl
cucm] 150, adls ucce.com SAML HyA June 21, 2006 9:26:35 b rie Jane 21, 016 74656 Passed - ne 21, [ fun S5O Testu, |
PH 15T FHIST 006 9:29:14 FHIET
cucmllS0sub adis ucte.cam  SAML A 1ap June 21, 2006 9:28;39 &.' File Jene 31, 201G TiAB:56 Never  (pmm e
P IST PM ST
imp115.adfs ucce. com SAML & 1dp June 21, 3006 §:28:38 ik Fie June 21, 301G F146:56 Never | pees mem Taer

Verificacion

Use esta seccion para confirmar que su configuracion funciona correctamente.

Confirme que la prueba SSO se realiza correctamente para los nodos que estan habilitados para
SAML SSO. Vaya a System >SAML Single Sign On. Las pruebas SSO exitosas muestran el
estado Pasado.

SAML Single Segn-On

S50 Mode

2 Cluster wide (Ore metadata file per duster. Requires multi-sarver Tomeat certficate)
Per node (One metadata file per node)

xmmﬂm &Elpﬂﬂ.ﬁllm Bmmmaum f Fri Al Dizabled Servers

Status

@ RTHT is enaliled for S50, You can change S50 for RTMT here.

@ SAML 550 enabled

SAML Single Sign-0On {1 - 3 of 3) Rows per Page 50~ |
G50 Re-Impon Expert
Server Name SEatLE Hetadats Last Metadata Import: Mstadats Last Metadata Export S50 Teat

UL L 150,875, Wooe, Com SAHL N June 20, 2016 9:57:30 o Fie Jure 20, 2016 10:06:27 Pagsed - Jume 20, | punp S50 Test..
AM 15T P IST 2016 9:59:02 PH IST

U 115050, adrs . ucce com  SAHL A 1ap June 20, 2016 10/15:46 e Fie e 20 2016 10:06: 26 Passed - ume 20, | punp S50 Tesk..
FM 15T P 15T 2016 10:11:39 PH ST

iMp1L5.a07s, uce oom SAML 4p 1ap Juree 20, 2016 10;15:46 ik Fie June 20 2016 10:06: 26 Passed - Jume 20, | pup S50 Testk..
FM 15T P ST 2016 10:1:2:440 PH LST

_ Disabke SAML 550 | | Export All Metadata | | Update 1dP Motadata Fle | | Foo A Desabled Servers

Una vez que se activa SAML SSO, se muestran las aplicaciones instaladas y las aplicaciones de
plataforma para la pagina de inicio de sesién de CUCM, como se muestra en esta imagen.



Installed Applications

.

Cisco Unified Communications Manager
o Recovery URL to bypass Single Sign On (SSO)
¢ Cisco Unified Communications Self Care Portal
¢ Cisco Prime License Manager
e Cisco Unified Reporting
¢ Cisco Unified Serviceability

Platform Applications

¢ Disaster Recovery System
¢ Cisco Unified Communications OS Administration

Una vez que se activa SAML SSO, se muestran las aplicaciones instaladas y las aplicaciones de
plataforma para la pagina de inicio de sesion de IM and Presence, como se muestra en esta
imagen:

Installed Applications

¢ Cisco Unified Communications Manager IM and Presence
o Recovery URL to bypass Single Sign On (S50)

¢ Cisco Unified Reporting

¢ Cisco Unified Serviceability

Platform Applications

¢ Disaster Recovery System
* Cisco Unified Communications OS Administration



Troubleshoot

En esta seccidon encontrara informacién que puede utilizar para solucionar problemas de

configuracion.

Para configurar los registros de SSO en debug, use el comando set samltrace level DEBUG

Recopile los registros de SSO usando RTMT o desde la ubicacion

activa/tomcat/logs/ssosp/log4j/*.log usando CLI.

Ejemplo de registros SSO muestra los metadatos generados y enviados a otros nodos

2016- 05- 28 14:59: 34, 026 DEBUG [ htt p-bi 0-443-exec-297] cluster.

APl to generate Clusterwide SP Metadata in the Local node.

2016- 05-28 14:59: 47, 184 DEBUG [ htt p-bi 0- 443- exec-297] cluster.

post the generated SP Metadata to ot her nodes

2016- 05-28 14:59: 47,185 INFO [http-bio-443-exec-297] cluster.

Begi n: post Cl ust er W deSPMet aDat a

2016- 05-28 14:59: 47, 186 DEBUG [ htt p-bi 0-443- exec-297] cluster.

[ cucml150, cucnl150sub. adfs. ucce. coni

2016- 05-28 14:59: 47, 186 DEBUG [ htt p-bi 0-443- exec-297] cluster.

Cl ust er WdeSPMet adata to the cucnmll50

2016- 05-28 14:59: 47, 187 DEBUG [ htt p- bi 0-443- exec-297] cluster.

Cl ust er WdeSPMet adata to the cucmll1l50sub. adf s. ucce. com

SAMLSSOC! ust er Manager
SAMLSSOC! ust er Manager
SAMLSSOC! ust er Manager
SAMLSSOC! ust er Manager
SAMLSSOC! ust er Manager

SAMLSSOC! ust er Manager

Cal |

Cal |

Nodes

Post

Post
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