Ejemplo de Configuracion de AD FS Version 2.0
para SSO de SAML
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Introducciodn

Este documento describe como configurar el servicio de federacion de Active Directory (AD FS)
version 2.0 para habilitar el inicio de sesion unico (SSO) del lenguaje de marcado de asercion de
seguridad (SAML) para productos de Cisco Collaboration como Cisco Unified Communications
Manager (CUCM), Cisco Unity Connection (UCXN), CUCM IM and Presence y Cisco Prime
Collaboration.

Prerequisites

Requirements

AD FS version 2.0 debe estar instalado y probado.

.& Precaucion: esta guia de instalacion se basa en una configuracion de laboratorio y se
supone que la versidon 2.0 de AD FS se utiliza solo para SSO SAML con productos de Cisco
Collaboration. En caso de que otras aplicaciones vitales para la empresa lo utilicen, la
personalizacion necesaria debe realizarse segun la documentacion oficial de Microsoft.



Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

* AD FS version 2.0

» Microsoft Internet Explorer 10

+ CUCM version 10.5

» Cisco IM and Presence Server version 10.5
+ UCXN versiéon 10.5

+ Cisco Prime Collaboration Provisioning 10.5

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). If your network is live, make
sure that you understand the potential impact of any command.

Configurar

Descargar metadatos del proveedor de identidad (IdP) de AD FS version 2.0

Para descargar metadatos IdP, ejecute este enlace en su navegador: https://<FQDN of
ADFS>/FederationMetadata/2007-06/FederationMetadata.xml.

Descargar metadatos de Collaboration Server (SP)
CUCM IM and Presence Service

Abra un navegador web, inicie sesion en CUCM como administrador y navegue hasta Sistema >
Inicio de sesion unico SAML.

Unity Connection

Abra un navegador web, inicie sesidén en UCXN como administrador y navegue hasta
Configuracion del sistema > Inicio de sesion unico SAML.

Aprovisionamiento de Cisco Prime Collaboration

Abra un navegador web, inicie sesién en Prime Collaboration Assurance como globaladmin y
vaya a Administration > System Setup > Single Sign On.

Agregar CUCM como confianza de usuario de confianza

1. Inicie sesion en el servidor de AD FS e inicie la version 2.0 de AD FS desde el menu
Programas de Microsoft Windows.



2. Seleccione Agregar confianza de usuario de confianza.
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3. Haga clic en Start (Inicio).



¥ Add Relying Party Trust Wizard x|

Welcome
Steps Welcome to the Add Relying Party Trust Wizard
@ Welcome

Select Data So This wizard will help you add a new relying party trust to the AD F5 configuration database. Relving parties
@ o2 in “sn e mmdmnmrﬁbkﬁmﬁﬁtmumﬂdhyﬂu&dﬁimhmhmdﬁiﬂmﬂmaﬂ
@ Choose lssuance authorization decisions.

Authorization Ruies The relying party trust that this wizard creates defines how this Federation Service recognizes the relying
@ Ready to Add Tug party and izsues claims to it. You can define issuance transfom rules for suing claims to the refying party

after you complete the wizard.

@ Finish

Pevicrs [ Smt | Cancel Help

4. Seleccione la opcidn Importar datos sobre el usuario de confianza desde un archivo, elija el
archivo de metadatos SPMetadata_ CUCM.xml que descargé de CUCM anteriormente y
haga clic en Siguiente.




i Add Relying Party Trust Wizard _

Select Data Source

Steps
@ Welcome

@ Select Data Source

@ Choose ssuance

Authorization Rules
@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data sbout this relying party:

" Import data about the relying party publshed online or on a local network

Use this option to import the necessary data and cerficates from a relying party organization that
publishes its federation metadata online or on a local netwaork.

Federation metadata address (host name or URL):

|
Example . fs contoso com or hitps:/www contoso com/app

¥ import data about the relying party from a file

Lse this option to import the necessary data and cedificates from a relying party organization that has
exported is federation metadata to a file. Ensure that this file is from a trusted scurce. This wizard wil

ot validate the source of the file.

Federation metadata file location:

- OUsens \ Administrator Desktop' SPMetadata CUCM xml Browse... |

" Enter data about the relying party manually
Lise this option to manually input the necessary data about this relying party organization,

<Prvieus |[ MNed> | Cancedl | Hep

5. Ingrese Display name y haga clic en Next.




Specify Display Name

Steps Type the display name and any oplional notes for this relying party.
@ Welcome
@ Sedect Data Source Display name:
fcucm
@ Specify Display Mame
@ El"rnnﬁg Iagumr:e Motes:
Authorizalion Fulos Adding CUCM as Relaying Paty to ADFS =]
@ Readyto Add Trust
@ Firsh

6. Elija Permitir a todos los usuarios acceder a este usuario de confianza y haga clic en
Siguiente.




iz Add Relying Party Trust Wizard

Choose lssuance Authornization Rules

Shepe
@ Welcome

@ Select Data Source
@ Specfy Display Name

@ Choose |ssuance
Authorization Rules

@ Ready 1o Add Trust
@ Fim=h

Issuance authonization rules determine whether a user is permitted to receive claims for the relying party.
Choose one of the following options forthe inial behavior of this relying party's izsuance authorization
rules.

+ Permit all users to access this relying party
The issuance authorzation rules will be configured to permit all users to access this relying paty. The
relying party service or application may still derry the user access.

¢ Dery all users access to this relying party

The issuance authorization rules will be configured to deny all users access to this refying party. You must
later add issuance authorzaton rules to enable any users to access this rehing party.

ou can change the issuance authorization nies for this relying party trust by selecting the refying party
trust and clicking Edit Claim Rules in the Actions pane.

<Previos [[ Met> | cancel Help

7. Seleccione Abrir el cuadro de dialogo Editar reglas de reclamacion para la confianza del
usuario de confianza cuando se cierre el asistente y haga clic en Cerrar.




%3 Add Relying Party Trust Wizard

8. Haga clic en Agregar regla.



¥ Edit Claim Rules for CUCM

=10 ]

Issuance Transform Rules | lssuance Authorization Hul&al Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relving party.

Order | Rule Mame lssued Claims
Add Rule... Edit Bule... | Remove Fule... |
OK Cancel | ‘ool Help

9. Haga clic en Siguiente con la plantilla de regla de reclamacién predeterminada establecida

para Enviar atributos LDAP como reclamaciones.




x

Select Rule Template

oo Select the template for the clsim ruie that you want to create from the following list. The descipiion
@ Choose Rule Type provides details about each claim rule template.
@ Configure Claim Rule Claim rule template:
| Send LDAP Atiributes as Claims =l
Claim rule template description:

Using the Send LDAP Attribute as Claims nule template you can sslect attributes from an LOAP attibute
store such as Active Direclony 1o send as claims 1o the reling party. Multiple attribiutes may be sert a8
multiple claims from a single rule using this rule type._ For example., you can use this nie template to
create a rule that will extract attribute values for authenticated users from the displayName and
talephoneMumber Active Directony attibutes and then send those values as two diferent outgoing
claims. This rule may also be used to send al of the user's group memberships. F you want to only send
individual group memberships, use the Send Group Membership as a Claim nule template.

Jell me more about this nile template..,

¢ Presaous I | Meod = I Cancel Help

10. En Configurar regla, ingrese el nombre de la regla de reclamacion, seleccione Active
Directory como el almacén de atributos, configure Atributo LDAP y el Tipo de reclamacion

saliente como se muestra en esta imagen, y haga clic en Finalizar.

% Nota:

- El atributo del protocolo ligero de acceso a directorios (LDAP) debe coincidir con el
atributo de sincronizacion de directorios en CUCM.
- "uid" debe estar en minusculas.




Ta Add Transform Claim Rule Wizard ]

Configure Rule

Seps You can corfigurs this nde to send the values of LDAP attributes as claims. Select an sttribute store from
@ Choose Aule Type which to extract LDAP atiributes. Specify how the atributes will map to the outgoing claim types that will be
issued from the rule.
@ Corfigure Claim Rule
Claim rule name:
[Name 1D

Rule template: Send LDAP Atiributes as Claims

Attribute store;
| Active Directory =l
Mapping of LDAP attributes to outgoing claim types:

LOAP Attribute | Claim Type jl
» SAM-Accourt-Name =i -
* = -]

<Pevious |[ Frsh | Cancel |  Hew

11. Haga clic en Agregar regla, seleccione Enviar reclamaciones usando una regla
personalizada como plantilla de regla de reclamacion y haga clic en Siguiente.



¥ Edit Claim Rules for CUCM =101 x|
lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that wil be sent to the relying party.

Drder‘ Fule Name ‘ lssued Claims |

AddRue.. | EdtRue. | Remove Rule.. |

oK | Cancel | Apply Help




¥ Add Transform Claim Rule Wizard ] X
Select Rule Template

Steps Select the template for the claim re that you want to create from the following list. The descrption
@ Choose Rule Type pravides detals about each claim ule template.
@ Configure Claim Rule Claim rule template:

Send Claims Using 3 Custom Rule

Claim rule template descrption:

Using a custom nule, you can create rules that can't be created with a rule template. Custom nules are
written in the AD F5 2.0 claim rule language. Capabilities that require custom mules include:

* Sending claims from a SGL attibute store

* Sending claims from an LDAP attribute store using a custom LDAP fiter

* Sending claims from a custom atiribute store

* Sending claims only when 2 or more incoming claims ane present

* Sending claims only when an incoming claim value matches a complex pattem
* Sending claims with complex changes to an incoming claim value

* Creating claims for use only in later rules

Tell me more about this rule template...

¢ Bresvious | | Mexd = I Cancel I Help |

12. Introduzca un nombre para el nombre de la regla de reclamacion y copie esta sintaxis en el
espacio proporcionado en Regla personalizada:

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=> issue(T

(NOTA: Si copia y pega el texto de estos ejemplos, tenga en cuenta que algun software de
procesamiento de texto sustituira las comillas ASCII (") por las versiones UNICODE (""). Las
versiones UNICODE provocaran un error en la regla de notificacion.)



[ dd Transform Clom mule Wizard

Configure Rule
Steps You can configure a custom claim rule, such as a rule that requires muliipke Incoming daims or that extracts
@ Choose Aule Type claims from a SGL attribute store. To configune a custom rule, type one or more optional condtions and an
igsuance statement using the AD FS 2.0 claim rule language.
@ Configure Claim Rule
Claim rule name:

|Cal Manager Claim Ruie

Rule template: Send Claime Using a2 Custom Rule
Custom rule:

“hLLp:ffachenﬂa.micrnantt.cnm;wsfznﬂﬁfﬂﬁfldentityfclalmﬂfuindnwsaccnu1:]
ntname™]=% igaus (Iype =

“hrep://achemas. ¥ml soap.org/wa/2005/05/1dencicy/claims /namsidenci fier
", ILssuer = c.lssusr, Originallssuer = c.Originallssuer, Value =
c.Value, ValueType = c.ValueIype, Propercies

["http: //3chemas.xmlsoap.org/wa/2005/05/identity/claimproperties/form
At"] = "urn:oasis:names:tc:SAML:Z.0:nameid-format:cransient”,
Properties

["http: //achemas . xmlacap. org/wa/2005,/05/identity/claimproperties/name
gualifier™] = "http:///ADF51.CISCOLIVE.COM/com/adfs/aervices/toust™,
Propertiea

["http: //achemas.xmlscap.org/wa/2005,/05%/identity/claimproperties/apna
mequalifier™] = "COCM.CISCOLIVE.COM™):

More about the claim rule [anquage...

% Nota:

- El nombre de dominio completo (FQDN) de CUCM y ADFS se rellena
automaticamente con el laboratorio CUCM y AD FS en este ejemplo y se debe
modificar para que coincida con su entorno.

- EI FQDN de CUCM/ADFS distingue entre mayusculas y minusculas y debe coincidir
con los archivos de metadatos.

13. Haga clic en Finish (Finalizar).
14. Haga clic en Aplicar y luego en Aceptar.
15. Reinicie el servicio AD FS version 2.0 desde Services.msc.
Adicién de CUCM IM y Presence como confianza de usuario de confianza

1. Repita los pasos del 1 al 11 tal y como se describe en Agregar CUCM como confianza de



usuario de confianza y vaya al paso 2.

. Introduzca un nombre para el nombre de la regla de reclamacion y copie esta sintaxis en el
espacio proporcionado en Regla personalizada:

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=> issue(l

¥ Add Transform Claim Rule Wizard

x|
Configure Rule
Stops You can configure a custom ciaim nule, such as a nule that requires muttiple incoming caims or that exdracts
@ Choose Rule Type claims from a S0 atiribute store. To configure a custom rule, type one or mone optional conditions and an
issuance statement using the AD FS 2.0 claim rule language.
@ Configure Claim Rule
Claim e name:

|Cu5tum Rule for IMP

Ruile template: Send Claims Lsing a Custom Rule
Custom rule:

"http:/Sachemas.microsocft.com/wa/2008/06/identity/clains/ windowsaccou 3
ntname="]=% izsue (Type =

"http:/fachemas.mmlacap.org/wa/ 200505/ identity/claima/nameidencifier
®, Iasuer = c.Iasuer, Originall=zauer = c.0riginalTasuer, Value =
c.Value, Valuelype = c.Valuelype, Properties

["hrtp://achemas . ¥mlanap . org,/ wa,/2005/05/ 1dentity/ claimpropereies,/ farm
at"™] = "urn:casis:names:tc:SAML:2. 0:nameid-format:transient”,
Froperties

["http://achemas.xmlscap.org,/ w3, 2005/05/identity/ claimpropercies/name
gqualifier™] = "http:,///ADF5l.ciacolive.com/con/adfa/servicea/truat™,
Properties

["http://achemas.xmlacap.org/we,/2005/05/identity/claimproperties/spna
megqualifier™] = "IMP.ciscolive.com®™);

141

More about the claim nie language. .

<Previous |[ Fsh | Cancel | Hep |

Observe que el FQDN de IM and Presence y AD FS se rellena automaticamente con el

laboratorio de IM and Presence y AD FS en este ejemplo y se debe modificar para que
coincida con su entorno.

3. Haga clic en Finish (Finalizar).



4. Haga clic en Aplicar y luego en Aceptar.
5. Reinicie el servicio AD FS versidn 2.0 desde Services.msc.
Agregar UCXN como confianza de usuario de confianza

1. Repita los pasos del 1 al 12 tal y como se describe en Agregar CUCM como confianza de
usuario de confianza y vaya al paso 2.

2. Introduzca un nombre para el nombre de la regla de reclamacidn y copie esta sintaxis en el
espacio proporcionado en Regla personalizada:

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=> issue(l
Wz Add Transform Claim Rule Wizard |
Configure Rule
ey ou can configune a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
@ Choose Rule Type claims from a SQL attibute store. To corfigune a custom nule, type one or more optional condtions and an

Bsuance statemenrt using the AD F5 2.0 claim rule language.
@ Configure Clam Rule

Claim rule name:

|Custom Fule for UCKN]

FRule template: Send Claims Using a Custom Ruls
Custorn rule:

= issue(Type = -]
"http://achemas.xmlscap.org/wa/ 2005705/ identity/claims/nameidentifier
", Izauer = c.Ilasuer, Originallssuer = c.0riginallssuer, Value =
c.Value, ValueIype = c.ValueIype, Fropertiea
["http://3achemas.xmlscap.org/wa/2005/05/identity/claimproperties/form
at™] = "urn:casis:names:tc:SAML:2.0:nameid-format:transient™,
Properties

["http: //achemas.zmlzoap.org/ws,/2005/05/identity/ claimproperties/name
gualifier™] = “"http:///ADF5l.ciscolive.com/com/adfs/services/truat™,
Properties
["http://fachemasz.xmlsocap.org/ws/2005/05//identity/claimproperties/spna
mequalifier™] = "UCHNl.ciscolive.com™):

-

Mare about the claim nile lanquage...

<Previos || Frish Cancd |  Hep |




Observe que el FQDN de UCXN y AD FS se rellena automaticamente con el UCXN y ADFS
de laboratorio en este ejemplo y se debe modificar para que coincida con su entorno.

3. Haga clic en Finish (Finalizar).
4. Haga clic en Aplicar y luego en Aceptar.
5. Reinicie el servicio AD FS version 2.0 desde Services.msc.

Adicion de Cisco Prime Collaboration Provisioning como elemento de confianza del
usuario de confianza

1. Repita los pasos del 1 al 12 tal y como se describe en Agregar CUCM como confianza de
usuario de confianza y vaya al paso 2.

2. Introduzca un nombre para el nombre de la regla de reclamacién y copie esta sintaxis en el
espacio proporcionado en Regla personalizada:

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=> issue(T



T2 Add Transform Caim Rule Wizard

Configure Rule
Stepe You can configure a custom claim rule, such as a rule that requires muitiple incoming claims or that exracts
@ Choose Aule Type claims from a SCIL attribute store. To configure a custom rule, type one or more optional conditions and an

izsuance staiement wsing the AD FS 2.0 claim rule language.

@ Corfigure Claim Rule
Claim rule name:

ICusmm Fule for PCP

Rule template: Send Claims Llsing a Custorn Rule
Custom nule:

ntname"] :l
=¥ 13sue (Iype =

"http://schemas.xmlscap.crg/ws/2005/05/ identity/claims/nameidentifier
", Issuer = c.Issuer, Originallssuer = c.Originallssuer, Value =
c.¥Value, Valuelype = c.ValueIype, Froperties
["http://achemas.xmlacap.org,/ wa,2005/05/identity/claimproperties,/form

at"] = "urn:oasis:names:tc:SAML:2 . 0:pameid-format:cransient”™,

Froperties
[*htrtp:/Sachemas.xmlacap.org/wa/2005/05/idencity/claimproperties/ name
gualifiez™] = "http:///ADFS5l.cisceolive.com/com/adfs/ services/ trust™,
Froperties
["http://3chemas.xmlscap.org/w3/2005/05/identity/claimproperties,/apna
mequalifier™] = "PCP.ciscolive.com™); =

Mare about the daim nie languaqge. ..

<Prevous |[ Fnsh | Cancel Help

Observe que el FQDN de Prime Provisioning y AD FS se rellena automaticamente con el
aprovisionamiento de colaboracién de Prime (PCP) y AD FS de este ejemplo y se debe
modificar para que coincida con su entorno.

3. Haga clic en Finish (Finalizar).

4. Haga clic en Aplicar y luego en Aceptar.

5. Reinicie el servicio AD FS version 2.0 desde Services.msc.

Una vez configurada la version 2.0 de AD FS, continue para habilitar SSO de SAML en los
productos de Cisco Collaboration.

Verificacion

Actualmente, no hay un procedimiento de verificacion disponible para esta configuracion.



Troubleshoot

AD FS registra los datos de diagndstico en el Registro de eventos del sistema. Desde el
Administrador del servidor en el servidor AD FS, abra Diagnostico -> Visor de eventos ->
Aplicaciones y servicios -> AD FS 2.0 -> Administrador

Buscar errores registrados para actividad de AD FS

E Server Manager !

Fie Action View Help

&> m >|m
™ S’QF\'H Manager (CLIC-ADFS) Admin  Nur
© @ Roles
g e Level Date and Time Task
& {gm Dagnostes [ (@) Informaton 6/28/2016 11:18:12 AM None
2 [@ Event Viewer (i) Information 6/28/2016 11:18:12 AM None
& [ Custom Views (@ tnformation 6/28/2016 11:17:12 AM None
@ [ Windows Logs (i) information 6/28/2016 11:17:12 AM None
= [ Applications and Servia l§ (i) Information 6/28/2016 11:17:12 AM tone
= ] ADFS 2.0 (i) information 6/28/2016 11:17:12 AM Mone
{+] Admin (i) 1nformation 6/28/2016 11:17:12 AM None
[&] Hardware Events  § (§) nformation 6/27/2016 11:18:02PM “lone
] Intemet Explorer B () 1nformation 6/27/2016 11:18:02PM Nane
&) Key Management S § (55 1 rmation 6/27/2016 8:12:59 PM None
" ] oo e
Rt T 6/27(2016 8:12: 10 PM =
g Device Manager _ 6/27/2016 8:11:59 PM None
® it Configuration
® g Storage

Requestor: ciscouc-105-impsl.ciscouc.org

Iﬂse SAML authentication request had a NamelD Policy that could not be satisfied,
Name identifier format: urn:oasis:names:te:SAML:2 O:nameid-format:transient

Lo x|

Log Name: AD F5 2.0/Admin
Source: ADF520 Logged: 6/27/2016 8:12:11 PM
Event ID: 3 Task Category: None ;'

1] |




Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



