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Introducción

El concentrador VPN 3000 de Cisco se puede configurar para autenticar clientes VPN de Cisco a
través de un servidor Security Dynamics International (SDI). El concentrador VPN 3000 actúa
como un cliente SDI que se comunica con el servidor SDI en el puerto 5500 del protocolo de
datagramas de usuario (UDP). El siguiente documento muestra cómo asegurar que el servidor
SDI, el concentrador VPN 3000 y el cliente Cisco VPN estén funcionando correctamente, y luego
cómo combinar los componentes. Si el concentrador VPN 3000 aún no se ha configurado, utilice
los pasos de Instalación y Configuración del concentrador VPN 3000 sin SDI mediante la interfaz
de línea de comandos (CLI) para la instalación y configuración iniciales. Si su Concentrador VPN
3000 ha sido configurado previamente, siga los pasos para modificar la configuración existente
(sin SDI).

Prerequisites

Requirements



No hay requisitos previos específicos para este documento.

Componentes Utilizados

Esta configuración fue desarrollada y probada utilizando las versiones de software y hardware
indicadas a continuación.

Servidor SDI 3.3 (UNIX y NT)●

Concentrador VPN 3000 (2.5.2)●

Cliente VPN 2.5.2.A●

La información que se presenta en este documento se originó a partir de dispositivos dentro de un
ambiente de laboratorio específico. All of the devices used in this document started with a cleared
(default) configuration. Si la red está funcionando, asegúrese de haber comprendido el impacto
que puede tener un comando antes de ejecutarlo.

Convenciones

Consulte Convenciones de Consejos TécnicosCisco para obtener más información sobre las
convenciones del documento.

Antecedentes

Este documento se aplica tanto al Cisco VPN 3000 Client (2.5.x) como al Cisco VPN Client (3.x).
Con la versión 3.0 y superior, ahora puede configurar servidores SDI individuales para grupos
individuales a diferencia de un servidor SDI definido globalmente y utilizado por todos los grupos.
Aquellos grupos que no poseen servidores SDI individuales configurados, utilizarán el servidor
SDI definido globalmente.

Existen tres tipos de modos nuevos del Número de identificación personal (PIN) en SDI. El
concentrador VPN 3000 admite las dos primeras opciones, tal como se muestra a continuación.

El usuario selecciona un nuevo PIN.●

El servidor selecciona el nuevo PIN e informa a los usuarios.●

El servidor elige el nuevo PIN e informa a los usuarios; los usuarios puede cambiar PIN.●

Configurar

En esta sección encontrará la información para configurar las funciones descritas en este
documento.

Nota: Para encontrar información adicional sobre los comandos usados en este documento, utilice
la Command Lookup Tool (sólo clientes registrados) .

Diagrama de la red

Este documento utiliza la instalación de red que se muestra en el siguiente diagrama.
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Configuraciones

Instalar y configurar el concentrador VPN 3000 sin SDI

Configuramos el concentrador VPN 3000 para autenticar localmente a un usuario en un grupo; al
hacer esto antes de agregar SDI, pudimos determinar que IPSec entre Cisco VPN Client y VPN
3000 Concentrator está funcionando. Borramos la configuración del concentrador VPN 3000 en el
puerto de consola al ir a Administration (Administración) > System Reboot (Reinicio del sistema) >
Schedule reboot (Programar reinicio) > Reboot with Factory/Default Configuration (Reiniciar con la
configuración de fábrica/predeterminada).

Luego de reiniciar se realizó la siguiente configuración inicial:

Configuración del Concentrador VPN 3000

Login: admin

Password:

                Welcome to

               Cisco Systems

       VPN 3000 Concentrator Series

          Command Line Interface

Copyright (C) 1998-2000 Cisco Systems, Inc.

 -- : Set the time on your device. The correct time is

very important,

 -- : so that logging and accounting entries are

accurate.

 -- : Enter the system time in the following format:

 -- :       HH:MM:SS.  Example  21:30:00  for 9:30 PM

> Time

Quick -> [ 13:02:39 ]

 -- : Enter the date in the following format.

 -- : MM/DD/YYYY  Example 06/12/1999  for June 12th



1999.

> Date

Quick -> [ 10/09/2000 ]

 -- : Set the time zone on your device. The correct time

zone is very

 -- : important so that logging and accounting entries

are accurate.

 -- : Enter the time zone using the hour offset from

GMT:

 -- : -12 : Kwajalein  -11 : Samoa    -10 : Hawaii

-9 : Alaska

 -- :  -8 : PST         -7 : MST       -6 : CST

-5 : EST

 -- :  -4 : Atlantic    -3 : Brasilia  -2 : Mid-Atlantic

-1 : Azores

 -- :   0 : GMT         +1 : Paris     +2 : Cairo

+3 : Kuwait

 -- :  +4 : Abu Dhabi   +5 : Karachi   +6 : Almaty

+7 : Bangkok

 -- :  +8 : Singapore   +9 : Tokyo    +10 : Sydney

+11 : Solomon Is.

 -- : +12 : Marshall Is.

> Time Zone

Quick -> [ -5 ] -5

1) Enable DST Support

2) Disable DST Support

Quick -> [ 1 ]

This table shows current IP addresses.

    Interface                  IP Address/Subnet Mask

MAC Address

--------------------------------------------------------

-----------------------

| Ethernet 1 - Private  |         0.0.0.0/0.0.0.0

|

| Ethernet 2 - Public   |         0.0.0.0/0.0.0.0

|

| Ethernet 3 - External |         0.0.0.0/0.0.0.0

|

--------------------------------------------------------

-----------------------

** An address is required for the private interface. **

> Enter IP Address

Quick Ethernet 1 -> [ 0.0.0.0 ] 10.31.1.59

Waiting for Network Initialization...

> Enter Subnet Mask

Quick Ethernet 1 -> [ 255.0.0.0 ] 255.255.255.0



1) Ethernet Speed 10 Mbps

2) Ethernet Speed 100 Mbps

3) Ethernet Speed 10/100 Mbps Auto Detect

Quick Ethernet 1 -> [ 3 ]

1) Enter Duplex - Half/Full/Auto

2) Enter Duplex - Full Duplex

3) Enter Duplex - Half Duplex

Quick Ethernet 1 -> [ 1 ]

1) Modify Ethernet 1 IP Address (Private)

2) Modify Ethernet 2 IP Address (Public)

3) Modify Ethernet 3 IP Address (External)

4) Configure Expansion Cards

5) Save changes to Config file

6) Continue

7) Exit

Quick -> 2

This table shows current IP addresses.

    Interface                  IP Address/Subnet Mask

MAC Address

--------------------------------------------------------

-----------------------

| Ethernet 1 - Private  |      10.31.1.59/255.255.255.0

|  00.90.A4.00.1C.B4

| Ethernet 2 - Public   |         0.0.0.0/0.0.0.0

|

| Ethernet 3 - External |         0.0.0.0/0.0.0.0

|

--------------------------------------------------------

-----------------------

> Enter IP Address

Quick Ethernet 2 -> [ 0.0.0.0 ] 172.18.124.134

> Enter Subnet Mask

Quick Ethernet 2 -> [ 255.255.0.0 ] 255.255.255.0

1) Ethernet Speed 10 Mbps

2) Ethernet Speed 100 Mbps

3) Ethernet Speed 10/100 Mbps Auto Detect

Quick Ethernet 2 -> [ 3 ]

1) Enter Duplex - Half/Full/Auto

2) Enter Duplex - Full Duplex

3) Enter Duplex - Half Duplex

Quick Ethernet 2 -> [ 1 ]

1) Modify Ethernet 1 IP Address (Private)

2) Modify Ethernet 2 IP Address (Public)

3) Modify Ethernet 3 IP Address (External)

4) Configure Expansion Cards

5) Save changes to Config file

6) Continue

7) Exit



Quick -> 6

 -- : Assign a system name to this device.

> System Name

Quick -> vpn3000

 -- : Specify a local DNS server, which lets you enter

hostnames

 -- : rather than IP addresses while configuring.

> DNS Server

Quick -> [ 0.0.0.0 ]

 -- : Enter your Internet domain name; e.g.,

yourcompany.com

> Domain

Quick ->

> Default Gateway

Quick -> 172.18.124.1

-- : Configure protocols and encryption options.

-- : This table shows current protocol settings

         PPTP         |        L2TP         |

---------------------------------------------

|       Enabled       |       Enabled       |

|  No Encryption Req  |  No Encryption Req  |

---------------------------------------------

1) Enable  PPTP

2) Disable PPTP

Quick -> [ 1 ]

1) PPTP Encryption Required

2) No Encryption Required

Quick -> [ 2 ]

1) Enable  L2TP

2) Disable L2TP

Quick -> [ 1 ]

1) L2TP Encryption Required

2) No Encryption Required

Quick -> [ 2 ]

1) Enable  IPSec

2) Disable IPSec

Quick -> [ 1 ]

-- : Configure address assignment for PPTP, L2TP and

IPSec.



1) Enable Client Specified Address Assignment

2) Disable Client Specified Address Assignment

Quick -> [ 2 ]

1) Enable Per User Address Assignment

2) Disable Per User Address Assignment

Quick -> [ 2 ]

1) Enable DHCP Address Assignment

2) Disable DHCP Address Assignment

Quick -> [ 2 ]

1) Enable Configured Pool Address Assignment

2) Disable Configured Pool Address Assignment

Quick -> [ 2 ] 1

> Configured Pool Range Start Address

Quick -> 192.168.1.1

> Configured Pool Range End Address

Quick -> [ 0.0.0.0 ] 192.168.1.100

-- : Specify how to authenticate users

1) Internal Authentication Server

2) RADIUS Authentication Server

3) NT Domain Authentication Server

4) SDI Authentication Server

5) Continue

Quick -> [ 1 ] 1

                                   Current Users

--------------------------------------------------------

-----------------------

                                     No Users

--------------------------------------------------------

-----------------------

1) Add a User

2) Delete a User

3) Continue

Quick -> 1

> User Name

Quick -> 37297304

> Password

Quick -> *********

Verify -> *********

                                   Current Users

--------------------------------------------------------

-----------------------

| 1. 37297304                            |



|

--------------------------------------------------------

-----------------------

1) Add a User

2) Delete a User

3) Continue

Quick -> 3

> IPSec Group Name

Quick -> vpn3000

> IPSec Group Password

Quick -> ********

Verify -> ********

-- : We strongly recommend that you change the password

for user admin.

> Reset Admin Password

Quick -> [ ***** ]

Verify ->

1) Goto Main Configuration Menu

2) Save changes to Config file

3) Exit

Quick -> 2

1) Goto Main Configuration Menu

2) Save changes to Config file

3) Exit

Quick -> 3

Done

Modificar configuración existente (sin SDI)

Si el concentrador VPN 3000 se configuró anteriormente, se utilizan las siguientes pantallas para
verificar los ajustes de grupo, usuario e IPSec/IKE:

Utilice esta pantalla para agregar un grupo con autenticación
local:

1.



Utilice esta pantalla para agregar un usuario al grupo con autenticación
local:

2.



Utilice la pantalla IPSec > IKE proposal para agregar las configuraciones de IKE (las
configuraciones que se muestran son las predeterminadas por el
sistema):

3.



Pruebe Cisco VPN Client y VPN 3000 Concentrator sin SDI

Después de modificar la configuración existente en el Concentrador VPN3000, instalamos el
Cisco VPN Client y se configuró una nueva conexión para que finalice en 172.18.124.134 (la
interfaz pública del concentrador). Nuestra información de acceso de grupo era "vpn3000" (el
nombre del grupo) y la contraseña del grupo era la contraseña para el grupo. Cuando hicimos clic
en Connect, el nombre de usuario era "37297304" (nombre de usuario) y la contraseña de usuario
era la contraseña para el usuario (almacenada localmente en el VPN 3000 Concentrator; aún no
hay ninguna SDI involucrada). Vea Depuración IPSec Buena con Autenticación Local para la
depuración IKE, IKEDBG, IKEDECODE, IPSEC, IPSECDBG, IPSECDECODE.

Pruebe el funcionamiento del servidor SDI sin el concentrador VPN 3000

UNIX (Solaris)

En el servidor de SDI, cree una cuenta sditest utilizando la admintool de Solaris.La entrada
/etc/passwd se debería ver de esta manera:
sditest:x:76:10::/local/0/sditest:/local/0/opt/ace/prog/sdshell

Nota: Los valores y las trayectorias al directorio principal del usuario y "sdshell" dependen
del sistema.

1.

Asigne un token a sditest.2.
Pruebe efectuar el Telnet en el host UNIX como sditest. El host le pide una contraseña UNIX
y el PASSCODE(Clave). Luego de la autenticación, le permite entrar como sditest en ese
host.

3.



Microsoft Windows NT

Instale el agente SecurSight.1.
Seleccione Programs (Programas) > SecurSight (SecurSight) > Test Authentication (Prueba
de la autenticación).

2.

Configurar SDI/Usuario para comunicarse con el concentrador VPN 3000

Utilice los siguientes pasos para configurar SDI/Usuario para hablar con el concentrador VPN
3000:

En la pantalla SDI Server Edit Token (Editar token), verifique que el token esté "habilitado" y
no en el modo New PIN.

1.

Haga clic en Resincronizar Token y Establecer PIN en Next
Tokencode.

2.

En la pantalla Edit User, asigne un token al usuario y verifique que "Allowed to create a PIN"
no esté marcado.

3.

Haga clic en Activaciones de cliente y verifique que el concentrador VPN 3000 esté4.



incluido.

Nota: El concentrador VPN 3000 se considera un cliente del servidor SDI; la siguiente
pantalla es el servidor SDI Add/Edit Client (Agregar/editar cliente). Dado que se trata de un
cliente nuevo, el cuadro "Secreto de nodo enviado" aparece atenuado. El servidor SDI no ha
tenido la oportunidad de enviar el archivo de "secreto de nodo" al concentrador (este archivo
debería mostrarse en el concentrador en la sección Administration (administración) > File
Management (administración de archivos) > Files (archivos) como "SECURID"). Luego de la
exitosa autenticación desde la VPN 3000, el archivo “node secret” aparece en el
concentrador VPN 3000 y la casilla "Sent Node Secret" aparece seleccionada.
Haga clic en Activaciones de usuario y verifique que el usuario esté incluido.5.

Configurar y probar el concentrador VPN 3000 en SDI

Utilice los siguientes pasos para configurar y probar el concentrador VPN 3000 en SDI.

Utilice la siguiente pantalla para configurar el concentrador VPN 3000 para autenticar para
SDI:

1.



Desde SDI, vaya a Report (Informe) > Log Monitor (Monitor de registro) > Activity Monitor
(Monitor de actividad) y haga clic en OK (Aceptar) para observar las peticiones
entrantes.

2.



En el concentrador VPN 3000, haga clic en Test (Prueba) para verificar la
conexión.

3.



Si la autenticación es buena, el concentrador VPN 3000 muestra:Authentication Successful
(Autenticación exitosa)

4.

En el ejemplo anterior, definimos un servidor SDI global. Asimismo, podemos optar por definir
servidores individuales SDI para cada grupo en Configuration (Configuración) > User
Management (Administración de usuarios) > Groups (Grupos), donde resaltaremos el grupo
respectivo y elegiremos Modify Auth Server (Modificar servidor de autenticación).

Para obtener información sobre depuración, consulte las siguientes secciones de este
documento:

Activación de la depuración en el concentrador VPN 3000●

Depuración correcta con SDI●

Depuración inadecuada●

Verificación

En esta sección encontrará información que puede utilizar para confirmar que su configuración
esté funcionando correctamente.



Probar el Cliente de VPN de Cisco en el Concentrador VPN 3000 con SDI

Si todo funciona hasta este punto, es el momento de combinar Cisco VPN Client, VPN 3000
Concentrator y el servidor SDI. Debemos realizar un cambio en el concentrador VPN 3000 al
modificar el grupo de trabajo que denominamos “vpn300” a fin de enviar solicitudes al servidor
SDI.

Troubleshoot

En esta sección encontrará información que puede utilizar para solucionar problemas de
configuración.

Activación de la depuración en el concentrador VPN 3000

Nombre de clase para la autenticación:

AUTENTICACIÓN●

AUTHDBG●

AUTHDECODE●

Nombre de clase para IPSec:

IKE, IKEDBG, IKEDECODE●

IPSEC, IPSECDBG, IPSECDECODE●

Gravedad de registro = 1-9●

Gravedad en la consola = 1-3●



Haga clic en Obtener registro para ver los resultados de la operación de depuración.



Depuración IPSec buena con autenticación local

1 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=1 161.44.17.135

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  9D F3 34 FE 89 BF AA B2

  Responder Cookie(8):  00 00 00 00 00 00 00 00

  Next Payload  :       SA (1)

  Exchange Type :       Oakley Aggressive Mode

  Flags         :       0

  Message ID    :       0

  Length        :       307

7 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=1 161.44.17.135

RECEIVED Message (msgid=0) with payloads :

HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR (13) + NONE (0)

... total length : 307

10 10/10/2000 17:12:32.560 SEV=9 IKEDBG/0 RPT=2 161.44.17.135

processing SA payload

11 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=2 161.44.17.135

SA Payload Decode :

  DOI           :       IPSEC (1)

  Situation     :       Identity Only (1)

  Length        :       120

14 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=3 161.44.17.135

Proposal Decode:

  Proposal #    :       1

  Protocol ID   :       ISAKMP (1)

  #of Transforms:       4

  Spi           :       00 00 00 00

  Length        :       108

18 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=4 161.44.17.135

Transform # 1 Decode for Proposal # 1:

  Transform #   :       1

  Transform ID  :       IKE (1)



  Length        :       24

20 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=5 161.44.17.135

Phase 1 SA Attribute Decode for Transform # 1:

  Encryption Alg:       DES-CBC (1)

  Hash Alg      :       MD5 (1)

  DH Group      :       Oakley Group 1 (1)

  Auth Method   :       Preshared Key (1)

24 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=6 161.44.17.135

Transform # 2 Decode for Proposal # 1:

  Transform #   :       2

  Transform ID  :       IKE (1)

  Length        :       24

26 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=7 161.44.17.135

Phase 1 SA Attribute Decode for Transform # 2:

  Encryption Alg:       Triple-DES (5)

  Hash Alg      :       MD5 (1)

  DH Group      :       Oakley Group 1 (1)

  Auth Method   :       Preshared Key (1)

30 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=8 161.44.17.135

Transform # 3 Decode for Proposal # 1:

  Transform #   :       3

  Transform ID  :       IKE (1)

  Length        :       24

32 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=9 161.44.17.135

Phase 1 SA Attribute Decode for Transform # 3:

  Encryption Alg:       Triple-DES (5)

  Hash Alg      :       SHA (2)

  DH Group      :       Oakley Group 1 (1)

  Auth Method   :       Preshared Key (1)

36 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=10 161.44.17.135

Transform # 4 Decode for Proposal # 1:

  Transform #   :       4

  Transform ID  :       IKE (1)

  Length        :       24

38 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=11 161.44.17.135

Phase 1 SA Attribute Decode for Transform # 4:

  Encryption Alg:       DES-CBC (1)

  Hash Alg      :       SHA (2)

  DH Group      :       Oakley Group 1 (1)

  Auth Method   :       Preshared Key (1)

42 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=3 161.44.17.135

Proposal # 1, Transform # 1, Type ISAKMP, Id IKE

Parsing received transform:

  Phase 1 failure against global IKE proposal # 1:

  Mismatched attr types for class DH Group:

    Rcv'd: Oakley Group 1

    Cfg'd: Oakley Group 2

47 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=4 161.44.17.135

  Phase 1 failure against global IKE proposal # 2:

  Mismatched attr types for class Encryption Alg:

    Rcv'd: DES-CBC

    Cfg'd: Triple-DES

50 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=5 161.44.17.135

Proposal # 1, Transform # 2, Type ISAKMP, Id IKE



Parsing received transform:

  Phase 1 failure against global IKE proposal # 1:

  Mismatched attr types for class DH Group:

    Rcv'd: Oakley Group 1

    Cfg'd: Oakley Group 2

55 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=6 161.44.17.135

Proposal # 1, Transform # 3, Type ISAKMP, Id IKE

Parsing received transform:

  Phase 1 failure against global IKE proposal # 1:

  Mismatched attr types for class DH Group:

    Rcv'd: Oakley Group 1

    Cfg'd: Oakley Group 2

60 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=7 161.44.17.135

  Phase 1 failure against global IKE proposal # 2:

  Mismatched attr types for class Hash Alg:

    Rcv'd: SHA

    Cfg'd: MD5

62 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=8 161.44.17.135

  Phase 1 failure against global IKE proposal # 3:

  Mismatched attr types for class Encryption Alg:

    Rcv'd: Triple-DES

    Cfg'd: DES-CBC

65 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=9 161.44.17.135

Proposal # 1, Transform # 4, Type ISAKMP, Id IKE

Parsing received transform:

  Phase 1 failure against global IKE proposal # 1:

  Mismatched attr types for class DH Group:

    Rcv'd: Oakley Group 1

    Cfg'd: Oakley Group 2

70 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=10 161.44.17.135

  Phase 1 failure against global IKE proposal # 2:

  Mismatched attr types for class Encryption Alg:

    Rcv'd: DES-CBC

    Cfg'd: Triple-DES

73 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=11 161.44.17.135

  Phase 1 failure against global IKE proposal # 3:

  Mismatched attr types for class Hash Alg:

    Rcv'd: SHA

    Cfg'd: MD5

75 10/10/2000 17:12:32.560 SEV=7 IKEDBG/0 RPT=12 161.44.17.135

Oakley proposal is acceptable

76 10/10/2000 17:12:32.560 SEV=9 IKEDBG/0 RPT=13 161.44.17.135

processing ke payload

77 10/10/2000 17:12:32.560 SEV=9 IKEDBG/0 RPT=14 161.44.17.135

processing ISA_KE

78 10/10/2000 17:12:32.560 SEV=9 IKEDBG/1 RPT=1 161.44.17.135

processing nonce payload

79 10/10/2000 17:12:32.560 SEV=9 IKEDBG/1 RPT=2 161.44.17.135

Processing ID

80 10/10/2000 17:12:32.560 SEV=9 IKEDBG/1 RPT=3 161.44.17.135

processing vid payload



81 10/10/2000 17:12:32.580 SEV=9 IKEDBG/23 RPT=1 161.44.17.135

Starting group lookup for peer 161.44.17.135

82 10/10/2000 17:12:32.680 SEV=7 IKEDBG/0 RPT=15 161.44.17.135

Found Phase 1 Group (vpn3000)

83 10/10/2000 17:12:32.680 SEV=7 IKEDBG/14 RPT=1 161.44.17.135

Authentication configured for Internal

84 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=16 161.44.17.135

constructing ISA_SA for isakmp

85 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=17 161.44.17.135

constructing ke payload

86 10/10/2000 17:12:32.680 SEV=9 IKEDBG/1 RPT=4 161.44.17.135

constructing nonce payload

87 10/10/2000 17:12:32.680 SEV=9 IKE/0 RPT=1 161.44.17.135

Generating keys for Responder...

88 10/10/2000 17:12:32.680 SEV=9 IKEDBG/1 RPT=5 161.44.17.135

constructing ID

89 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=18

construct hash payload

90 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=19 161.44.17.135

computing hash

91 10/10/2000 17:12:32.680 SEV=9 IKEDBG/1 RPT=6 161.44.17.135

constructing vid payload

92 10/10/2000 17:12:32.680 SEV=8 IKEDBG/0 RPT=20 161.44.17.135

SENDING Message (msgid=0) with payloads :

HDR + SA (1)  ... total length : 248

93 10/10/2000 17:12:32.730 SEV=8 IKEDECODE/0 RPT=12 161.44.17.135

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  9D F3 34 FE 89 BF AA B2

  Responder Cookie(8):  B7 AD 34 D2 74 4D 05 DA

  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Aggressive Mode

  Flags         :       1   (ENCRYPT )

  Message ID    :       0

  Length        :       52

99 10/10/2000 17:12:32.730 SEV=8 IKEDBG/0 RPT=21 161.44.17.135

RECEIVED Message (msgid=0) with payloads :

HDR + HASH (8) + NONE (0) ... total length : 48

101 10/10/2000 17:12:32.730 SEV=9 IKEDBG/0 RPT=22 161.44.17.135

processing hash

102 10/10/2000 17:12:32.730 SEV=9 IKEDBG/0 RPT=23 161.44.17.135

computing hash

103 10/10/2000 17:12:33.410 SEV=8 IKEDECODE/0 RPT=13 161.44.17.135

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  9D F3 34 FE 89 BF AA B2

  Responder Cookie(8):  B7 AD 34 D2 74 4D 05 DA

  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Quick Mode

  Flags         :       1   (ENCRYPT )



  Message ID    :       48687ca1

  Length        :       308

110 10/10/2000 17:12:33.410 SEV=9 IKEDBG/21 RPT=1 161.44.17.135

Delay Quick Mode processing, Cert/Trans Exch/RM DSID in progress

111 10/10/2000 17:12:33.410 SEV=9 IKEDBG/0 RPT=24 161.44.17.135

constructing blank hash

112 10/10/2000 17:12:33.410 SEV=9 IKEDBG/0 RPT=25 161.44.17.135

constructing qm hash

113 10/10/2000 17:12:33.410 SEV=8 IKEDBG/0 RPT=26 161.44.17.135

SENDING Message (msgid=fc2ce5eb) with payloads :

HDR + HASH (8)  ... total length : 68

115 10/10/2000 17:12:44.680 SEV=8 IKEDECODE/0 RPT=14 161.44.17.135

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  9D F3 34 FE 89 BF AA B2

  Responder Cookie(8):  B7 AD 34 D2 74 4D 05 DA

  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Transactional

  Flags         :       1   (ENCRYPT )

  Message ID    :       fc2ce5eb

  Length        :       92

122 10/10/2000 17:12:44.680 SEV=8 IKEDBG/0 RPT=27 161.44.17.135

RECEIVED Message (msgid=fc2ce5eb) with payloads :

HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 85

124 10/10/2000 17:12:44.680 SEV=9 IKEDBG/1 RPT=7

process_attr(): Enter!

125 10/10/2000 17:12:44.680 SEV=9 IKEDBG/1 RPT=8

Processing cfg reply attributes.

126 10/10/2000 17:12:44.980 SEV=7 IKEDBG/14 RPT=2 161.44.17.135

User [ 37297304 ]

Authentication configured for Internal

127 10/10/2000 17:12:44.980 SEV=4 IKE/52 RPT=7 161.44.17.135

User [ 37297304 ]

User (37297304) authenticated.

128 10/10/2000 17:12:44.980 SEV=9 IKEDBG/31 RPT=1 161.44.17.135

User [ 37297304 ]

Obtained IP addr (192.168.1.1) prior to initiating Mode Cfg (XAuth enabled)

130 10/10/2000 17:12:44.980 SEV=9 IKEDBG/0 RPT=28 161.44.17.135

User [ 37297304 ]

constructing blank hash

131 10/10/2000 17:12:44.980 SEV=9 IKEDBG/0 RPT=29 161.44.17.135

0000: 00010004 C0A80101 F0010000                 ............

132 10/10/2000 17:12:44.980 SEV=9 IKEDBG/0 RPT=30 161.44.17.135

User [ 37297304 ]

constructing QM hash

133 10/10/2000 17:12:44.980 SEV=8 IKEDBG/0 RPT=31 161.44.17.135

SENDING Message (msgid=fc2ce5eb) with payloads :

HDR + HASH (8)  ... total length : 80

135 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=15 161.44.17.135



ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  9D F3 34 FE 89 BF AA B2

  Responder Cookie(8):  B7 AD 34 D2 74 4D 05 DA

  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Transactional

  Flags         :       1   (ENCRYPT )

  Message ID    :       fc2ce5eb

  Length        :       68

142 10/10/2000 17:12:44.990 SEV=8 IKEDBG/0 RPT=32 161.44.17.135

RECEIVED Message (msgid=fc2ce5eb) with payloads :

HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 64

144 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=9

process_attr(): Enter!

145 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=10

Processing cfg ACK attributes

146 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=11

Received IPV4 address ack!

147 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=12

Received Save PW ack!

148 10/10/2000 17:12:44.990 SEV=4 AUTH/21 RPT=18

User 37297304 connected

149 10/10/2000 17:12:44.990 SEV=7 IKEDBG/22 RPT=1 161.44.17.135

User [ 37297304 ]

Resume Quick Mode processing, Cert/Trans Exch/RM DSID completed

151 10/10/2000 17:12:44.990 SEV=8 IKEDBG/0 RPT=33 161.44.17.135

RECEIVED Message (msgid=48687ca1) with payloads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0)

... total length : 304

154 10/10/2000 17:12:44.990 SEV=9 IKEDBG/0 RPT=34 161.44.17.135

User [ 37297304 ]

processing hash

155 10/10/2000 17:12:44.990 SEV=9 IKEDBG/0 RPT=35 161.44.17.135

User [ 37297304 ]

processing SA payload

156 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=16 161.44.17.135

SA Payload Decode :

  DOI           :       IPSEC (1)

  Situation     :       Identity Only (1)

  Length        :       180

159 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=17 161.44.17.135

Proposal Decode:

  Proposal #    :       1

  Protocol ID   :       ESP (3)

  #of Transforms:       1

  Spi           :       99 15 18 B4

  Length        :       28

163 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=18 161.44.17.135

Transform # 1 Decode for Proposal # 1:

  Transform #   :       1

  Transform ID  :       DES-CBC (2)

  Length        :       16



165 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=19 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:

  HMAC Algorithm:       MD5 (1)

  Encapsulation :       Tunnel (1)

167 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=20 161.44.17.135

Proposal Decode:

  Proposal #    :       2

  Protocol ID   :       ESP (3)

  #of Transforms:       1

  Spi           :       99 15 18 B4

  Length        :       28

171 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=21 161.44.17.135

Transform # 1 Decode for Proposal # 2:

  Transform #   :       1

  Transform ID  :       Triple-DES (3)

  Length        :       16

173 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=22 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:

  HMAC Algorithm:       MD5 (1)

  Encapsulation :       Tunnel (1)

175 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=23 161.44.17.135

Proposal Decode:

  Proposal #    :       3

  Protocol ID   :       ESP (3)

  #of Transforms:       1

  Spi           :       99 15 18 B4

  Length        :       28

179 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=24 161.44.17.135

Transform # 1 Decode for Proposal # 3:

  Transform #   :       1

  Transform ID  :       DES-CBC (2)

  Length        :       16

181 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=25 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:

  HMAC Algorithm:       SHA (2)

  Encapsulation :       Tunnel (1)

183 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=26 161.44.17.135

Proposal Decode:

  Proposal #    :       4

  Protocol ID   :       ESP (3)

  #of Transforms:       1

  Spi           :       99 15 18 B4

  Length        :       28

187 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=27 161.44.17.135

Transform # 1 Decode for Proposal # 4:

  Transform #   :       1

  Transform ID  :       Triple-DES (3)

  Length        :       16

189 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=28 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:

  HMAC Algorithm:       SHA (2)

  Encapsulation :       Tunnel (1)

191 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=29 161.44.17.135



Proposal Decode:

  Proposal #    :       5

  Protocol ID   :       ESP (3)

  #of Transforms:       1

  Spi           :       99 15 18 B4

  Length        :       28

195 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=30 161.44.17.135

Transform # 1 Decode for Proposal # 5:

  Transform #   :       1

  Transform ID  :       NULL (11)

  Length        :       16

197 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=31 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:

  HMAC Algorithm:       MD5 (1)

  Encapsulation :       Tunnel (1)

199 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=32 161.44.17.135

Proposal Decode:

  Proposal #    :       6

  Protocol ID   :       ESP (3)

  #of Transforms:       1

  Spi           :       99 15 18 B4

  Length        :       28

203 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=33 161.44.17.135

Transform # 1 Decode for Proposal # 6:

  Transform #   :       1

  Transform ID  :       NULL (11)

  Length        :       16

205 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=34 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:

  HMAC Algorithm:       SHA (2)

  Encapsulation :       Tunnel (1)

207 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=13 161.44.17.135

User [ 37297304 ]

processing nonce payload

208 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=14 161.44.17.135

User [ 37297304 ]

Processing ID

209 10/10/2000 17:12:44.990 SEV=5 IKE/25 RPT=13 161.44.17.135

User [ 37297304 ]

Received remote Proxy Host data in ID Payload:

Address 161.44.17.135, Protocol 0, Port 0

212 10/10/2000 17:12:44.990 SEV=7 IKEDBG/1 RPT=15 161.44.17.135

User [ 37297304 ]

Modifying client proxy src address!

213 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=16 161.44.17.135

User [ 37297304 ]

Processing ID

214 10/10/2000 17:12:44.990 SEV=5 IKE/24 RPT=7 161.44.17.135

User [ 37297304 ]

Received local Proxy Host data in ID Payload:

Address 172.18.124.134, Protocol 0, Port 0

217 10/10/2000 17:12:44.990 SEV=9 IKEDBG/0 RPT=36 161.44.17.135



User [ 37297304 ]

Processing Notify payload

218 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=35 161.44.17.135

Notify Payload Decode :

  DOI           :       IPSEC (1)

  Protocol      :       ISAKMP (1)

  Message       :       Initial contact (24578)

  Spi           :       9D F3 34 FE 89 BF AA B2 B7 AD 34 D2 74 4D 05 DA

  Length        :       28

224 10/10/2000 17:12:44.990 SEV=8 IKEDBG/0 RPT=37

QM IsRekeyed old sa not found by addr

225 10/10/2000 17:12:44.990 SEV=5 IKE/66 RPT=13 161.44.17.135

User [ 37297304 ]

IKE Remote Peer configured for SA: ESP-3DES-MD5

226 10/10/2000 17:12:44.990 SEV=9 IKEDBG/0 RPT=38 161.44.17.135

User [ 37297304 ]

processing IPSEC SA

227 10/10/2000 17:12:44.990 SEV=8 IKEDBG/0 RPT=39

Proposal # 1, Transform # 1, Type ESP, Id DES-CBC

Parsing received transform:

  Phase 2 failure:

  Mismatched transform IDs for protocol ESP:

    Rcv'd: DES-CBC

    Cfg'd: Triple-DES

232 10/10/2000 17:12:45.000 SEV=7 IKEDBG/27 RPT=1 161.44.17.135

User [ 37297304 ]

IPSec SA Proposal # 2, Transform # 1 acceptable

233 10/10/2000 17:12:45.000 SEV=7 IKEDBG/0 RPT=40 161.44.17.135

User [ 37297304 ]

IKE: requesting SPI!

234 10/10/2000 17:12:45.000 SEV=6 IKE/0 RPT=2

AM received unexpected event EV_ACTIVATE_NEW_SA in state AM_ACTIVE

235 10/10/2000 17:12:45.000 SEV=9 IPSECDBG/6 RPT=1

IPSEC key message parse - msgtype 6, len 164, vers 1, pid 00000000, seq 13,

err 0, type 2, mode 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen 0,

hashKeyLen 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0, lifetime1 300,

lifetime2 2000000000, dsId 2

239 10/10/2000 17:12:45.000 SEV=9 IPSECDBG/1 RPT=1

Processing KEY_GETSPI msg!

240 10/10/2000 17:12:45.000 SEV=7 IPSECDBG/13 RPT=1

Reserved SPI 1773955517

241 10/10/2000 17:12:45.000 SEV=8 IKEDBG/6 RPT=1

IKE got SPI from key engine: SPI = 0x69bc69bd

242 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=41 161.44.17.135

User [ 37297304 ]

oakley constructing quick mode

243 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=42 161.44.17.135

User [ 37297304 ]

constructing blank hash



244 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=43 161.44.17.135

User [ 37297304 ]

constructing ISA_SA for ipsec

245 10/10/2000 17:12:45.000 SEV=9 IKEDBG/1 RPT=17 161.44.17.135

User [ 37297304 ]

constructing ipsec nonce payload

246 10/10/2000 17:12:45.000 SEV=9 IKEDBG/1 RPT=18 161.44.17.135

User [ 37297304 ]

constructing proxy ID

247 10/10/2000 17:12:45.000 SEV=7 IKEDBG/0 RPT=44 161.44.17.135

User [ 37297304 ]

Transmitting Proxy Id:

  Remote host: 192.168.1.1  Protocol 0  Port 0

  Local host:  172.18.124.134  Protocol 0  Port 0

251 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=45 161.44.17.135

User [ 37297304 ]

constructing QM hash

252 10/10/2000 17:12:45.000 SEV=8 IKEDBG/0 RPT=46 161.44.17.135

SENDING Message (msgid=48687ca1) with payloads :

HDR + HASH (8)  ... total length : 136

254 10/10/2000 17:12:45.010 SEV=8 IKEDECODE/0 RPT=36 161.44.17.135

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  9D F3 34 FE 89 BF AA B2

  Responder Cookie(8):  B7 AD 34 D2 74 4D 05 DA

  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Quick Mode

  Flags         :       1   (ENCRYPT )

  Message ID    :       48687ca1

  Length        :       52

261 10/10/2000 17:12:45.010 SEV=8 IKEDBG/0 RPT=47 161.44.17.135

RECEIVED Message (msgid=48687ca1) with payloads :

HDR + HASH (8) + NONE (0) ... total length : 48

263 10/10/2000 17:12:45.010 SEV=9 IKEDBG/0 RPT=48 161.44.17.135

User [ 37297304 ]

processing hash

264 10/10/2000 17:12:45.010 SEV=9 IKEDBG/0 RPT=49 161.44.17.135

User [ 37297304 ]

loading all IPSEC SAs

265 10/10/2000 17:12:45.010 SEV=9 IKEDBG/1 RPT=19 161.44.17.135

User [ 37297304 ]

Generating Quick Mode Key!

266 10/10/2000 17:12:45.010 SEV=9 IKEDBG/1 RPT=20 161.44.17.135

User [ 37297304 ]

Generating Quick Mode Key!

267 10/10/2000 17:12:45.020 SEV=7 IKEDBG/0 RPT=50 161.44.17.135

User [ 37297304 ]

Loading host:

  Dst: 172.18.124.134

  Src: 192.168.1.1

268 10/10/2000 17:12:45.020 SEV=4 IKE/49 RPT=13 161.44.17.135

User [ 37297304 ]



Security negotiation complete for User (37297304)

Responder, Inbound SPI = 0x69bc69bd, Outbound SPI = 0x991518b4

271 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/6 RPT=2

IPSEC key message parse - msgtype 1, Len 536, vers 1, pid 00000000, seq 0,

err 0, type 2, mode 1, state 64, label 0, pad 0, spi 991518b4, encrKeyLen 24,

hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetime1 0,

lifetime2 0, dsId 2

274 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=2

Processing KEY_ADD MSG!

275 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=3

key_msghdr2secassoc(): Enter

276 10/10/2000 17:12:45.020 SEV=7 IPSECDBG/1 RPT=4

No USER filter configured

277 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=5

KeyProcessAdd: Enter

278 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1 RPT=6

KeyProcessAdd: Adding outbound SA

279 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1 RPT=7

KeyProcessAdd: src 172.18.124.134 mask 0.0.0.0, dst 192.168.1.1 mask 0.0.0.0

280 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1 RPT=8

KeyProcessAdd: FilterIpsecAddIkeSa success

281 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/6 RPT=3

IPSEC key message parse - msgtype 3, Len 292, vers 1, pid 00000000, seq 0,

err 0, type 2, mode 1, state 32, label 0, pad 0, spi 69bc69bd, encrKeyLen 24,

hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetime1 0,

lifetime2 0, dsId 2

284 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=9

Processing KEY_UPDATE MSG!

285 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=10

Update inbound SA addresses

286 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=11

key_msghdr2secassoc(): Enter

287 10/10/2000 17:12:45.020 SEV=7 IPSECDBG/1 RPT=12

No USER filter configured

288 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=13

KeyProcessUpdate: Enter

289 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1 RPT=14

KeyProcessUpdate: success

290 10/10/2000 17:12:45.020 SEV=8 IKEDBG/7 RPT=1

IKE got a KEY_ADD MSG for SA: SPI = 0x991518b4

291 10/10/2000 17:12:45.020 SEV=8 IKEDBG/0 RPT=51

pitcher: rcv KEY_UPDATE, spi 0x69bc69bd

Depuración IPSec buena con autenticación local

1 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=1 161.44.17.135

ISAKMP HEADER :         ( Version 1.0 )



  Initiator Cookie(8):  9D F3 34 FE 89 BF AA B2

  Responder Cookie(8):  00 00 00 00 00 00 00 00

  Next Payload  :       SA (1)

  Exchange Type :       Oakley Aggressive Mode

  Flags         :       0

  Message ID    :       0

  Length        :       307

7 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=1 161.44.17.135

RECEIVED Message (msgid=0) with payloads :

HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR (13) + NONE (0)

... total length : 307

10 10/10/2000 17:12:32.560 SEV=9 IKEDBG/0 RPT=2 161.44.17.135

processing SA payload

11 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=2 161.44.17.135

SA Payload Decode :

  DOI           :       IPSEC (1)

  Situation     :       Identity Only (1)

  Length        :       120

14 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=3 161.44.17.135

Proposal Decode:

  Proposal #    :       1

  Protocol ID   :       ISAKMP (1)

  #of Transforms:       4

  Spi           :       00 00 00 00

  Length        :       108

18 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=4 161.44.17.135

Transform # 1 Decode for Proposal # 1:

  Transform #   :       1

  Transform ID  :       IKE (1)

  Length        :       24

20 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=5 161.44.17.135

Phase 1 SA Attribute Decode for Transform # 1:

  Encryption Alg:       DES-CBC (1)

  Hash Alg      :       MD5 (1)

  DH Group      :       Oakley Group 1 (1)

  Auth Method   :       Preshared Key (1)

24 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=6 161.44.17.135

Transform # 2 Decode for Proposal # 1:

  Transform #   :       2

  Transform ID  :       IKE (1)

  Length        :       24

26 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=7 161.44.17.135

Phase 1 SA Attribute Decode for Transform # 2:

  Encryption Alg:       Triple-DES (5)

  Hash Alg      :       MD5 (1)

  DH Group      :       Oakley Group 1 (1)

  Auth Method   :       Preshared Key (1)

30 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=8 161.44.17.135

Transform # 3 Decode for Proposal # 1:

  Transform #   :       3

  Transform ID  :       IKE (1)

  Length        :       24

32 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=9 161.44.17.135

Phase 1 SA Attribute Decode for Transform # 3:



  Encryption Alg:       Triple-DES (5)

  Hash Alg      :       SHA (2)

  DH Group      :       Oakley Group 1 (1)

  Auth Method   :       Preshared Key (1)

36 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=10 161.44.17.135

Transform # 4 Decode for Proposal # 1:

  Transform #   :       4

  Transform ID  :       IKE (1)

  Length        :       24

38 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=11 161.44.17.135

Phase 1 SA Attribute Decode for Transform # 4:

  Encryption Alg:       DES-CBC (1)

  Hash Alg      :       SHA (2)

  DH Group      :       Oakley Group 1 (1)

  Auth Method   :       Preshared Key (1)

42 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=3 161.44.17.135

Proposal # 1, Transform # 1, Type ISAKMP, Id IKE

Parsing received transform:

  Phase 1 failure against global IKE proposal # 1:

  Mismatched attr types for class DH Group:

    Rcv'd: Oakley Group 1

    Cfg'd: Oakley Group 2

47 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=4 161.44.17.135

  Phase 1 failure against global IKE proposal # 2:

  Mismatched attr types for class Encryption Alg:

    Rcv'd: DES-CBC

    Cfg'd: Triple-DES

50 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=5 161.44.17.135

Proposal # 1, Transform # 2, Type ISAKMP, Id IKE

Parsing received transform:

  Phase 1 failure against global IKE proposal # 1:

  Mismatched attr types for class DH Group:

    Rcv'd: Oakley Group 1

    Cfg'd: Oakley Group 2

55 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=6 161.44.17.135

Proposal # 1, Transform # 3, Type ISAKMP, Id IKE

Parsing received transform:

  Phase 1 failure against global IKE proposal # 1:

  Mismatched attr types for class DH Group:

    Rcv'd: Oakley Group 1

    Cfg'd: Oakley Group 2

60 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=7 161.44.17.135

  Phase 1 failure against global IKE proposal # 2:

  Mismatched attr types for class Hash Alg:

    Rcv'd: SHA

    Cfg'd: MD5

62 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=8 161.44.17.135

  Phase 1 failure against global IKE proposal # 3:

  Mismatched attr types for class Encryption Alg:

    Rcv'd: Triple-DES

    Cfg'd: DES-CBC

65 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=9 161.44.17.135

Proposal # 1, Transform # 4, Type ISAKMP, Id IKE

Parsing received transform:

  Phase 1 failure against global IKE proposal # 1:



  Mismatched attr types for class DH Group:

    Rcv'd: Oakley Group 1

    Cfg'd: Oakley Group 2

70 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=10 161.44.17.135

  Phase 1 failure against global IKE proposal # 2:

  Mismatched attr types for class Encryption Alg:

    Rcv'd: DES-CBC

    Cfg'd: Triple-DES

73 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=11 161.44.17.135

  Phase 1 failure against global IKE proposal # 3:

  Mismatched attr types for class Hash Alg:

    Rcv'd: SHA

    Cfg'd: MD5

75 10/10/2000 17:12:32.560 SEV=7 IKEDBG/0 RPT=12 161.44.17.135

Oakley proposal is acceptable

76 10/10/2000 17:12:32.560 SEV=9 IKEDBG/0 RPT=13 161.44.17.135

processing ke payload

77 10/10/2000 17:12:32.560 SEV=9 IKEDBG/0 RPT=14 161.44.17.135

processing ISA_KE

78 10/10/2000 17:12:32.560 SEV=9 IKEDBG/1 RPT=1 161.44.17.135

processing nonce payload

79 10/10/2000 17:12:32.560 SEV=9 IKEDBG/1 RPT=2 161.44.17.135

Processing ID

80 10/10/2000 17:12:32.560 SEV=9 IKEDBG/1 RPT=3 161.44.17.135

processing vid payload

81 10/10/2000 17:12:32.580 SEV=9 IKEDBG/23 RPT=1 161.44.17.135

Starting group lookup for peer 161.44.17.135

82 10/10/2000 17:12:32.680 SEV=7 IKEDBG/0 RPT=15 161.44.17.135

Found Phase 1 Group (vpn3000)

83 10/10/2000 17:12:32.680 SEV=7 IKEDBG/14 RPT=1 161.44.17.135

Authentication configured for Internal

84 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=16 161.44.17.135

constructing ISA_SA for isakmp

85 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=17 161.44.17.135

constructing ke payload

86 10/10/2000 17:12:32.680 SEV=9 IKEDBG/1 RPT=4 161.44.17.135

constructing nonce payload

87 10/10/2000 17:12:32.680 SEV=9 IKE/0 RPT=1 161.44.17.135

Generating keys for Responder...

88 10/10/2000 17:12:32.680 SEV=9 IKEDBG/1 RPT=5 161.44.17.135

constructing ID

89 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=18

construct hash payload

90 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=19 161.44.17.135

computing hash



91 10/10/2000 17:12:32.680 SEV=9 IKEDBG/1 RPT=6 161.44.17.135

constructing vid payload

92 10/10/2000 17:12:32.680 SEV=8 IKEDBG/0 RPT=20 161.44.17.135

SENDING Message (msgid=0) with payloads :

HDR + SA (1)  ... total length : 248

93 10/10/2000 17:12:32.730 SEV=8 IKEDECODE/0 RPT=12 161.44.17.135

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  9D F3 34 FE 89 BF AA B2

  Responder Cookie(8):  B7 AD 34 D2 74 4D 05 DA

  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Aggressive Mode

  Flags         :       1   (ENCRYPT )

  Message ID    :       0

  Length        :       52

99 10/10/2000 17:12:32.730 SEV=8 IKEDBG/0 RPT=21 161.44.17.135

RECEIVED Message (msgid=0) with payloads :

HDR + HASH (8) + NONE (0) ... total length : 48

101 10/10/2000 17:12:32.730 SEV=9 IKEDBG/0 RPT=22 161.44.17.135

processing hash

102 10/10/2000 17:12:32.730 SEV=9 IKEDBG/0 RPT=23 161.44.17.135

computing hash

103 10/10/2000 17:12:33.410 SEV=8 IKEDECODE/0 RPT=13 161.44.17.135

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  9D F3 34 FE 89 BF AA B2

  Responder Cookie(8):  B7 AD 34 D2 74 4D 05 DA

  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Quick Mode

  Flags         :       1   (ENCRYPT )

  Message ID    :       48687ca1

  Length        :       308

110 10/10/2000 17:12:33.410 SEV=9 IKEDBG/21 RPT=1 161.44.17.135

Delay Quick Mode processing, Cert/Trans Exch/RM DSID in progress

111 10/10/2000 17:12:33.410 SEV=9 IKEDBG/0 RPT=24 161.44.17.135

constructing blank hash

112 10/10/2000 17:12:33.410 SEV=9 IKEDBG/0 RPT=25 161.44.17.135

constructing qm hash

113 10/10/2000 17:12:33.410 SEV=8 IKEDBG/0 RPT=26 161.44.17.135

SENDING Message (msgid=fc2ce5eb) with payloads :

HDR + HASH (8)  ... total length : 68

115 10/10/2000 17:12:44.680 SEV=8 IKEDECODE/0 RPT=14 161.44.17.135

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  9D F3 34 FE 89 BF AA B2

  Responder Cookie(8):  B7 AD 34 D2 74 4D 05 DA

  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Transactional

  Flags         :       1   (ENCRYPT )

  Message ID    :       fc2ce5eb

  Length        :       92

122 10/10/2000 17:12:44.680 SEV=8 IKEDBG/0 RPT=27 161.44.17.135

RECEIVED Message (msgid=fc2ce5eb) with payloads :

HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 85



124 10/10/2000 17:12:44.680 SEV=9 IKEDBG/1 RPT=7

process_attr(): Enter!

125 10/10/2000 17:12:44.680 SEV=9 IKEDBG/1 RPT=8

Processing cfg reply attributes.

126 10/10/2000 17:12:44.980 SEV=7 IKEDBG/14 RPT=2 161.44.17.135

User [ 37297304 ]

Authentication configured for Internal

127 10/10/2000 17:12:44.980 SEV=4 IKE/52 RPT=7 161.44.17.135

User [ 37297304 ]

User (37297304) authenticated.

128 10/10/2000 17:12:44.980 SEV=9 IKEDBG/31 RPT=1 161.44.17.135

User [ 37297304 ]

Obtained IP addr (192.168.1.1) prior to initiating Mode Cfg (XAuth enabled)

130 10/10/2000 17:12:44.980 SEV=9 IKEDBG/0 RPT=28 161.44.17.135

User [ 37297304 ]

constructing blank hash

131 10/10/2000 17:12:44.980 SEV=9 IKEDBG/0 RPT=29 161.44.17.135

0000: 00010004 C0A80101 F0010000                 ............

132 10/10/2000 17:12:44.980 SEV=9 IKEDBG/0 RPT=30 161.44.17.135

User [ 37297304 ]

constructing QM hash

133 10/10/2000 17:12:44.980 SEV=8 IKEDBG/0 RPT=31 161.44.17.135

SENDING Message (msgid=fc2ce5eb) with payloads :

HDR + HASH (8)  ... total length : 80

135 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=15 161.44.17.135

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  9D F3 34 FE 89 BF AA B2

  Responder Cookie(8):  B7 AD 34 D2 74 4D 05 DA

  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Transactional

  Flags         :       1   (ENCRYPT )

  Message ID    :       fc2ce5eb

  Length        :       68

142 10/10/2000 17:12:44.990 SEV=8 IKEDBG/0 RPT=32 161.44.17.135

RECEIVED Message (msgid=fc2ce5eb) with payloads :

HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 64

144 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=9

process_attr(): Enter!

145 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=10

Processing cfg ACK attributes

146 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=11

Received IPV4 address ack!

147 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=12

Received Save PW ack!

148 10/10/2000 17:12:44.990 SEV=4 AUTH/21 RPT=18

User 37297304 connected

149 10/10/2000 17:12:44.990 SEV=7 IKEDBG/22 RPT=1 161.44.17.135

User [ 37297304 ]



Resume Quick Mode processing, Cert/Trans Exch/RM DSID completed

151 10/10/2000 17:12:44.990 SEV=8 IKEDBG/0 RPT=33 161.44.17.135

RECEIVED Message (msgid=48687ca1) with payloads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0)

... total length : 304

154 10/10/2000 17:12:44.990 SEV=9 IKEDBG/0 RPT=34 161.44.17.135

User [ 37297304 ]

processing hash

155 10/10/2000 17:12:44.990 SEV=9 IKEDBG/0 RPT=35 161.44.17.135

User [ 37297304 ]

processing SA payload

156 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=16 161.44.17.135

SA Payload Decode :

  DOI           :       IPSEC (1)

  Situation     :       Identity Only (1)

  Length        :       180

159 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=17 161.44.17.135

Proposal Decode:

  Proposal #    :       1

  Protocol ID   :       ESP (3)

  #of Transforms:       1

  Spi           :       99 15 18 B4

  Length        :       28

163 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=18 161.44.17.135

Transform # 1 Decode for Proposal # 1:

  Transform #   :       1

  Transform ID  :       DES-CBC (2)

  Length        :       16

165 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=19 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:

  HMAC Algorithm:       MD5 (1)

  Encapsulation :       Tunnel (1)

167 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=20 161.44.17.135

Proposal Decode:

  Proposal #    :       2

  Protocol ID   :       ESP (3)

  #of Transforms:       1

  Spi           :       99 15 18 B4

  Length        :       28

171 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=21 161.44.17.135

Transform # 1 Decode for Proposal # 2:

  Transform #   :       1

  Transform ID  :       Triple-DES (3)

  Length        :       16

173 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=22 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:

  HMAC Algorithm:       MD5 (1)

  Encapsulation :       Tunnel (1)

175 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=23 161.44.17.135

Proposal Decode:

  Proposal #    :       3

  Protocol ID   :       ESP (3)

  #of Transforms:       1



  Spi           :       99 15 18 B4

  Length        :       28

179 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=24 161.44.17.135

Transform # 1 Decode for Proposal # 3:

  Transform #   :       1

  Transform ID  :       DES-CBC (2)

  Length        :       16

181 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=25 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:

  HMAC Algorithm:       SHA (2)

  Encapsulation :       Tunnel (1)

183 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=26 161.44.17.135

Proposal Decode:

  Proposal #    :       4

  Protocol ID   :       ESP (3)

  #of Transforms:       1

  Spi           :       99 15 18 B4

  Length        :       28

187 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=27 161.44.17.135

Transform # 1 Decode for Proposal # 4:

  Transform #   :       1

  Transform ID  :       Triple-DES (3)

  Length        :       16

189 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=28 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:

  HMAC Algorithm:       SHA (2)

  Encapsulation :       Tunnel (1)

191 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=29 161.44.17.135

Proposal Decode:

  Proposal #    :       5

  Protocol ID   :       ESP (3)

  #of Transforms:       1

  Spi           :       99 15 18 B4

  Length        :       28

195 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=30 161.44.17.135

Transform # 1 Decode for Proposal # 5:

  Transform #   :       1

  Transform ID  :       NULL (11)

  Length        :       16

197 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=31 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:

  HMAC Algorithm:       MD5 (1)

  Encapsulation :       Tunnel (1)

199 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=32 161.44.17.135

Proposal Decode:

  Proposal #    :       6

  Protocol ID   :       ESP (3)

  #of Transforms:       1

  Spi           :       99 15 18 B4

  Length        :       28

203 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=33 161.44.17.135

Transform # 1 Decode for Proposal # 6:

  Transform #   :       1

  Transform ID  :       NULL (11)



  Length        :       16

205 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=34 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:

  HMAC Algorithm:       SHA (2)

  Encapsulation :       Tunnel (1)

207 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=13 161.44.17.135

User [ 37297304 ]

processing nonce payload

208 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=14 161.44.17.135

User [ 37297304 ]

Processing ID

209 10/10/2000 17:12:44.990 SEV=5 IKE/25 RPT=13 161.44.17.135

User [ 37297304 ]

Received remote Proxy Host data in ID Payload:

Address 161.44.17.135, Protocol 0, Port 0

212 10/10/2000 17:12:44.990 SEV=7 IKEDBG/1 RPT=15 161.44.17.135

User [ 37297304 ]

Modifying client proxy src address!

213 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=16 161.44.17.135

User [ 37297304 ]

Processing ID

214 10/10/2000 17:12:44.990 SEV=5 IKE/24 RPT=7 161.44.17.135

User [ 37297304 ]

Received local Proxy Host data in ID Payload:

Address 172.18.124.134, Protocol 0, Port 0

217 10/10/2000 17:12:44.990 SEV=9 IKEDBG/0 RPT=36 161.44.17.135

User [ 37297304 ]

Processing Notify payload

218 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/0 RPT=35 161.44.17.135

Notify Payload Decode :

  DOI           :       IPSEC (1)

  Protocol      :       ISAKMP (1)

  Message       :       Initial contact (24578)

  Spi           :       9D F3 34 FE 89 BF AA B2 B7 AD 34 D2 74 4D 05 DA

  Length        :       28

224 10/10/2000 17:12:44.990 SEV=8 IKEDBG/0 RPT=37

QM IsRekeyed old sa not found by addr

225 10/10/2000 17:12:44.990 SEV=5 IKE/66 RPT=13 161.44.17.135

User [ 37297304 ]

IKE Remote Peer configured for SA: ESP-3DES-MD5

226 10/10/2000 17:12:44.990 SEV=9 IKEDBG/0 RPT=38 161.44.17.135

User [ 37297304 ]

processing IPSEC SA

227 10/10/2000 17:12:44.990 SEV=8 IKEDBG/0 RPT=39

Proposal # 1, Transform # 1, Type ESP, Id DES-CBC

Parsing received transform:

  Phase 2 failure:

  Mismatched transform IDs for protocol ESP:

    Rcv'd: DES-CBC

    Cfg'd: Triple-DES



232 10/10/2000 17:12:45.000 SEV=7 IKEDBG/27 RPT=1 161.44.17.135

User [ 37297304 ]

IPSec SA Proposal # 2, Transform # 1 acceptable

233 10/10/2000 17:12:45.000 SEV=7 IKEDBG/0 RPT=40 161.44.17.135

User [ 37297304 ]

IKE: requesting SPI!

234 10/10/2000 17:12:45.000 SEV=6 IKE/0 RPT=2

AM received unexpected event EV_ACTIVATE_NEW_SA in state AM_ACTIVE

235 10/10/2000 17:12:45.000 SEV=9 IPSECDBG/6 RPT=1

IPSEC key message parse - msgtype 6, len 164, vers 1, pid 00000000, seq 13,

err 0, type 2, mode 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen 0,

hashKeyLen 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0, lifetime1 300,

lifetime2 2000000000, dsId 2

239 10/10/2000 17:12:45.000 SEV=9 IPSECDBG/1 RPT=1

Processing KEY_GETSPI msg!

240 10/10/2000 17:12:45.000 SEV=7 IPSECDBG/13 RPT=1

Reserved SPI 1773955517

241 10/10/2000 17:12:45.000 SEV=8 IKEDBG/6 RPT=1

IKE got SPI from key engine: SPI = 0x69bc69bd

242 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=41 161.44.17.135

User [ 37297304 ]

oakley constructing quick mode

243 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=42 161.44.17.135

User [ 37297304 ]

constructing blank hash

244 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=43 161.44.17.135

User [ 37297304 ]

constructing ISA_SA for ipsec

245 10/10/2000 17:12:45.000 SEV=9 IKEDBG/1 RPT=17 161.44.17.135

User [ 37297304 ]

constructing ipsec nonce payload

246 10/10/2000 17:12:45.000 SEV=9 IKEDBG/1 RPT=18 161.44.17.135

User [ 37297304 ]

constructing proxy ID

247 10/10/2000 17:12:45.000 SEV=7 IKEDBG/0 RPT=44 161.44.17.135

User [ 37297304 ]

Transmitting Proxy Id:

  Remote host: 192.168.1.1  Protocol 0  Port 0

  Local host:  172.18.124.134  Protocol 0  Port 0

251 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=45 161.44.17.135

User [ 37297304 ]

constructing QM hash

252 10/10/2000 17:12:45.000 SEV=8 IKEDBG/0 RPT=46 161.44.17.135

SENDING Message (msgid=48687ca1) with payloads :

HDR + HASH (8)  ... total length : 136

254 10/10/2000 17:12:45.010 SEV=8 IKEDECODE/0 RPT=36 161.44.17.135

ISAKMP HEADER :         ( Version 1.0 )

  Initiator Cookie(8):  9D F3 34 FE 89 BF AA B2

  Responder Cookie(8):  B7 AD 34 D2 74 4D 05 DA



  Next Payload  :       HASH (8)

  Exchange Type :       Oakley Quick Mode

  Flags         :       1   (ENCRYPT )

  Message ID    :       48687ca1

  Length        :       52

261 10/10/2000 17:12:45.010 SEV=8 IKEDBG/0 RPT=47 161.44.17.135

RECEIVED Message (msgid=48687ca1) with payloads :

HDR + HASH (8) + NONE (0) ... total length : 48

263 10/10/2000 17:12:45.010 SEV=9 IKEDBG/0 RPT=48 161.44.17.135

User [ 37297304 ]

processing hash

264 10/10/2000 17:12:45.010 SEV=9 IKEDBG/0 RPT=49 161.44.17.135

User [ 37297304 ]

loading all IPSEC SAs

265 10/10/2000 17:12:45.010 SEV=9 IKEDBG/1 RPT=19 161.44.17.135

User [ 37297304 ]

Generating Quick Mode Key!

266 10/10/2000 17:12:45.010 SEV=9 IKEDBG/1 RPT=20 161.44.17.135

User [ 37297304 ]

Generating Quick Mode Key!

267 10/10/2000 17:12:45.020 SEV=7 IKEDBG/0 RPT=50 161.44.17.135

User [ 37297304 ]

Loading host:

  Dst: 172.18.124.134

  Src: 192.168.1.1

268 10/10/2000 17:12:45.020 SEV=4 IKE/49 RPT=13 161.44.17.135

User [ 37297304 ]

Security negotiation complete for User (37297304)

Responder, Inbound SPI = 0x69bc69bd, Outbound SPI = 0x991518b4

271 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/6 RPT=2

IPSEC key message parse - msgtype 1, Len 536, vers 1, pid 00000000, seq 0,

err 0, type 2, mode 1, state 64, label 0, pad 0, spi 991518b4, encrKeyLen 24,

hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetime1 0,

lifetime2 0, dsId 2

274 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=2

Processing KEY_ADD MSG!

275 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=3

key_msghdr2secassoc(): Enter

276 10/10/2000 17:12:45.020 SEV=7 IPSECDBG/1 RPT=4

No USER filter configured

277 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=5

KeyProcessAdd: Enter

278 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1 RPT=6

KeyProcessAdd: Adding outbound SA

279 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1 RPT=7

KeyProcessAdd: src 172.18.124.134 mask 0.0.0.0, dst 192.168.1.1 mask 0.0.0.0

280 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1 RPT=8

KeyProcessAdd: FilterIpsecAddIkeSa success



281 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/6 RPT=3

IPSEC key message parse - msgtype 3, Len 292, vers 1, pid 00000000, seq 0,

err 0, type 2, mode 1, state 32, label 0, pad 0, spi 69bc69bd, encrKeyLen 24,

hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetime1 0,

lifetime2 0, dsId 2

284 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=9

Processing KEY_UPDATE MSG!

285 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=10

Update inbound SA addresses

286 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=11

key_msghdr2secassoc(): Enter

287 10/10/2000 17:12:45.020 SEV=7 IPSECDBG/1 RPT=12

No USER filter configured

288 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=13

KeyProcessUpdate: Enter

289 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1 RPT=14

KeyProcessUpdate: success

290 10/10/2000 17:12:45.020 SEV=8 IKEDBG/7 RPT=1

IKE got a KEY_ADD MSG for SA: SPI = 0x991518b4

291 10/10/2000 17:12:45.020 SEV=8 IKEDBG/0 RPT=51

pitcher: rcv KEY_UPDATE, spi 0x69bc69bd

Depuración correcta con SDI

Depuración SDI

Si es exitoso (primera autenticación en SDI)

10/06/2000   11:57:04/U   37297304/vpn3000             000037297304/37297304

372

10/06/2000   11:57:04/L   Node Secret Sent to Client   zekie.cisco.com

10/06/2000   15:57:05/U   37297304/vpn3000             000037297304/37297304

372

10/06/2000   11:57:05/U   PASSCODE Accepted            zekie.cisco.com

Si se realiza correctamente (después de la primera autenticación en SDI)

10/06/2000   16:06:09U    37297304/vpn3000             000037297304/37297304

372

10/06/2000   12:06:09L    PASSCODE Accepted            zekie.cisco.com

Depuración del concentrador VPN 3000 (en prueba)

Depurar "Nombre de clase" para la autenticación:

AUTENTICACIÓN●

AUTHDBG●

AUTHDECODE●

4 10/06/2000 14:09:25.000 SEV=8 AUTHDBG/1 RPT=1

AUTH_Open() returns 14



5 10/06/2000 14:09:25.000 SEV=7 AUTH/12 RPT=1

Authentication session opened: handle = 14

6 10/06/2000 14:09:25.000 SEV=8 AUTHDBG/3 RPT=1

AUTH_PutAttrTable(14, 5a2aa0)

7 10/06/2000 14:09:25.000 SEV=8 AUTHDBG/5 RPT=1

AUTH_Authenticate(14, e5187e0, 306bdc)

8 10/06/2000 14:09:25.000 SEV=8 AUTHDBG/59 RPT=1

AUTH_BindServer(71e097c, 0, 0)

9 10/06/2000 14:09:25.000 SEV=9 AUTHDBG/69 RPT=1

Auth Server 649ab4 has been bound to ACB 71e097c, sessions = 1

10 10/06/2000 14:09:25.000 SEV=8 AUTHDBG/65 RPT=1

AUTH_CreateTimer(71e097c, 0, 0)

11 10/06/2000 14:09:25.000 SEV=9 AUTHDBG/72 RPT=1

Reply timer created: handle = 490011

12 10/06/2000 14:09:25.000 SEV=8 AUTHDBG/61 RPT=1

AUTH_BuildMsg(71e097c, 0, 0)

13 10/06/2000 14:09:25.000 SEV=8 AUTHDBG/51 RPT=1

Sdi_Build(71e097c)

14 10/06/2000 14:09:25.010 SEV=8 AUTHDBG/64 RPT=1

AUTH_StartTimer(71e097c, 0, 0)

15 10/06/2000 14:09:25.010 SEV=9 AUTHDBG/73 RPT=1

Reply timer started: handle = 490011, timestamp = 8553930, timeout = 4000

16 10/06/2000 14:09:25.010 SEV=8 AUTHDBG/62 RPT=1

AUTH_SndRequest(71e097c, 0, 0)

17 10/06/2000 14:09:25.010 SEV=8 AUTHDBG/52 RPT=1

Sdi_Xmt(71e097c)

18 10/06/2000 14:09:25.010 SEV=9 AUTHDBG/71 RPT=1

xmit_cnt = 1

19 10/06/2000 14:09:26.080 SEV=8 AUTHDBG/63 RPT=1

AUTH_RcvReply(71e097c, 0, 0)

20 10/06/2000 14:09:26.080 SEV=8 AUTHDBG/53 RPT=1

Sdi_Rcv(71e097c)

21 10/06/2000 14:09:26.080 SEV=8 AUTHDBG/66 RPT=1

AUTH_DeleteTimer(71e097c, 0, 0)

22 10/06/2000 14:09:26.080 SEV=9 AUTHDBG/74 RPT=1

Reply timer stopped: handle = 490011, timestamp = 8554037

23 10/06/2000 14:09:26.080 SEV=8 AUTHDBG/58 RPT=1

AUTH_Callback(71e097c, 0, 0)

24 10/06/2000 14:09:26.080 SEV=6 AUTH/4 RPT=1

Authentication successful: handle = 14, server = 172.18.124.99, user = 37297304

25 10/06/2000 14:09:26.080 SEV=8 AUTHDBG/2 RPT=1

AUTH_Close(14)



26 10/06/2000 14:09:26.080 SEV=8 AUTHDBG/60 RPT=1

AUTH_UnbindServer(71e097c, 0, 0)

27 10/06/2000 14:09:26.080 SEV=9 AUTHDBG/70 RPT=1

Auth Server 649ab4 has been unbound from ACB 71e097c, sessions = 0

28 10/06/2000 14:09:26.080 SEV=8 AUTHDBG/10 RPT=1

AUTH_Int_FreeAuthCB(71e097c)

29 10/06/2000 14:09:26.080 SEV=9 AUTHDBG/19 RPT=1

instance = 15, clone_instance = 0

30 10/06/2000 14:09:26.080 SEV=7 AUTH/13 RPT=1

Authentication session closed: handle = 14

Depuración inadecuada

Nombre de usuario incorrecto o usuario no activado en el cliente.

Depuración SDI

10/06/2000 16:30:21U junk/vpn3000

10/06/2000 12:30:21L User Not on Client zekie.cisco.com

Depuración de VPN 3000

21 10/06/2000 14:20:06.310 SEV=3 AUTH/5 RPT=5

Authentication rejected: Reason = Unspecified

handle = 15, server = 172.18.124.99, user = junk

Nombre de usuario correcto, contraseña incorrecta

Depuración SDI

10/06/2000 16:33:07U 37297304/vpn3000   000037297304/37297304 372

10/06/2000 12:33:07L ACCESS DENIED, PASSCODE Incorrect zekie.cisco.com

Depuración de VPN 3000

249 10/06/2000 14:22:52.160 SEV=3 AUTH/5 RPT=6

Authentication rejected: Reason = Unspecified

handle = 16, server = 172.18.124.99, user = 37297304

Servidor SDI inalcanzable o daemon fuera de funcionamiento

Depuración SDI

No muestra nada (no recibió la petición)

Depuración de VPN 3000



77 10/06/2000 14:28:55.600 SEV=4 AUTH/9 RPT=7

Authentication failed: Reason = Network error

handle = 17, server = 172.18.124.99, user = 37297304

VPN 3000 no configurado como cliente en la caja SDI

Depuración SDI

10/06/2000 17:37:42U --/172.18.124.134 -->/

10/06/2000 13:36:42L Client Not Found   zekie.cisco.com

Depuración de VPN 3000

113 10/06/2000 15:26:27.440 SEV=3 AUTH/5 RPT=8

Authentication rejected: Reason = Unspecified

handle = 21, server = 172.18.124.99, user = 37297304

Se quitó el concentrador VPN 3000 como cliente del servidor SDI y, a continuación, se volvió a
agregar

El servidor SDI intentó enviar el archivo SECURID para reemplazar el antiguo, pero el VPN 300
ya tiene ese archivo.

Mensaje en SDI

10/06/2000 13:42:18L Node Verification Failed zekie.cisco.com

Depuración de VPN 3000

21 10/06/2000 15:32:03.030 SEV=3 AUTH/5 RPT=9

Authentication rejected: Reason = Unspecified

handle = 22, server = 172.18.124.99, user = 37297304

Para resolver este problema, elimine el archivo SECURID en el concentrador VPN 3000 en
Administration (administración) > File management (administración de archivos) > Files (archivos)
> SECURID > Delete (eliminar). Al volver a probar, el concentrador VPN 3000 acepta el nuevo
archivo del servidor SDI. Si la casilla de verificación Edit Client (Editar cliente) > Sent Node Secret
(Secreto de nodo enviado) aparece en gris en la SDI, el servidor SDI no pudo completar el
intercambio. Una vez que el concentrador VPN 3000 tiene el archivo SECURID, la casilla de
verificación Sent Node Secret (Nodo enviado secreto) está marcada o no aparece en gris.

Información Relacionada

Configuración de Cisco VPN Client según concentrador VPN 3000 con autenticación IPSec
SDI 5.0 y posterior
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Página de soporte del concentrador de la serie Cisco VPN 3000●
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