Configuracion del ruteo redundante en el
concentrador VPN 3000

Contenido

Introduccién

Prerequisites

Requirements

Componentes Utilizados

Convenciones

Configurar

Diagrama de la red

Configuracion del router

Configuracion del concentrador de la VPN 3080
Configuracion del concentrador VPN 3060a
Configuracion del concentrador VPN 3030b
Verificacion

Troubleshoot

Falla simulada

Qué Puede Salir Mal?

Informacion Relacionada

Introduccion

Este documento describe como configurar un failover VPN redundante si un sitio remoto pierde su
concentrador VPN 3000 o conectividad a Internet. En este ejemplo, suponga que la red
corporativa situada detras de la VPN 3030B utiliza Open Shortest Path First (OSPF) como su
protocolo de routing predeterminado.

Nota: Cuando se redistribuye entre los protocolos de ruteo, puede formar un loop de ruteo que
puede causar problemas en la red. OSPF se utiliza en este ejemplo, pero no es el unico protocolo
de ruteo que se puede utilizar.

El objetivo de este ejemplo es que la red 192.168.1.0 utilice el tunel rojo (en circunstancias de
funcionamiento normales), representado en la seccion Diagrama de red, para alcanzar
192.168.3.x. Si el tunel, el concentrador VPN o el ISP se descartan, la red 192.168.3.0 se
aprende a través de un protocolo de ruteo dinamico sobre el tunel verde. Ademas, la conectividad
no se pierde en el sitio 192.168.3.0. Una vez resuelto el problema, el trafico vuelve
automaticamente al tunel rojo.

Nota: RIP tiene un temporizador de envejecimiento de tres minutos antes de permitir que se
acepte una nueva ruta sobre una ruta no valida. Ademas, supongamos que se crean los tuneles y
que el trafico puede pasar entre los pares.



Prerequisites

Requirements

No hay requisitos especificos para este documento.

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- Routers de Cisco 3620 y 3640

- Concentrador Cisco VPN 3080 - Version: Concentrador Cisco Systems, Inc./VPN 3000
Version 4.7

- Concentrador Cisco VPN 3060 - Version: Cisco Systems, Inc./VPN 3000 Concentrator Series
Version 4.7

- Concentrador Cisco VPN 3030 - Version: Cisco Systems, Inc./VVPN 3000 Concentrator Series
Version 4.7

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Convenciones

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Configurar

En esta seccidn encontrara la informacidn para configurar las funciones descritas en este
documento.

Nota: Para encontrar informacion adicional sobre los comandos usados en este documento, utilice
la Command Lookup Tool (s6lo clientes registrados) .

Diagrama de la red

En este documento, se utiliza esta configuracion de red:


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
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Los guiones azules indican que OSPF esta habilitado desde VPN 3030b a RTR-3640 y RTR-
3620.

Los guiones verdes indican que RIPv2 esta habilitado desde VPN privada 3060a a RTR-3620,
RTR-3640 y VPN privada 3030b.

RIPv2 también esta habilitado en los tuneles VPN rojo y verde porque la deteccion de red esta
habilitada. No es necesario habilitar RIP en la interfaz privada VPN 3080. Tampoco hay RIP en la
red 192.168.4.x porque todas las rutas son aprendidas por OSPF a través de este link.

Nota: Los PC de las redes 192.168.2.x y 192.168.3.x necesitan que sus gateways

predeterminados apunten a los routers y no a los concentradores VPN. Permita que los routers
decidan donde enrutar los paquetes.

Configuracion del router

Este documento utiliza estas configuraciones de router:

- Router 3620
- Router 3640

Router 3620




rtr-3620#write terminal
Bui | di ng configuration..

Current configuration : 873 bytes
!
version 12.2
service timestanps debug uptime
service timestanps | og uptine
no service password-encryption
!
host nane rtr-3620
!
i p subnet-zero
!
interface Ethernetl1/0
i p address 192. 168. 3.2 255. 255. 255. 0
hal f - dupl ex
!
interface Ethernetl/1
i p address 192. 168. 4.2 255. 255. 255.0
hal f - dupl ex
!
router ospf 1
| og- adj acency- changes
!--- To pass the routes learned through RIP into the
OSPF process, !--- use the redistribute command. !--- To
prevent a routing |oop, block the 192.168.1.0 network !-
-- fromentering the OSPF process. It should only be

learned !--- through the RIP process. No two different
routing processes !--- exchange information unless you
implicitly use the !--- redistribute conmmand. !--- The

192.168.1.x network is |earned through OSPF fromthe !--
- 192.168. 2. x side. However, since the adm n distance is
changed, !'--- it is not installed into the table !---
because RI P has an adm ni strative di stance of 120, !---
and all of the OSPF di stances are 130

redistribute rip subnets route-map bl ock192.168.1.0
!--- To enable the OSPF process for the interfaces that
are included !--- in the 192.168.x.x networks: network
192.168.0.0 0.0.255.255 area 0 !--- Since RIP's default
admin distance is 120 and OSPF's is 110, !--- make RIP a
preferable metric for communications !--- over the
"backup" network. !--- Change any learned OSPF routes
from neighbor 192.168.4.1 !--- to an admin distance of
130. distance 130 192.168.4.1 0.0.0.0 ! !/--- To enable
RIP on the Ethernet 1/0 interface and set it to !--- use
version 2: router rip version 2 network 192.168.3.0 ! ip
classless ! | access-list 1 deny 192.168.1.0 0.0.0.255
access-list 1 permt any route-map bl ock192.168.1.0
pernmit 10 match ip address 1 ! line con O exec-tineout O
Oline aux O line vty 0 4! end

Router 3640

rtr-3640#write terminal
Bui | di ng configuration..

Current configuration : 1129 bytes
!

version 12.2

servi ce timestanps debug uptinme




service tinmestanps | og uptine
no service password-encryption
1

host nane rtr-3640

1
i p subnet-zero
1
interface Ethernet0/0

i p address 192.168. 2.2 255. 255.255.0

hal f - dupl ex

!

interface EthernetO/1

i p address 192.168.4.1 255.255.255.0

hal f - dupl ex

!

router ospf 1

| og- adj acency- changes

!--- Use this command to push RIP learned routes into
OSPF. !--- You need this when the VPN 3060a or the
connection drops and !--- the 192.168.3.0 route needs to
be injected into the OSPF backbone. redistribute rip
subnets !--- Place all 192.168.x.x networks into area 0.
network 192.168.0.0 0.0.255.255 area 0 !--- Since RIP's
default admin distance is 120 and OSPF's is 110, !---
make RIP a preferable metric for communications !---
over the "backup" network. !--- Change any learned OSPF
routes from neighbor 192.168.4.2 !--- to an admin
distance of 130. distance 130 192.168.4.2 0.0.0.0 ! /---
To enable RIP on the Ethernet 0/0 interface and set it
to !--- use version 2: router rip version 2 network
192.168.2.0 ! ip classless ! line con O exec-tinmeout 0 O
line aux O line vty 0 4 ! end

Configuraciéon del concentrador de la VPN 3080

VPN de LAN a LAN 3080 a VPN 3030b

Seleccione Configuration > Tunneling and Security > IPSec > IPSec LAN a LAN. Dado que se
utiliza Network Autodiscovery, no es necesario rellenar las listas de red locales y remotas.

Nota: Los concentradores VPN que ejecutan la version de software 3.1 y anteriores tienen una
casilla de verificacion para la deteccion automatica. La version de software 3.5 (utilizada en la
VPN 3080) utiliza un menu desplegable, como el que se muestra aqui.



Add & new [FSee LAN-to-LAN connection

Enahle [
MName |3030-3030b
Imiexface | Ethemet 2 (Public) (172.18.124134) =|

Connection Type IBi—dire chional j

172.16,124.132 =]

H
Digital Certificate | None {Lise Preshared Keys) =)

Certificate | FEntire certificate chain
Transmission ™ Jguntity centificate only

Preshared Key |
Authentication | ESPMOS/HMAC-128 x|

Encryption | IDES-168 'I

IKE Propesal | [KE-3DES-MDS =]

Filter |—N|:|r'|e— :]

Bandwidih Plll.l:l',' |—Nnng— -rI

Routing | MNetwork Autodiscovery ¥

Configuration | Tunneling and Security | IPSec | LAN-to-LAN | Add

Check to enabile thas LAN-to-LAN connection
Enter the name for thie LAN-to-LAN conmection.

Select the mterface for thas LAN-to-LAH connection

Choose the type of LAN-to.LAN conmection. An Origirate-COnly
may have multiple peers specified below.

Enter the remots peor [P addresses for thus LAN-{o-LAN conmect|
i ginafe-Only connection may specty up o ten peer IP addres
one [P address per lire.

Select the diprial certficats Lo use.
Choose how to send the digital certaficate to the IEE peer

Enter the preshared key for thiz LAN-Lo-LAN connection
Specify the packet suthentication mechersm to use,
Specify the encryyption mecharusm to use

Select the IKE Proposal to uge for thiz LAN-to-LAN connection

Choose the filter bo apply to the traffic that 15 tunneled through i)
LAH connection.
under HAT Transparency.

Choose the bandwidth policy to apply to this LAN-te-LAN connl

Choose the routing mechamsm to use Parameiers helow are izgn|
Metwork Autsdiscovery is chosen.

Local Metwerk: If a LAN-to-LAN HAT nile is used, thas is the Translated Hetwork address.

IP Address |

Wildeard Mask |

Network List | Use IP Address/Wildcard-mask below «|

Remate Metwork: [F a LAN-to-LAN HAT nule 15 used, this is the Remole Network address,

IP Address |

Wiﬂuuﬂﬂukl

[ Add | cancal |

Network List | Use IP AddressMWildcard-mask below =|

Specify the local network address hist or the [P address and wildc
thes LAH-to-L AN connection.

Mote: Enter a wildcard mask, which is the reverse of a submet m|
wildeard mask has 12 m bl posihions 1o ignore, 05 m bit possbion
For example, 10001 0000235 = &l 10101 nnn addresses

Specify the remote netwrork address hist or the [P address and wil|
for thas LAN-to-LAN connection

MNute: Emter a wildcard mask, which is the reverse of a submet m)
wildeard mask has 12 in bil positions 1o ignore, 0s in bit positiony
For example, 10,101 0000255 = all 10101 ey addresses

VPN de LAN a LAN 3080 a VPN 3060a

Seleccione Configuration > Tunneling and Security > IPSec > IPSec LAN a LAN. Dado que se



utiliza Network Autodiscovery, no es necesario rellenar las listas de red locales y remotas.

Nota: Los concentradores VPN que ejecutan la version de software 3.1 y anteriores tienen una
casilla de verificacion para la deteccion automatica. La version de software 3.5 (utilizada en la
VPN 3080) utiliza un menu desplegable, como el que se muestra aqui.

Add & new [PSec LAN-Lo-LAN connection

Enable [~ Check to ensble this TAN..to-LAN connection
[Mame |3 0A0-106 0= Enter the name for this LAN-to-LAN connection.

Interface I Ethernet £ (Fublic) (172.18.124.134) j Seleci the interfuee for this LAN-to-LAN conneciion.

. ] ] Choose the type of LAN-10-LAM connection. An O mnafe-Only o
Commcron Type I Bi-diractional ﬂ may have rultiple peers spectfied below.

172.18.124.131 |

Enter the rtemote peer [P addresses for thus LAN-to-LAN connectios

Peers i gimate-Only conmection may specific up 1o ten peer [P addressey
otig [P address per ling,

Dvigital Certificate I Mang (Use Frashared Keys] :J Select the digital certificats to use
A r'| . .
Ce: e Entire certificate chain Choosge how to send the digrtal certificate to the IKE pear.
Tranemiecion ™ Tdentity cerlificate onby
Freshared Eey I Enter the preghared key for thds LAN-to.LAN connection.
Authentication I ESPMDOEMHMAC-1 28 j Specify the packe! suthenbicsbon mechamsm lo use
Encryption | 3DES-168 = Bpecify the encryrption mechaniam to uge.
IKE Propozal I IKE-3DES-hA0R ﬂ Select the IKE Proposal bo use for this LAN-Lo-LAN connection
Fili =] Choose the filler to apply to the traffic that s tunneled through this
r I_NDHE_ J LAN connection
Check o let WAT.T compatible IPSec peets etablish this LAN.t0.]
PSec WAT-T [ corflection theough a MAT device. You must also ensble [PEec ovs
under AT Transparency.
Bandwidth Palicy | —Mone— "‘I Chocige the bandwidth policy to apply to this LAN.10.LAN confec)
Reuti | Matwork Aulodis covary j Choces the routing mechandsm to ugs Parameters heliow are ignor

MNetwork Awndiscovery is chosen.

Local Metwork: If a LAN-1o-LAN HAT nule 15 used thus is the Translated Network address,

Netwerk List | Use [P AddressAWildcard-mask below =) ﬁﬁi‘ﬁ}?‘:ﬂj“"l“::ﬂﬁzgf*“ List or the [F address and wildcar

I Addrezs
| Moie: Enter a wildcard mask, which is the veverse of 2 subned mas|
wildeard mask hae 12 o bt positions to ignose, De in bt postions §
Wriblioard Rasl | For axapgple, 100101 000255 = all 10010.] nunn addiesses

Remoie Netwrark [Fa LAH-t0-LAN HAT nile 15 used, this is the Remots Hebwork address

Netwerk List [ Use [P Address/Wildcard-mask below =) E‘;ﬁﬂ*};i’;“&;‘ﬁi:ﬁ:‘:“ list oz the IP address and wilde

IP Address |
[dote: Emter a wildcard maslk, which is the reverse of a submet

iR eed Bt | wildeard mask has 15 m bl positions Lo ignore, 05 in bit postions L




Configuraciéon del concentrador VPN 3060a

VPN de LAN a LAN 3060a a VPN 3080

Seleccione Configuration > Tunneling and Security > IPSec > IPSec LAN a LAN.

Nota: Hay una casilla de verificacion en el VPN 3060 para Network Autodiscovery en lugar del
menu desplegable como en la versidn de software 3.5 y posteriores.



| IPSec | LANto-LAN | Add

Add o new [FSec LAN-to-LAN conmection.

Enahle [ Check to enable thas LAN-to-LAN connection

MNane | 06E0a-3080 Enter the neame for this LAN-to-LAN connection

Duerface [Ethemet 2 (Public) (172181241311 ] Select the interfuce for this LAN-10.LAN connection

Choose the type of LAN-to-LAN connection. An Originate-Only ¢
ey havre multipls peets specified balow

Comnection Type [El-dlre chonal EI

172.18.124.134 -]
Enter the remote peer [P addresses for this LAN-to-LAN comnnectio
Peers i ginafe-Chaly connection may spectfy up to ten peer [P addresse
one [P address per line
Digital Certificaie | Mone (Use Preshared Keys) :] Select the digital certaficate to use,

Certificaie © Entire certsficate chain

Choose how to send the digital cerlsficate to the IKE peer.
Tramsmission © [denpiny certificate only

Preshared Eey | Enter the prechared key for thie LAN-to.LAN conneciion
Authentication | ESFMDESHMAC- 28 _ﬂ Specifiy the packet suthentication mechanism to uge.
Encryptisn | JDES-168 *'I Spectfy the encryphion mechanism to use
IEE Propesal | [EE-IDES-MDE _ﬂ Select the IKE Propoeal to uge for this LAN-to-LAN contiection.
— »| Choosethe filtes to apply to the 1raffic that is tunnelsd throwgh this
s |_NEHE j LAN comnsction.
Check to let HAT-T compatible [PSec peers establish this LAN-to-1
[PSec MAT-T connection through a WAT device. You must also enable [PSec ovy
under AT Transparency,
Bandwidth Palicy |—N|:| ne— 'I Choose the bandwdth policy to apply to thas LAN-to-LAN conmmeg
: Choose the routing me chandsm 1o use Parameters below are iznor
Routing |Natwurl-; Autodiscovan j Network Autodi is chosen.

Local Metwork [f o LAN-{0-LAN HAT nale 15 uged, this s the Translated Metwork address.

Network List [Use IP AddressWildcerd-mask below ] TPl the locil aetwork: addreas kst or the [F addeds and wildcar

IP Address |
Mate: Ener a wildcard mask, which is the veverse of a submei mas|

wilde ard mask has 15 in bit positions to ignore, 0 in bik postions &
For exemple, 10.00.1,000,0,0,255 = ol 10,10.] rurey acddresses

Wildeard Mask |

Remaie Nedwork: [f o LAN-to-LAN NAT nale 15 used, thas is the Bemote Hetwork addeess

Network List [ Use IP AddressMildcard-mask below w] SPecify the remote netwodl address list or the IF addsess and wilde

IP Address |
Mate: Enter a wildcard mask, which is the reverse of a submet

T T wildeand mask has 1s in bat posiions to ignore, 05w bit positions t

Habilitacién de RIP para Pasar las Rutas Aprendidas por Tunel al Router VPN 3620

Seleccione Configuration > Interfaces > Private > RIP. Cambie el menu desplegable a Sélo RIPv2
y haga clic en Aplicar. A continuacion, seleccione Configuration > System > Tunneling Protocols >
IPSec > LAN a LAN.



Nota: El valor predeterminado es RIP saliente y esta desactivado para la interfaz privada.

P e g R S O T

Pl el A b LAl

Configuracién del concentrador VPN 3030b

VPN de LAN a LAN 3030b a VPN 3080

Seleccione Configuration > Tunneling and Security > IPSec > LAN-to-LAN.



Configuration | Tunneling and
Add a new [PSee LAN-to-LAN conneclion.
Enmable [
Name |3030B-3050
Interface | Ethemet 2 (Public) (1721812412 =]

Comnection Type | Bi-directional =)

-

172.18.124.134

=l
Digital Certificate |Nune (Use Preshared Keys) ﬂ
Cortificate | Entire certificate chain
Transmission  Jgentity centificats only
Preshared Key |
Authentication | ESP/MDS/HMAC-128 = |

Encryption I IDES-168 "'I

IKE Proposal | IKE-3DES-MDS

Filier |—N|:ma—

=

PSec MAT-T [

Bandwidik P‘I]:i:;r I—N one— -rl

Routing | Metwork Autodiscovery |

i | IPSec | LAN-to-LAN | Add

Check to enable thas LAN-10-LAN connection
Eniter the name for thie LAN-to-L AN connection.

Select the mterface for thes LAN-lo-LAN connection,

Choose the lype of LAN-to-LAN connechion, An Oviginafe-Oniy ¢
may have multiple peers specified balow.

Enter the remote peer [P addresges for this LAN-to-LAN cotmectiog

i ginafe-Cnly conneclion may specify up to ten peer IP addresse
one I[P address per line

Select the digital certificate to use.
Choose how to send the digital certsficats to the IKE peer

Enter the preshared key for this LAN-to-LAN connection.
Specily the packet authertication mechaniem to use.
Specifiy the encryplion mecharasm to use,

Select the IKE Proposal to use for thas LAN-to-LAN connection.

Choose the filter to apply to the traffic thet 15 tunneled thaough thas
LAH connection

Check to let HAT-T compatible IPSec peers establish this LAN-to-

connection IhmughtHj\.T device. You must algo enable [PSec ovy
under HAT Transpatency.

Choose the bandwidth policy to apply to thiz LAN-t0-LAN contiec]

Choose the routing mechandem to use Parameters below are kg non
Network Autodiscovery is chosen.

Lecal Nework: If s LAN-to-LAN HAT nue 1= used, this s the Transisted Hetwork address

IP Address |

Wibdcard Mask |

Network List | Use IP Address/MWildcard-mask below |

Specifiy the local netwrork address st or the [P address and wilde an|
thiz LAN-to.LANH connecltion

Mate: Enter a wildcard mask, which is the veverse of 3 submet mas|
wildeard mask has 15 in bit positions to ignore, Oz m kit positions L
For exasngale, 10,101 .0/000.0255 = all 10101 s addtesees.

Network List | Use IP AddreseMWildcard-mack below |

IP Address |

Remate Metwork: [f s LAH-to-LAN HAT rule is used, this is the Remote Hetwork address

Specifiy the remote nietwrork sddress B2t od the [P address and wilde
for this LAN-t0-LAN commection

Miote: Enter a wildcard mask, which is the reverse of a suhmet
wildeard mask has | £ in bit positions to ignore, 0z m bit positions L

Habilitacién de RIP para Pasar las Rutas Aprendidas por Tunel al Router VPN 3640

Siga los pasos enumerados anteriormente en este documento para el concentrador VPN 3060a.

Habilitacién de OSPF para Pasar las Rutas Aprendidas de la Estructura Basica al Concentrador




VPN 3030b

Seleccione Configuration > System > IP Routing > OSPF e ingrese el ID del router.

Configuration | Sysiem | IF Roufing | OSPF

; Condgae sysem-wide parameters for CEFF (Cpen Shectest Path Find] IF resting pookocal

Enahlad & Check to enokle OEFE.
r!ﬁnm]:l:r 192.16E.21 Jter the: Buscter I,
Avtonomons System [ Check to audicobe that ths & an Auteaomes Sysiess bowsdery sonsr.

R T e B

rtr-3640#show ip ospf neighbor

Nei ghbor 1D Pri State Dead Tine  Address Interface

192.168.4.2 1 FULL/ DR 00: 00: 39 192.168.4.2 Et hernet 0/ 1

! --- For troubleshooting purposes, 1t helps to make the router ID the !--- IP address of the
private interface. 192.168.2.1 1 FULL/BDR 00:00:36 192.168.2.1 Ethernet0/0

El' ID de area debe coincidir con el ID del cable. Dado que el area en este ejemplo es 0, esta
representada por 0.0.0.0. Ademas, marque la casilla Enable OSPF y haga clic en Apply.



OSFF Parcaneters

Dhiesevigalom
Check to enable EFF on this intarface.
Ener b CVFFF Area ID for this ntecface. The format is the same a5 an IF sddoess.
Enter fh QFPF Pricaity Bor fhis mbeclace.
Enter i QFPF Mot Fr this niechce.
Enter fhe QOFFEF Ratranimt Inbaraad for Hus inbarfaca.
Enter it OFFF Helke: Inbaraal for this inbarfacs.
Enter fh QOFFF Dead Interval Bor this mbecface.
Enter e QFFE Transk Dalay Bor fhis miecle.

1 QFFF Pasrerord when S Fasnvend of M is malactad aboe,

Asegurese de que los temporizadores OSPF coinciden con los del router. Para verificar los
temporizadores de los routers, utilice el comando show ip ospf interface <interface name> .

rtr-3640#show ip ospf interface ethernet 0/0
Et hernet0/0 is up, line protocol is up
Internet Address 192.168.2.2/24, Area 0O
Process ID 1, Router ID 192.168.4.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priority 1
Desi gnated Router (ID) 192.168.4.1, Interface address 192.168.2.2
Backup Designated router (1D 192.168.2.1, Interface address 192.168.2.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hel 1l o due in 00:00: 05
Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximumis 2
Last flood scan tinme is O nmsec, maximumis 0 nsec
Nei ghbor Count is 1, Adjacent neighbor count is 1
Adj acent with nei ghbor 192.168.2.1 (Backup Desi gnated Router)
Suppress hello for 0 nei ghbor(s)

Para obtener mas informacién sobre OSPF, consulte RFC 1247 .

Verificacion

En esta seccidn encontrara informacion que puede utilizar para confirmar que su configuracion
esté funcionando correctamente.


http://www.ietf.org/rfc/rfc1247.txt

La herramienta Output Interpreter (solo para clientes registrados) permite utilizar algunos
comandos “show” y ver un analisis del resultado de estos comandos.

Este resultado del comando muestra tablas de ruteo precisas.

rtr-3620#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

Gateway of last resort is not set

172.18.0.0/24 is subnetted, 1 subnets

R 172.18.124.0 [120/1] via 192.168.3.1, 00:00:11, Ethernetl/0

C 192.168.4.0/24 is directly connected, Ethernetl/1

!-—— The 192.168.1.x network is learned from the !--- VPN 3060a Concentrator. R
192.168.1.0/24 [120/2] via 192.168.3.1, 00:00:11, Ethernetl/0

I-—— The 192.168.3.x network traverses the 192.168.4.x network !--- to get to the 192.168.2.x

network. O 192.168.2.0/24 [130/20] via 192.168.4.1, 00:01:07, Ethernetl/1l
C 192.168.3.0/24 is directly connected, Ethernetl/0

rtr-3640#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

Gateway of last resort is not set

172.18.0.0/24 is subnetted, 1 subnets

R 172.18.124.0 [120/1] via 192.168.2.1, 00:00:23, Ethernet0/0
C 192.168.4.0/24 is directly connected, EthernetO/1
!--- The 192.168.1.x network is learned from the !--- VPN 3030b Concentrator. R

192.168.1.0/24 [120/2] via 192.168.2.1, 00:00:23, Ethernet0/0

C 192.168.2.0/24 is directly connected, Ethernet0/0

l-—-- The 192.168.2.x network traverses the 192.168.4.x network !--- to get to the 192.168.3.x
network. !--- This is an example of perfect symmetrical routing. O 192.168.3.0/24 [130/20]
via 192.168.4.2, 00:00:58, Ethernet0/1

Esta es la tabla de ruteo del concentrador VPN 3080 en circunstancias normales.
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Las redes 192.168.2.x y 192.168.3.x se aprenden a través de los tuneles VPN 172.18.124.132 y
172.18.124.131, respectivamente. La red 192.168.4.x se aprende a través del tunel
172.18.124.132 porque los anuncios OSPF del router se colocan en la tabla de ruteo del
concentrador VPN 3030b. A continuacion, la tabla de ruteo anuncia la red a los pares VPN
remotos.

Esta es la tabla de ruteo del concentrador VPN 3030b en circunstancias normales.
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El cuadro rojo destaca que la red 192.168.1.x se aprende del tunel VPN. El cuadro azul destaca
que las redes 192.168.3.x y 192.168.4.x se aprenden a través del proceso OSPF de nucleo.

Esta es la tabla de ruteo del concentrador VPN 3060a en circunstancias normales.
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La red 192.168.1.x es la unica red aqui y se puede alcanzar a través del tunel VPN. No hay red
192.168.2.0 ya que ningun proceso (como RIP) pasa a lo largo de esa ruta. No se pierde nada
mientras los PC de la red 192.168.3.x no apunten su gateway predeterminado al concentrador
VPN. Siempre puede agregar una ruta estatica si asi lo desea. Sin embargo, para este ejemplo, el
propio VPN Concentrator no necesita alcanzar la red 192.168.2.0.

Troubleshoot

Falla simulada

Este es un error simulado en la configuracion. Si quita el filtro a la interfaz publica, el tunel VPN se
descarta. Esto hace que la ruta para el 192.168.1.0 aprendida a través del tunel también caiga. El
proceso RIP tarda aproximadamente tres minutos en purgar la ruta. Por lo tanto, puede tener una
interrupcion de tres minutos hasta que la ruta se agote.
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Una vez que caduca la ruta RIP, la nueva tabla de ruteo en los routers aparece de la misma
manera:

rtr-3620#show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EICRP external, O- OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - 1S ISlevel-1, L2 - IS IS level-2, ia- IS-ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is not set

172.18.0.0/24 is subnetted, 1 subnets

R 172.18.124.0 [120/1] via 192.168.3.1, 00:00:05, Ethernetl/0
C 192.168.4.0/24 is directly connected, Ethernetl/1
I-—— Now the 192.168.1.0 route is learned properly !--- through the OSPF backbone. O E2

192.168.1.0/24 [130/20] via 192.168.4.1, 00:00:05, Ethermetl/1
@] 192.168.2.0/24 [130/20] via 192.168.4.1, 19:55:48, Ethernetl/1
C 192.168.3.0/24 is directly connected, Ethernetl/0

Qué Puede Salir Mal?

Si olvida agregar el cambio de distancia de administracion a 130, es posible que vea este
resultado. Observe que ambos tuneles VPN estan activos.



Concentrador VPN 3080

Nota: Esta es la version de interfaz de usuario (GUI) no grafica de la tabla de routing.

Monitor -> 1

Routi ng Tabl e

Nunber of Routes: 6

| P Address Mask Next Hop Intf Protocol Age Metric
0.0.0.0 0.0.0.0 172.18.124.1 2 Defaul t 0 1
172.18.124.0 255.255.255.0 0.0.0.0 2 Local 0 1
192.168.1.0 255.255.255.0 0.0.0.0 1 Local 0 1
192.168.2.0 255. 255. 255.0 172.18.124. 132 2 RP 10 2
192.168.3.0 255. 255. 255. 0 172.18.124. 131 2 RP 2 2
192.168.4.0 255. 255. 255. 0 172.18.124. 132 2 RP 10 9

Para llegar a la red 192.168.3.0, la ruta debe atravesar 172.18.124.131. Sin embargo, la tabla de
ruteo en RTR-3620 muestra:

rtr-3620#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is not set

172.18.0.0/24 is subnetted, 1 subnets
O E2 172.18.124.0 [110/20] via 192.168.4.1, 00:03:16, Ethernetl/1
C 192.168.4.0/24 is directly connected, Ethernetl/1
l--- This is an example of asymmetric routing. O E2 192.168.1.0/24 [110/20] via 192.168.4.1,
00:03:16, Ethernetl/1l
(0] 192.168. 2.0/ 24 [110/20] via 192.168.4.1, 00:03:16, Ethernetl/1
C 192.168.3.0/24 is directly connected, Ethernetl/0

Para volver a la red 192.168.1.0, la ruta debe atravesar la red de estructura basica 192.168.4 .x.

El trafico sigue funcionando desde que la deteccion automatica genera la informacion de
asociacion de seguridad (SA) adecuada en el concentrador VPN 3030b. Por ejemplo:

Routing -> 1
Routi ng Tabl e

Nunmber of Routes: 6
| P Addr ess Mask Next Hop Intf Protocol Age Metric

0.0.0.0 0.0.0.0 172.18.124.1 2 Defaul t 0 1
172.18.124.0 255.255.255.0 0.0.0.0 2 Local 0 1



192.168.1.0 255.255.255.0 0.0.0.0 1 Local 0 1
192.168.2.0 255.255.255.0 172.18.124. 132 2 RP 28 2
192.168.3.0 255.255.255.0 172.18.124. 131 2 RP 20 2

9
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Aunque la tabla de ruteo dice que el par debe ser 172.18.124.131, el SA real (flujo de trafico) es a
través del VPN 3030b Concentrator a 172.18.124.132. La tabla SA tiene prioridad sobre la tabla
de ruta. Sélo un examen minucioso de la tabla de rutas y la tabla SA en el concentrador VPN
3060a muestra que el trafico no fluye en la direccidn correcta.
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