Implemente DLP en Secure Access para
restringir el uso de Open Al ChatGPT para
programacion
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Introduccion

Este documento describe como implementar Data Loss Prevention (DLP) en Secure Access para
restringir el uso de Open Al ChatGPT para programacion y codificacion.

Prerequisites

Requirements

Cisco recomienda que tenga conocimiento sobre estos temas:

» Acceso seguro
 DLP
* Abrir Al ChatGPT

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

» Acceso seguro
 DLP



» Abrir Al ChatGPT

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Configurar

1.Cree una clasificacion de datos para utilizar el identificador de datos de cdédigo
fuente

Vaya a Panel de acceso seguro.

» Haga clic en secure> Data Classification > Add

8% Overview Data Classification

: : For more informati a classifi Help &
o Experience Insights or more information about data classification, see Help

,‘ Connect
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Resources

' Policy Profiles Settings
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Data Classification
# '.":!":._I—' rules to prevent sensitive

¢ Ingrese el Data Classification Name > Select Built-in Data ldentifiers > Search for Source Code y selecciénelo


https://dashboard.sse.cisco.com/

Data Classifications  Exact Data Matches  Indexed Document Matches

For more information about data classification, see Help (£ ADD CUSTOM IDENTIFIER

Add New Data Classification

Data Classification Name Description (Optional)
= | Source Code

Select Boolean Operator
™| @ or O anD

4 Built-in Data Identifiers

=% | | a Source Codg

Built-in Identifiers

O source Code >

> Custom ldentifiers

Data Classifications Exact Data Matches Indexed Document Matches

For more information about data classification, see Help & ADD CUSTOM IDENTIFIER

Add New Data Classification

Data Classification Name Description (Optiona])

Source Code

Select Boolean Operator

® or O anp

Selected Data Identifiers

Source Code >

A Built-in Data ldentifiers
Q, Source Code

Mo Data Identifiers found.

» Custom ldentifiers
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2.CreeunapoliticaDLPy llame al "Cddigo fuente" de clasificacion de datos que contiene.



« Hagaclic en Secure > Data Loss Prevention Policy

Secure

K Monitor

de Admin

4  Workflows

Policy

Access Policy

Create rules to control and secure
access to private and internet
destinations

Data Loss Prevention Policy
Prevent data Iossfleakage with
policy rules

e Hagaclicen Add Rule > Real Time Rule

Ovarview

Experience Insights

Connact

RiEsources

«  Proporcione un Rule Name > Set apropiado Severity

1 DLF Rule

Data Loss Prevention Policy

Profiles

Endpoint Posture Profiles
Configure requirements for end-
user devices connecting to private
resources

IPS Profiles
Configure settings for intrusion
prevention

Web Profiles
Configure web security settings for
use in internet access rules

Settings

Threat Categories
Choose types of harmful
destinations to restrict access to

Notification Pages

Configure notifications to present
to end users who try to access
blocked or warned destinations.

Do Not Decrypt Lists
Specify destinations for traffic that
must never be decrypted

Certificates

Provide certificates needed to
decrypt traffic, present end-user
notifications, and authenticate
VPN clients

Data Classification

Manage rules to prevent sensitive
data loss

When enabiled through its rules, the Data Loss Prevention policy can monitor or block the data being uploaded to the wab. As well, it can discower and protect the sensitive data stored and shared in your
cloud sanctioned applications, Help (1

— =
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Saal AP Rule

s

Overview

Experience Insights

Connect

Regources

Secure

Monitor

Admmin

Workllows

Data Loss Prevention Policy

< BACK TODLP RULES

When enabled throwgh its nules, the Data Loss Prevention policy can monitor or block the data being uploaded 1o the web. As well, it can discover and protect the sensitive data stored and shaned in
your cloud sanctioned applications, Help G

Edit Real Time Rule

Conligure this rule 1o set the criteria as to what triggers its enforcement. The Reallime DLP inspects the content of outbound web requests that match this rule’s identities and
destinations. If a data viclation is detected, this rule’s Action setting is automatically enferced. Help &

Rule Hame
’ Chat GPT DLP block
Severity
— | ® D w

Description (Jotional)

« EnDataClassifications seleccionar Content y seleccionar Source Code



Data Classifications

Select where to search for the selected data classifications.

@ Content O File Name O Content and File Name

Select data classifications to add them to this rule.

| Q

() Built-in GDPR Classification PREVIEW
(C) Built-in HIPAA Classification PREVIEW
() Built-in PCI Classification PREVIEW
() Built-in Pll Classification PREVIEW
Source Code PREVIEW

¢ Enldentitiesseleccione las identidades deseadas segiin sea necesario

Identities
Select ientities to add them 1o this rule
5 Selected REMOVE ALL
All identities 8 Reaming Computers
O = AD Groups i " u L - anmicrosoft.com)

B 1 ADUsers

O = Network Tunnel Groups

O & Metworks

O Roaming Computers

* EnDestinos, seleccione Select Destination Lists and Applications for Inclusion

e Select Application Categories> Select Generative Al > Select OpenAl API (Vetted) and OpenAl ChatGPT (Vetted) in Outbound
and InboundDirection



Destinations

Manage destination lists and vetted applications for this rule.

O Al Destinations

Selecting All Destinations will scan the traffic to any application or website the user is browsing to.

(@ Select Destinations Lists and Applications for Inclusion
Scans selected destination lists and vetted applications.

Destinations

Destination Lists

1>

——p| Application Categories

4802 (2 SELECTED) >

*«  EnActionseleccionar Block

2 Selected for Inclusion REMOVE ALL
Applications Categories

OpenAl API | Generative Al, Outbound & Inbound

OpenAl ChatGPT | Generative Al, Outbound & Inbound

*  EnUser Notifications, puede configurar las notificaciones de correo electronico paralos usuarios finales, cuando se active laregla

(opcional)
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¢ Hagaclicen Save

DELETE CANCEL

3. Asegurese de que dispone de una politica de acceso a Internet para el trafico hacia Chat GPT con el descifrado habilitado.

Ejemplo:




Chat GPT

Internet

General

Action

Last modified

Rule order

Logging

Hits

Sources
Any

Destinations
2 destinations

Enabled

216

Application Settings (2)

OpenAl API

OpenAl ChatGPT



e Solicite un programa python de muestray esta solicitud se bloqueara

@ ChatGPT

ChatGPT

Explore GPTs

chatgpt.com

@

ChatGPT

74 sample python program

(D An error occurred. Either the engine you requested does not exist or
there was another issue processing your request. If this issue persists

please contact us through our help center at help.openai.com.

&

o P

¢ Preguntes € programaes correcto o no y esta solicitud se bloqueara.




25 chatgpt.com

@ ChatGPT

Is this program correct?
# Python program to swap two variables

# To take inputs from the user
#x = input('Enter value of x: ')
#y = input(‘Enter value of y: ')

# create a temporary variable and swap the values

temp = x
X=y
y = temp

print('The value of x after swapping: {}'.format(x))
print('The value of y after swapping: {}".format(y))

@ An error occurred. Either the engine you requested does not exist or
there was another issue processing your request. If this issue persists

please contact us through our help center at help.openai.com.

< 2/2 PP

Verificacion

Podemos ver que cuando un usuario intenta pedir a ChatGPT un programa de Python de muestra, la solicitud se bloquea.

Podemos confirmar que se ha desencadenado un evento de DLP en los registros de prevencion de pérdida de datos de acceso seguro.

¢ VayaaMonitor> Data Loss Prevention



bl Secure Access

B2  Overview

Activity Search

o Experience Insights

m Q, Search by domain, identity, or URL

‘:‘ Connect
&= Resources Q, Search fiters /S5 Toial O wve
' Sacure Response Select All Request Source
O Allowed £ advanced —— -~

E Monitor Reports Management

Remote Access Logs Exported Reports

o Admin .
Activity Search Scheduled Reports

Traffic logs
Saved Searches

Security Activity . _
Security events and top threats Admin Audit Log

Total Requests
Activity Volume

App Discovery
Discover and analyze network
applications

Top Destinations

Tap domains visited by DNS

Top Categories
Top security and content

categories by DMNS
Third-Party Apps

Cloud Malware
View and manage detected

malware eyanls

— Data Loss Prevention

Data violations detected through
the Real Time and SaaS API rules

¢ Podemos ver €l evento de DLP.



Data Loss Prevention = - B LasT 24 HouRs +

Event Type
Zaal API
v A Borectod W
Action
[ oo Time ] = High 1 Windows11-ZTHA \ Opendl ChatGPT Chai GPT DLP @ Blogked

¢ Hagaclic enlostres puntos situados al final del registro de eventos para comprobar si hay més detalles sobre el evento.

Data Loss Prevention = 1 LAST 24 HOURS *

& Total Evanits

D-—-{I'

v a Dotected W
Action
[ eoai Time ] = High L windows11-ZTHA ’ OpenAl ChatGPT Chat GPT DLP @ Biogked
¢ Hagaclic en View details.
¥ [ t t i A Dotected W
[ Real Time ] & High 4 Windows11-ZTNA OpenAl ChatGPT Chat GPT DLP @ Bl

¢ Ahoravemos todos los detalles del evento.



Event Details

Detected
Aug 7, 2024 at 9:52 AM

Action
@ Blocked

File Name

Form

Identity
L1 Windows11-ZTNA

Application
OpenAl ChatGPT

Application Category

Generative Al

Destination URL
http://chatgpt.com/backend-api/conversation

« Expandalaclasificacién paraver qué contenido coincide con el clasificador.




Rule

Chat GPT DLP

Severity
® High

Direction

Inbound

Classification

Source Code l

def calculate_year_of_century(age):, def main()-:... °

¢ Vemostodoslos detalles del contenido que coinciden con €l clasificador/clasificacion de la politica DLP.




Source Code

def calculate_year_of_century(age):, def main():...

age, then calculates the year they will turn 100 yea
rs old:\n\n" " "python\ndef calculate_year_of_centu
ry(age):\n \"\"\"Calculate the year the user will tu
rn 100.\"\"\"\n current_year =

=100 - age\n year_of_century = current_year + y
ears_until_100\n  return year_of_century\n\ndef m
ain():\n # Ask the user for their name and age\n
name

Troubleshoot

e Aseglrese de que la politica de acceso que coincide con las solicitudes web para Open Al ChatGPT tenga el descifrado habilitado.

»  Paraverificar répidamente si SSE esta descifrando e tréfico para Open Al ChatGPT, verifique el certificado del sitio web que
muestra que €l nombre comin incluye las palabras clave "Cisco Secure Access'.



Certificate Viewer: chatgpt.com

General Details

Issued To

Common Name (CN)
Organization (O)
Organizational Unit (OU)

chatgpt.com
Cisco Systems, Inc.
<Not Part Of Certificate>

Issued By

Common Name (CN)
Organization (0)
Organizational Unit (OU)

Cisco Secure Access Secondary SubCA p-apse210-SG

Cisco
<Not Part Of Certificate>

Validity Period

Issued On
Expires On

Monday, August 5, 2024 at 10:14:04 PM
Saturday, August 10, 2024 at 10:14:04 PM




oo Explore GP

Previous 30 Days

Simple Python P

v @ ChatGPT X +
< C 235 | chatgpt.com
: chatgpt.com X
@ ChatGPT @] Connection is secure >
29 Explore GP @ Cookies and site data >
58t Site settings 4
Previous 30 Days -
v & ChatGPT x +
& - C 2% chatgpt.com
& Security X
chatgpt.com
® ChatGPT
@ Connection is secure
00

Your information (for example, passwords or
credit card numbers) is private when it is sent

to this site. Learn more

Certificate is valid 4




Certificate Viewer: chatgpt.com X

General Details

Issued To

Common Name (CN)

chatgpt.com

Organization (O)
Organizational Unit (OU)

Issued By

Cisco Systems, Inc.
<Not Part Of Certificate>

Common Name (CN)

Cisco Secure Access Secondary SubCA p-apse210-SG

Organization (O)
Organizational Unit (OU)

Validity Period

Cisco
<Not Part Of Certificate>

Issued On Monday, August 12, 2024 at 10:52:16 PM
Expires On Saturday, August 17, 2024 at 10:52:16 PM
SHA-256
Fingerprints
Certificate 4572b5f7a356b5a3c4292a587a130936a3e01990453c22cfdde138e736¢
57647
Public Key 650324e564bdddcf3b09426edfa866449e81c6c79d5d406b23a44e458b
13bd62

¢ AbraChatGPT > Open developer tools > Select Network > A continuacion, intente solicitar a ChatGPT un programa python de

gemplo

¢ Observe que lasolicitud da como resultado un blogue. En domain (dominio), vera "block.sse.cisco.com



€ ¢ @ 5 chagtom
@D @&  cChatGpT
@ ChaGeT
sample python program
83 Explore OGPy

@ An emor accurred, Either the engine you requested does not exist or
there was another issue processing your request. If this issue persists
pleage contact us through our help center 8t help.openaicom.

¢ Pregunte a ChatGPT s €l cadigo del programa es correcto.

(R LB cements  Comsle Sousces  Network

@2 T4 Freseear by D

T Fiter et Hide dsta URLs () Hicke axtens
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AR X

* @

Pestemance  Memery 33 o1 AN B

¢ Observe quelasolicitud da como resultado un blogue y bajo "domain” vera "block.sse.cisco.com".

chatgpt.com

] ChatGPT

Is this program cosmext?
# Fython program to swap two variables

x=5
y= 10

# To take inputs from the user
#x = input{ Enter value of x: )
#y = inputlEnter value of v )

# creats 3 temporary varable and swap the values
temp = X

X

y = temp

print{The value of x after swappings [I.format(x))
print{ The value of y after swapping: [ -farmatiy))

@ An emror eccurred. Either the engine you requested does not exist or
there was another issue processing your request. If this issue persists
please contact us through our help center at help.openai.com.

< 22 o9
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https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/support/index.html

Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



