Troubleshooting ISE e integraciéon de
FirePOWER para los servicios de la identidad
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Introduccioén

Este documento describe como configurar y resolver problemas las directivas enteradas de
TrustSec en el sistema de prevencion de intrusiones de la ultima generacion de Cisco (NGIPS).
La version 6.0 NGIPS soporta la integracion con el Identity Services Engine (ISE) que permite
construir las directivas enteradas basadas identidad.



Prerequisites

Requisitos
Cisco recomienda que tenga conocimiento sobre estos temas:

- Configuracion VPN adaptante del dispositivo de seguridad de Cisco (ASA)
- Configuracién de Cliente de movilidad Cisco AnyConnect Secure

- Configuracioén basica del centro de administracion de Cisco FirePOWER

- Configuracion de Cisco ISE

- Soluciones de Cisco TrustSec

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- Microsoft Windows 7

- Certificate Authority (CA) de Microsoft Windows 2012

- Version de ASA 9.3 de Cisco

- Versiones de software 1.4 de Cisco ISE

- Versiones 4.2 del Cliente de movilidad Cisco AnyConnect Secure

- Versidn 6.0 del centro de administracion de Cisco FirePOWER (FMC)
- Versién 6.0 de Cisco FirePOWER NGIPS

Configurar

El centro de administracion de FirePOWER (FMC) es la plataforma de administracion para
FirePOWER. Hay dos tipos de funciones relacionadas con la integracion ISE:
- Correccion - permite que FMC quarantine el atacante via el ISE, que es estatus de
autorizacion de intercambio dinamico en el dispositivo de acceso que proporciona al acceso a
la red limitado. Hay dos generaciones de esta solucion:

1. Script Perl de la herencia usando la llamada del servicio de proteccién del punto final (EP)
API al ISE.

2. Un médulo mas nuevo usando la llamada del protocolo del pxGrid al ISE (este médulo se
soporta solamente en la version 5.4 - no soportada en 6.0, soporte nativo previsto en 6.1).

- Directiva - permite que FMC configure las directivas basadas en las etiquetas del grupo de
seguridad de TrustSec (SGT).

Este articulo se centra en las segundas funciones. Para la correccion el ejemplo leyo por favor la
seccion de referencias

Diagrama de la red
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FMC se configura con la directiva del control de acceso que contiene dos reglas:

- Niegue para el trafico HTTP con la aduana URL (el ataque-URL)
- Tenga en cuenta el trafico HTTP con la aduana URL (ataque-URL) pero solamente si el ISE
asigna el usuario para auditoria (9) la etiqueta SGT

El ISE decide a asignar la etiqueta de la auditoria a todos los usuarios de Active Directory
que pertenece al Grupo del administrador y utiliza el dispositivo ASA-VPN para el acceso a la red.

Red de los accesos del usuario via la conexion VPN en el ASA. El usuario entonces intenta

acceder el servidor auditoria usando URL ataque-URL - pero falla porque le no han asignado para
auditoria al grupo SGT. Una vez que se repara eso, la conexion es acertada.

ISE
Active Directory

La integracion AD debe ser configurada y los grupos correctos deben ser traidos (utilizan al grupo
de los administradores para la condicion de la regla de la autorizacién):



' ldentity Services Engine Home » Operations v Policy b Guest Access w Administration » Work Centers

F System + |dentity Management » Metwork Resources } Device Portal Management pxGrid Services F Feed Service ¥ Identity Mapping

¥ Identities Groups External Identity Sources Identity Source Sequences b Settings

External Identity Sources Connection Authentication Domains | | Attributes Advanced Settings

v = -

- - Hdit opAdd v Delete Group  Update SID Values
» [ Certificate Authentication Profile
M =1ln]

[ Active Dirsctory L] Name -

<5 example.com D example com/Builtin/Administrators example.com/S-1-5-32-544
- TDAP D example.com/Builtin/Guests example.com/S-1-5-32-546
» [ RADIUS Token O example.com/Builtin/IS_IUSRS example.com/5-1-5-32-568
» [ RSA SecurlD |:| example.com/Builtin/Users example.com/S-1-5-32-545
r O SAML Id Providers D example.com/Users/Domain Computers 5-1-5-21-914949363-206684 3066-3727110587-515

O example.com/Users/Domain Users 5-1-5-21-914949363-206684 3066-3727110587-513

Dispositivo de acceso a la red

El ASA se agrega como dispositivo de red. La ASA-VPN-auditoria de encargo del grupo se utiliza,
tal y como se muestra en de esta imagen:

cisco  Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System ¢ Identity Management ~ Metwork Resources ¢ Device Portal Management pxGrid Services + Feed Service v Identity Mapping

= Network Devices MNetwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers External MDM ¢ Location Services

Metwork Devices List > ASA
Network Devices

MNetwork devices

Default Device

*IPAddress: [ 172.16.31.100 | /[32 |

* Device Profile | Cisco| = | &

somwareverson [ 7]

* Network Device Group

Location [all Locations | [ Set To Default |

Device Type [ASAVPN-Audit | [ Set To Default |

+ RADIUS Authentication Settings

Enable Authentication Settings

Protocol  RADIUS

* Shared Secret [ esses | [ Show |

Certificados para el pxGrid y el MNT

FMC utiliza ambos servicios en el ISE:

- pxGrid para SGT vy perfilar la interrogacion de los datos
- Supervision e informacion (MNT) para la descarga a granel de la sesion
La Disponibilidad MNT es muy importante puesto que esta manera FMC esta siendo informada

cual es la direccion IP de la sesion autenticada, también su nombre de usuario y etiqueta SGT.
De acuerdo con eso, las directivas correctas pueden ser aplicadas. Note por favor que NGIPS no



soporta nativo las etiquetas SGT (en linea el marcar con etiqueta) como el ASA. Pero en el
contrario al ASA, soporta los nombres SGT en vez de los numeros solamente.

Debido a esos requisitos el ISE y FMC necesita confiarse en servicio (certificado). EIl MNT utiliza
apenas el certificado del lado del servidor, pxGrid utiliza ambo el certificado del lado del cliente y
servidor.

Microsoft CA se utiliza para firmar todos los Certificados.

Para MNT (papel Admin) el ISE debe generar el pedido de firma de certificado (CSR), tal y como
se muestra en de esta imagen:

aifan]ne

cIsco Identity Services Engine Home » Operations v Paolicy v Guest Access ~ Administration » Work Centers

* System » Identity Management » Network Resources » Device Portal Management pxGrid Services » Feed Service * Identity Mapping

Deployment Licensing  Certificates ¥ Logging » Maintenance Upgrade Backup & Restore ¥ Admin Access b Settings

(<]
~ Certificate Management Certificate Signing Request

Certificate types will require different extended key usages. The list below outlines which extended key usages are required for each certificate type:
Overview

ISE Identity Certificates:
System Certificats

LRI IR + Multi-Use - Client and Server Authentication
Endpoint Certificates * Admin - Server Authentication
) * EAP Authentication - Server Authentication

Utk e « Portal - Server Authentication
OCSP Client Profile & pxGrid - Client and Server Authentication

Certificate Signing Requests ISE Certificate Authority Certificates:

Certificate Periodic Check Sefings * |SE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality.
# |SE Intermediate CA - This is an Intermediate CA Signing Reguest.
b Certificate Authority * Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by

the ISE Root CAJISE Intermediate CA

Usage

Certificate(s) will be used for |Admin| ¥

Allow Wildeard [
Certificates

MNode(s)

Generate C5R's for these Nodes:

Node CS5R Friendly Name
[ lisezo lise20#Admin
Subject

Common Name (CN) | $FQDN$ | i

Después de ser firmada por Microsoft CA debe ser importado via la opcién del certificado del lazo.

El proceso similar se debe seguir para el servicio del pxGrid. Los certificados seran utilizados para
la opcion deben hacer el pxGrid seleccionar.

Puesto que no puede haber dos Certificados con el asunto idéntico es completamente aceptable
agregar diferente valora para la seccion OU o O (por ejemplo pxGrid).

Note: Aseegurese por favor que para cada nombre de dominio completo (FQDN) para el ISE
y FMC, el expediente correcto DNS esta configurado en el servidor DNS.

La unica diferencia entre el Admin y el certificado del pxGrid esta con el proceso de firma. Puesto
que los Certificados del pxGrid deben haber extendido las opciones de uso dominantes para
ambos plantilla personalizada de la autenticacién de cliente y servidor en Microsoft CA se pueden
utilizar para eso:



= & Certificate Templates Console

File  Action  Wiew Help

e« B XE = HE

5| Certificate Ternplates (WIMN-GIH|| Template [ |SE-pugrid Properties _ ded Purpt ~

& Admini

- 5] Avthent Subject Mame | lszuance Reguirements

I Loc E Basic EF General | Compatibility | Fiequest Handling | Cryptography | Fey Atteztation

-i All 9 5] CA B Superseded Templates | Extensians | Security I Server bte Key Ar

Eﬂ AD % CEP Eng To modify an extension, select it, and then clhick Edit.
H Code Si

Il AD E Compu E stenzions included in this template:

E AD H cross ¢ Application Policies

$& AD 5 Directo D Basic Canstraint: Ftony Seri
H Dornain D Certificate Template [nformation

% DMNS 5] Dormain D lszuance Policies t Authent

ii File 5] EFS Rec Ke_l,lUsage

- H Enrallm =

@ II5 E Enrallrm

E Exchang -
7 __Edlt...
= Exchang

E Exchang Dezcription of Application Policies:

& 1Psec -

H IPSec (]

Bl 1SE-pxg erpAUherica er Authent
| Kerbero t Authent
5 Key Rec > Recovery 4
FocsPr P Signing
5 Ras an t &uthent
5 Root Ce

5 Rauter L]
] Srrartcy

H] Srnartcd | 0K || Carcel | Apply

Como utilizar el servicio de Web de Microsoft para firmar el pxGrid CSR se muestra en esta
imagen:




— example-WIN-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded

Saved Request:

ABZ4skS+gVGugYC4als1jHeXGlejph2h2ndn/ri2d »~ |

Base-84-encoded
certificate request
(CMC or

PKCS #10 or
PKCS #7):

FibxEHKK1tAymQ9GEWXIELdASXZZVE11VnWFzL] 3
/E2PTchIgFk5zeyXConTNWAQIE/Robkd7DIxduVC
6C6dawW+GKhFTbOF jacvr15K1RWod /X0Z560ZAz1c
pB+rROT3dKOW

Pt

----- END CERTIFICATE REQUEST---- | W
4 <P

Certificate Template:

ISE-pxgrid W
Additional Attributes:
Attributes:
Submit =

En el extremo el ISE debe tener el Admin y Certificados del pxGrid firmados por CA de confianza
Microsoft) tal

como se muestra en de esta imagen:

huale \dentity Services Engine Home » Operations ~ » Policy  » GuestAccess [EEGNIUNEUSENNE » Work Cenlers
w System » Identity Management » Network Resources » Device Portal Management  pxGrid Services » Feed Service » Identity Mapping
Deployment  Licensing  ~Cerfificates b Logging b Maintenance  Upgrade  Backup & Restore b Admin Access b Settings
(<]

~ Certificate Management System Certificates

4, For disaster recovery itis recommended lo export cerificate and private key pairs of all system ceriificates.

T # Edit ||k Generate Self Signed Ceriificate | (g Import | @ Export | [ Delete || View
System Certificates Friendly Name Used By Portal group tag Issued To ssued By
Endpoint Certificates v/ e

Adm Admin, Portal Default Portal Certificate Group!(i lise20.example com example-WIN-CA
Trusted Certificates —

N EAP EAP Authentication lise20.example .com example-WIN-CA

OCSP Client Profile —

pxgrid pxGrid lise20.example com example-WIN-CA

Certificate Signing Requests

Certificate Periodic Check Settings

servicio del pxGrid

Con los Certificados correctos el papel del pxGrid del nodo especifico se debe habilitar, tal y como
se muestra en de esta imagen:



Nl

cISCo Identity Services Engine Home v Operations v Palicy » Guest Access w Administration » Work Centers

* System ¥ Identity Management » Network Resources ¥ Device Portal Management pxGrid Services } Feed Senvice ¥ Identity Mapping

Deployment Licensing b Certificates k Logging k Maintenance Upgrade Backup & Restore F Admin Access F Settings
I

Deployment Deployment Nodes List > lise20
- x Edit Node
v Bz - L= . .
| ] Profiling Configuration
» °;3;° Deployment
=%s PAN Failover

Hostname lise20
FQDN lise20.example.com
IP Address 172.16.31.210
Mode Type ldentity Services Engine (ISE)

Personas
| Administration Role STANDALONE | nfake Primary |
o Momnitoring Role | PRIMARY i Other Monitoring Node

¥| Policy Service

¥| Enable Session Services'd

Include Node in Node Group | [1OTE ¥| &
¥| Enable Profiling Service

Ul Enable SXP Service

Use Interface | GigabitEthernet 0 v| G

Ul Enable Device Admin Service i

Ul Enable Identity Mapping i

Y la aprobacion automatica se debe fijar a habilitado:

» System  » Identity Management  » Network Resources  » Device Portal Management | pxGrid Services | » Feed Service  » Identity Mapping

[ElEnable Auto-Registration JEsIERE
Vier

BT liveleg

§fEnable @Disable @Approve @ Group W Decline @@ Delete » G Refresh | Total Pending Approval(0) v e TR ’—‘1 7

Client Description

ise-
ise-
iseagent-firepowerexample.co... Capabilities(0 Pub, 3 Sub) Online

ooooo

5555

firesightisstest-firepowerexampl Gapabilities(0 Pub, 0 Sub) Offline Session

Directiva de la autorizacion

Se utiliza la directiva de la autenticacion predeterminada (se realizan las operaciones de
busqueda AD si no encuentran al usuario local).

La directiva de la autorizacién se ha configurado para proporcionar el acceso a la red completo
(permiso: PermitAccess) para los usuarios que autentican via ASA-VPN y que pertenecen a los
administradores del grupo del Active Directory - para esos interventores de la etiqueta de los
usuarios SGT se vuelve:



wilvat|n.

cisco Identity Services Engine Home » Operations - Policy » Guest Access ¥ Administration » Wark Centers

Authentication Authorization Profiling Posture Client Provisioning + Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration = System = Backup & Restore = Policy Export Page

| First Matched Rule Applies v

» Exceptions (0)

Standard
Status Rule Name Conditions {identity groups and other conditions)
ASAVPN example.com:ExternalGroups EQUALS example.com/Builtin

/Administrators DEVICE:Device Type EQUALS All Device
Types#ASA-VPN-Audit

FMC

Reino del Active Directory

Permissions

PermitAccess Auditors

La configuracién del reino se requiere para trabajar con la integracion ISE (utilizar las directivas
de la identidad y extraer la membresia del grupo para pasivo los usuarios autenticados). El reino
se puede configurar para el Active Directory o el Lightweight Directory Access Protocol (LDAP).
En este ejemplo se esta utilizando el AD. Del sistema > de la integracién > del reino:



Overview Anal ysis

AD-Realm

Directory Realm Configuration User Download

AD Primary Domain * example.com

Directory Username * Administratori@example.com
Directory Password * sesssens

Base DN * CN=users,DC=example,DC=com
Group DN * DC=example,DC=com

Group Attribute Member

User Session Timeout
Authenticated Users 1440
Failed Authentication Users 1440

Guest Users 1440

* Required Field

Se utilizan las configuraciones del directorio estandar:

Overview Analysis Policies Devices Objects

=k

=k

=M

=k

domain.com

useri@domain

ou=userdc=cisco,dc=com

ou=group,dc=cisco,dc=com

minutes

minutes

minutes

AD-Realm

]lT= 10" Realm Configuration  User Download

URL {Hostname/IP Address and Port)

172.16.31.103:389



Y extraen algunos de los grupos AD (ser utilizado como la condicion adicional en el control de

acceso gobierna):

Overview Pol

Analysis

AD-Realm

Directory  Realm Configuration User Download

+ | Download users and groups

Begin automatic download at |12 |v | | AM |  America/New York

| &y Download Mow |

Available Groups &

Repeat Every |24 |v | Hours

Groups to Include (5)

rch by name

A% Administrators

4-}} Terminal Server License Servers

a;} Access Control Assistance Operators
;_;5' Cryptographic Operators

&5' Metwork Configuration Cperators

Certificados para el Admin y el pxGrid

>

A5 Users

&% Domain Admins
4% Domain Users
4% Enterprise Admins

Aunque no esté requerido, su una practica adecuada de generar el CSR para el acceso admin.
Firme ese CSR usando el AD de confianza, importacion detras el certificado firmado, tal y como

se muestra en de esta imagen:

Overview

Analysis Policies Devices Objects

AMP

Informati
information Current HTTPS Certificate
> HTTPS Certificate

BTN Hep v admin v

Configuration  Users  Domains | Integration = Updates  Licensesv  Health v Monitoringv  Tools v

| © Generate New csR || € 1mport HTTPS Certificate |

External Database Access Subject.

firepower example.com s Krakow c AnA Krakow
Database
Management Interfaces ssuer ———— em—
Process
Ty Not Before Not After
Remote Storage Device Nov 29 12:23:55 2015 GMT  Nov 28 12:23:55 2016 GMT
Change Reconcilition i 02

Access Control Preferences

Serial Number 1700000008D385AAF7D2057EAE000000000008

Access List
Signature Algorithm shal WithRSAERcryption
Audit Log
Dashboard HTTPS Client Certificate Settings
DNS Cache

il Notification Enable Client Certificates

Intrusion Policy Preferences —_—
Language -
Login Banner

Network Analysis Policy Preferences

v

STIG Compliance

Time

Time Synchronization

Shell Timesut

Vuinerabilty Mapping

VMware Tools

El certificado de CA necesita ser agregado a un almacén de confianza:

Object Management  Intrusion Rules

52 Network =N
& Port

@@ Security Zones
[} Appiication Filters

Name
VeriSign Class 3 Public Primary Certification Authority - G5

VeriSign Class 4 Public Primary Certification Authority - G3

VLAN Tag
NeriSign Universal Root Certification Authority
@ urRL
Geolocation Visa eCommerce Root
Variable Set

Visa Information Delivery Root CA
4 18 security Intelligence

= Network Lists and Feedq| | VRK Gov. Root CA
(B DN Lists and Feeds
] URL Lists and Feeds

@siinole

File List

Wells Fargo Root Certificate Authority
WellsSecure Public Root Certificate Authority
Win2012
4 Cipher Suite List
4 & Distinguished Name XRamp Global Certification Authrity
[ Individual Objects
3 Object Groups
4 e
[ Internal CAs
[E] Trusted cas

Depioy = &, System Helpv adminv

Disriss
AMP for Network Status

Vvalue
A nirepower.example.com - C

CN=VeriSign Class 3 Public Primary Certification Authority - GS, ORG=VeriSign, Inc., OU=(c) 2006 VeriSign, Inc. - For aut®

CN~=VeriSign Class 4 Public Primary Certification Authority - G3, ORG=VeriSign, Inc., QU=(c) 1999 Verisign, Inc. - For authorized use only, G=US il
CN=VeriSign Universal Root Certification Authority, ORG=VeriSign, Inc., OU=(c) 2008 Verision, Inc. - For authorized use only, C=US &
CN~Visa eCommerce Root, ORG=VISA, QU=Visa International Service Association, G=US &

CN=Visa Information Delivery Root CA, ORG=VISA, OU=Visa International Service Association, C=US ]
CN=VRK Gov. Root CA, ORG= Tkeskus CA, OU= , C-F1 &8
Ch=Wells Fargo Root Certificate Authority, ORG=Wells Fargo, OU=Wells Fargo Certification Authority, C=US il
CN-WellsSecure Public Reot Certificate Authrity, ORG=Wells Fargo WellsSecure, OU=Wells Farge Bank NA, C=US il
Ch=example-WIN-CA &8
CN=XRamp Global Certification Authority, ORG=XRamp Security Services Inc, OU=www.xrampsecurity.com, C=US &8



El paso mas reciente es generar el certificado del pxGrid usado por FMC para autorizar al servicio
del pxGrid ISE. Para generar CSR CLI necesita ser utilizada (o cualquier otra maquina externa
con la herramienta del openssl).

admin@firepower:~$ sudo su -

Password:

root@firepower:~#

root@firepower:~# openssl genrsa -des3 -out fire.key 4096
Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

Enter pass phrase for fire.key:

Verifying - Enter pass phrase for fire.key:

root@firepower:~#

root@firepower:~# openssl req -new -key fire.key -out fire.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Code []:PL

State or Province Name []:

Locality Name []:

Organization Name []:Cisco

Organizational Unit Name []:TAC

Common Name []:firepower.example.com

Email Address []:

root@firepower:~#

Fire.csr una vez generados, la firman usando Microsoft CA (plantilla del pxGrid). Importe detras la
clave privada (fire.key) y el certificado firmado (fire.pem) al almacén de certificados interno FMC.
Para la clave privada utilice la contrasefa configurada durante la generacion de la clave (
comando del :

Add Known Internal Certificate

Mame: | pxgrid |

Certificate Data or, choose a file:

AwICAGCAMAL GC CaGSIb3DAMEAgIAGDAHBgUIDgMCEzAKBagqhkiGIwODBEZANBokg
hkiGIwDBAQUFAAOCAQEASObDPO4NTYpHEChwz 1 nusKoaPIUe YHAJZU7 TraWh 1WV
Xe JET3TrUj3a09mu+gjndyoL C/+qyaMIBUZIzb2bhLaxu336/0XGLy/ABS39gnh
NZRPXr111dSY OkTZWW22yuDvyo TGWn PxF3VGeKigCZXx814 SphMPeWC hx0kuT!
PZmDelSKMLIdWayldLgojlEfiNgnd5XVHAZdsaT1eVE97dOL HRp+15BulYXu
TBAIMEI4XbOGAa2GY VD igfrm1 ciTaTedEyB4oFcabMBNDEOpxcSH/7rOTIDYUB
QgnHOPvdUIPAIEn+dYWip3IiXoHMydmREbrafz6g==

CUEND CERTIFICATE-

Key or, choose a file:

HXBNIIGM+NBUALCEIUbVET BtkKNuPySUTSKSBO4i6E97253hal 41Syq Yy TiRQa
G50qjWiMD0B5sUvCayzGh400hpZiicECggEAAUZT CpeulSdLIDSKmIKTAbgbykN
HGthr/T2p8iG++gFOFOMC+Gsq7PkaR 1WLH/HFcFUMwWP4 1 Xd2WkilTNamVjopMZB80
On/iBoo/MNe460Kr1 ZuToUWISfD0 1 Jjvaw TeTnlyZ5D SoXFmiwX2 TuEmSXWabycl

<> O >

T/IEpEUdGhkJTdyUDFsJHTEW3dmnFkWerB55Cw+eWqCOQacObxMBSOpwDzwiPVG
om+WZNH+2LWLvM2dh2dATdywrad0ZjG7 RpdV5uYPkSZOWLigJHI 1m+3FpILiMIT
SVwssCFKO04DVJhidHERgA3VFawWL/psTUbWknMFEdrvBIxd SF1dUdqoA==
——END RSA PRIVATE KEY—

OO

“._/.I Encrypted, and the password is:

[ Save J [ Cancel J




Integracién ISE

Una vez que todos los Certificados son integracion instalada de la configuracién ISE del sistema >
de la integracién:

Status

i" ISE connection status:
Primary host: Success

Utilice CA importado para la validacion de los Certificados del pxGrid y de los servicios MNT. Para
la consola de administracion (MC) utilice el certificado interno generado para el pxGrid.

Directiva de la identidad

Configure la directiva de la identidad que esta utilizando el reino previamente configurado AD para
la autenticacion pasiva:

Overview Analysis JULIIEEEN Devices Objects AMP
Access Control » Identity Network Discovery Application Detectors Correlation Actions

ISEPalicy

Enter a description

m Active Authentication
(@ Add Category (&) Add Rule

Administrator Rules

This categery is empty

Standard Rules

1 Rule-AD any any any any any any any AD-Realm Passive Authentication

This category is empty

Directiva del control de acceso



Por este ejemplo se ha creado la aduana URL:

Edit URL Objects

Name: attack-url

Description:

URL: attackeurl

Allow Overrides: | |

Y las dos reglas en la directiva de encargo del control de acceso:

QEERN Policies [alVIdaelijNud) AMP

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

CustomPolicy

{Enter a description

Ldentity Policy:JISEPolicy SSL Poliey: None

= Inheritsnce Settings | [F] Policy Assignments (1)

m Security Intelligenca  HTTP Responses  Advanced
# Filter by Device © Add Category @) Add Rule | Search Rules

-rr.:-

‘w Mandatory - CustomPolicy (1-2)
1 PermitPrivileged-HTTP an) & AD-Realm/Administrat [ HTTP @ attack-url o Allow Lo &6

O HTTP any @ attack-url K Block with reset L o & B

There this section. Add Rule or Add Category

[———T—— 1

La regla PermitPrivileged-HTTP permite a todos los usuarios que pertenecen al grupo de los
administradores AD que se han asignado la etiqueta SGT. Interventores para ejecutar el ataque
HTTP en todas las blancos.

El DenyUnprivileged-HTTP niega esa accion al resto de los usuarios.

También note que la directiva previamente creada de la identidad se ha asignado a esta directiva
del control de acceso.

En esta lengueta sus no posibles ver las etiquetas SGT, pero ésas son visibles mientras que crea
o edita la regla especifica:

Editing Rule - PermitPrivileged-HTTP

Name [parmiprteged-ATT? @) Enables =

Action | Allow |v| 1PS: nopaiicies  Variables: n/a Files: no inspection  Logging: connections: Event Viewer

Zones Networks VLANTags Users Applications Ports  URLS m Inspection  Logging  Comments

Available ISE Session Attributes Available ISE Metadata & Selected Source ISE Metadata (1)
& Audicors 8

[ search oy name o vaue ]| [ searen by name or v

e \
& Securiy Group Tag N 2
B Device type &
50 Location 1P & Brop

@ Contractors

@' Developers

& Development_servers
& Employees

& cuests

& Network_services
! P servers

)

Asegurese de que la directiva esté asignada al NGIPS y todos los cambios estan desplegados:




Overview Analysis Rl

Access Control » Access Control Correlation Actions *

Network Discovery

Application Detectors

Access Control Policy Status

Targeting 1 devices

CustomPolicy Up-to-date on all targeted devices

Verificacion

Después de que todo se configure correctamente el ISE debe ver al cliente del pxGrid el inscribir
para un servicio de sesion (Online del estatus).

cieco  ldentity Services Engine Home

} Operations » Policy » Guest Access * Administration + Work Centers

» System b Identity Management » Network Resources + Device Portal Management pxGrid Services » Feed Service b Identity Mapping

[ﬁ Live Log

% Enable @i:i-..;!:!- @.\!:!::'u-'.'u @ Group ‘ Decline QDelete - @.Refresh Total Pending Approval(0) «

|:| Client Name Client Description Capabilities Status Client Group(s)
D ¥ ise-admindise20 Capabilities(4 Pub, 2 Sub}) Cnline Administrator
D ¥ ise-mntlise20 Capabilities(2 Pub, 1 Sub}) Cnline Administrator
D » iseagent-firepowerexample.co... Capabilities(0 Pub, 3 Sub}) EIIEE Session

D ¥ firesightisetest-firepower.exampl... Capabilities(0 Pub, 0 Sub}) Offline Session

De los registros usted puede también confirmar que FMC ha inscrito para el servicio de
TrustSecMetaData (etiquetas SGT) - consiguieron todas las etiquetas y desinscribieron.

= Administration r Work Cent

pxGrid Services

e
cisco

Identity Services Engine

Home v Operations ¢ Policy b Guest Access

b System b ldentity Management r Network Resources v Device Portal Management r Feed Service v lde

Clients | ] iseagent-firepower.example.com-07 3% dead20cc77eldccTcdd200f661 e

€JClear Logs [T Resync

Client Mame

firesightisetest-firepowerexampl. ..
firesightisetest-firepowerexampl...
firesightisetest-firepowerexampl.._.
firesightisetest-firepowerexampl. .
firesightisetest-firepowerexampl. ..
firesightisetest-firepowerexampl._.
firesightisetest-firepowerexampl. .

firesightisetest-firepowerexampl. ..

Capability Name

TrustSecMetaData-1.0
SessionDirectory-1.0
EndpointProfileMetaData-1.0
SessionDirectory-1.0
TrustSecMetaData-1.0
EndpointProfileMetaData-1.0

Establecimiento de la sesién de VPN

Event Type

Client offline

Client unsubscribed
Client unsubscribed
Client unsubscribed
Client subscribed
Client subscribed
Client subscribed

Client online

Timestamp

11:53:14 PM CET, Dec 1 2015
11:53:14 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:12 PM CET, Dec 1 2015
11:53:12 PM CET, Dec 1 2015

La primera prueba se realiza para un escenario cuando la autorizacion en el ISE no vuelve la

etiqueta correcta SGT (NGIPS no permite las pruebas de auditoria).



Una vez que la sesion de VPN esta ENCIMA de la interfaz de usuario de AnyConnect (Ul) puede
proporcionar mas detalles:

@ Cisco AnyConnect Secure Mobility Client (beta)

il AnyConnect Secure-Mobility Client

Statistics | Route Details | Firewall | Message History

Y Cisco AnyConnect Secure Mohility Client
Ceonnectien Information -
State: Connected VPN

Tunnel Mode (TPw4): Tunnel All Traffic Connected to 172.15.32.100.
Tunnel Mode (IPve): Drop All Traffic
Duration: 00:00:34 | San Jose - S5L

Address Informaticn
Client (TPwv4): 172.16.50.50
Client (IPvé): Mot Available
Server: 172.16.32.100
Bytes
Sent:
Received:

Network:
Connected (192,168, 10.67)

Collect diagnostic information for all Frames
installed components.

Se establece el ASA puede confirmar la sesion:

asav# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : Administrator Index 1

Assigned IP : 172.16.50.50 Public IP : 192.168.10.67

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Essentials

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel:
(1)AES128

Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHAl DTLS-Tunnel:
(1)sHAL

Bytes Tx : 11428 Bytes Rx

24604

Group Policy : POLICY Tunnel Group

SSLVPN

Login Time : 12:22:59 UTC Wed Dec 2

2015

Duration

Oh:01m:49s

Inactivity

O0h:00m:00s

VLAN Mapping : N/A VLAN




none

Audt Sess ID : acl01£6400001000565ee2a3

Note por favor que el ASA ve cualquier etiqueta SGT vuelta para esta autenticacion. El ASA no se
configura para TrustSec - para saltar la informacion de todos modos.

El ISE esta también senalando la autorizacion exitosa (el registro en 23:36:19) - ninguna etiqueta
SGT vuelta:

'I¢I|'s'y°“ Identity Services Engine Home  Operations » Policy + Guest Access » Administration + Work Centers

RADIUS Livelog TACACS Livelog Reports } Troubleshoot » Adaptive Network Control

Misconfigured Supplicants ¢ Misconfigured Network Devices ' RADIUS Drops @ Client Stepped Res
0 ] 278 0
[ Show Live Sessions {54 Add or Remove Columns = & Refresh ) Reset Repeat Counts Refresh|
Status f f £ f i
Time o Det.. Repeat C.. Identity Authentication Policy Authorization Policy | Authorization Profiles Network Device | Server Event
\ | | | | ||l |
2015-12-01 23:37:31.. @ a 0 Administrator  Default == Default == Default Default >= ASAVPN PermitAccess, Auditors lise20 Session State is Started
2015-12-01 23:37:26... a Administrator  Default == Default == Default Default == ASAVPN PermitAccess,Auditors ASA lise20 Authentication succeeded
2015-12-01 23:36:19... a Administrator  Default == Default >=> Default Default >= ASAVPN PermitAccess ASA lise20 Authentication succeeded

FMC que consigue los datos de la sesién del MNT

En esa etapa FMC en /var/log/messages sefala una nueva sesion (recibida como suscriptor para
el servicio del pxGrid) para las operaciones de busqueda del nombre de usuario del administrador
y del peform AD para la membresia del grupo:

firepower SF-IMS[3554]: [17768] ADI:adi.LdapRealm [INFO] search
' (| (sAMAccountName=Administrator))' has the following DN:
'CN=Administrator,CN=Users, DC=example,DC=com' .

Acceso a la red no privilegiado y privilegiado

Cuando en los intentos de ese usuario de la etapa para abrir al buscador Web y a accederlo
auditoria el servidor, la conexidn sera terminada:



£ Internet Explorer cannot display the webpage - Windows Internet Explorer
@Q @ ] http://172.16.34.100/ attack-ur

File Edit View Favorites Tools Help

¢ Favorites | & Internet Explorer cannot display the webpage

Internet Explorer cannot display the webpage

What you can try:

| Diagnose Connection Problems

& More information

Puede ser confirmada por las capturas de paquetes tomadas del cliente (el TCP RST envia segun
la configuracion FMC):

. Cisco AnyConnect VPN Virtual Miniport Adapter for Windows x64: \Device\NPF_{BF9293D2-3A19-4BB9-86B6-5CFC21 ABAAAG] [Wireshark 184 (SVM Rev 46250 from ftrunk-1.8)]
File Edit View Go Capture Analyze Statistics Te\ephonz Tools Internals  Help

- —

B e BEEX2e a¢+oTLIEE QQQAD #8D % @

Filter: IZIE)(prion‘.. Clear Apply Save

Mo, Source Destination Protocol Length Info
1172.16.50.50 192.168.10.151 TCP 66 59916 > http [S¥YN] Seg=0 Win=8192 Len=0 M55=1346 WS=4 SACK_PERM=1
2 172.16.50.50 172.16.34.100 TCP 66 59917 > http [5YN] Seg=0 Win=8192 Len=0 M55=1346 wW5=4 SACK_PERM=1
3172.16.34.100 172. TCP 66 http > 59917 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 M55=1346 SACK_PERM=1 wS=128§
4 172.16.50.50 172. TCP 54 59917 > http [ACK] Seg=1 Ack=1 wWin=65952 Len=0
5 588 GET /att

172.16 o 172.

172.16

k-url HTTP/1.1

35 win=0 Len=0

@ Frame 5: 588 bytes on wire (4704 bits), 588 bytes captured (4704 bits) on interface 0O

# Ethernet II, Src: Cisco_3c:7a:00 (00:05:9a:3c:7a:00), Dst: Cimsys_33:44:55 (00:11:22:33:44:55)

# Internet Protocol version 4, src: 172.16.50.50 (172.16.50.50), Dst: 172.16.34.100 (172.16.34.100)

# Transmission Control Protocol, Src Port: 59917 (59917), Dst Port: http (80), Seq: 1, Ack: 1, Len: 534

= Hypertext Transfer Protocol

+# GET fattack-url HTTP/1.1%r%n

Accept: application/x-ms-application, image/jpeq, application/xaml+xml, image/gif, image/pjpeg, application/x-ms-xbap, application/vnd.ms-
Accept-Language: pl-pPLAr%n
User-agent: Mozilla/4.0 (compatible; MSIE 8.0; windows NT 6.1; wowéd4; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR
Accept-Encoding: gzip, deflatelrin
Host: 172.16.34,100%r"n
Connection: Keep-Alivel\r'n
Lrin
[Full request URI: http://172.16.34.100/attack-url]

Una vez que el ISE se configura para volver, la sesion de la etiqueta ASA de la auditoria sefala:

asav# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : Administrator Index 1

Assigned IP : 172.16.50.50 Public IP : 192.168.10.67
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Essentials

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel:
(1)AES128

Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel:



(1)SHAL

Bytes Tx 11428 Bytes Rx
24604
Group Policy POLICY Tunnel Group

SSLVPN

Login Time 12:22:59 UTC Wed Dec 2

2015
Duration

0h:01m:49s

Inactivity
0h:00m:00s

VLAN Mapping
none

N/A VLAN

Audt Sess ID : acl01£6400001000565ee2a3
Security Grp : 9

Se vuelve el ISE es también sefala a un interventor de la etiqueta de la autorizacion exitosa (el

registro en 23:37:26) - SGT:

Identity Services Engine Home *Operations * Policy + Guest Access + Administration

il
cisco

+ Work Centers

RADIUS Livelog TACACS Livelog Reports. } Troubleshoot » Adaptive Network Control

Misconfigured Supplicants ¥ Misconfigured Network Devices ' RADIUS Drops © Client Stopped Res
0 ] 278 0
[l Show Live Sessions {54 Add or Remove Columns = & Refresh ) Reset Repeat Counts Refresh[
Status f f 0 f i
Time . Det.. Repeat C. Identity Authentication Policy Authorization Policy | Authorization Profiles Network Device | Server Event
Al \ | | | |
2015-12-01 23:37:31.. @ a 0 Administrator  Default == Default == Default Default >= ASAVPN PermitAccess Auditors lise20 Session State is Started
2015-12-01 23:37:26... Q Administrator  Default == Default == Default Default == ASAVPN PermitAccess,Auditors ASA lise20 Authentication succeeded
2015-12-01 23:36:18.., a Administrator  Default >=> Default >= Default Default >> ASAVPN  PermitAccess ASA lise20 Authentication succeeded

Y el usuario puede acceder el servicio mencionado:



€ hitp://172.16.34.100/ attack-url - Windows Internet Explorer
@U-- | 8] http://172.16.34.100/ attack-ur

File Edit View Favorites Tools Help

i Favortes | 8 hitp://172.16.34.100/ attack-url

succeaded

Acceso del registro FMC

Esta actividad se puede confirmar por el informe del evento de conexion:

Overview EEUEINEER Policies Devices Objects =~ AMP

Context Explorer  Connections » Events  Intrusionsv  Filesv  Hostsv  Usersv  Vulnerabiliies ¥ Correlation
Bookmark This Page Report Designer Dashboard View Bookmarks Search v

Connection Events cwitch worin

@ 1nfo %

Deleted 8 Connection(s)
Wl 2015-12-01 21:24:00 - 2015-12-01 23:46:59F
Events

Expanding

Disabled Columns

¥ Search Constraints (Edit Search Save Search)

| | v lastPacket x Action X Initiator IP x Initiator User % Responder %  Inaress %  Application %  AccessControl X  AccessControl X  Security % Ingress X  NetBIOS x Initiater X Initistor X  Count
- i) Security Zone Protocol Poliey Rule Group Tag Interface Domain Packets Bytes
3 200512:012338119 Alow 172.16.34.100  Internal [ urTe CustomPolicy Auditors eth1 10 1,680 1
1 2015-12-01 23:38:05 Allow 172.16.50.50 5 AD-Realmha 172.16.34.100  Internal | O urTe CustomPolicy Auditors ethi 12 1512 1
1 2015-12-01 23:26:18  Allow 172.16.34.100  Interna [ HrTe CustomPolicy - Auditors eth1 8 1312 1
$ || 2015-12-0123:25:11 Allow 172.16.34.100 Internal [ HrTe CustomPolicy JPermitPrivileged-HTTH Juditors) ethl 22 3,752 1
1 Block with reset 172.16.34.100  Interna 3 Hrre CustomPolicy DenyUnprivileged-HTTP. eth1 25 3,938 5
Page[ 1 Jof 1 Displaying rows 1-5 of 5 rows
view Delete
View Al Delete Al

Primero, el usuario no hizo ninguna etiqueta SGT asignar y golpeaba la regla DenyUnprivileged-
HTTP. Una vez que la etiqueta del interventor ha sido asignada por la regla ISE (y extraida por
FMC), se utiliza el PermitPrivileged-HTTP y se permite el acceso.

También note eso para tener la visualizacidn, se han quitado las columnas multiples porque
normalmente se visualizan la regla del control de acceso y la etiqueta del grupo de
seguridad mientras que una de las columnas mas recientes (y de la barra de desplazamiento

horizontal necesita ser utilizado). Que la visidn personalizada se puede guardar y reutilizar en el
futuro.

Troubleshooting

Debugs FMC

Para marcar los registros del componente adi responsables del control /var/log/messages de los



servicios de la identidad clasifian:

[23509] ADI_ISE_Test_Help:ADI_ISE_Test_Help [INFO] Parsing command line arguments...

[23509] ADI_ISE_Test_Help:adi.DirectoryTestHandler [INFO] test: ISE connection.

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Preparing ISE Connection objects...

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Preparing subscription objects...

[23509] ADI_ISE_ Test_Help:adi.ISEConnection [INFO] subscribed successfully to
EndpointProfileMetaDataCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] registered callback for capability
EndpointProfileMetaDataCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] subscribed successfully to
TrustSecMetaDataCapability

[23509] ADI_ISE_ Test_Help:adi.ISEConnection [INFO] registered callback for capability
TrustSecMetaDataCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] subscribed successfully to
SessionDirectoryCapability

[23509] ADI_ISE_ Test_Help:adi.ISEConnection [INFO] registered callback for capability
SessionDirectoryCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Connecting to ISE server...

[23509] ADI_ISE Test_Help:adi.ISEConnection [INFO] Beginning to connect to ISE server...
[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:44
INFO]: _reconnection_thread started

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:44
INFO]: pxgrid connection init done successfully

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:44
INFO]: connecting to host lise20.example.com .......

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:44
INFO]: stream opened

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:44
INFO] : EXTERNAL authentication complete

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:44
INFO]: authenticated successfully (sasl mechanism: EXTERNAL)

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: successfully subscribed

message repeated 2 times

[23510] ADI_ISE_ Test_Help:adi.ISEConnection
hostnames:lise20.example.com:8910

[23509] ADI_ISE_ Test_Help:adi.ISEConnection
server.

[23509] ADI_ISE_Test_Help:adi.ISEConnection
[23514] ADI_ISE_Test_Help:adi.ISEConnection
INFO]: curl_easy_setopt() for CURLOPT_URL:

[INFO] Queried 1 bulk download

[INFO] ...successfully connected to ISE

[INFO] Starting bulk download

[INFO] Captured Jabberwerx log:2015-12-01T23:10:45

'https://1lise20.example.com:8910/pxgrid/mnt/sd/getSessionListByTime'

[8893] ADI:ADI [INFO] sub command emits:'*
[8893] ADI:ADI [INFO] sub command emits:'*
port 8910 (#0)"

[8893] ADI:ADI [INFO] sub command emits:'*

ALL: !EXPORT: ! EXPORT40: ! EXPORT56: !aNULL: ! LOW: !

[8893] ADI:ADI [INFO] sub command emits:'*
SHA256"'

[8893] ADI:ADI [INFO] sub command emits:'*
[8893] ADI:ADI [INFO] sub command emits:'*
[8893] ADI:ADI [INFO] sub command emits:'*
[8893] ADI:ADI [INFO] sub command emits:'*
[8893] ADI:ADI [INFO] sub command emits:'*
[8893] ADI:ADI [INFO] sub command emits:'*
CA'

[8893] ADI:ADI [INFO] sub command emits:'*

Trying 172.16.31.210..."

Connected to lise20.example.com (172.16.31.210)

Cipher selection:
RC4 :@STRENGTH'

SSL connection using TLSv1.2 / DHE-RSA-AES256-

Server certificate:'

~“I subject: CN=lise20.example.com'

~I start date: 2015-11-21 14:40:36 GMT'

~"I expire date: 2017-11-20 14:40:36 GMT'

~T common name: lise20.example.com (matched)'
~I issuer: DC=com; DC=example; CN=example-WIN-
~I SSL certificate verify ok.'



[8893] ADI:ADI [INFO] : sub command emits:'> POST /pxgrid/mnt/sd/getSessionListByTime
HTTP/1.1"M'

[8893] ADI:ADI [INFO] sub command emits:'Host: lise20.example.com:8910"M'

[8893] ADI:ADI [INFO] : sub command emits:'Accept: */*"M'
[ 1

[8893] ADI:ADI [INFO sub command emits:'Content-Type: application/xml”M'

[8893] ADI:ADI [INFO] : sub command emits:'user:firesightisetest-firepower.example.com-
0739edea820cc77e04cc7c44200f661le@xgrid.cisco.com”™M’

[8893] ADI:ADI [INFO] : sub command emits:'Content-Length: 269 M’

[8893] ADI:ADI [INFO] : sub command emits:'” M'

[8893] ADI:ADI [INFO] : sub command emits:'* upload completely sent off: 269 out of 269 bytes'
[8893] ADI:ADI [INFO sub command emits:'< HTTP/1.1 200 OK"M'

[8893] ADI:ADI [INFO sub command emits:'< Date: Tue, 01 Dec 2015 23:10:45 GMT"M'

[8893] ADI:ADI [INFO sub command emits:'< Content-Type: application/xml” M’

[ 1
[ 1
[ 1
[8893] ADI:ADI [INFO] : sub command emits:'< Content-Length: 1287"M'
[ 1
[ 1
[ 1

[8893] ADI:ADI [INFO sub command emits:'< Server: "M'
[8893] ADI:ADI [INFO sub command emits:'< "M’
[8893] ADI:ADI [INFO sub command emits:'* Connection #0 to host lise20.example.com left

intact'

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] bulk download processed 0 entries.

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] disconnecting pxgrid

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: Starting reconnection stop

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: _reconnection_thread exited

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: stream closed; err_dom=(null) 2015-12-01T23:10:45 [ INFO]: clientDisconnectedCb ->
destroying client object

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: pxgrid connection shutdown done successfully

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx log:2015-12-01T23:10:45
INFO]: Exiting from event base loop

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: successfully disconnected

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: connection disconnect done .....

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] destroying pxgrid reconnection

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] destroying underlying pxgrid

connection

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] destroying pxgrid config

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] ISE identity feed destructor called

[23509] ADI_ISE_Test_Help:ADI_ISE Test_Help [INFO] /usr/local/sf/bin/adi_iseTestHelp cleanly
exits.

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: pxgrid library has been uninitialized

[8893] ADI:ADI [INFO] Parent done waiting, child completed with integer status 0

Para conseguir mas detallado lo hace el debug de es posible matar al proceso adi (de la raiz
después del sudo) y ejecutarlo con el argumento del debug:

root@firepower:/var/log# ps ax | grep adi

24047 ? S1 0:00 /usr/local/sf/bin/adi

24090 pts/0 S+ 0:00 grep adi

root@firepower: /var/log# kill -9 24047
root@firepower:/var/log# /usr/local/sf/bin/adi --debug

Dec 01 23:14:34 firepower SF-IMS[24106]: [24106] ADI:adi.Adi [DEBUG] adi.cpp:319:HandleLog() :
ADI Created, awaiting config

Dec 01 23:14:34 firepower SF-IMS[24106]: [24106] ADI:config [DEBUG]
config.cpp:289:ProcessConfigGlobalSettings(): Parsing global settings

<t a lot of detailed output with data....... >

Interrogaciéon SGT via el pxGrid

[



Se ejecuta la operacion cuando el botén Test Button se hace clic en la seccién de integracién ISE
o cuando se restaura la lista SGT, mientras que agrega la regla en la directiva del control de
acceso.

Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.ISEConnection [DEBUG]
adi.cpp:319:HandlelLog () : Querying Security Group metaData...

Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.pxGridAdapter [DEBUG]
adi.cpp:319:HandlelLog () : pxgrid_connection_query (connection*:0x10c7da0, capability: 0x1064510,
request:<getSecurityGroupListRequest xmlns='http://www.cisco.com/pxgrid/identity'/>)...

Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.pxGridAdapter [DEBUG]
adi.cpp:319:HandleLog () : returns [OK|<n55:getSecurityGroupListResponse

xmlns:ns2="http://www.cisco.com/pxgrid' xmlns:ns3='http://www.cisco.com/pxgrid/net"
xmlns:ns4="http://www.cisco.com/pxgrid/admin' xmlns:ns5='http://www.cisco.com/pxgrid/identity"
xmlns:ns6="http://www.cisco.com/pxgrid/eps' xmlns:ns7='http://www.cisco.com/pxgrid/netcap’
xmlns:ns8="http://www.cisco.com/pxgrid/anc'><ns5:SecurityGroups><ns5:SecurityGroup><ns5:id>fc6£f9
470-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb5 :name>Unknown</nsb:name><nsb5:description>Unknown
Security
Group</nsh5:description><ns5:tag>0</ns5:tag></nsb5:SecurityGroup><ns5:SecurityGroup><ns5:id>fc7c8c
c0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>ANY</ns5:name><ns5:description>Any Security
Group</nsh5:description><ns5:tag>65535</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fc
£95de0-6d8f-11e5-978e-005056bf2f0a</ns5:1id><ns5:name>Auditors</nsb5:name><ns5:description>Auditor
Security
Group</nsh5:description><ns5:tag>9</ns5:tag></nsb5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdl4dfc
30-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb5:name>BYOD</ns5:name><ns5:description>BYOD Security
Group</nsh5:description><ns5:tag>15</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:1id>£fd2fb
020-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>Contractors</nsb5:name><nsb5:description>Contractor Security
Group</ns5:description><ns5:tag>5</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fd4el4
a0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>Developers</ns5:name><ns5:description>Developer
Security
Group</ns5:description><ns5:tag>8</ns5:tag></nsb5:SecurityGroup><ns5:SecurityGroup><ns5:id>fd6d2e
50-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>Development_Servers</nsb:name><ns5:description>Development
Servers Security
Group</ns5:description><nsb5:tag>12</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>£fdal0
£90-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb5:name>Employees</nsb:name><nsb:description>Employee
Security
Group</nsh5:description><nsb5:tag>4</ns5:tag></nsb5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdbcd4
f0-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb5:name>Guests</ns5:name><ns5:description>Guest
Security
Group</nsh5:description><ns5:tag>6</ns5:tag></nsb5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdd9ab
c0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb:name>Network_Services</nsb:name><ns5:description>Network Services
Security
Group</nsh5:description><nsb5:tag>3</ns5:tag></nsb5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdf4d4
e0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>PCI_Servers</nsb5:name><ns5:description>PCI
Servers Security
Group</ns5:description><ns5:tag>14</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fella
bb0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Point_of_Sale_Systems</ns5:name><ns5:description>Point of Sale
Security
Group</ns5:description><ns5:tag>10</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe2d2
2f0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Production_Servers</nsb:name><nsb:description>Production Servers
Security
Group</ns5:description><nsb5:tag>1l</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fed487
320-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Production_Users</ns5:name><ns5:description>Production User
Security
Group</ns5:description><nsb5:tag>7</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe62d8
f0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>Quarantined_Systems</ns5:name><ns5:description>Quarantine



Security

Group</nsb:description><ns5:tag>255</ns5:tag></nsb:SecurityGroup><nsb5: SecurityGroup><ns5:id>fe7d
3ec0-6d8f-11e5-978e-005056bf2f0a</ns5:1id><nsb :name>Test_Servers</ns5:name><ns5:description>Test
Servers Security
Group</nsb:description><ns5:tag>13</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe99c
770-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>TrustSec_Devices</nsb5:name><ns5:description>TrustSec Devices
Security
Group</nsb:description><ns5:tag>2</nsb5:tag></ns5:SecurityGroup></ns5:SecurityGroups></ns5:getSec
urityGroupListResponse>]

Para un mejor xml de la vision un contenido de ese registro se puede copiar al archivo del xml y
abrir por un buscador Web. Usted puede confirmar que se esta recibiendo SGT especifico
(auditoria) asi como el resto del SGT se esta definiendo en el ISE:

_\‘% 0 file://fempfxxml

—<ns3:getSecurityGroupListResponse >
—<ns)i:SecurityGroups>
—<nsi:SecurityGroup>
<ns3:id>fc6f9470-6d8f-11e5-978e-005056bf2f0a</ns3:id=>
<nsi:name>Unknown</ns3:name>
<ns3:description>Unknown Security Group</ns3:description>
<nsi:tag>0</nsi:tag>
</ms3:SecurityGroup>
—<nsi:SecurityGroup>
<ns5:id>fc7c8cc0-6d8f-11e5-978e-005056bf2f0a</mns5:id>
<nsi:name>ANY</nsi:name>
<ns3:description>Any Security Group</ns5:description>
<ns3:tag>65535</nsi:tag>
</ms3:Securi

—<ns)i:SecurityGroup>
<ns3:id>fd14fc30-6d8f-11e5-978e-005056bf2f0a</ns3:id>
<nsi:name>BYOD</mns3:name=>
<ns3:description>BYOD Security Group</ns3:description>
<nsi:tag>15</nsd:tag>

</ns3:SecurityGroup>

Interrogacion de la sesion via el RESTO API al MNT

Eso es también una probar la operacion de la parte de (note por favor que ese nombre de host y
puerto MNT esta pasado via el pxGrid). Se utiliza la descarga a granel de la sesion:



Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.ISEConnection [DEBUG]

adi.cpp:319:HandlelLog(): Querying Security Group metaData...

Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.pxGridAdapter [DEBUG]
adi.cpp:319:HandlelLog(): pxgrid_connection_query (connection*:0x10c7dal, capability: 0x1064510,
request:<getSecurityGroupListRequest xmlns='http://www.cisco.com/pxgrid/identity'/>) ...

Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.pxGridAdapter [DEBUG]
adi.cpp:319:HandleLog(): returns [OK|<ns5:getSecurityGroupListResponse

xmlns:ns2="http://www.cisco.com/pxgrid' xmlns:ns3='http://www.cisco.com/pxgrid/net"
xmlns:ns4="http://www.cisco.com/pxgrid/admin' xmlns:ns5='http://www.cisco.com/pxgrid/identity"
xmlns:ns6="http://www.cisco.com/pxgrid/eps' xmlns:ns7='http://www.cisco.com/pxgrid/netcap’
xmlns:ns8="http://www.cisco.com/pxgrid/anc'><ns5:SecurityGroups><ns5:SecurityGroup><ns5:1d>fc6£9
470-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb :name>Unknown</ns5:name><nsb:description>Unknown
Security
Group</ns5:description><ns5:tag>0</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><nsb5:id>fc7c8c
c0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>ANY</ns5:name><ns5:description>Any Security
Group</nsb:description><ns5:tag>65535</nsb5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fc
f95de0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>Auditors</nsb:name><ns5:description>Auditor
Security
Group</ns5:description><ns5:tag>9</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><nsb5:id>fdldfc
30-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>BYOD</nsb5 :name><ns5:description>BYOD Security
Group</nsb:description><ns5:tag>15</ns5:tag></nsb:SecurityGroup><ns5:SecurityGroup><ns5:id>fd2fb
020-6d8f-11e5-978e-
005056bf2f0a</ns5:1id><nsb5:name>Contractors</ns5:name><ns5:description>Contractor Security
Group</ns5:description><ns5:tag>5</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fd4e34
a0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>Developers</nsb:name><ns5:description>Developer
Security
Group</ns5:description><ns5:tag>8</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fd6ed2e
50-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Development_Servers</nsb:name><ns5:description>Development
Servers Security
Group</nsb:description><ns5:tag>12</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdall
£90-6d8f-11e5-978e-005056bf2f0a</ns5:1id><nsb :name>Employees</ns5:name><ns5:description>Employee
Security
Group</ns5:description><ns5:tag>4</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdbcd4
f0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>Guests</ns5:name><ns5:description>Guest
Security
Group</ns5:description><ns5:tag>6</ns5:tag></ns5:SecurityGroup><nsb5:SecurityGroup><ns5:id>fdd9ab
c0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Network_Services</ns5:name><nsb5:description>Network Services
Security
Group</ns5:description><ns5:tag>3</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdf4d4
e0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>PCI_Servers</nsb5:name><ns5:description>PCI
Servers Security
Group</nsb:description><ns5:tag>14</ns5:tag></nsb:SecurityGroup><ns5:SecurityGroup><ns5:id>fella
bb0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>Point_of_Sale_Systems</nsb5:name><ns5:description>Point of Sale
Security
Group</nsb:description><ns5:tag>10</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe2d2
2f0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Production_Servers</nsb:name><ns5:description>Production Servers
Security
Group</nsb:description><ns5:tag>11</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fed87
320-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Production_Users</ns5:name><nsb5:description>Production User
Security
Group</ns5:description><ns5:tag>7</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe62d8
f0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>Quarantined_Systems</ns5:name><ns5:description>Quarantine
Security

Group</nsb:description><ns5:tag>255</ns5:tag></nsb:SecurityGroup><nsb5: SecurityGroup><ns5:id>fe7d
3ec0-6d8f-11e5-978e-005056bf2f0a</ns5:1d><nsb:name>Test_Servers</ns5:name><ns5:description>Test
Servers Security



Group</nsb:description><ns5:tag>13</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe99c
770-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>TrustSec_Devices</nsb5:name><ns5:description>TrustSec Devices
Security
Group</nsb:description><ns5:tag>2</nsb5:tag></ns5:SecurityGroup></ns5:SecurityGroups></ns5:getSec
urityGroupListResponse>]

Y resultado analizado (1 sesion activa recibida):

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.ISESessionEntry [DEBUG]
adi.cpp:319:HandlelLog(): Parsing incoming DOM resulted in following ISESessionEntry:
{gid = acl01£6400007000565d597f, timestamp = 2015-12-01T23:37:31.191+01:00,

state = Started, session_id = 91200007, nas_ip = 172.16.31.100,

mac_addr = 08:00:27:23:E6:F2, ip = 172.16.50.50, user_name = Administrator,

sgt = Auditors, domain = example.com, device_name = Windows7-Workstation}

En esa etapa NGIPS es intentos para correlacionar ese nombre de usuario (y el dominio) con el
nombre de usuario Reino-AD:

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.RealmContainer [DEBUG] adi.cpp:319
:HandlelLog () : findRealm: Found Realm for domain example.com

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.ISEConnectionSub [DEBUG]
adi.cpp:319:Handlelog(): userName = 'Administrator' realmId = 2, ipAddress = 172.16.50.50

El LDAP se utiliza para encontrar un usuario y una membresia del grupo:

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.LdapRealm [INFO] adi.cpp:322:
HandleLog () : search ' (| (sAMAccountName=Administrator))' has the following

DN: 'CN=Administrator,CN=Users,DC=example,DC=com’.

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.LdapRealm [DEBUG] adi.cpp:319:
HandleLog () : getUserIdentifier: searchfield sAMAccountName has display naming attr:
Administrator.

Debugs ISE

Después de habilitar el debug del nivel de traza para el componente del pxGrid su posible marcar
cada operacion (pero sin el payload/los datos tenga gusto en FMC).

Ejemplo con la extraccion de la etiqueta SGT:

2015-12-02 00:05:39,352 DEBUG [pool-l-thread-14]1[]
cisco.pxgrid.controller.query.CoreAuthorizationManager -::

:- checking core authorization (topic=TrustSecMetaData, user=firesightisetest-
firepower.example.com
-0739%9edea820cc77e04cc7c44200f661le@xgrid.cisco.com, operation=subscribe)...
2015-12-02 00:05:39,358 TRACE |[pool-l-thread-14][] cisco.pxgrid.controller.common.
LogAdvice -:::::- args: [TrustSecMetaData, subscribe, firesightisetest-firepower.example.com-
0739edea820cc77e04cc7c44200£f661lel@xg
rid.cisco.com]
2015-12-02 00:05:39,359 DEBUG |[pool-l-thread-14][] cisco.pxgrid.controller.persistence.
XgridDaoImpl -:::::- groups [Any, Session] found for client firesightisetest-firepower.
example.com-0739%9edea820cc77e04cc7c44200f661le@xgrid.cisco.com
2015-12-02 00:05:39,360 DEBUG |[pool-l1-thread-14][] cisco.pxgrid.controller.persistence.
XgridDaoImpl -:::::- permitted rule found for Session TrustSecMetaData subscribe.
total rules found 1

Bug



CSCuv32295 - EI ISE puede enviar la informacion sobre el dominio en los campos de nombre de
usuario

CSCus53796 - Incapaz de conseguir el FQDN del host para la interrogacién del bulto del RESTO

CSCuv43145 - PXGRID vy reinicio del servicio de la asignacidn de la identidad,
importacion/cancelacion del almacén de la confianza
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