Configuracion de CSSM en instalaciones y
registro de licencias con ISE
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Introduccion

Este documento describe la integracion de CSSM On-Prem con Cisco ldentity Service Engine
(ISE) y Cisco Smart Account, lo que garantiza una configuracion perfecta.

Prerequisites

Requirements

ISE 3.X

Cisco Smart Software Manager (CSSM) version 8 versién 202304 +
Componentes Utilizados

* Identity Service Engine 3.2 parche 2
+ SSM en las instalaciones 8.20234



» Windows Active Directory 2016 (servicios DNS y Certificate Authority)
* VMWare ESXi versién 7

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Configurar

Diagrama de la red

ISE Proxy
10.4.23.23 ' (optional)

Cisco Smart Licensing

CSSM On-Prem
1042360
cssm.testlab.local

DNS and CA
10.4.23.39

Topologia general

Instale CSSM en las instalaciones en VMWARE ESXi.

1. Descargue Cisco IOS®. Puede utilizar el siguiente enlace:
https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

2. Cargue el ISO en VMWARE ESXi.

Vaya a Storage > Datastore Browser.


https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304
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Creacion del directorio

En este ejemplo, se cred la carpeta CSSM:



{2 Datastore browser

f Upload [ Delete [= Move [} Copy @2 Create directory | (3 Refresh

E datastore1 ] .sdd.sf
i CSSM

E [datastore1) CSSM/

Close:

Creacion de carpetas

4. Haga clic en Cargar y luego elija su archivo I1SO.

e Open
= = 4 & » ThisPC » Downloads v U Search Downl
Organize = Mew folder = @
Le} Marme
#* Qu
mr < Today (1)
dcC S5M_On-Prem-8-202304
3 Yesterday (9)
E P Earlier this week (17)
C Earlier this year (34) N pe o
fi Along time ago (25)
fi
5
= Thi
e >
“ A files

File name: | SSM_On-Prem-8-202304

Cargando ISO

Ahora el archivo ISO esta en la carpeta CSSM:



ﬁ Datastore browser

¥ Upload Download  [5 Delete | Move [[§ Copy @ Create directory | (@ Refresh

i CSSM

La carga de ISO se ha completado

5. Cree la maquina virtual. Vaya a Maquina virtual > Crear/registrar VM.

vmware EsXi’ root@10.4.23.59 ~

ET_ﬁCfcale Riegistes VM) I Retresh @ Seasch

)., virtual maching w  Slabus v Used space w  Guest 05 ~ HostCPU  ~  Hestimem,,.

Creacion de un nuevo paso de VM 01

6. Seleccione Crear una maquina virtual nueva y haga clic en Siguiente.



43 New virtual machine

< CECEXIIITND | Select creation type

2 Select a name and guest OS
3 Select storage

How would you like to create a Virtual Machine?

4 Customize settin

This option guides you through crealing a new virtual
machine. You will be able o cuslomize processors, memaory,
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a
guest operating system after creation.

5 Ready to c

Register an existing virtual machine

Back Finish Cancel

Creacion de un nuevo paso de VM 02

7. Luego configure los siguientes parametros:

* Nombre: Introduzca el nombre de la maquina virtual.

Compatibilidad: seleccione ESXi 6.0 o posterior o ESXi 6.5 o posterior.

+ Familia de sistemas operativos invitados: Linux.

Version de SO invitado: Elija CentOS 7 (64 bits) u Otro Linux 2.6x (64 bits)

Haga clic en Next (Siguiente).

41 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Select a name and guest 0OS
2 Select a name and guest OS5

3 Select storage

Specify a unique name and OS

4 Customize setting Mame

CSSM TAC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U1 wirtual machine w
Guest OS family Linux ~

Guest OS version CentOS T (64-bit) v

Back MNext Finish Cancel




Nombre de VM e 10S

8. Seleccione el almacenamiento y haga clic en Siguiente.

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type Select storage

pdl 2 Select a name and guest 03 Select the storage type and datastore

@ Persistent Memor

Select a datastore for the virtual machine's configuration files and all of it vintual disks,

L4l 3 Select storage

Mame ~ Capacity ~ Free ~ Type ~ Thinpro...~ AcCCcess
datastore1 870.75GB  B69.33GB  VMFS8 Supported Single
1 items
Back Mext | Finish Cancel

Lista de almacenamiento

9. Configure los siguientes parametros:

» CPU: 4 como minimo. La configuracion real de vCPU depende de los requisitos de escala



Nota: La cantidad de nucleos por socket debe establecerse en 1 independientemente del
numero de sockets virtuales seleccionados. Por ejemplo, una configuracion de 4 vCPU
debe configurarse como 4 sockets y 1 nucleo por socket.

« [d cPU

Cores per Socket 1 Sockets: 1

* Memoria: 8 GB
 Disco duro: 200 GB y el aprovisionamiento de verificacion y seguridad esta establecido en
Aprovisionamiento ligero.



» 3 Hard disk 1

200 GB v
Maximum Size 869.33 GB
Location [datastore1] CSSM TAC Browse...
Disk Provisioning @ Thin provisioned

() Thick provisioned, lazily zeroed
(O Thick provisioned, eagerly Zeroed

Configuracion del disco

» Adaptador de red: seleccione el tipo de adaptador E1000 y seleccione Conectar al
encender.

~ El Network Adapter 1 INERYGIK o

Status Connect at power on

Adapter Type E1000e .

Configuracién de los parametros de red

+ Unidad de CD / DVD: Elija "Archivo ISO de datos" y seleccione el archivo ISO.

f& Datastore browser

& Upload |5 Download [5 Delete |- Move L[5 Copy £ Createdirectory | @ Refresh

& datastore1 sdd.sf Q SSM_On-Prem-8-2... _
| vmimages #m CSSM " 4

SSM_On-Prem-8-2023...
292GB
Wednesday, July 26, 2...

imagen 1ISO

Puede verificar el resumen de la configuracion una vez que haya completado los pasos
anteriores.



#1 New virtual machine - CS$M TAC (ESXi 7.0 U1 virtual machine)

' 1 Select creation type
w 2 Select a name and guest O3
v 3 Select storage

Customize settings

Configure the virtual machine hardware and virlual machine additional options

A4 4 Customize settings

5 Ready to complete » W cry 4 v i
» BB Memory [ 8 | GB y
* 2 Hard disk 1 [ 200 | (B y

¥ [ SCSI Controller O
SATA Controller 0

B USB controller 1

ViMware Paravirtual

UsSB 2.0 v
» M Network Adapter 1 WM Network w Connect
} @ CD/DVD Drive 1 Datastore 150 file [ Connect
L i Video Card Specify custom setfings wr
Back || Next Finish Cancel |

Configuracion de VM resumida 01

Haga clic en Next (Siguiente).

10. Haga clic en Finalizar.

?j‘.l New virtual machine - C5SM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Ready to complete

¥ 2 Sslectaname and guest 05 Review your sefiings selection before finishing the wizard

+ 3 Select storage

' 4 Customize settings

b4 5 Ready to complete Name CSSMTAC
Datastore datastore
Guest OS name CentOS 7 (64-bit)
Compatibility ES¥i 7.0 U1 virlual machine
vCPUs 4
Memory 8GB
Metwork adapters 1
Metwork adapter 1 network VM Network
Metwork adapter 1 type E1000e
IDE controller 0 IDE O
IDE controller 1 IDE 1
SCSI controller 0 Viware Paravirtual
SATA controller 0 Mew SATA controller
Hard disk 1

Back Mext || ‘;Flmsh “j Cancel
e B —

Configuracion de VM resumida 02



Configuracion inicial de CSSM en las instalaciones .

1. En VMWARE ESXi, desplacese hasta Maquinas virtuales, seleccione la maquina virtual y, a
continuacion, haga clic en Encendido.

vmware ESXi”
I..E"” . 11 || 5 letalhostiocatdonain - Virtual Machi
= [ Hest
T B Croatn | Regstor Vi @E’ 1 @ Redosh | £} Actons @ Soarch
Monitor Wirtual machins v Stalus v~ Used spacs v Guost O5 v Host namo w  Most CPU “  Host momory v
1] CEEM TAC S Momal 808 GB ContDS 7 (64.bit) Unknown 0 MHz 0 MB
= [ storage [ 1] s . 1 ftoms
= ] dstaston
Moo
CS8M TAC
Miare storage... ceu
Goent 05 CamOS T (464 (|
€3 Hetworking [ 1] Conpatity 0MHz
Vidhware Tools Py MEMOAY
P4 4 o8
ptwea e STORAGE E
a.08 Ga

Opcidén de encendido

2. Dispone de varias opciones para administrar la consola de VM. Seleccione Console > Open
browser console.

"1 localhost.localdomain - Virtual Machines

¥ Create / Register VM | | & Console | | weron [y Pov
r consol
F  Virtual machine 'f QPE:I DIGWSENEon=0 E_
! Open console in new window
8. 5 cssMTAC ‘ & ~P i

& Open console in new tab
Quick filters. ..

.g’ Launch remole console

3. Download VMRC

Opciones para administrar la maquina virtual

3. Configure los parametros de red.



Nota: es importante configurar la direccion IP del servidor DNS que resuelve el FQDN
CSSM.



M On-Prem Installation

System Settings:

Hostname: SSM-0n-Prem

Message Of The Day:  UNCLASSIFIED ¥ | Security Profile:  Standard i | FIPS 140-2 Mode:  Enablec~ |

Hardware Settings:
CPU Model; Intel{R) Xeon(R) CPU ES-26

Avd @ 2.40GHz CPU Threads: 4 Architecture: 64-bit

Total Systermn Memory: 8174636 kB ee Mermory: 4330340 kB
Available Disks: [¥] sda (200Ghb) Encrypt Drive with LUKS:  Disabled d Enable USE: Disabled i |
Network Settings:
Network Device: ensl192 ~ I
IPv4 Configuration IPv6é Configuration

Method: Static v Method: Disabled

Address 10.4.23.60 Address:

Metmask: 255.255.248.0 Prefix:

Gateway: 10.4.16.1 Gateway:

Configure DNS: Specify more than one with commas

10k.23.20
Help | OK |

Haga clic en Aceptar para configurar su nueva contrasena CLI.

4. A continuacion, el proceso de instalacion se inicia y finaliza hasta que se muestra el
mensaje de acceso.

@ cssm

R R R R R R R R R n R ]
Authorized access only!?

Disconmect IMMEDIATELY if you are not an authorized user?!??
All actions Will be monitored and recorded
(SRR IR R R AR R R R R R IR R R AR R R R R R AR R AR E RR AR R R R R R AR AR R AR R A AR

39M-0On-Prem login:




5. Abra un navegador e ingrese https://<ip_address_CSSM>.

3 5 O & hitpss 1042360

Er

On-Prem License Workspace cI1SCO

Wialoomis to Smant Softwans Manager On-Pram whions you can locally manags

I_ Dg i ntD dan Existi ng AGCDU nt Smuast Licensing and perform local Account Management functions far your

arganization

Fongot Password

pagina de inicio de sesion CSSM

Utilice las credenciales predeterminadas:
Nombre de usuario: admin
Contrasefia: CiscoAdmin!2345

6. Seleccione su idioma.
7. Cree una nueva contrasefa de GUI.
8. Configure el nombre comun del host. (ejemplo: hostname.yourdomain).

En este caso, cssm.testlab.local se configur6 como nombre comun de host.



Welcome to Cisco Smart Software Manager On-Prem

1 2 3 <

Hast Comemen Name

Products that support Stning SS1 Cert Checlong require the S5M On-Frem's "Host Common Namea™ to match the “destnation™ URL address., For exampla
=  Products using Smar Transpor must use both the “license smar url™ configuration and the “cssm testiab local™ value in the URL siring
s« Logacy products using S Call Home must usae both the “destinaton address hilp™ configuration and the "cssmoiestiab boecal™ value n the URL sinng

If the above URLs do not match expectations, refer to the 55M On-Prem AdminWorkspace -= Secruity Widget to change the Host Common Name to the comect
waliie,

The option to configure altemative nameas (SAN) 5 available in Admin Console under Sacunty -> Certricales and can be conliqured after the inilial sabig

cssm.lestlab. kocal

v (I

Configuracion de nombre comun de host

9. Valide la configuracién y haga clic en Apply.

1 2 3 4

Review and Confirm

Once you click “Apply®, you will be redirected to the login page where you will need to login with youwr new password. Please ensure you have securely stored your passwaord for
future logins

Review and Confirm

Language Selected Englich
Fassword Rese! Y5
Hast Comman Name: scombic. clscolat com

-

Configuracion inicial de CSSM completada.

Integracion de CSSM en las instalaciones con Smart Account

Debe asociar su cuenta inteligente con su servidor CSSM en las instalaciones.
1. Abra su cuenta Cisco Smart Account mediante el siguiente enlace:

https://software.cisco.com/

2. A continuacion, elija Administrar licencias en la seccion Smart Software Manager.



https://software.cisco.com/

Smart Software Manager

Track and manage your licenses.
Convert traditional licenses to

Download and Upgrade

Download new software or updates
to your current software.

Traditional Licenses

Generate and manage PAK-based
and other device licenses, including

demo licenses.

Smart Licenses.

Manage licenses > Access downloads > Access LRP >

Manage Smart Account EA Workspace Manage Entitlements

eDelivery, version upgrade, and
more management functionality is
now available in our new portal.

Update your profile information and
manage users.

Generate and manage licenses
purchased through a Cisco
Enterprise Agreement.

Manage account > Access EA Workspace > Access MCE >

Opcién Administrar licencias

3. Navegue hasta Inventario y copie el nombre de su Smart Account name y de la cuenta
virtual. En esta guia, se trata de InternalTestDemoAccount67 y AAA MEX TEST.

CIsco Q @ &

Scheduled Downtime Notification - License Registration Portal (LRP), Manage Smart Account & Account Administration, Plug-N-Play (PnP), Smart Software Manager

Cisco Software Central

T

Cisco Software Central > Smart Software Licensing i IntemalTesiDemoAccounte? cisco.com

SL Product Details  Support Help

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferances On-Prem Accounts Activity

Virtual Account: AAAMEX TEST =

General Licenses Product Instances Event Log

Virtual Account

Descriptian: Only for tests

Default Vifual Account: Mo

Pagina de software de Cisco

4. Abra la GUI de CSSM y seleccione la opcion Admin Workspace.



On-Prem License Workspace

Smart Software Manager On-Prem

.

License

Track and sranagn Smar Liconsing

Menu principal de CSSM.

5. A continuacion, seleccione Cuentas.

‘ICIIIE':::IIE;l Admin Workspace | i Helo, Local Admin  Log Out

S

Administration

Foaquast an Account

Gol an Accouni b your ciganizabion. Tho Asteunt must b sgpaend By your Sysiam
ASMBESIEe of Sysham Oparalor Balony i can B U

Faquert Acoiss 1o an Exmteg Accoud

Subwmd & requost for aocess 10 a0 oaeing local Account. Apgeoval mis] e granted by o Sman
Aocoun| Adminesieaion for your local Accoun]

Kol tho peoperisss of your Accounts and RsS0Ciate sosting Liser s wih ACcounts



On-Prem Admin Workspace

Ssmart Software Manager On-Prem

o &

ALCCESS Setlings
Management

Cenler

e WY T

AP| Toolkit  Synchronization




utilice esta opcidn para registrar el CSSM en las instalaciones con su cuenta inteligente a
través de Internet.
* Rechazar: elimine la solicitud.
» Registro manual: utilice esta opcion para registrar el CSSM en las instalaciones con su
cuenta Smart Account sin Internet.
OPCION 1: Registre su CSSM en las instalaciones a través de la conexién a Internet.

1. Si elige Aprobar, debe ingresar su nombre de usuario y contrasefia de su Cisco Smart
Account y hacer clic en Enviar.

Account Hegistratiu n
Enter S50 Credentials
otegoma@cisco.com

Passwoid

ssssasssane

Aprobar opcion.

A continuacion, haga clic en siguiente para aceptar el registro de la cuenta.

Account Registration X

Review Account Requests

Account Name Demo Account
Cisco Smart Account InternalTestDemoAccounts? cisco.com *
Cisco Virtual Account | AAA MEX TEST =~ | O
Requestor Email otegoma@cisco.com
Request Date  2023-Jul-27 15:00:31
Message to Approver

Cancal




Registro de cuenta.

Para confirmar el estado del registro, navegue hasta Account y el estado de la cuenta debe ser el

activo.
Accounts
Account Account Requeasts
Mew Account ﬂ-l
Account Requested By
Demao Account olegoma@cisco.com

Estado de la cuenta.

Event Log

Cisco Smart Account

Intemal TesiDem...

Cisco Virtual Account

AAA MEX TEST

Search by Account Mame

%)

Shawarsy Al 1 Reconds

Account Status Actions

Actions

Shoreang Al 1 Reconds

Ahora abra su cuenta Smart Account (https://software.cisco.com/). A continuacion, seleccione la

opcion On-Prem Accounts para ver el nuevo registro.

Cisco Software Central

B0 Sl

e Contral = Sman Sofwane Liceniing

Smart Software Licensing

Morts  Inveesory | Coewento Sman Licensing  Repons | Prefarences

On-Prem Accounts

Wiy OnePram...

Mama
.lul .

A cuenta de Prem.

Peaim

Product Instances  Last Sync Up Eom Ons

2023-Jul-2T 15:19:24

atfran]n,
CIsSCo

On-Prém Accounts

Peaim

ALy

Last Symc Diown 49 Ons

2023-Julk-2T 15:19:25

Search by Name

Synchicnization Due Verskan ety

2023-Aug-28 151925 8203304

OPCION 2: Registre su CSSM en las instalaciones sin conexién a Internet.

37.cisco.com -
Suppor  Help
|
iy
a,
Actiang

Showrdg 1 Riscord

Si selecciona Registro manual, haga clic en Generar archivo de registro. Esto crea una Solicitud
de registro que se descargara a su computadora.


https://software.cisco.com/

Manual Registration El

1. Generate an Account Registration File using the button below and save the file to your PC

—
( Generate Reg-stra@

2. Reqister the Account with your Smart Account on Smart Software Manager
+ Log into Cisco Smart Software Manager

« Navigate to the "Satellites” section of Smart Software Licensing and click the "New satellite._." button
« When prompled, upload the Account Registration File
« An Account Authorization File will be generated. Download the file to your PC

3. Upload this Account Authorization File below

Browse

Registro manual.

A continuacion, abra su cuenta Smart Account (https://software.cisco.com/) y navegue hasta
Cuentas in situ.

Haga clic en New On-Prem

- Cisco Software Central il Q @ &%
- CIsCO
Clegn Software Central > Sman Software Licansing Ml intemaiTestDemofccountsT csco.com =
Smaﬁ sﬂﬁware LiCEnSing SL Product Detalls  Support Help
Al vEnlony Cmviit B0 Smarl Licending Repaits Piefer eres Gn=Prém Accounts Activity

On-Prem Accounts

D Major  Hide Akats L]
' Maw On-Fraim... ' (3 Zparch by Name Q,
Mame Procuct Instances  Last Sync Up from On- Last Sync Down ba On- Synchrontzation Due Version Mgty Actions

Prem Prem

Mo Recseds Found
Anadiendo nuevo en las instalaciones.

A continuacion, configure los siguientes parametros:

* Nombre local: es un nombre personalizado del nuevo registro.
+ Archivo de registro: Haga clic en Choose File y seleccione la Solicitud de registro.
» Cuenta virtual: pegue el nombre de la cuenta virtual.


https://software.cisco.com/

il I i & 3w 4 kv Downloads w3 Seach Downloads -]
— Cisco Software Central
c l Cirgamire = Mew bolder =- 01 @
1 Mame Date maodified Type
New On-Prem o~ oday
Cisco Software Central > Smant Enter a name, select the On-Prem Registration Fie gend | wmart_satelite_registration_request20230727.ymi 7/27/2023 1137 AM VML File
wirked and chose 3 virlual Scoount 16 JES0CE with thi
Smart Software Lice e for yOu 1o Sowniload and use 10 Comphete the registral Yesterday
Last wiek
* OraPrasm Nama: Demo? CSSM on Ppth .
Aeits | bventofy | Convert 1o Sman ! Earlir this maonth
» Registration Fiis m Ma fie i 1 Last month
| Eaclir this year
On-Prem Accounts SRS Aocoun ABAMEX TEST | ¥
|
Hamg Daescripton ]
|
| Mewon-Pree.. (O AAAMEX TEST Oty tor bty
Filo name: | Al Fles
Mams
Mobe: Smart Account roles used 10 resinict BooEs Cipeny Cancel
Manager wed poral 3o not agply in the On-Frem e e
Ovi-Presm adminisintive applicason wil be abde o use | 0 manage Bl Virbual Accounts.,,
Mo Reoonds bo Deplay

Ganaraba Authorization File

Archivo de autorizacion.

Y haga clic en Generar archivo de autorizacion.

A continuacion, descargue el archivo de autorizacion.

Authorization File Generated

v The On-Prem Authorization File was successfully generated. Download the file and install it
using the Smart Software Manager On-Prem setup tool.

Download Authorization File Close

Descargando el archivo de autorizacion.

Abra la GUI de CSSM para cargar el archivo de autorizacién. Haga clic en Browse, elija el archivo
y, a continuacion, haga clic en Upload.



Manual Registration

1. Generale an Account Regisiration File using the bution below and save the file to your PC

Generate Regisiration File

2. Register the Account with your Smant Account on Smart Software Manager
+ Log into Cisco Smart Software Manager
+ Navigate to the “Satelites” section of Smart Software Licensing and chick the “New satelite. . button
= When prompted, upload the Account Registration File
« An Account Authorization File will be generated. Downboad the file 1o your PC

3. Upload this Account Autherization Fie below | (@ Cargar archivos

& ~ 1 & » ThisPC » Downloads v O L s

Organize = Mew folder
Marme

I Desktc Today (2)

¥ Downl #
4 Docun #

0 smart-on-prem-authorization_2023-Jul-27 17_59_56.yml
| smart_satellite_registration_request20230727.yml

Cargando archivo de autorizacion.

A continuacion, vaya a Sincronizacion y haga clic en Acciones > Sincronizacion manual >
Sincronizacion completa.

NI
CISCO

On=Frem Admin Workspace

Smart Software Manager On-Prem

. @ AL counts Scheduies Evendl Log

Aroess Seftings

Aanagireenl o Do
! Q
. ° O Hema Sabelitn Hame Ll & stion Des Rty Athicas
Accounts Support O OemaAccount Demal CH5M on 22T 1B M2 Aug b 100 Srjtat o ewT i Suse e bl I LEE I
L=
Désable Sciheduled Synchronzation
o) -
— Dala Privacy
o
R0 ST OGN L]

. i Mareadl Sy hronaaton v | sencans symenmoniatce
ek Users Full Synie hromiiason

SECURy

Sincronizacién manual.

Descargue el archivo de solicitud de sincronizacion.



license-sync-request-Sat_20230727-6.yml
Completado — 4.5 KB

Manual Synchronization L

Mostra

2 Upinad the ke b Smar Softeans Manager. and rcenit @ SMCFONEAton respanse

82 . Log irto Sman Software Manager, and navigate % the Salelites page
= Ui the Fidy Symc. ., ackon lsied for this satelite fo upload ihis synchronization Tig
* Save he prose file oy Smart

3. UpHoal SyTCNAZANON rESPonse: e 1o e satente
[Examinac...| tingun anthiva selet cionado.

Descargando el archivo Sync.

Abra su Smart Account y seleccione On-Prem Account, busque su no
lista y haga clic en Acciones > File Sync.

—  Cisco Software Central ST Q @ &
- CISCO
Cisco Software Central > Smart Software Licensing 0 IrcermalTeuDemaioenuntiT CHoo com w
Smart Software Licensing 5L Product Detats Support Help
Aleria Invveriony Conrvert 10 Sman Licensing Rapodts Prfetenies On-Pram Accounty Activity
On-Prem Accounts
Row On-Praem... k] Search by Name Q
Hame Product Instances  Laa2 Syne Up from On- Lait Syne Down 1 On- Symehronization Due Versian Asits Astions
Prem Prem
DemoZ CS5M on Prem (] B304 Actiong -
File Syme...
—

Cargando sincronizacion de archivos.

smart_satellite_registration_request202307 27 yml

! Completado — 1.0 KB

smarl_satellite_registration_request20230727 yml
Completado — 1.0 KB

r todas las descargas

mbre CSSM On-Prem en la

A continuacion, cargue el archivo de solicitud de sincronizacién y haga clic en Generar archivo de

respuesta.



Synchronize On-Prem @

Upload the synchronization file generated by the Smart Software Manager On-Prem and click generate
response file,

* Synchronization File: Choose File (license-syn.. 30727-6.yml

Generate Response File Cancel

E‘ Open o
— o "T'" é * Dowrloads A {3 Search Downloads 0o
Organize ~ New folder = - [ e

{ Da

| license-sync-request-Sat_20230727-6.yml [f}

Generar un archivo de respuesta.

A continuacion, haga clic en Descargar archivo de respuesta de sincronizacion

Chaco Saltware Central = Smart Software Licensing il mtemalTestDemaAcoouns? clsca.com
Smart Software Licensing &L Product Detads Support Help
Alerts Inveniory Convert bo Smant Licensing Reports Prederences On-Prem Accounts Auctiiity

On-Prem Accounts

Mew On-Pram.., > Search by Name a,
Name Product instances  Last Sync Up from On- Last Sync Down to On- Syncheonizabon Due Version Alerts Actions
Prem Piem
Demo2 CSSM on Prem 0 2023 Jul-27 18:41:40 2023 Jul-27 18:38:20 H23-Aug-26 18:41:40 8202504 Doramicad Symch File Actions =
Showang 1 Risoord

Sincronizar archivo.

Y, por ultimo, cargue el archivo de respuesta de sincronizacion en el CSSM in situ.




Manual Synchronization

1. Dowmibodd (he Sxiemle Synchronizalon dala Se 1o your PG
Dommioad File:

2. Upload Bhe e 1o Smarl Software Manager, and recemg 3 synchronzalion response
B o Log into Smart Softeane Manager, and navigate 1o the Sabelites page

» Ui thir Fike Sync. . action Esied for this sabelie 1o upload this synchronization kg
* Save the synchronizabon response fik g by Smart A

4 ¥ » This PC » Downloads »

MNew folder

Mame

J o Today 5)
[ smart-on-prem-sync-file_2023-hil-27 18_45 03.ym
[ license-syne-request-Sat_20230727-6.ymi
[ srnart-on-prem-authorization_2023-Jul-27 17_59_56.ymi
[ smart_satellite_registration_request20230727 .yl

Sincronizacién completada.

Integre CSSM en las instalaciones con ISE.

1. Abra la GUI de CSSM y seleccione Admin Workspace.

On-Prem License Workspace cisco

Admin Woricspace | J Hello, Local Admin Log Out

Smart Software Manager On-Prem

a 1%

License o
Administration

Srrari Licensing

Tunek and o1 Simar] L - Rogquast an Account
Gaptl an Account for youe ofganizabon. Tha Account mus! e appeowvesd by your System
Adminesiiaied of Systom Opovales bolons & can by used
Risquirsd Acooss bo e Exrbng Accous]
Sulbimdl & Nigueds! fof BCCess B an aoslng kcal Account. Appronal must bo granted by & Saar
ACCOUNE ASmEnisirmion 808 your keoal Acooun
Asnagn Al oink

Modity By pOperties. of your ACCounts and Associats aosting Use I0s with Accounts.

Menu principal de CSSM.

2. Vaya a Seguridad > Certificados > Generar CSR



Nota: es importante tener el nombre de host + dominio configurado en el nombre comun
de host porque ISE utiliza este parametro para establecer una conexién con el CSSM.
Puede utilizar una direccion IP en lugar del nombre de host + dominio; sin embargo, se
recomienda utilizar el nombre de host + dominio



Nota: Los siguientes pasos describen el procedimiento para instalar el certificado de GUI
en el CSSM. Si desea proteger la conexidon de administracion a su CSSM GUI mediante
un certificado firmado por su autoridad de certificacién (CA), debe comprobar los
siguientes pasos. De lo contrario, compruebe directamente el paso 9.



Account Password Certificates Event Log

cssmotestlab.local

Subject Altermative Name

MOTE: The Host Common Mame is typically composed of Host + Domain Name{FQDN) and will look like “www.yoursite.com” or “yoursite.com”. The SSL Semver
Cerificate used for product communications is specific to the Commaon Name that has been issued at the Host. Therefore, the Common Name must match the Web
address you will use to configure the Cisco Product when connecting to SSM On-Prem. The Common name is a part of the Subject Alternatre Mame by default. if you
change the Common Name or add Subject Alternative Mame, you must resynchronize your Local Account in order for Cisco to issue a new product certificate(TG cert).

Browser Cerlificate

Add | Generale C5R

localhost

n . EXPIRATION DATE: 2025-JUL-18 "
(Defaull Certificate)
CA Certificates
Add
Description Subject Expires On Created Actions
Mo Records Found
]

Opcion CSR.

3. A continuacién, introduzca su informacion personal. Tenga en cuenta que el nombre
alternativo del sujeto se crea automaticamente utilizando el mismo valor que el nombre
comun. El CSR se descarga automaticamente después de hacer clic en Generar.



Generate CSR

Ccssm testiab, local

A SNEADNNE L

Testlab

Mexco d

fexico City

Mesico City

SaleeC ] Adernabve Hame

cssm testiab local

Generate Cancel

Detalles de CSR.

4. Firme el CSR: para obtener mas informacion, consulte "Crear certificados desde Windows
CA" en este documento.

5. Cargue el certificado de CA raiz.



Browser Certificate

Add Generate CSR
localhost .
a {Default Certificate) ® s | certs
n Home Share View
ShiGaTinealas * T » This PC » Desktop » certs o
Add .
SN *
- . ! .
Description Sul 4 - ¥ =1
i C55M cer Root CA
L]

Cargando CA raiz.

Haga clic en Proceed.

3

Please note that if you are uploading LDAP Server Certificate, it is mandatory to
reboot your SSM On-Prem server for the certificate to take effect and thus allowing
secure communication with the server.

Below are the commands for non-HA(standalone) deployments:

1. Execute "reboot” command in Onprem-console

ssh admin@<IP>

onprem-console

reboot
For HA deployments

1. Execute reboot command on active node in onprem-console, After failover, ensure
that DB replication has started. If you wish to restore the previous active node, execute

another rebool, after verifying replication has started.

The active node is the node that is serving the virtual IP of the cluster.

‘ Procead

Opcioén Proceed.



6. Ingrese una descripcion y elija el certificado raiz y haga clic en Aceptar.

Upload Certificate

* Description; CA root
* Certificate: Seleccionar archivoe | Root CA.cer
] 44 Cancel

CA raiz de descripcion.
7. Cargue el CSR firmado por la CA (certificado de identidad CSSM).

Browser Certificate

| = | certs
Add Generate CSR _ Home Share  Wiew
< « « T = Desklop » certs v n
logalhost R
a (Default Certificate) g
CA Certificates . - LR
Add o CSSM cer Root CA
£ items
Search by Description
Description Subject Expiras On Created Actions
RootCA IDC=com/DC=ciscotac/CN=ci: 2026-Jul-24 09:26:34 2023-Jul-30 19:41:06 Actions

Cargando certificado de identidad CSSM.



Nota: NOTA: En nuestro caso, el certificado intermedio no existe en nuestra CA. Sin
embargo, si utiliza un certificado intermedio en su arquitectura, el certificado intermedio es
obligatorio.

8. A continuacion, confirme que se han instalado ambos certificados.



Browser Certificate

Add Generate CSR

| a cssm.testlab.local EXFIRATION DATE: 2025-JUL16

CA Certificates

Add

Search by Description

Description Subject Expires On Created Actions

/DCslocal/DCstestlab/CNetes 2027-Ape-14 22:51:26 2024-Jul-16 21:18:52 Actions

Validacion de certificados.

9. Cree un token en SSM en las instalaciones: seleccione espacio de trabajo de licencias.

; wlfhaljns
In=Prem Admin Waorkspace E I Log Out

CIsco

Systam Haalth

Q o0
Yiou! SR o Wl

° Beervir Haiv SELLOn-Prem
Wersion B 02 MH
Ligtirne 3 iy

A Blitwark Suppat
Mlanagoment Canlor

Smart Software Manager On-Prem

Resourcs Mondlor Pecentags

= T
FAM
DisE B

=

deCopnis Spouty Synciwonization
il - 8 gMia 3T HBAS
» Rpoant Alerts

@t n

AP Toolke Soltings Usems
Pagina de Workspace.
10. vaya a Licencias inteligentes.
o} I ol I bo Adrmin Workspace ‘Helln. Local Admin Log Cut

On-Prem License Workspace CISCO

Smart Software Manager On-Prem m

& S,

License
Administration

Smart Licensing
Roquas! an Accour

Gal an Account for your erganizatbion. The Account musl bo approved by your Sysbem
Administrator or System Operator befors it can be used.

Track and marags Sman Licensing

Fisquad) Acsbss 16 an Exstng Account
Subeit & redeiel fof JE008E 10 AR d:-smg-bcal.ﬁmm..ﬁmqwal friigl b grarted b’_.l 2 Sman
Acoour Admnistraton lod your lacal Accownl.



Pagina de licencias inteligentes CSSM
11. Busque su cuenta virtual local, haga clic en Nuevo token y haga clic en Continuar.

Smart Licensing

Alerts Invantory Conver 1o Sman Licensing Repons Preferences Acthvity

Local Virtual Account: fault

Genaral Licenses Froduct Instances Sl Using Policy EventLog
Local Virtual Account
Description This is the defaull virtual account created during company accoun! creation,
Detauit Local Virizal Account: Yas

Product Instance Registration Tekens

The registration tokens below can be used to register new product instances to this Local Virual Account. For products that support Smant Transpor, you must configure the loense smart uri®™ on the
product bo use the  Sman Transport Registration URL, For products that suppor Sman Licensing Using Policy that use cslu as transport, you must configune the Ticense smart transport csiu® 1o use the
CELY Transpor URL. For legacy products that $1ill use Sman Gall Home, you must configure the “destination address hiltp® on the product 1o use the Smart Call Home Reglstration URL, The
recommended method ks Smart Transport. Please consull your Products Configuration Guide for setting the deslination URL value,

Mevw Token...

Nueva opcion de token.

12. Seleccione Create Token y copielo.

Create Registration Token

This dialog will generate the token required to register your product instances with your Account .

Local Virtual Account Dafault
Description
Expire After 30 Days

Enter a value between 1 and 9939, but Cisco recommends @ maximum of 30 days

Max. Number of Uses

The token will be expired whan either the exgiration or the maximum uses is reached.

Allow export-controlled functionality on the products registered with this token ©

Create Token Cancel

Creacion de un nuevo token.




Registration Token

Detalles del token.

13. Abra la GUI de ISE y navegue hasta Administration > Systems > Licensing, luego haga clic
en Registration details, seleccione el método SSM On-Prem server Host , y pegue el token.

License Type

Choose Registration Details to acquire pre-purchased license entitlements. Choose Permanent License
Reservation 10 enable all Cisco ISE licenses. Enter the required details 1o enable Cisco ISE licenses. When
you click Register, you agree 1o the terms and conditions detailed in Smart Licensing Resources.

® Smart Licensing Registration

0 Permanent License Reservation

0 Specific License Reservation
“ Registration Details

When you register Cisco ISE in the Cisco Smart Software Manager portal, a unique 1D called the Registration
Token is displayed in the portal. Copy the registration token displayed in the CS5M portal and paste it here.

Reqgistration Token

NmMNjYWM2ZNTAINTUyOS00ZDdmLThhYWU

Registro de licencias.

14. Ingrese el SSM On-Prem FQDN en el SSM On-Prem server Host y haga clic en Register.



SSM On-Prem server

casm.testiab. kocal

Nota: es importante tener el nombre de host + dominio configurado en el nombre comun
de host porque ISE utiliza este parametro para establecer una conexién con el CSSM.



Puede utilizar una direccién IP en lugar del nombre de host + dominio, sin embargo, se
recomienda utilizar el nombre de host + dominio

15.'Y, por ultimo, se ha completado el registro.

o Server Response

Smart Licensing registered successfully

Registro completado.

Crear certificados desde CA de Windows.

Si es el administrador de la Autoridad de certificacion, debe hacer lo siguiente:

1. Abra un navegador web y navegue hasta http://localhost/certsrv/
2. Haga clic en Solicitar un certificado.

€ 3 O @ bahostiersn P 0> @ ] F

Microsoft Active Direclony Cortificabe Sorvices — logonetwork-WIN-GEMMSUCGGH0-CA

Welcome

Use this Web site to fequest a cenificate for your Web browser, e-mail client, or other program. By using a certificale. you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and. depending upon the type of certificatle you request, perform other security lasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request

For more information aboul Active Directory Certificate Services, see Aclive Directory Certificale Services Documentation.

View the status of a pending certificate request
Download a CA certificats. certificate chain, or CRL

Solicitar certificado.

3. Haga clic en Advanced Certificate Request.

Microsoft Active Directory Certificate Services — ciscotac-ca

Request a Certificate

Select the certificate type:
Wi i r Certificat

E-Mail Protection Certificate

Or, submit 31 advanced certificate request. |

Solicitud de certificado avanzada.



http://localhost/certsrv/

4. Abra el CSR generado anteriormente. A continuacion, copie la informacion y péguela en

Solicitud guardada.

----- BEGIN CERTIFICATE REQUEST-----
MIIC9GCCASACANAT ZEAMBAGATLIE Amnllc 2R BXRAY Y S JaXNbIRRYYE Jh2BxF jaU
BENVEALMDUNpE IRV IFNG IR 1BNMaC 24T BERVBAYT AR 1 YHOSWCWYDVQQIDARDRELY
HREWF ZYDVQOHDAD NN cmd 1bnR 1y BTdx I X EDADBENVEACMBRF BOSBTRUMEEEL
HARGE 5965 ThIDQERAQUAAITBDwAREZEKAC TRAQC I Y QuUBF 1 SR0TONYI0MI 1y FOMAT
DZhHaBGb091gPOMaxtbNFGgDnvcewEQEY LynunuF Shil/ f TuZ Jov fweSs¥FAJ ORIV
11x%drW5GkD/ TBrwdsXhnel«k1FyjSzive+EFdBz I4A0+yG1x TuEU* REYF j1BNFAL
1tl2geSaMFRE /HEXEXDLFbAFRVE+9SgRALESrEVE i 1oc VI8 Induc TALBYCighrs
WVFATe6EMeb i S S Dk RBGEUOL +FADuKARAUSEHRVHERK 2XFCm BuBF 2 Tev e TF
Knk2+zamoHt i RTw/ cDQ4n2 12807 Ce sNECDT WGl EFufrqink alad S+eXbadAgHB
ANGEM] Awligkghk 1 GBBC04 T ZARMBRGAIVIEQRYHERCFHN Y2 18VMUY 21 Y 298
Y 29 tMABGL 5065 TR IDOEBOWUAAS TBAQALY + 3qRrOviPEAT ok KN HOBRES 106 R
(dq+ICEIGEPBARIhpoBhVPLL fINVIHSyeB]qSgradcdbtu NTH/gR5 1AaGQRhTPUE
HGdPwBuk PRy dy s BEERUGE F yHN AWt HGETwt AZ I9UPTo LAVP+UNRT Fe Sk ab 5 Im
chTEXRGNK JwnSHdehiz 5 /BYCEd 1OCDIuL OMeRT4AGaFkiihs 2 3Wul as AYyqEyqhifr
HVxGuSI50kMLAHUE T 7bMos BQWAT vE SR S Dulime / / 1 Sy BelMynr g T Ak 8Ny Dz pUSR
S a2 7 FORCS FRSLUMAxQE+TCq AUk TobBa iU v I T+ hLCEBAR+ ¥ D]

----- END CERTIFICATE REQUEST-----

Enviar certificado.

|:_ Microsoft Acthve Directorg Ceetit. % | 4
= O @ localhostfcertsryfeartrgqutasp = 2 @ 8

Microsoft Active Direclory Cestificabe Senvices — ciscotac-ca

Submit a Certificate Request or Renewal Request

To submil & savisd request to the CA, pasie a base-G4-encoded CMC or PRCSE #10
certificate request or PKCS 87 renewal request generated by an external sounce (such
as a Web server) in the Saved Request box.

Saved Request:

(nkl-:-‘.-EGH'I:!EE:_-':I:Q-:!!!!BB'.‘E!!'-IBED‘NME -
MG AwBigioghk i GwBBC T ZAhMEBEATLEEQY
BBl crsode] Y IITHARGE 5005 ThIDQEBCWIAA TRAGAF + 3
cortficaln teques] 20+ TCEIEEPEROIRECEHVPLL HVIHS yeBIasEead

(CMG o HEdPuSuk Py dy sEEERUGEF yHHakt NGeTwt Az IS
PRCS #10 ar I:I:I7K;‘mnk!h‘“E“dM:S."!-"'CgﬂlEEDIULWS RIaG
PHCS #7) il ML dHue TTeMe s QW T e S hiDusa/ /L

FRITaTTFONC 3 PRSI x 3+ TOq L AL T obBad Linw'y
----- EMD CERTIFICATE REQUEST----- &

b

Additional A

Altrimites

Después de hacer clic en Enviar, el certificado se descarga automaticamente.

5. Ahora descargue la raiz del certificado de la CA. navegue de nuevo hasta
http://localhost/certsrv/ y seleccione Descargar un certificado de la CA, Cadena de

certificados o CRL.

Welcome

Use this Web site to request a cerlificate for your Web browser, e-mail client, or other program. By using a cerlificate, you can verily your identily 1o people you communicate with
aver the Web, sign and encrypl messages, and, depending upon the type of certificate you request, perlorm other security tasks.,

You can also use this Web site to download a centificate authority (CA) cerlificate, cerificale chain, or cerlificale revocation list (CRL). or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerlificate Services Documentation.

Select a task:
Request a certificate

Wiew the status of a pending cerlificale request
| Daownload a CA certificate cerificale chain, of CRL |

Descargar CA raiz.

6. Descargue el certificado de CA utilizando el método de codificacion como Base64.


http://localhost/certsrv/

Microsoft Active Directory Certificate Senices = ciscotac<a

Download a CA Certificate, Certificate Chain, or CRL

To trust cerlificates issued from this cerification authority, install this CA cerificate chain.

To download a CA cerlificate, certificate chain, or CRL, select the cerificate and encoding methad.

CA cerfificate:

Enceding method:

O DER

® Base 64
Download CA cerificate
Download CA cerliicate chain
Download latest base CRL

Opcion Base 64.

Agregue registros DNS en Windows Server.

Si es el administrador, agregue los FQDN de ISE y CSSM.

1. Abra el Administrador de DNS: Escriba "DNS" en el buscador de Windows y abra la
aplicaciéon DNS.



Opcion DNS.

2. Navegue hasta Forward Lookup Zones > Y elija su dominio.

2 DNS Manager

File Action
oo HME s

-

., DNS

~ H WIN-2UQRQOIVHTS

~ || Forward Lookup Zones
msdcs.testiablocal

View Help

ﬂ 2

| testlab.local
Reverse Lookup Zones
1 Trust Points
| Conditional Forwarders

i E

Mame

,-_l_rnsdcs

:_iltes

—_tep

1 udp

::l DomainDnsZones

j ForestDnsZones
E-|{sa me as parent folder)
E—I{sa me as parent folder)
E-I{sa me as parent folder)
E_lasl:-lse32p3-’|3m

E—I frne

EjMn-Zuqrqo1'th5

Type

Start of Authority (SOA)
Mame Server (NS)

Host (4)

Host (A)

Host (&)

Host (&)

Data

[207], win-2ugqrgoivh75tes..
win-2ugrgo1vh75.testlabl..
1042339

1042321

104.23.61

104.2339

Timestamp

static
static
TA6/2024 10:00:00 AM
static
static
static



3. Haga clic con el boton derecho del ratén en un espacio en negro sobre la pantalla y
seleccione "Nuevo host (A o AAAA)"



Update Server Data File
Reload

New Alias (CNAME).

New Mail Exchanger (MX)...
New Domain..

New Delegation..

Other New Records_.
DIMSSEC

All Tasks

Refresh
Export List.

View

Arrange lcons



certificado del explorador son los mismos que el parametro de host del servidor en las
instalaciones de CSSM en el lado de ISE.

Escenario incorrecto:

CSSM configuration ISE configuration

Security )
Gonnection Mamnad

55M On-Prem server w

Product Cetificate

;
6 S e s et °

cssm.bestiab.local

Hote: Cisco Suppont Diagnostics will not work with SSM On-Pram server registration
Tier B Essential B Advantage B Premier B Dovice Admin
NOTE: The Hodt Cammen Name i hypically compased of Bt « Domain Name(FGON) and will keok Bk ‘e yoarite com’ of “poursite cor’, The 552, Serv Cortifcatn
e Por pe ot stmern sntie i dsehe ta s 51 Yt Hel Thetefsee, e Darmenisn Wi el mateh the Web 533653 you
will s o n—l\nnmrtm%mmmn(mmbwmmm The Common farme £ 8 part of the Subject ABematine Name by Selaull. If you change the Wirtual Appliance ISE WM License
Common Mame or sdd Subpect o your Local i orher for G500 b iSSue & new product cerdficate(Ta cet)
= This enables the ISE foatires for the purchased Beonses 1o be tracked by Ciseo Smart Licering,
Browser Centificme
¢ ciicking f ' 8 agree to the Teem nditions. ¥ n dewnioad Terms&Conditions on Smart Licensing Resources
o e By clicking Register you will agree to the Terms&Conditions. You can downioad Terms&Canditions o ]

EPRATION DATE. Z%ALT

La resolucién de CSSM vy la configuracién de ISE son incorrectas.

Situacioén correcta:

CSSM eonfiguration ISE configuration

Cannesticn Mathad

S5M On-Prem server v

Product Certificate

_ s e e

cssm igstiab local

Mote: Cisco Support Diagnostics will not work with SSM On-Prem sener registration

Tier B Essenial B Advaniage B Premier B Device Admin
NOTE: Th Host Common Nami s typicaily comgosed of Host » Domain hisme(F OO and il ook B “swie JOUTSIECOMT 0f “yoursite. conr, Th S50 Server Corsficate
upee] Fof POt COMITRAICATONS 15 S0 1o 1 COMIMon Name that has been issesd 3¢ the Host. Thenstors, e Commeon Nams must match e Web sddress mu Vietusd Appilance 15E V8 Licanss
il 208 1 07 1 U PROBIE WIS ATV} 5 SSMA (X P, Thie COMTTsh b 15 8 SO T Syt ANTLatid Kot by oMol My S50 i s = e

COMYTION MAIT: oF a0 Sisbiect ANETIathve N, you LS resyTChronize your Local ACCount in order for CIS000 515 & W Droduct Certitcate(TG cer).

This anablos the ISE festures For 1ho purchaded licenaes to bo tracked by Gisco Smart Licensing,
Browser Ceriificate

By clicking Register you will agree to the Terms&Conditiens. You can download Terms&Conditions on Smar Licensing Fesources
Add Gemsarate G50

a cssm!esl ab ocal CPRATONEATE TR Cancel m

La resolucion CSSM vy la configuracion de ISE son correctas.

Plan de accion: Consulte "Configuracion de ISE y CSSM" en esta guia para obtener mas
informacion.

Servicio SSO: no se puede establecer contacto con Cisco. (Error en CSSM en las
instalaciones)



Account Registration
Enter S50 Credentials

S350 service: Unable to reach Cisco.
otegoma@cisco.com

LLLE S L .LL S 2]

Error al registrar la cuenta.

Soluciéon: compruebe su conectividad a Internet.
Plan de accion:

1. Si necesita un proxy para obtener acceso a Internet, navegue hasta Network > Proxy y
habilite la opcién Use A Proxy Server y haga clic en Apply.



M
CISCO

Access Matwork Support Manual Proxy Setup
klanagement Center

On-Prem Admin Workspace

network might requirg a H1 TP Froxy for communicaton 1o st
Ensure proxy setlings are correct prior to applying, as incormect sattings

‘m‘ may rasult in loss of communication with the system

<

Accounts Security Synchronization

Usa A Proxy Sarver

‘Dn

'. Enter the Proxy Sarvar Name, or IP address, and port number for the
sarnar wodd wanl o connact o Whan antannag ih R aa the orafiy
sanar You want o ¥ ach to,. Vihe anis g the URL, use the prefix

m ' http:/ or https: to securely connect, In the event a prefix 15 nol

spacified, the default protocol will be HTTPS. Contact vour firm's IT

AP Toolkit Setlings Usars personnel if you dont know the IP address and port number of the proogy

http:i10.31.104. 78 3128

Configuracion de proxy.

El nombre comun en el CSR no es un nombre de host o direcciéon IP que se pueda
resolver mediante DNS. Inténtelo de nuevo. (Error en CSSM en las instalaciones)

Generate CSR

The Common Name in the CSR is not a DNS resolvable hostname or IP address, please try
again.

Error CSR.

Soluciéon: compruebe y corrija la resolucion DNS en el servidor CSSM.
1. Abra la CLI CSSM vy escriba "nslookup <CSSM_FQDN>"

En el siguiente ejemplo, podemos ver que cssm.testlab.local no se resolvié desde el servidor
CSSM.



El resultado correcto seria el siguiente:

Plan de accién:

Verifique las configuraciones DNS en el CSSM en las instalaciones.
1. Vaya a Red > General > Configuracion DNS.
El DNS primario o alternativo debe ser el mismo que la direccién IP del servidor DNS.

Smart Software Manager On-Prem

AcCcass Matwork Support

&

]
gnaral

Managameant Centar

Accounts

5 S SM-On-Pram
Satellite Mame 59 Lol

)

Securily Synchronization

AP Toolkit Settings Users DN5 Settings:

Default Gateway Settings:

IPv4 P&

10.4.23.39




Configuracion de DNS.



Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



