Configuracion y verificacion de capturas internas
de switches Firepower y firewall seguro
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Informacion Relacionada

Introduccion

Este documento describe la configuracion y verificacion de las capturas del switch interno
Firepower y Secure Firewall.

Prerequisites

Requirements

Conocimiento basico del producto, analisis de captura.



Componentes Utilizados

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Si tiene una red
en vivo, asegurese de entender el posible impacto de cualquier comando.

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- Firewall seguro 31xx

- Firepower 41xx

- Firepower 93xx

- Cisco Secure eXtensible Operating System (FXOS) 2.12.0.x

- Cisco Secure Firewall Threat Defence (FTD) 7.2.0.x

- Cisco Secure Firewall Management Center (FMC) 7.2.0.x

. Cisco Secure Firewall Device Manager (FDM) 7.2.0.x

- Adaptive Security Appliance (ASA) 9.18(1)x

- Adaptive Security Appliance Device Manager (ASDM) 7.18.1.x
- Wireshark 3.6.7 (https://www.wireshark.org/download.html)

Antecedentes

Descripcion general de alto nivel de la arquitectura del sistema

Desde la perspectiva del flujo de paquetes, la arquitectura de Firepower 4100/9300 y Secure
Firewall 3100 se puede visualizar como se muestra en esta figura:

Chassis

Internal Switch Security Module

FTD/ASA

Data Plane (LINA)
Backplane/uplink

Front Interfaces

El chasis incluye estos componentes:

- Switch interno: reenvia el paquete de la red a la aplicacién y viceversa. El switch interno esta
conectado a las interfaces frontales que residen en el médulo de interfaz integrado o los
modulos de red externos y se conecta a dispositivos externos, por ejemplo, switches. Algunos


https://www.wireshark.org/download.html

ejemplos de interfaces frontales son Ethernet 1/1, Ethernet 2/4, etc. El "frente" no es una
definicion técnica fuerte. En este documento, se utiliza para distinguir las interfaces
conectadas a dispositivos externos de las interfaces de backplane o uplink.

- Placa base o0 enlace ascendente: interfaz interna que conecta el modulo de seguridad (SM) al
switch interno. Esta tabla muestra las interfaces de placa base en Firepower 4100/9300 y la
interfaz de enlace ascendente en Secure Firewall 3100:

Platform Numero de mddulos de Interfaces de Interfaces de aplic
seguridad admitidos backplane/uplink asignadas
Firepower 4100 (excepto 1 Em;imet o Internal-Data0/0
Firepower 4110/4112) Ethernet1/10 Internal-Data0/1
Firepower 4110/4112 1 Ethernet1/9 Internal-Data0/0
Internal-Data0/0
SM1: Internal-Data0/1
Ethernet1/9
Ethernet1/10 Internal-Data0/0
SM2: Internal-Data0/1
Firepower 9300 3 Ethernet1/11
Ethernet1/12 Internal-Data0/0
SMa3: Internal-Data0/1
Ethernet1/13
Ethernet1/14
Firewall seguro 3100 1 SM1: in_data_uplink1 Internal-Data0/1

En el caso de 2 interfaces de placa base por modulo, el switch interno y las aplicaciones de los
modulos realizan un equilibrio de carga de trafico en las 2 interfaces.

- Médulo de seguridad, motor de seguridad o blade: el médulo en el que se instalan
aplicaciones como FTD o ASA. Firepower 9300 admite hasta 3 modulos de seguridad.

- Interfaz de aplicacién asignada: las aplicaciones, como FTD o ASA, asignan la placa base o
las interfaces de enlace ascendente a interfaces internas. En otras palabras, las interfaces de
placa base o de enlace ascendente son visibles como interfaces internas en las aplicaciones.

Utilice el comando show interface detail para verificar las interfaces internas:

> show interface detail | grep Interface
Interface Internal-Control0/0 "ha_ctl _nlp_int_tap", is up, line protocol is up
Control Point Interface States:

Interface nunber is 6

Interface config status is active

Interface state is active
Interface Internal-Data0/0 "", is up, line protocol is up
Control Point Interface States:

Interface nunber is 2

Interface config status is active

Interface state is active
Interface Internal-Datal0/1 "", is up, line protocol is up
Control Point Interface States:

Interface nunber is 3

Interface config status is active



Interface state is active
Interface Internal-Data0/2 "nlp_int_tap", is up, line protocol is up
Control Point Interface States:

Interface nunber is 4

Interface config status is active

Interface state is active
Interface Internal-Data0/3 "ccl_ha_nlp_int_tap", is up, line protocol is up
Control Point Interface States:

Interface nunber is 5

Interface config status is active

Interface state is active
Interface Internal -Data0/4 "cni _ngnt _int_tap", is up, line protocol is up
Control Point Interface States:

Interface nunber is 7

Interface config status is active

Interface state is active
Interface Port-channel 6.666 "", is up, line protocol is up
Interface Ethernetl1l/1 "diagnostic", is up, line protocol is up
Control Point Interface States:

Interface nunber is 8

Interface config status is active

Interface state is active

Descripcién general de alto nivel de las operaciones internas del switch

Firepower 4100/9300

Para tomar una decision de reenvio, el switch interno utiliza una etiqueta de interfaz VLAN, o
etiqueta de puerto VLAN, y una etiqueta de red virtual (VN-tag).

El switch interno utiliza la etiqueta de VLAN de puerto para identificar una interfaz. El switch
inserta la etiqueta de VLAN de puerto en cada paquete de ingreso que vino en las interfaces
frontales. El sistema configura automaticamente la etiqueta VLAN y no se puede cambiar
manualmente. El valor de la etiqueta se puede verificar en el shell de comandos fxos:

firepower# connect fxos

firepower(fxos)# show run int el/2
! Command: show runni ng-config interface Ethernetl/2
!'Time: Tue Jul 12 22:32:11 2022

version 5.0(3)N2(4.120)

nterface Ethernetl/2
description U Uplink

no Ildp transmt

no Il dp receive

no cdp enabl e

swi t chport node dot 1g-tunnel
switchport trunk native vlan 102
speed 1000

dupl ex ful

udl d di sabl e

no shut down

La etiqueta VN también es insertada por el switch interno y utilizada para reenviar los paquetes a
la aplicacion. El sistema lo configura automaticamente y no se puede cambiar manualmente.

La etiqueta del puerto VLAN y la etiqueta VN se comparten con la aplicacion. La aplicacion inserta
las respectivas etiquetas VLAN de interfaz de salida y las etiquetas VN en cada paquete. Cuando



el switch interno recibe un paquete de la aplicacion en las interfaces de la placa posterior, el
switch lee la etiqueta VLAN de la interfaz de egreso y la etiqueta VN, identifica la aplicacion y la
interfaz de egreso, elimina la etiqueta VLAN del puerto y la etiqueta VN y reenvia el paquete a la
red.

Firewall seguro 3100

Al igual que en Firepower 4100/9300, el switch interno utiliza la etiqueta de VLAN de puerto para
identificar una interfaz.

La etiqueta del puerto VLAN se comparte con la aplicacion. La aplicacion inserta las respectivas
etiquetas VLAN de interfaz de salida en cada paquete. Cuando el switch interno recibe un
paquete de la aplicacion en la interfaz de enlace ascendente, el switch lee la etiqueta VLAN de la
interfaz de egreso, identifica la interfaz de egreso, elimina la etiqueta VLAN del puerto y reenvia el
paquete a la red.

Flujo de paquetes y puntos de captura

Los firewalls Firepower 4100/9300 y Secure Firewall 3100 admiten capturas de paquetes en las
interfaces del switch interno.

Esta figura muestra los puntos de captura de paquetes a lo largo de la trayectoria del paquete
dentro del chasis y la aplicacion:

Chassis

Internal Switch Security Module

FTD/ASA

?@
Backplane/uplink
&

Front Interfaces

Snort Engine (FTD only)

Los puntos de captura son:

1. Punto de captura de entrada de la interfaz frontal del switch interno. Una interfaz frontal es
cualquier interfaz conectada a los dispositivos pares, como los switches.

. Punto de captura de ingreso de interfaz de plano de datos

. Punto de captura de Snort

. Punto de captura de salida de interfaz de plano de datos

. Plano posterior interno del switch o punto de captura de entrada de enlace ascendente. Una
placa base o una interfaz de enlace ascendente conecta el switch interno a la aplicacion.

El switch interno sélo admite capturas de interfaz de ingreso. Es decir, solo se pueden capturar

a b OWODN



los paquetes recibidos de la red o de la aplicacion ASA/FTD. No se admiten capturas de paquetes
de salida.

Configuracién y verificacion en Firepower 4100/9300

Las capturas internas del switch Firepower 4100/9300 se pueden configurar en Herramientas >
Captura de paquetes en FCM o en captura de paquetes de alcance en FXOS CLI. Para obtener
una descripcion de las opciones de captura de paquetes, consulte la Guia de configuracion del
administrador de chasis FXOS de Cisco Firepower 4100/9300 o la Guia de configuracion CLI de
FXOS de Cisco Firepower 4100/9300, capitulo Resolucién de problemas, seccion Captura de
paquetes.

Estos escenarios abarcan casos practicos comunes de capturas de switches internos Firepower
4100/9300.

Captura de paquetes en una interfaz fisica o de canal de puerto

Utilice FCM y CLI para configurar y verificar una captura de paquetes en la interfaz Ethernet1/2 o
Portchannel1. En el caso de una interfaz de canal de puerto, asegurese de seleccionar todas las
interfaces de miembro fisicas.

Topologia, flujo de paquetes y puntos de captura

Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Backplane
@ ICMP echo-reply "
198.51.100.100
Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Backplane
@ ICMP echo-reply .
198.51.100.100

Configuracién



FCM

Siga estos pasos en FCM para configurar una captura de paquetes en las interfaces Ethernet1/2
o Portchannel1:

1. Utilice Tools > Packet Capture > Capture Session
Overview Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

para crear una nueva sesion de captura:

Help admin

Troubleshooting Logs

o s R

No Session available

2. Seleccione la interfaz Ethernet1/2, proporcione el nombre de sesion y haga clic en Save and
Run para activar la captura:

Overview BEHEEETEE]

Logical Devices  Security Engine  Platform Settings

Select an irstance: fedl - ave Canced
[ frdl Session Hame® canl

Selected Interfaces Bhamalt1f2
[E——

Buffer Size 56 MB &

1518 Bytes

Caghure Filter soely fiee [

L FTD
Exharnati. /9, Exhs o

Etharmani/3
(Bertchann
Etharman1/d
(Partchannals

3. En el caso de una interfaz de canal de puerto, seleccione todas las interfaces de miembro
fisicas, proporcione el nombre de sesion y haga clic en Guardar y Ejecutar para activar la
captura:

Security Engine  Platform Settings

fed1 Segman Mame® @apl
Ethernetl/S, Ethemetl/s
Etha
256 HB
1518 Byies
= Cageurs Fiter Aoy Fiter
Ethar
FTD
Exharnetl/9, Bthametl/10
E w3
Pormannat)

Etharnat1/d

CLI FXOS

Siga estos pasos en la CLI de FXOS para configurar una captura de paquetes en las interfaces
Ethernet1/2 o Portchannel:

1. Identifique el tipo de aplicacion y el identificador:



firepower# scope ssa
firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Runni ng Version Startup Version

Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabl ed Ol i ne 7.2.0.82 7.2.0.82
Nati ve No Not Applicable None

2. En el caso de una interfaz de canal de puerto, identifique sus interfaces miembro:

firepower# connect fxos
<out put ski pped>
firepower(fxos)# show port-channel summary
Flags: D - Down P - Up in port-channel (nenbers)
| - Individual H - Hot-standby (LACP only)
s - Suspended r - Modul e-renoved
S - Switched R - Routed
U - Up (port-channel)
M- Not in use. Mn-links not net

Group Port - Type Protocol Menber Ports
Channel
1 Pol (SU) Eth LACP Ethl/4(P) Ethl/5(P)

3. Crear una sesion de captura:

firepower# scope packet-capture

firepower /packet-capture # create session capl

firepower /packet-capture/session* # create phy-port Ethl/2

firepower /packet-capture/session/phy-port* # set app ftd

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # up

firepower /packet-capture/session* # enable

firepower /packet-capture/session* # commit

firepower /packet-capture/session #

Para las interfaces de canal de puerto, se configura una captura independiente para cada interfaz

miembro:

firepower# scope packet-capture

firepower /packet-capture # create session capl

firepower /packet-capture/session* # create phy-port Ethl/4

firepower /packet-capture/session/phy-port* # set app ftd

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # up

firepower /packet-capture/session* # create phy-port Ethl/5

firepower /packet-capture/session/phy-port* # set app ftd

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # up

firepower /packet-capture/session* # enable

firepower /packet-capture/session* # commit

firepower /packet-capture/session #

Verificacion

FCM

Verifique el Nombre de la Interfaz, asegurese de que el Estado Operacional esté activo y que el



Tamaiio del Archivo (en bytes) aumente:

Overview Interfaces Logical Devices Security Engine FPlatform Settings

proe
€ Refresh Capeure Sessinn Delete Al Sessions
a capl Drap Cownt: 0 rm Buffar Size: 256 MB Snap Length: 1518 Bytes
Interface Name Filter File Size (in bytes) I File Mame Device Name
Ethamatts2 None 28632 \ 1-atharmat: 1-2+0.peap a1

Security Engine  Platform Settings

& Rebesh, Caghredesson | Delene Al Lessers

u capl Drop Coust: 0 | operational state: wp | Bubler Size: 756 MO Snap Length; 1518 Byles

Filter File Size (in bytes) File Hanwe Device fame

Hane 85000 cani -ethernet-i-4-0po

CLI FXOS

Verifique los detalles de la captura en scope packet-capture:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Fl ag: Overwite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: O
Drop Count: O

Physi cal ports involved in Packet Capture:
Slot 1Id: 1
Port Id: 2
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap
Pcapsize: 75136 bytes
Filter:
Sub Interface: 0O
Application Instance Identifier: ftdl
Application Name: ftd

Canal de puerto 1 con interfaces miembro Ethernet1/4 y Ethernet1/5:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled



Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Flag: Overwite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: O
Drop Count: O

Physi cal ports involved in Packet Capture

Slot Id: 1

Port Id: 4

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-4-0.pcap
Pcapsize: 310276 bytes

Filter:
Sub Interface: 0O

Application Instance Identifier: ftdl

Application Name: ftd

Slot Id: 1

Port Id: 5

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-5-0.pcap
Pcapsize: 160 bytes

Filter:

Sub Interface: 0O

Application Instance Identifier: ftdl

Application Name: ftd

Recopilar archivos de captura

Siga los pasos de la seccion Recopilacién de archivos de captura de switch internos de Firepower
4100/9300.

Capturar analisis de archivos

Utilice una aplicacion de lector de archivos de captura de paquetes para abrir el archivo de
captura para Ethernet1/2. Seleccione el primer paquete y compruebe los puntos clave:

1. Solo se capturan los paquetes de solicitud de eco ICMP. Cada paquete se captura y se
muestra 2 veces.

2. El encabezado del paquete original no tiene la etiqueta VLAN.

3. El switch interno inserta la etiqueta adicional del puerto VLAN 102 que identifica la interfaz
de ingreso Ethernet1/2.

4. El switch interno inserta una etiqueta VN adicional.



s, Time Seurth Dedtraston Pritsesl Lisgth PO PYTL W
© 12022-07-13 06:23:58.285080930 101.0.2.100  108.51.190.100  ICNP 108 64 Echa (ping) id=0xp01a, seq-7/1792, ttl=64 (no response found!)
22022-07-13 06:23:58,285082958 1502.0.2.100  198.51.190.100 M 102 awtdec ing) re 1d=0xp01a, seq=7/1782, ttl=64 (no response found])

3 2022-07-13 86123150, 300040886  152.0.2.108 158.51. 180, 108 ICHP 108 P id=ineiinla, seqe8 2048, ttl=64 (no response foundl)
43022-07-13 06:23:50.300163731  152.0.2.160  15£.51.100.180 1eMe 182 Oxtedd (40656) 64 Echa (ping) request id=0x00la, $6qe8/2048, ttlegd (o response found!)
5 2022-07-13 06:24:00.333054190  152.0.2.100  198.51.100.100 ICHP 108 OxoF20 (40736) 64 Echo (ping) request id=Bxodla, $eqe9/2304, ttl=sa (no responsé found!)
6 2022-07-13 06:24:00,333056014 192.0.2.100  198.51.100.100 ICHP 1082 ax0F20 (40736) 64 Echo (ping) request ideBxBdla, s0qe9/23084, ttl=64 (no response found!)
7 2022-07-13 06:24:01,357173530  102.8.2.180  198.51.100.100 ICHP 108 ax0fad (40740) &4 Echo (ping) request id-8xdfla, seq-10/2560, ttl-64 (no response found!)
8 2022-07-13 06:24:01,357174708  192.0.2.100  198.51.100.100 TCHP 102 axofad (40740) 64 Echo (ping) request id-8wdfla, seq-10/2560, ttl-64 (no response found!)
9 MI2-07-13 06:24:02,.381073741  192.0.2.108 198.51. 106, 168 ICHP ige GxOfal (JOR4H) &d Echo (ping) request id=dxddia, seqeli/2816, ttl=64 (no response found!)
10 2022-07-13 86:24:02, 381074950  152.0.2.1060 198.51. 100, 168 ICHP 182 @xdfan (4004d) &d Echo (ping) request id=deddia, seqeii/28i6, ttl=64 (no response found!)
11 2023-07-13 06:24:03.405150041 152.0.2.100  156.91.100.180 1EHE 108 0xad7? (41673) 64 Echo (ping) request id=dxddla, seqei2/3672, ttl=id (no response found!)
12 2022-07-13 86:34:03.405200261  192.0.2.1080 1598.51. 188,168 ICHP 182 @xady? (410879) &4 Echo (ping) request idedxedla, seqe12/3072, ttl=64 (no response found!)
13 2022-87-13 86134104 . 420155683  192.8.2.100 198.51. 180,188 ICHP 188 axalef (41231) 64 Echo (ping) request ide-axedla, seqe=13/3328, ttl=64 (no response found!)
14 2023-07-13 @6:24:84 470156331  192.0.2.100  198.51.100.100 TP 182 exalef (41231) 64 Echo (ping) request id-expdla, seq-13/3328, ttl-sa (no response foundl)
15 2022-07-13 96:24:05,453156612 192.0.2.190  198.51.190.100 (] 108 oxaléa (41322) 64 Echo (ping) request id-ewsdla, seq-14/3584, ttl-64 (no response foundl)
16 2022-07-13 06:24:05,453158052 192.0.2.100  198.51.190.100 v 102 oxal6a (41322) 64 Echo (ping) request ld-owsdla, seq-14/3584, ttl-64 (no response foundl)
17 2022-07-13 06:24:06, 477127687 192.0.2.100  198.51.190.100 M 108 oxaled (41449) 64 Echo (ping) request id-exedla, seq=15/2840, ttl=64 (no response foundi)
18 2022-07-13 06:24:06,477129859  192.0.2.100  198.51.190.100 M 102 oxales (41443) 64 Echo (ping) request id=éxpdla, seq=1%/3840, ttl=6a (no response foundl)
19 2022-07-13 96:24:07.501251314  152.0.2.100  198.51.1980.100 ICHP 108 axalfe (41462) 64 Echo (ping) request id=8xedla, seqe=16/4098, ttl=64 (no response found!)
20 2022-07-13 96:24:07.501293041  192.0.2.100  198.51.199.109 ICHP 182 axalfe (41462) 64 Echo (ping) request id=gxedla, seqe16/4096, ttl=64 (no response found!)
21 2022-97-13 B6:24108.525089956  192.0.2.100 198.51.189. 108 ICHP 108 Bxazs? (41559) 64 Echo (ping) request id-exedla, seq=17/4352, ttl=64 (no response found!)
12 1022-07-13 B6:34:108,525097068 192.9.2.100 198.51. 100,109 IcHP 182 @xa257 (4155%) 64 Echo (ping) request id-@xidla, seq=17/4352, ttl-64 (no response found!)
23 2022-07-13 96:24:09,549236500  192.9.2,100 198,51, 100,100 ICHP 106 @xazad (41641) 64 Echo (ping) request id-dxidla, seqe16/4608, ttl-64 (no response found!)
24 2022-07-13 06:24:109,549238564  192.9.2.100 198,51, 109, 188 ICHP 182 oxazad (41641) 64 Echo (ping) request id=gxedla, seqe18/4688, ttl=64 (no response found!)
25 2022-07-13 06:24:10.573110146  192.0.2.100  198.51.190.100 M 108 0xa3a45 (41797) 64 Echo (ping) request id=gxtdla, seqe=19/4864, ttl=64 (no response found!)
26 2022-07-13 86:24:10.573112504  192.0.2.100  198.51.100.100 1M 102 oxa3a5 (41797) 64 Echo (ping) request idsgxtdla, seqe1%/4864, ttls6s (no response found!)
27 2022-07-13 86:24:11.557086027  192.0.2.100  198.51.109.100 ICHP 108 oxa3a3 (41881) 64 Echo (ping) request ide@xedla, seqe?e/s120, ttls6s (no response found!)
18 2022-07-13 @6:24111.597088170 192.0.2.109 198.51. 189,198 ICHP 182 axa3as (41881) 64 Echo (ping) request idegxedla, seqs2e/51208, ttl=64 (no response found!)
19 7022-07-13 96:24:12.621061022 192.0.2.100 198.51.100. 100 ICHP 108 @xa3dc (41048) 64 Echo (ping) request idedxddla, seqez1/5376, ttl=64 (no response found!)
» Frame 1: 188 bytes on wire (854 bits), 188 bytes captured (864 bits) on interface capture we 1, id @ S8 57 bd b9 77 0e 00 5@ 56 9d B be B9 26 B0 DA X -
»_Ethermet ad od:eB:be), Dst: Cisco b@:77:8¢ (58:97:bd:b9:77:0e) @0 99 Bl B0 0 G0 0F 99 45 00 00 34 ol ec 40 0@ -
o VN-Tag w0 01 af cB cd B9 B2 64 <6 33 64 64 B8 BB A¢ a2 @ -
Ters v . = Direction: From oridge B0 1a B0 07 F4 64 ce 62 0D 0D BB BB 20 a2 87 99 -
B sas sae BNt A o lei0ie6202 22 sk WP 1w Or
= M50 € CaLE) +*
3i: 991807016999 EAmIDESERAIOn:E0 )60 2¢ 2 2e 2f 30 31 32 33 34 35 36 37 ,- . f0123 4567
o e . = Loaped: No 4
4 § . = Reserved: @
. . . . . . . = Wersion: @
PETTIET T reme eee. BO0G OO0 0ODD = Source: @

Type: 802,10 Victual LAN {fwi1oa)

of 302,10 virtual LaN, PRI: &, DED: @, ID: 102

[ T, + vase = Priority: Best Effort (default) (0)
B aee ceer ee. w DEI: Ineligible 3
. 8000 9110 0110 = ID: 102

Type: LPva (o i
Internet Protocol Version 4, Src: 192.8.2.108, Dst: 198.51.100.1060
Internet Control Message Protocol

%)

Seleccione el segundo paquete y verifique los puntos clave:

1. Solo se capturan los paquetes de solicitud de eco ICMP. Cada paquete se captura y se
muestra 2 veces.

2. El encabezado del paquete original no tiene la etiqueta VLAN.

3. El switch interno inserta la etiqueta adicional del puerto VLAN 102 que identifica la interfaz

de ingreso Ethernet1/2.

e, Time Destruten Frosecel Langrh FD FITL o
12022-07-13 06:23:58.285080930 192.8.2.100  198.51.100.100 ICHP 108 1 Oxddec (4p4zE) (ping) request |id-expola, seqs7/1792, ttl=64 (no response found)
| 22022-07-13 06:23:58.285082858 192.0.2.180  198.51.190.100  [ICHP J102 Oxddec (40428 in pest | ids@wdila, seqs7/1792, ttl=6d (no response found!)

3 2032-97-13 @6:23:59, 0004806  192.9.2.100 198.51. 129,108 ICHP pLL] ABGSG, (3 request  ids@wedla, seqed/i0d8, ttl=sd (no response foundl)
4 2022-07-13 96:23:59,309103731  192.0.2.100  1596.51.100.100 TCHE 102 Oxoedd (40656) 64 Echo (ping) request id=gxedla, seqe8 2048, ttlssd (no response found!)
5 2022-07-13 96:24:00,333050199 192.9.2.180  198.51.109.108 (] 108 xof20 (48736) 64 Echo (ping) request idséxeela, seqes 234, ttl=ea (no response found!)
6 2022-07-13 86:124:00,333856014 192.9.2.188  198.51.109.188 (i) 182 @x0f20 (48736) 64 Echo (ping) request idsaxedla, seqe9/2304, ttl=6a (no response found!)
7 1022-87-13 86:24:81. 357173538  192.0.2.188 198.51.108. 168 ICHP 108 @xofad (49749) 64 Echo (ping) request idex@ddla, seqe18/3568, ttl=64 (no response found!)
B 2022-07-13 86:24:01,.357174708  192.9.2.108 198.51.180. 108 IcHe 182 @x0f2d (48740) 64 Echo (ping) request ide8xiddla, seqe1d/2568, ttl=64 (no response found!)
9 2022-07-13 06:24102,381073741  192.0.2.100 198.51. 100, 108 ICHP 108 GxOFER (J0R4H) 64 Echo (ping) request idedxddla, seqell/2E16, ttle=64 (no response foundl)
18 2022-97-13 26124102, 381074909 102.9.2.108 198.51. 120, 108 ICHP 102 GxOfEl (J4a040) 64 Echo (ping) request ldededdda, seqell/2Ei6, ttl=64 (ro response foundl)
11 2022-07-13 86:24:03. 405150041  152.0.2.100  198.51.190.100 cHp 108 0xa0F? (41079) 64 Echo (ping) request idsgxodla, seqe12/3072, ttl=64 (no response found!)
12 2022-07-13 86:24:03. 405200261 192.0.2.100  198.51.190.100 (] 182 %2077 (41079) 64 Echa (ping) request ideowdola, seqe12/3072, ttls6d (no response found!)
13 7027-07-13 86:74:04, 429155683  192.0.2.100  198.51.190.100 (a7 108 axalef (41231) 64 Echo (ping) request idsoxbola, seqe13/3328, ttl=6d (no response found!)
14 2022-07-13 86:24:04 420156831  102.0.2.108 198.51.1008.1068 ICHP 182 oxalef (41231) 64 Echo (ping) request ide8xddla, seqe13/3328, ttls6d (no response found!)
15 2022-07-13 86:24:05,453156612  192.0.2.108 198.51.180. 108 IcHe 108 @xalba (41322) 64 Echo (ping) request id-8xiddla, seqe14/3584, ttl-64 (no response found!)
16 2022-87-13 86:24:05,453158052  102.8.2. 108 198.51. 180,188 ICHP 182 @xalba (4132F) 64 Echa (ping) request id-0wp0la, seq-14/3584, ttl-64 (no response foundl)
17 2022-87-13 $6:24:06.ATT127687  102.8.2.1088 198.51. 180, 188 ICHP 108 oxaled (41449) 64 Echo (ping) request id=dwddda, seqe15/iR4s, ttl=64 (Ao response foundl)
18 2022-07-13 06:24:06.477129850 152.0.2.160  150.51.100.180 TEME 182 oxaled (41448) 64 Echo (ping) request id-oxddla, seq=15/3840, ttl-64 (no response foundl)
19 3022-07-13 06:24:07.501261314  152.0.2.160  150.51.100.180 1eMe 108 oxalfé (41462) &4 Echo (ping) request ideoxddla, seqe16/4096, ttl=6a (no response found])
30 2023-07-13 85:24:07.501253041  152.0.2.160  158.51.180.100 1EHP 182 axalfe (41462) 64 Echa (ping) request idegxddla, seqe16/4098, ttlegd (no réesponse found!)
21 2022-07-13 86:34:08. 525080956  192.0.2.100 158.51. 188,108 ICHP 188 Bxaz57 (4155%) &4 Echo (ping) request ide-8xedla, seqe=17/4352, ttle&4 (no response found!)
12 2027-07-13 06:24:08, 525000088 102.0.2.100  198.51.100.108 ICHP 182 0xa257 (41550) 64 Echo (ping) request id-@xbdla, seqe17/4352, ttle6d (no response found!)
33 M022-07-13 06:24:00,540236500 102.0.2.100  198.51.100.108 TCHP 108 Gxazad (41641) 64 Echo (ping) request id-Gxddla, seq-18/4688, ttl-64 (no response foundl)
24 2022-07-13 86124109, 540210564 102.8.2. 180 198.51. 180, 188 ICHP 182 0xazad (41641) &4 Echo (ping) request id=Owddda, seqe1@/4608, ttl=64 (no response foundl)
25 2022-87-13 86:24:10.573118146  152.8.2.188 158.51. 180, 108 ICHP 108 @xalas (41797) &4 Echa (ping) request id=deddla, seqelS/4d64, ttl=64 (Ao response found!)
36 3022-07-13 06:24:10.573112504  152.0.2.160  150.51.100.180 1eMe 182 0xa345 (41787) 64 Echa (ping) request ide0xola, seqe15/4864, ttl-64 (no response found!)
37 3023-07-13 056:24:11.557086027 152.0.2.160  158.51.180.100 1eHP 188 Gxa349 (41801) 64 Echo (ping) request id=0xtdla, s6qe20/5120, ttleg4 (no response found!)
38 7027-07-13 85:24:11,.557088170 152.0.2.100  158.51.180.100 (a7 182 Gxa3as (41801) 64 Echo (ping) request ideBxBdla, seqe20/5128, ttl=6d (no response found!)
20 3032-07-13 96:34:12.621861032  192.0.3.128 158.51.180. 108 ICHR 1988 oxaddc (41048) 64 Echo (ping) request id-8xBdla, seq-21/5376, ttl=64 (no response found!)
<
» Frame 2: 182 bytes on wire (816 bits), 102 bytes captured (816 bits} cn interface capture we 1, id @ S8 57 bd b9 FT de 80 5O 56 9d ef be 81 6D 00 66
»_Ethernet be s6:0d:efizbe), Dst: Cisco b9:77:0e (58:97:bd:bo:77:0e) B2 06,45 60 40 5l O & 40 00.40.G1 &f B b 0D
1 892,10 virtual LA, PRI: @, DEL: @, ID: 102 - B2 58 ¢ 33 61 &4 06 00 &1 a2 0 13 00 O7 4 G4
B aevs wars rane = Priority: Best Effort (default) (@) i cEiod eaincieaine; 1o, 42; |07, U jon v ieaIN0 26 11
vee® wmre wens wass = DELD Ineligible 3 WuE 12 13 14 15 16 17 18 19 13 1b 1c 1d e 1F 20 211 5 1
WIS 2223 24025 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 “wIREC() "s- 01
3233 34035 337 234567

Internet Protocol Version 4, src: 192.0.2.100, Dst: 198.51.100.100
Internet Control Message Protocel 2

Abra los archivos de captura para las interfaces de miembro Portchannel1. Seleccione el primer
paquete y verifique los puntos clave:

1. Solo se capturan los paquetes de solicitud de eco ICMP. Cada paquete se captura y se
muestra 2 veces.



2. El encabezado del paquete original no tiene la etiqueta VLAN.

3. El switch interno inserta una etiqueta de VLAN de puerto adicional 1001 que identifica la
interfaz de ingreso Portchannel1.

4. El switch interno inserta una etiqueta VN adicional.

No. Time Source Destination Profacel Lenqlh PO PTIL fo
1 2022-88-5 23:07:31.B655872877 192.8.2.10 198.51.169.100 ICHP 108 | | ex3zze (12848) 64 Echo (ping) request | id=8xeezd, seq=245/62720, ttl=64 (nc
2 2022-08- 31.865875131 192.8.2.100 198.51.100. 100 IcMe 182 @xi2le (12846) 64 Echo (ping) request 5Seq=245/62720, ttl=64 (nc
3 2022-08-05 23:07:32.867144598 192.9.2.100 198.51.100.100 ICHP 103 ox3zbd (12985) 64 Echo (ping) request id=oxpe2d, seq=246/62976, ttl=64 (nc
4 2022-88-95 23:87:32.B67145852 192.8.2.18d 198.51.168.188 IcHe 182 ex3zbe (12985) 64 Echo (ping) request id=8xeezd, seq=246/62976, ttl=64 (nc
5 2022-98-95 23:87:33.881902485 192.8.2.184 198.51.168.188 ICMp lag exizde (13016) &4 Echo (ping) request id=0xee2d, seq=247/63232, ttl=64 (nc
6 2022-08-05 23:07:33.881904151 192.9.2.100 198.51.100.100 ICHP 1832 @x32de (13016) 64 Echo (ping) request id=oxpe2d, seq=247/63232, ttl=64 (nc
T 2022-88- -BB3849425 192.8.2.180 198.51.160.188 IcMe lad ex3373 (13171) 64 Echo (ping) request id=8xeezd, seq=248/63488, ttl=64 (nc
8 2022-08- -883851649 192.8.2.180 198.51.104.188 IcMe 182 ex3373 (13171) &4 Echo (ping) request id=0x@e2d, seq=248/63488, ttl=64 (nc
9 2022-08- .BB3478016  192.9.2.109 198.51.100. 100 ICHP 108 @x3427 (13351) 64 Echo (ping) request id=oxpe2d, seq=249/63744, ttl=64 (nc
18 2822-88- -B834791%8 192.8.2.188 198.51.160. 188 ICMe 182 @x3427 (13351) 64 Echo (ping) request id=8xeeld, seq=249/63744, ttl=64 (nc
11 2822-88- -B85741625 192.8.2.180 198.51.100.188 IcHe 188 exddde (13534) &4 Echo (ping) request id=0x002d, seq=250/6400@, ttl=64 (nc
12 2022-08- 889742852 192.90.2.109 198.51. 109,109 IcHe 192 ex3ade (13534) 64 Echo (ping) request id=exee2d, seq=250/6400@, ttl=64 (nc
13 2022-88- -913770117 192.8.2.188 198.51.100.188 ICMe L ax3sdc (13644) 64 Echo (ping) request id=8xeed, seq=251/64256, ttl=64 (nc
14 2022-08- 2913772219  192.9.2.109 198.51.100. 100 ICHe 102 @x3sac (13644) 64 Echo (ping) request id=0xe02d, seq=251/64256, ttl=64 (nc
15 2022-88- -937829879 192.8.2.180 198.51.100. 188 ICHP 188 @x3602 (13826) 64 Echo (ping) request id=exee2d, seq=252/64512, ttl=64 (nc
16 2022-88- -937831215  192.8.2.100 198.51.100.188 ICHP 182 @x3602 (13826) 64 Echo (ping) request id=0x0e2d, seq=252/64512, ttl=64 (nc
17 2822-08- -961786128  192.9.2.100 198.51.100. 100 ICHP 103 @x3Ged (14061) 64 Echo (ping) request id=0xp@2d, seq=253/64768, ttl=64 (nc
18 2022-88- i -961787284 192.8.2.180 198.51.100. 188 IcHe 182 ex3oed (14061) 64 Echo (ping) request id=8x@ed, seq=253/64768, ttl=64 (nc
19 2022-88-95 23:07:40.585772090 192.8.2.100 198.51.100.188 ICHe 188 @x37ds (14293) &4 Echo (ping) request id=0x0e2d, seq=254/65024, ttl=64 (nc
< ¥
» Frame 1: 188 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture u@ 3, iy 9000 a2 76 f2 08 @@ 25 @@ 50 56 9d e8 be 39 26 8@ 54 e X P Ve BT
» Ethernet II, Src: VMware Sd:e8:be (00:50:56:9d:e8:be), Dst: a2:76:f2:00:00:25 (a2:76:T2:00:00:25) | U010 00 00 81 00 93 o0 GB @0 45 00 00 54 32 2e 40 G0 srerere EooT2.8
JWN-Tag G020 48 81 1b 7f €0 90 92 64 <6 33 64 64 0B 00 le d6 @ -----d -3dd---
Livt tier vinn sene cwes wene aees ee.. = Direction: From Bridge 4 06 2d 60 5 a6 a2 ed 62 ©0 60 00 60 7a 2f 6b @0 ------ob ooezf
@0 s e e = pointer: vif_id et e e e i R
- = a5 1c 1d le 1f 28 21 22 23 24 25 36 27 28 29 xa 2b ceee U8 SERT ()7
..00 0600 0101 0160 .... .... .... .... = Destination: 84 4 . e el
................ = Looped: Ho
................ = Reserved: @
................ ..80 = version: @

tr oraes saea OOBQ DODO 0Q0Q = Source: @
: 892,10 Virtual LAN (@x8160)

J—rtpa: 202,19
4 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1601

- = Priority: Best Effort (default) (&)
S i s s « DEI: Ineligible
. 8611 1116 1001 = 1D: 1801 3

Type: IPvd (@x0808)
Internet Protocol Version 4, Src: 192.8.2.100, Dst: 198.51.160.100
Internet Control Message Protocol 2

Seleccione el segundo paquete y verifique los puntos clave:

1. Solo se capturan los paquetes de solicitud de eco ICMP. Cada paquete se captura y se
muestra 2 veces.

2. El encabezado del paquete original no tiene la etiqueta VLAN.

3. El switch interno inserta una etiqueta de VLAN de puerto adicional 1001 que identifica la
interfaz de ingreso Portchannel1.

No. Time Source Destnation Frosocol Length FD FTIL ko
1 2822-88-05 +31.865872877  192.9.2.108 198.51.108. 188 ICHP lag 1 @x322¢ (12846) 64 Echo (ping) request | id-ex002d, seq=245/62720, ttl=64 (nc
2 2022-08-05 31.865875131  192.9.2.100 198.51.100.109 1cHp 102 @x322e (12846) 64 Echo (ping) request | id-exesad, seq-245/62728, ttl=64 (nc
3 2822-88-85 t32.867144598 192.8.2.188 198.51.108.182 ICHP las @x3rbs (12985 6 EC] PiNg) reques id=exe02d, seq=246/62976, ttl=64 (nc
42022-08-95 132.867145852 192.08.2.100 198.51.100.160 ICHP 102 ex32b9 (12985) 64 Echo (ping) request id-exee2d, seq=245/62976, ttl=64 (nc
5 2022-08-05 :33.881902485 192.9.2.100 198.51.100,100 ICHP 108 ex3zde (13e16) 64 Echo (ping) request id-eweead, seq=247/63232, ttl=64 (nc
6 2022-08-05 :33.8819084191 192.9.2.100 198.51.100.100 ICMP 182 @x32d8 (13816) 64 Echo {Dil’ls) request id=@xe02d, seq=247/63232, ttl=64 (nc
7 2022-08-95 134.883040425 192.8.2.100 198.51.100.160 cHP 108 ox3373 (13171) 64 Echo (ping) request id-exee2d, seq-248/63488, ttl=64 (nc
8 2022-08-05 :34.883051649 192.9.2.100 198.51.100. 109 1cHP 182 0x3373 (13171) 64 Echo (ping) request id=exeead, seq=248/63488, ttl=64 (nc
9 2022-08-05 $135.883478016 192.9.2.100 198.51.100.100 IcMp 168 @x3427 (13351) 64 Echo {l}il‘ls) request id=exe02d, seq=249/63744, ttl=64 (nc
18 2022-88-05 :135.883479199 192.9.2.180 198.51.100.100 ICMP 182 @x3427 (13351) 64 Echo {pins) request id=0x002d, seq=249/63744, ttl=64 (nc
11 2022-88-05 :136.880741625 192.9.2.100 198.51.100.100 1cHP 108 ex3ade (13534) 64 Echo (ping) request id=exee2d, seq=250/64008, ttl=64 (nc
12 2022-08-05 136.8B9742853 192.9.2.100 198.51.100.100 IcMp 182 @x3idde (13534) 64 Echo (pil‘lg) request id=@xe92d, seq=250/640808, ttl=64 (nc
13 2022-98-85 +37.913778117  192.8.2.188 198.51.108.188 ICHP 188 @x354c (13644) 64 Echo (ping) request id=-@x@92d, seq-251/64256, ttl-64 (nc
14 2022-088-05 :37.913772219  192.9.2.108 198.51.100. 180 1CHMP 182 ex354c (13644) 64 Echo (ping) request id-ex@e2d, seq=251/64256, ttl=64 (nc
15 2022-88-95 138037820870 192.8.2.100 108.51.100.160 cHP 108 033602 (13826) 64 Echo (ping) request id-exee2d, seq-252/64512, ttl-64 (nc
16 2022-08-05 138.937831215  192.9.2.100 198.51.100.169 1cHp 102 0x3602 (13826) 64 Echo (ping) request id-exeead, seq-252/64512, ttl=64 (nc
17 2022-088-05 :39.961786128  192.9.2.198 198.51.100. 160 1CHMP 188 exi6ed (14061) 64 Echo (ping) request id-@x@e2d, seq=253/64768, ttl=64 (nc
18 2022-88-95 130.061787284 192.8.2.100 108.51.100.160 cHe 182 ox36ed (14061) 64 Echo (ping) request id-@x@e2d, seq-253/64768, ttl=64 (nc
19 2022-08-05 23:07:40.98577309¢ 192.98.2.100 198.51.100.162 1cHp 188 ex37ds (14293) 64 Echo (ping) request id-exee2d, seq=254/65624, ttl=6a (nc
< >
> Frame 2: 182 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface capture_ue_3, it pooe a2 76 f2 00 00 25 00 50 56 9d ef be 81 00 03 €9 Yoo oKeP Weoes
» Ethernet II, Src: VMware Od:eB:be (09:50:56:0d:eB:be), Dst: a2:76:f2:080:80:25 (a2:76:f2:00:00:25) | 0910 ©8 @0 45 00 00 54 32 2e 40 @0 40 01 1b 7f cO 00 - E--T2. @@ ----
802.1 Virtual LAN, PRL: 8, DEI: @, I1D: 1001 0020 @2 64 C6 33 64 64 68 00 1e d6 00 2d 08 5 a6 a2  d-3dd- . vomeeo
WS 1aainas saimias: i = Priority: Best Effort (default) (@) o ed 62 00 @2 00 00 7a 2f ob 00 00 00 80 00 10 11 b--ezf ceoeees
I = DEI: Ineligible 3 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 ... .- . TR |
. 0611 1119 1001 = T0: 1061 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 "R$RR'() "+,-./01
32 33 34 35 36 37 234567

Type: IPvd (@xe800)
Internet Protocol Version 4, Src: 192.9.2.108, Dst: 198.51.1068.188
Internet Control Message Protocol 2

Explicacion

Cuando se configura una captura de paquetes en una interfaz frontal, el switch captura
simultaneamente cada paquete dos veces:



- Después de la insercién de la etiqueta de VLAN de puerto.
- Después de la insercién de la etiqueta VN.
En el orden de las operaciones, la etiqueta VN se inserta en una etapa posterior a la insercion de

la etiqueta VLAN del puerto. Sin embargo, en el archivo de captura, el paquete con la etiqueta VN
se muestra antes que el paquete con la etiqueta de puerto VLAN.

Esta tabla resume la tarea:

Punto de VLAN de puerto interno

Tarea en paquetes Direcciéon: Trafico capturado
captura capturados
Configurar y verificar
una captura de Ethernet1/ 102 Solo Solicitudes de eco ICMP del host
paquetes en la interfaz 2 entrada 192.0.2.100 al host 198.51.100.1
Ethernet1/2
Configure y verifique
una captura de
paquetZs en la interfaz Ethernet1/ -
Portchannell con las 1001 Solo Solicitudes de eco ICMP del host
Ethernet1/ entrada 192.0.2.100 al host 198.51.100.1

interfaces miembro
Ethernet1/4 y
Ethernet1/5

5

Capturas de paquetes en interfaces de backplane

Utilice FCM y CLI para configurar y verificar una captura de paquetes en interfaces de placa base.

Topologia, flujo de paquetes y puntos de captura

Chassis

Internal Switch Security Module

FTD/ASA

@

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

v

Configuracién

FCM
Siga estos pasos en FCM para configurar capturas de paquetes en interfaces de backplane:

1. Utilice Tools > Packet Capture > Capture Session para crear una nueva sesion de captura:



Overview Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

Help admin

Troubleshooting Logs

[Coriresesion T

No Session available

2. Para capturar paquetes en todas las interfaces de backplane, seleccione la aplicacién y, a
continuacion, Todos los puertos de backplane en la lista desplegable Capturar en. También
puede elegir la interfaz de backplane especifica. En este caso, estan disponibles las
interfaces de placa base Ethernet1/9 y Ethernet1/10. Proporcione el Nombre de la Sesidn y
haga clic en Guardar y Ejecutar para activar la captura:

Overview Interfaces Logical Devices Security Engine Platform Settings

Select an mstance: frdl o Save and Ruf Save Cancid

frd1 | Sexsion Name* capl ]

Selected Interfaces Mane

Buffer Size 256 MB o
Ethematl/2
Snap kength: 1518 Bytss
Store Packets Appand
Caphurs On IM [E—— _IY
frd
SEEnE Ethernet1/9
Capture Fiter |
Ethernetl/10
Al Backplane Ports.

Ethemetl/1

CLI FXOS

Siga estos pasos en la CLI de FXOS para configurar las capturas de paquetes en las interfaces
de la placa posterior:

1. Identifique el tipo de aplicacion y el identificador:

firepower# scope ssa

firepower /ssa# show app-instance

App Nare Identifier Slot ID Admin State Oper State Runni ng Version Startup Version
Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabl ed Ol i ne 7.2.0.82 7.2.0.82
Native No Not Applicable None

2. Crear una sesion de captura:

firepower# scope packet-capture

firepower /packet-capture # create session capl

firepower /packet-capture/session* # create phy-port Ethl/9

firepower /packet-capture/session/phy-port* # set app ftd

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # up

firepower /packet-capture/session* # create phy-port Eth1/10
firepower /packet-capture/session/phy-port* # set app ftd



firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # up

firepower /packet-capture/session* # enable

firepower /packet-capture/session* # commit

firepower /packet-capture/session #

Verificacion

FCM

Verifique el Nombre de la Interfaz, asegurese de que el Estado Operacional esté activo y que el
Tamafio del Archivo (en bytes) aumente:

Overview Interfaces Logical Devices Security Engine Platform Settings System  Tools Help  admin
e
& Refresh Capture Session Deiete Al Sessi0ns
- n capl Drop Count: 0 Operational State: up Buffer Size: 256 MB Snap Length: 1518 Bytes
Interface Hame Filber File Size (in bytes) File Hama Dewvice Mame
Ethernetl/ 10 Nome 194352 capl-ethernet- 1- 10-0.pcap fedl
Ethematl/s o 286368 capl-atharmet- 1-9-0.pcap fedl

Verifique los detalles de la captura en scope packet-capture:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Name: capl
Session: 1
Admin State: Enabled

Oper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:
Append Flag: Overwite

Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: O

Drop Count: O

Physi cal ports involved in Packet Capture:

Slot Id: 1

Port Id: 10

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-10-0.pcap
Pcapsize: 1017424 Dbytes

Filter:
Sub Interface: 0O

Application Instance Identifier: ftdl

Application Name: ftd

Slot Id: 1

Port Id: 9

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-9-0.pcap
Pcapsize: 1557432 bytes

Filter:
Sub Interface: 0O

Application Instance Identifier: ftdl



Application Name:

ftd

Recopilar archivos de captura

Siga los pasos de la seccion Recopilacién de archivos de captura de switch internos de Firepower

4100/9300.

Capturar andlisis de archivos

Utilice una aplicacion de lector de archivos de captura de paquetes para abrir los archivos de
captura. En el caso de mas de una interfaz de backplane, asegurese de abrir todos los archivos
de captura para cada interfaz de backplane. En este caso, los paquetes se capturan en la interfaz

Ethernet1/9 de la placa de interconexiones.

Seleccione el primer y el segundo paquete y verifique los puntos clave:

1. Cada paquete de solicitud de eco ICMP se captura y se muestra 2 veces.
2. El encabezado del paquete original no tiene la etiqueta VLAN.
3. El switch interno inserta la etiqueta adicional del puerto VLAN 103 que identifica la interfaz

de salida Ethernet1/3.
4. El switch interno inserta una etiqueta VN adicional.

. T
12032-97-14 70:30:36.
2 I022-07-14 10:20:36.
3 2022-97-14 T0:29:36.
4 2022-97-14 T0:29:36.
5 2022-97-14 X0:29:37.
6 2022-07-14 I0:20:37.
7T 022-07-14 I0:20:37.
B 2022-07-14 10:20:37.
9 20370714 Fo:I0:I8.
10 2032-97-14 20:20:38.
11 2032-97-14 20:20:38.
12 2032-97-14 20:20:38.
13 2022-87-14 20:20:39.
14 2022-87-14 20:20:39.
15 2022-87-14 20:20:39.
16 2022-087-14 20:29:39.

24 2032-97-14 20:20:41.
25 2032-97-14 F0:20:43.
26 2032-87-14 F0:20:43.

» Frome 1t

513854256
513857269
514117394
514119312
537723822
S53F7 26588
SIBBL6165
53Ea48311
S61776064
S61778310
SEIARIER
562050333

585937908

17 2022-07-14 20:29:49.600804804
18 2022-07-14 20:20:40.600807618
19 2022-07-14 20:20: 40610170685
20 2022-07-14 F0:20:40.610181944
21 2022-07-14 20:20:41.633805153
22 2022-07-14 20:20:41.633806997
23 2002-97-14 20:20:41.634024102

623085358
E5TTR9HGE
E5TT11668

27 2022-97-14 20:20:42 .65TIBBETS
28 2022-87-14 20:20:42 657981971
29 2032-87-14 20:20:43 681736697

Seurne Desranon
192.0.2. 109 198.51. 198, 108
192.8.2. 168 198.51.180. 188
1%8.51. 100,100 192.9.2.100
198,51, 100,100 192.9.2.100
192.0.2. 109 198, 51, 100, 108
192.0.2. 100 198, 51. 106, 100
198,51, 100,180 192.9.2.180
158,51, 100,180 192.8.2.180
192.0.2, 168 198, 51,108, 188
192.0.2. 168 198, 51,108, 188
158.51.100.100 192.9.2.189
158.51.100.108 192.9.2.189
192.8.2.188 198.51.1088. 188
192.8.2.188 198.51.1088. 188
198.51. 100,188 192.6.2. 180
198.51.100. 1089 107.9.2.184
0.2, 198,51, 100, 180
198,51, 100, 100
. 192.@.2. 100
. 198,51, 104, 120
. 198,51, 100, 120
108, 192.9.2.108
51.100. 100
192.8.2.188

198.51.188. 188

108 bytes on wire (864 bits), 198 bytes captured (864 bits)
» Ethernet II, Src: Cisco b9:77:2d (58:97:bd:b0:77:2d)

DEt: Vidare 9d:

B000 9118 9111 =

Internet Control Message

= DEI:

Internet Protocol Version 4, Src:

Protocol

tneligible
ID: 183

Direction: To Bridge
Pointer: vif_id
Destination: @
Looped: No
Reserved: @

version: @

Spurce: 19

Fratecsl
IcHe
ICHP
ICHP
ICHP
ICHe
ICHP
IcHe

FE
exs990 (22928)
fx5990 (22928
Bxccic (52268
Bxccic (32268)
BxSadd (23040)
Bx5add (23040)
Bxcedb (52379)
Bxccab ($2379)
BxSab? (23223)
exsab? (23223)
excecd (52420)
excecd (52420)
enshas (23366)
axshas (23366)
excdid (52621)
excdBd (52621)
#x5hib (23419)
oxsh7b (23419)
xcdif (52623)
oxcddf (52623)
BxShie (23422)
BuSbie (23423)
Buceds (52790)
oxceds (52790)
exshfa (23536)
exshfa (23536)
Bxcedn (52809
fxcedn (52809
BxSc52 (23634)

on interface capture_ud g, id @
67250 (90:50:56:9d1e7:58)

FTIL o
64 Echo (ping) request
&4 Echo request

64 Echo (ping) reply
&4 Echo (ping) reply
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) reguest
64 Echo (ping) reguest
64 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) reply
&4 Echo (ping) reply
64 Echo (ping) reguest
&4 Echo (ping) request
64 Echo (ping) reply
64 Echo (ping) reply
64 Echa (ping) reguest
64 Echo (ping) reguast
&4 Echo (ping) reply
&4 Echo (ping) reply
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) reply
64 Echo (ping) reply
&4 Echo (ping) request

id-gxoe01, $0q=15/3848,
id=gwoeel, seqe15/3640,
id=0wonel, seq=15/3640,
ideipdl, seqs15/3648,
Ldeipddd, seqe16/4i06,
id=0x0o0l, seqe16/4006,
id=0xDodl, seqe16/4096,
id=0xDeel, Seqel6/4096,
ideaxooal, seqs17/4352,
ideoxaedl, seqel? 4352,
id=xDeal1, seq=17/4352,
idexaeal, seqel7/ 4352,
ideaxB@al, seqe12/4603,
ideexBeal, seq-18/4683,
ideawaeel, soq-18/4608,
ide0xoBa1, seq-18/4608,
id=0ueeal, seq=19/4864,
id=0xom01, seq=19/4864,
id=0x0ed1, seq=19/4864,
Ld=oxomal, seqe19/4864,
id=0xDedl, seq=20/5120,
Lde0uoeal, seq=20/5120,
ideonodl, seqe20/5120,
ideon0mdl, seqe20/5120,
id=pwaeal, seq=21/5376,
ide=exBeal, seq=21/5376,
ideewaeal, soq=21/5376,
ideawaeel, soqs=21/5376,
id=gwaeal, s0q=22/5632,

o
°a
4@ i
o8 &

S0 56 9d eF 50 58 97
@a B1 @0 99 67 08 290
f4 1c o 00 02 64
1 @8 of &% 7a dé 62
00 00 98 00 18 11 13 13
1o 1d 1e 1f 20 21 22 23
2c 2d 2e 2f 32 31 32 33

ttl=64 (no response found!)
ttle=64 (reply in 3)

ttl=6a (request in 2)
ttl=64

ttl=64 (no response foundl)
ttl=64 (reply in 7)

ttl=64 (request in &)
ttl=64

ttl=6a (no response found!)
ttlssa (reply in 11)
ttlsga (request in 1@)
ttlasa

ttls6d (no response found!)
ttlesd (reply in 15)
ttl=6a (request in 14)
ttl=ga

ttl=64 (no response foundl)
ttl=64 (reply in 19)
ttl=64 (request in 18)
ttl=6d

ttl=g4 (no response foundl)
ttl=6a (reply in 23)
ttl=ga (reguest in 22)
ttlaga

ttlsga (no response found!)
ttlssa (reply in 27)
ttl=6a (request in 26)
ttle6a

ttl=64 (o response found!)

bd b0 I7 2d B9 26 OO B
45 00 2 54 59 90 40
€6 33 64 04 08 00 22 68
o0 b0 00 0@ b3 d7 @9 00
14 15 16 17 18 15 1a 1b
24 75 76 27 28 29 2a b
34 35 36 37

LR TR Y
g ETY
@ d -38d--*h
iETah e e
"8 $XRT()%s
»--/2123 4567




M. T
12022-87-14
4+ 22022-07-14
- 32022-07-14
4 2023-07-14
5 2023-07-14
& 2023-07-14
T 2022-87-14
8 2022-87-14
9 2022-07-14
10 2022-87-14
11 2022-87-14
12 2022-07-14
13 2022-07-14
14 2022-07-14
15 2022-07-14
16 2022-87-14
17 20822-87«
18 2022-87-14
19 2022-07-14
20 2022-07-14
21 2022-07-14
22 2022-07-14
23 2022-07-14
24 2022-87-14
2% 2022-87-14
26 2022-87-14
27 2022-07-14
28 2022-07-14
26 2022-07-14

<

20120136, 513854256
20120136, 513857289
20120136, 514117394
20 20: 36, 514119312
200 0. 3F. 53TTIREZ
200 20:37. 5377265838
20520137, 538046165
20030337, 538048311
20120138, 561776064
20120336, 561778310
201 10138, 562048288
20 20138, 562050333
20520539, SH56ITA4N
20520539, SES6T8455
2012039, 585936554
20120139, SE5937900

20120140, 610179685
201 20140, 610181044
20120141, 633805153
20120141, 633806097

20:20:43, 657980675
20:20:42, 657981971
201 20143, 681736697

Soerce
192.9.2.100
192.0.2.100
198,51, 168, 106
198,51, 160, 10a
192.0.2.100
192.8.2.180
198.51.108. 108
198.51.100. 190
192.0.2.100
192.@. 2. 109
198,51, 10¢, 100
198,51, 18%, 180
192,09, 2. 109
192,90, 2,109
198.51.109. 188
198.51.108. 100
192.8.2.180
192.9.7.1080
198,51, 102, 198
198,51, 100, 108
192.9.2.100
192.9.2.100
198.51.100. 180
198.51.100. 100
192.9.2.180
192.8.2. 188
198,51, 188, 188
198,51, 188, 108
192,08, 2. 100

Darimnatis.
198.51.100. 188
[198.51. 100, 106
192.9.2. 100
192.0.2. 100
198,51, 180,180
198 .51, 160, 188
192.9.2.100
192.9.2.100
198.51.100. 100
198,51, 109,199
192.0.2.100
192.0.2.100
198,51, 100, 180
198,51, 100, 180
192.0.2.100
192.98.2.100
193.51.100.189
198.51.100.180
192.9.2.100
192.9.2.100
198.51.100. 180
198.51.100. 180
192.0.2.100
192.9.2.100
193.51.100. 188
193.51.100.180
192.9.2.100
192.9.2. 100
198,51, 100, 168

»
»
Li-Tag

= birect

ion: To eridge

Pointer: vif_id
Destination: @

mrae mmes DGR BROA 1010 =

B2, 10 Virtual LAN [(SxiE109
riua : 0, DEI: @, I1D:
. = Priority: Best Effert (default) (@)
. = DEL: Imeligible

9000 9118 9111 = 10: 103

Internet Protocol Version 4, Srcr 192.0.2.188, Dst: 198.51.100.180
Internet Control Message Protocol

2

D
0x5990 (22028)

dmecke (S2R68)
axSadd (23648)
axSadd (23048)
dxccsb (52379)
axccab (52379)
axsab? (23223)
axsab? (23223)
dweccd (52420)
dxcccd (52420)
ax5ha6 (23366)
ax5hat (23366)
axcdad (52621)
wxedad (52621)
Bxsh7b (23419)
@x5bTh (23419)
axcdsf (52623)
oxcdaf (52623)
axsh7e (23422)
axshye (23422)
axce3t (S2790)
oxces (5279a)
axshfe (23536)
axsbfe (23538)
Bxcedd (52889)
Bxcedd (52EH9)
x5c52 (23634)

Frame 2: 1068 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture we &, id @
Ethernet 11, Src: Clsco bo9:77:2d (58:97:bd:b9:77:2d), Dst: Viware 9d:e7:50 (00:50:56:9d:e7:50)
W

(ping)
i

64 Ec Ping,
{ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping}
(ping}
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping}
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
{ping)

ply
ply
request
request
reply
reply
request
request
reply
reply
request
request
reply
reply
request
request
reply
reply
request
Fequest
ERply
reply
request
request
reply
reply
request

el
ey

id=awaenl,
it ,
=t
=it ,
idudind
id=gnioal,
id=gmioal,
ideaxpenl,
id=gxeonl,
id=guoonl,
ideguool,
1d=Euiel ,
id= @il ,
ide@xdool,
idegxoenl,
idegueonl,
ideaxaee1,
ideaxpaal,
idwanpaal,
idwanpoal,
id=@mianl ,
idm@mianl ,
id=gnionl,
idegnaonl,
id=axp001,
ideaxaonl,
ideapanl,
id=aeant,
=i,

seqe15/3840,
seq=15/3840,
seqe15/3840,
seq=15/3840,
seqe16/4056,
seqe16/4056,
seq=16/4096,
seq=16/4096,
seqe17/a3s2,
seq=17/4352,
seq=17/4352,
seqe17/fa3s2,
seqe18/4608,
Sequ18/a608,
seqe18/a608,
seqe18/a608,
seqe19/a864,
seqe19/4864,
seqe10/4864,
seqei0faR6d,
seqe20/5129,
seqe20/5129,
SEqeaf5100,
Seqe28/5128,
seq=21/5376,
seqe21/5376,
seqe21/5376,
seqe21/5376,
seqe22/5632,

B8 59 56 9d eF S0 58
B0 B4 Bl 00 0O 67 0B
a@ o1 f4 1c @ 80 02
o3 01 00 oF 89 7a da
o0 B B0 o0 18 11 12
1c 1d 1e 1f 20 21 22
2¢ 2d 2¢ 2f 30 31 32

ttl=64 (no response Foundl)

ttlasd (reply in 3)

ttl=6d (request in 2}
ttlefd

ttleéd (no response Foundl)
ttledd (reply in 7)

ttl=ga (request in &)
ttlesa

ttl=g4 (no response Foundl)
ttl=6a (reply in 11)
ttl-6a (request in 10)
ttl=td

ttl=6d (no response foundl)
ttlstd (reply inm 15)
ttlssa (request in 1a)
ttl=6d

ttls=gd (no response found!)
ttlesa (reply in 19)
ttl=6a (request in 18)
ttlecd

ttl=6a (no response Foundl)
ttl=éd (reply im 23)
ttlegd (reguest in 22)
ttls=ga

ttl=gd (no response found!)
ttlegd (reply in 27)
ttle6d (request in 28)
ttl=cd

ttl=6d (no response Found!)

aF bd b9 IT 2d 89 26 00 B0 -

BB A5 00 00 54 59 9 4B OB ----.g-- E--TY-@-
64 6 33 64 64 08 B0 22 68 @-----d -3dd--Th
62 00 &0 00 @b b3 dT 09 0D CEREY & IEREEREE
1% 14 15 16 17 18 1% 1a 1b COOTE IO T
3 2425 36 2T 38 39 2a b <o 178 SERT()"+

33 34 3% 36 37 pa (8123 a567

Seleccione el tercer y el cuarto paquetes y verifique los puntos clave:

1. Cada respuesta de eco ICMP se captura y se muestra 2 veces.
2. El encabezado del paquete original no tiene la etiqueta VLAN.
3. El switch interno inserta la etiqueta adicional del puerto VLAN 102 que identifica la interfaz
de salida Ethernet1/2.
4. El switch interno inserta una etiqueta VN adicional.

wo.  Time
1 2022-07-14
. 2 2022-07-14
< 3 2822-87-14
4 2022-07-14
5 2022-07-14
6 2022-07-14
7 2022-07-14
8 2022-07-14
9 2822-87-14
108 2022-07-14
11 2022-07-14
12 2022-07-14
13 2022-07-14
14 2022-07-14
1% 2022-07-14
16 2022-07-14
17 2022-07-14
18 2022-07-14
19 2022-07-14
20 2022-07-14
21 2022-07-14
22 2032-87-14
23 2022-07-14
24 2022-07-14
25 2022-07-14
26 2022-07-14
27 2022-07-14
28 30332-a7-14
29 2022-87-14
<

Type: 802.10 Wirtual LAN (@x8108
1 .1Q virtual LAN, BN T @, 10: 1
aeo.

Src: Cisco

20:20:36. 513854256
20:20:36. 513857289
29:29:36.514117394
20:20:36.514119312
20:20:37. 537723822
20:20:37. 5377265488
20:20:37. 538846165
20:20:37. 538048311
20129238, 56177606
20:29:38.561778310
20:20:38. 562048288
20:20:38. 562050333
20:20:39. 585677043
20:20:39. 585678455
20:20:39. 585936554
20:20:39. 585937900
20:20:49. 699804804
20:20:40. 690807618
20:20:40. 610175645
20:20:40. 610181944
20:20:41. 633805153
20:20:41.633886997
20:20:41. 634884102
20:20:41. 634085368
30:20:42 . 657705898
20:20:42. 657711668
20:20:42. 657980675
20:20:42.657981971
20:20:43. 681736697

sran aeea G000 0008 1010 =

Souren
192.9.2.109
192.9.2.188
1928.51.198. 188
198.51. 188, 180
192.9.2.109
192.9.2.10¢
198,51, 108, 180
198,51, 108, 188
192.9.2.108
197.8.3.184
198,51, 108, 180
198,51, 100, 190
192.9.2.100
192.9.2.109
192.51.100. 100
192.51. 1080, 180
192.9.2.188
192.9.2.109
198,51, 168, 180
192,51, 168, 188
192.8.2.188
192.9.2.100
198,51, 160, 100
198,51, 160, 100
192.9.2.100
192,802,100
193, 51. 108, 188
198.51.100. 100
192.9.2.108

b:77:00 (58:97:bd:ba:77:00

Destrancn
198.51. 199, 108
198.51.190. 188
192.8.2.108
192.8.7.188
198.51. 100, 168
198.51. 190, 168
192.8.2.188
192.9.2.188
198.51.100. 168
198.51.100. 108
192.8.2.108
192.9. 2,100
198.51. 199, 10
198.51.100. 100
192.9.2.100
192.8.2.100
198.51. 160, 168
198.51. 160, 168
192.8.2.180
192.8.2.180
158,51, 180, 168
198.51.100. 160
192.8. 7. 188
192.9. 2,100
198,51, 100, 168
198,51, 100, 168
192.0.2.108
192.9.2.100
198.51.160. 100

pirection: To Bridge
Pointer: vif_id
bestination: @
Looped: No
Reserved: @

= Wersion: @

Source: 1@

Fromsest
ICHP
ICHP
TCHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICMP
ICHP
ICHP
ICHP
IcHP
IcHp
ICMP
ICMP
ICHP
ICHP
ICHP
IcHp
ICMP
ICHP
TCHP
ICHP
I<HP
IcHP
ICHP
ICMP
TCHe

ity: Best Effort (default) (@)
Ineligible
OBk 0110 9118 = ID: 182

188

o
05990 (22928)

ce2c (52268)

ax [ e|echo (ping) reply
axccic (52268) 64 Echo (ping) reply

(23048)
(52379)
(52279)
(23223)
(23223)
(52428)
(52428)
(23366)
(23266)
(52621)
(52621)
(23419)
(23419)
(52623)
(52623)
(23422)
(23423)
(52799)
(52799)
(23536)
(23536)
(52809)
{52209}
(23634)

axcdad
excdad
aush7b
@x5h7b
aedaf
cedaf
axsb7e
axsh7e
Bxce3s
Bnceds
anshfo
anibfo
axcead
axceds
ax5cs2

» Frame 3: 108 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture ve &, id @
Dst: Viware Sd:ed:be (00:50:56:9d:e8:be)

P N
64 Echo (ping) request ide-2xedol, seqe15/3840, ttl=64 (no response foundl)
ho Lning ) e idegmdal, seqe15/3g40, ttl=6d (reply in 3)
idegx001, seqe15/3848, ttlséa (request in 3)
idepxpaal, seqe15/3849, ttlsed
od Echo (ping) request  id-ow@dal, seqs16/4@06, ttle6d (no response found!)
64 Echo (ping) request idedwddol, seqel6fadds, ttlecd (reply in 7)
64 Echo (ping) reply ideiidal, seqel6/d06, ttle6d (request in 6)
64 Echo (ping) reply  idsaxeel, seqe16/4e96, ttlses
&4 Echo (ping) reguest ids@x@eal, seqe17/4352, ttlsed (no response found!)
64 Echo (ping) request ids@x@eel, seqe=17/4352, ttl=ea (reply in 11}
&4 Eche (ping) reply id=gxeeol, seqe17/2352, ttl-ed (request in 1@)
64 Eche (ping) reply 1d=gmdo01, seqe17/4352, ttl=64
64 Echo (ping) request idedwddol, seqeiBfacdd, ttl=cd (no response foundl)
64 Echo (ping) request idedwddol, seqelBfacdd, ttlsésd (reply in 15)
64 Echo (ping) reply  ids0weoal, seqe18/4603, ttlsed (request in 14)
&4 Echo {ping) reply idegxpaal, seqe18/4608, ttlsea
&4 Echo {ping) request id-0wddol, seqe19/4864, ttl-ed (no response foundl)
64 Echo {ping) request id-0wddel, seqe-10/4@64, ttl-cd (reply in 19)
64 Echo (ping) reply id=gmiol, seq=10/4k64, ttl=64 (request in 18)
64 Echo [ping) reply iduim0l, seq=15/ 4264, trl=a
&4 Echo (ping) réquest id-9xbol, seqe20/5120, ttlesd (no résponse Found!)
&4 Echo [ping) request ids8xdaal, seqe20/5129, ttlsgd (reply in 23)
&4 Echo (ping) reply  id-0xB0@1, 5eqe-20/5120, ttl-6d (request in 22)
64 Echo {ping) reply 1de-Buddal, seq-28/5120, ttl-6d
64 Echo {ping) request id-Om®ddi, seq=21/5376, ttl=6d {no response foundl)
84 Echo (ping) request id=wbd01, seqe21/5376, ttleéd (reply in 27)
&4 Echo (ping) reply  id=0x0001, seq=21/5376, ttleg4 (request in 26)
&4 Eche {ping) reply ided@dal, seqe21/5376, ttlecs
&4 Echo {ping) request id-oxea01, seqe22/5632, ttleed (no response found!)
od ef be 58 97 bd b3 77 de 25 26 00 0
B0 BO BL BB 03 4% 00 98 54 ¢ Zc 00 OO
B0 c6 33 64 64 €0 00 02 64 90 0D 2a 6B
of B0 7a 00 62 @ 00 02 @0 b3 d7 09 B
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Explicacion

Cuando se configura una captura de paquetes en una interfaz de backplane, el switch captura
simultdneamente cada paquete dos veces. En este caso, el switch interno recibe paquetes que ya
estan etiquetados por la aplicacion en el mddulo de seguridad con la etiqueta de VLAN de puerto
y la etiqueta VPN. La etiqueta VLAN identifica la interfaz de salida que el chasis interno utiliza
para reenviar los paquetes a la red. La etiqueta VLAN 103 en los paquetes de solicitud de eco
ICMP identifica Ethernet1/3 como la interfaz de salida, mientras que la etiqueta VLAN 102 en los
paquetes de respuesta de eco ICMP identifica Ethernet1/2 como la interfaz de salida. El switch
interno quita la etiqueta VN y la etiqueta VLAN de la interfaz interna antes de que los paquetes se
reenvien a la red.

Esta tabla resume la tarea:

Punto VLAN de puerto

Tarea de interno en paquetes ?rl]r.ecm Trafico capturado
captura capturados :
Configuracién y verificacion de Interfac Solo Solicitudes de eco ICMP del ho
capturas de paguetes en es de 102 entrad 192.0.2.100 al host 198.51.100
interfaces de backplane backpla 103 a Respuestas de eco ICMP del h
ne 198.51.100.100 al host 192.0.2

Capturas de paquetes en puertos de aplicaciones y aplicaciones

Las capturas de paquetes de puertos de aplicaciones o aplicaciones siempre se configuran en las
interfaces de la placa de interconexiones y, ademas, en las interfaces frontales si el usuario
especifica la direccidn de captura de la aplicacion.

Hay principalmente 2 casos practicos:

- Configure las capturas de paquetes en las interfaces de la placa de interconexiones para los
paquetes que salen de una interfaz frontal especifica. Por ejemplo, configure las capturas de
paquetes en la interfaz Ethernet1/9 de la placa de interconexiones para los paquetes que
salen de la interfaz Ethernet1/2.

- Configure capturas simultaneas de paquetes en una interfaz frontal especifica y en las
interfaces de la placa posterior. Por ejemplo, configure capturas simultaneas de paquetes en
la interfaz Ethernet1/2 y en la interfaz de placa de interconexiones Ethernet1/9 para paquetes
que salgan de la interfaz Ethernet1/2.

Esta seccion abarca ambos casos practicos.

Tarea 1
Utilice FCM y CLI para configurar y verificar una captura de paquetes en la interfaz de la placa
posterior. Se capturan los paquetes para los que el puerto de aplicacion Ethernet1/2 se identifica

como la interfaz de salida. En este caso, se capturan las respuestas ICMP.

Topologia, flujo de paquetes y puntos de captura



Chassis
Internal Switch Security Module
Port VLAM 102 '—_rD',ASA
192.0.2.100 Backplane
@ ICMP echo-reply .
198.51.100.100

Configuracién

FCM

Siga estos pasos en FCM para configurar una captura de paquetes en la aplicacion FTD y el
puerto Ethernet1/2 de la aplicacion:

1. Utilice Tools > Packet Capture > Capture Session para crear una nueva sesion de captura:

Overview Interfaces Logical Devices Security Engine Platform Settings System Help admin

Packet Capture

Troubleshooting Logs

[ scmion T

C Refresh Delete Al Sessions

Mo Session available

2. Seleccione la aplicacion Ethernet1/2 en la lista desplegable Application Port y seleccione
Egress Packet en Application Capture Direction. Proporcione el Nombre de la Sesién y haga
clic en Guardar y Ejecutar para activar la captura:

Overview Interfaces Logical Devices Security Engine Flatform Settings

Sedect an Instance; il b Save Canced
| fudl | Sesson Name® capl I

Selected Interfaces Han

Buffer Sze %6 MB il
Ethernet/2

Snap kength: 1518 Bytes

Store Packets EEEE e

Cagture On fd =

22 Apphcation Port

Ethernet1/3 Ethemetl/2 i

FTD
Ethemetl/3, Ethemnet1f10

Captura DEection Pl Covess Packo |
Capture Fiter Apply Filtar

Etharmatt/1

CLI FXOS

Siga estos pasos en la CLI de FXOS para configurar las capturas de paquetes en las interfaces
de la placa posterior:



1. Identifique el tipo de aplicacion y el identificador:

firepower# scope ssa

firepower /ssa# show app-instance

App Nane Identifier Slot 1D Admin State Oper State Runni ng Version Startup Version
Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabl ed Online 7.2.0.82 7.2.0.82
Native No Not Applicable None

2. Crear una sesion de captura:

firepower# scope packet-capture

firepower /packet-capture # create session capl

firepower /packet-capture/session* # create app-port 1 112 Ethernetl/2 ftd
firepower /packet-capture/session/app-port* # set app-identifier ftdl
firepower /packet-capture/session/app-port* # set filter "»

firepower /packet-capture/session/app-port* # set subinterface 0

firepower /packet-capture/session/app-port* # up

firepower /packet-capture/session* # commit

firepower /packet-capture/session #

Verificacion
FCM

Verifique el Nombre de la Interfaz, asegurese de que el Estado Operacional esté activo y que el
Tamaiio del Archivo (en bytes) aumente:

[SOELNEE Interfaces Logical Devices Security Engine Platform Settings

& Refissh Caplure Sission Dbt A Sesisions

= capl Drop Count: § Gperational State: up Bubfer Size: 756 MB Snap Length: 1518 Byfes

Interface Name Filter File Size (in bytes)

CLI FXOS

Verifique los detalles de la captura en scope packet-capture:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Flag: Overwite
Sessi on Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: O
Drop Count: O



Application ports involved in Packet Capture:
Slot Id: 1
Link Name: 112
Port Name: Ethernetl/2
App Nane: ftd
Sub Interface: O
Application Instance Identifier: ftdl

Application ports resolved to:
Name: vnicl
Eq Slot Id: 1
Eq Port Id: 9
Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1036.pcap
Pcapsize: 53640 bytes
Vlian: 102
Filter:

Name: vnic2
Eq Slot Id: 1
Eq Port Id: 10
Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1175.pcap
Pcapsize: 1824 bytes
Vlian: 102
Filter:

Recopilar archivos de captura

Siga los pasos de la seccion Recopilacién de archivos de captura de switch internos de Firepower
4100/9300.

Capturar analisis de archivos

Utilice una aplicacion de lector de archivos de captura de paquetes para abrir los archivos de
captura. En el caso de varias interfaces de backplane, asegurese de abrir todos los archivos de
captura para cada interfaz de backplane. En este caso, los paquetes se capturan en la interfaz
Ethernet1/9 de la placa de interconexiones.

Seleccione el primer y el segundo paquete y verifique los puntos clave:

1. Cada respuesta de eco ICMP se captura y se muestra 2 veces.

2. El encabezado del paquete original no tiene la etiqueta VLAN.

3. El switch interno inserta la etiqueta adicional del puerto VLAN 102 que identifica la interfaz
de salida Ethernet1/2.

4. El switch interno inserta una etiqueta VN adicional.



. T

Source Pratgosl Lngth FE P IL ko
1 2032-98-81 18:03:22.231237959 1938.51.109.180

1M 108 BxAZfE (17144) 64 Echo (ping) id=0xp012, seqe1/2%6, ttl=ed
2 2022-98-01 10:03:22.231239747  198.51.109.100 IcHp 108 axazfa (17144) 64 Echo (ping) idepx0o12, seqel /256, ttl=es
3 2022-08-81 198.51.100. 188 1P 1688 WX T PITR id=px@812, Seqe2/512, ttlsea
4 2022-88-81 198.51.100. 188 cHe 188 exa3bz (17331) 64 Echo (ping) reply  idsex@@12, seqs2/512, ttlsed
5 2032-98-81 19:83:74.234703981 198.51.199.180 192.8.2.180 IcHe 188 Bxaase (17502) &4 Echo (ping) reply idepu@@12, soqe3/768, ttlecd
6 2022-88-81 10:03:24.234786751 108.51.188.180 192.0.2.108 TcHe 188 exadse (17582) 61 Echo (ping) reply  ideex@@l2, seqe3 /768, ttlesd
7 2022-08-01 10:03:25.258672449 108.51.100.1080 192.98.2.100 IcHe 108 meddbd (1750R) &4 Echo (ping) reply id=px@@l2, seqe4/1824, ttl-64
B 2022-08-91 19:03:25.258674861 198.51.100.188  192.9.2.109¢ IcHe 18 BxAd6 (17508) &4 Echo (ping) reply Hd=ixpe12, seqe4/1024, ttle64
O 2022-08-91 19:03:26. 282663160 1098.51.100.180  192.9.2.10¢ IcHe 108 fxddck (17603) 64 Echo (ping) reply idwindil2, seqeS/1280, ttleéd
12 2022-08-01 10:03:26, 282666183 108,51, 100. 180 IcHe 108 oxddcy (17603) 64 Echo (pimg) reply ddwidil2, seqes/1280, ttle6d
11 2022-08-91 19:03:27.306671604 198,51, 100.180  192.2.2.180 IcHe 108 axddaT (17639) &4 Echo (ping) reply Hd=txd012, seqes/1536, ttle-64
12 2022-08-01 10:03:27 . 306674378  108.51.100.180  192.0.2.100 IcHe pL axddaT (17639) &4 Echo (pimg) reply Bd=oxd012, seqes/1536, ttle=64
13 2022-08-01 10:03:28 . 330664677  198.51.100.180  192.9.2.100 Icme 18 ax4A550 (17744) &4 Echo (pimg) reply Edwoxdo12, seqe?/1792, ttlefd
14 2022-08-01 10:03:28, 330667153 162.0.2.100 Tcmp 108 OxA550 (17744) 64 Echo (pimg) reply  Ad=0x0012, seqs?/1792, ttlséd
15 2022-08-01 10:03:29,384755831 1cHp 108 OxA553 (17747) 64 Echo (ping) reply  id=0x012, seqs8/2048, ttlstd
16 2022-08-81 10:03:29, 384936706 192.0.2.100 (a1 ] 108 axass2 (17747) 64 Echo (ping) reply  ideox@012, seqeg /2048, ttlsgd
17 2022-02-81 10:03:38,378795204 198.51.100.100  192.9.2.100 oM 108 axasar (17815) 64 Echo (ping) reply  ideow@012, seqs9/2304, ttlstd
18 7022-88-81 10:03:38.378798172 198.51.100.100 192.9.2.100 oM 108 axasa7 (17815) 6aEcho (ping) reply  id=0x0012, seqs9,/2384, ttl=ed
19 2022-98-01 10:03:31.482772217 193.51.100.180 192.0.2.109 IcHP 108 ax4G7a (18842 &4 Echo (ping) reply id=gx2012, seq=18/2550, ttl=sd
20 2022-98-01 19:03:31.402774775  198.51.100.180 192.9.2.100 IcHe leg BABTa (18842) &4 Echo (ping) reply idepupel?, seqs18/2560, ttl-cd
21 2022-08-01 19:03:37. 426503254  193.51.108.180 192.9.2.109 IcHe leg BxAGRa (18058) 64 Echo (ping) reply idepupil2, seqe11/2816, ttl-cd
22 1022-08-01 10:03:32 426595601 198.51.108.180 102.9.2.109 IcHe 18 oxd68a (18058) 64 Echo (pimg) reply idetxpil2, seq-11/3816, ttl-cd

<

» Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ud 8, id @ * 00 50 56 % o8 be 58 97 bd b9 FT 0e 89 16 0GB G PN - X oW B
> Ethernet II, Src: Cisco bo:77:0e (SB:97:bd:ba:77:0e), DSl: VMware Sd:eB:be (99:58:56:9d:e8:be) 90 0a 81 0D DD 66 0F 00 45 00 00 54 42 T8 0D 00 [RREE AEN 43 | TRH

C0r0 40 01 42 b5 c6 33 64 64 <O 00 O 64 DO 0D D0 D4 @D -3dd d

Direction: To Bridge 0OT0 00 12 00 01 dd a4 ©F 62 00 00 00 00 3 B4 BB B0 - -ob oo
§ i @ 00 00 00 00 10 11 12 13 14 15 16 17 18 19 1a 1b

Pointer: vif_id
i : 1c 1d 1e 1f 28 21 32 23 24 3% 26 27 38 29 2adb .- |TE SEET(
4 0060 2¢ 2d 2¢ 2f 30 31 32 33 34 35 36 37 3o fB123 4567

[ P . = Priority: Best Effort (default) (@)
RS R . . = DEI: Imeligible 3
soa BOOO 0110 0110 = ID: 192

Tm: IPvd ’OMM —— s
Internet Protocol version 4, Src: 198.51.100.188, DSt: 192.8.2.180

Internet Control Message Protocol

o, Tems Soar Destmation Frogcal [ PD PITL ik
1 2022-08-91 19:93:22.231237959  198,51.100. 180  192.0.2.108 1CMP 108 exazfy (17144) 64 Echo (ping) reply ideoxo012, seqelfiS6, ttlsgs
2 2022-08-01 2.231230747  198.51.100.100  102.9.2.100 e 108 oxd2fR (17144) 64 Echo (ping) reply | ide0xo012, seqe1/256, ttle=64
3 2022-08-01 3.232244760  198,51.100. 180 192.9.2.108 IcmMe 108 fdwoemii2, seqe2f512, ttl=sd
4 2022-08-01 3. 232247753 198,51.100,180  192.9.2.100 IcMe 108 exa3by (17331) 64 Echo (ping) reply Ld=0xp012, seqe2f512, ttl=ss
5 2022-08-01 4. 234703981 198,51.100,190  192.9.2.180 Icme 108 fxadse (17502) 64 Echa (ping) reply idwoepii2, seqe3/768, ttlesd
6 2022-08-01 19203124, 234706751 198,51.100. 100 192.9.2. 108 IcHe 108 oxadse (17502) 64 Echa (ping) reply ideinepii2, seqe3/768, ttl=sd
7 2022-06-01 5. 258672440 108,51.100.100  192.9.2.100 IcHe 108 @xddd (17508) 64 Echa (ping) reply ideompid2, seqed/1024, ttl=sd
B 2032-08-01 5. I58674861 198.51.100.100 192.9.2.100 IcHe 108 SxddEd (17508) &4 Echo (ping) reply id=xpp12, seqe4/1824, ttle=s4
0 19320801 6. 282663160  198.51.180.1800  192.9.2.108 IcMe 108 xddc3 (17603) &4 Echo (ping) reply idepdil2, seqs5/1288, ttlssd
18 2022-03-81 6. 282656183 198.51.100.100  192.9.2.198 ToHe 188 exasc3 (17603) 64 Echo (ping) reply  ideBu812, seqe5 1288, ttls6a
11 2022-08-81 10:83:37.306671604 198.51.180.18@ 192.9.2.198 MR 188 exase7 (17639) 64 Echo (ping) reply  id=Bwd@12, seqe6/1536, ttl=sd
12 2022-03-81 7.306674378 198.51.100.100  192.9.2.198 MR 188 xdde? (17639) 64 Echo (ping) reply  id=expe12, seqe6/1536, ttl=6a
13 2022-08-01 8.330664677 198.51.100.100  192.9.2.198 i 108 Bxas5a (17744) 64 Echo (ping) reply  id=exe812, seqs7 1792, ttl=6a
14 2022-98-81 B.330667153  198.51.100.100  192.9.2.108 1M 108 oxas5a (17744) 64 Echo (ping) reply  id=exe912, seqs? 1792, ttl=sd
15 78232-08-81 5.354795931  198,51.190, 188 192.9.2.108 ICHP 188 BxA553 (17747) 64 Echa (ping) reply idepxd12, eqed/ioas, ttlssa
16 2022-08-01 10:03:25.354036706  198.51.100.100  192.9.2.100 TCHE 108 xa853 (17747) 64 Echo (ping) reply  ideoxo012, seqes/i048, ttlséa
17 2022-038-01 0. 378795204  198.51.100.180 192.9.2.108 e, 108 exa597 (17815) 64 Echo (ping) reply fdwicdil2, seqei3ed, ttless
18 2032-08-01 0. 378798172 198.51.100.180 192.9.2.109 e, pLL exa597 (17815) 64 Echo (ping) reply fd=edil2, seqe/ided, ttlesd
19 2022-08-01 1.402772217  198,51.100.180  192.9.2.100 LCHP 108 exa6Fa (18842) 64 Echo (ping) reply fd=owpil2, seqe=10/2568, ttl=ta
20 1D32-0E-01 1.402774775  198,51.100. 190 192.9.2.100 ICHP 108 fxad6Fa (18842) 64 Echo (ping) reply idwoepiiz, seqe10/2560, ttle=64
21 1032-08-01 10:03:32.426693254  198,51.100,100  192.9.2. 100 ICHP 108 fwd6Ea (18058) 64 Echo (ping) reply idwoepid, seqe11/2816, ttle=6d
22 1032-08-01 10:03:32.426695691  198,51.100.100  192.9.2.100 IcHe 108 dudGEa (18058) 64 Echo (ping) reply ideompil, seq=11/2816, ttle=d

t

= Looped: Mo
= Reserved: @
= version: @
= Spurce: 18

» Frame 2: 108 bytes on wire (@64 bits), 108 bytes captured (864 bits) on interface capture_ud 8, id @ 80 50 56 O9d ¢ be 58 97 bd b9 77 0e 29 26 00 00
» Ethermet TI, Src: Cisco b9:77:0e (S@:07:bd:bh0:77:0e), Dst: VMware Od:ef:be (00:50:56:0d:e8:be) 83 Ba E1 89 90 66 B2 BB 4% 80 0D 54 42 8 00 80
40 @1 4a b5 €6 33 64 64 €0 00 07 64 90 PO 99 B4
____________ - Direction: To Bridge ©0 12 00 01 dd 34 ©7 62 €2 90 00 09 3 o €9 00
= Pointer: wif_id 89 @2 B0 0@ 18 11 12 13 14 15 16 17 18 19 la 1b N P EEEETE
Bl TE D Tc Ad 1o If 20 31 23 23 24 35 36 27 3B 10 Za zb - |"F $ME' ()%
: 4 2c 2d 2o 2f 30 31 32 33 34 35 36 37 - /B123 4567

- I
a1 LA (@100
te, T e, 10: 102

= Priority: Best Effort (default) (@)
- = DET: Ineligible 3
. 0000 0110 2118 = I0: 102

£ IPvd [Dad@a)

Internet Protocel Version 4, Src: 108,51, 109,108, Dst: 192.0.2.100
Internet Control Message Protocol 2

Explicacion

En este caso, Ethernet1/2 con la etiqueta VLAN de puerto 102 es la interfaz de salida para los
paquetes de respuesta de eco ICMP.

Cuando la direccion de captura de la aplicacion se establece en Egress en las opciones de
captura, los paquetes con la etiqueta de VLAN de puerto 102 en el encabezado Ethernet se
capturan en las interfaces de placa base en la direccién de ingreso.

Esta tabla resume la tarea:



Puntode VLAN de puerto interno Direcci6

Tarea .
captura en paquetes capturados n:

Trafico capturado

Configurar y verificar
capturas en la aplicacion y Idneterfaces Solo Respuestas de eco ICMP del

el puerto de aplicacion 102 entrada 198.51.100.100 al host 192.0.

Ethernet1/2 backplane

Tarea 2:

Utilice FCM y CLI para configurar y verificar una captura de paquetes en la interfaz de la placa de
interconexiones y la interfaz Ethernet1/2 frontal.

Las capturas de paquetes simultaneas se configuran en:

- Interfaz frontal: se capturan los paquetes con el puerto VLAN 102 en la interfaz Ethernet1/2.
Los paquetes capturados son solicitudes de eco ICMP.

- Interfaces de placa base: se capturan los paquetes para los que Ethernet1/2 se identifica
como la interfaz de salida o los paquetes con el puerto VLAN 102. Los paquetes capturados
son respuestas de eco ICMP.

Topologia, flujo de paquetes y puntos de captura

Chassis
Internal Switch Security Module
FTD/ASA

Port VLAN 102

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

Y

Configuracién
FCM

Siga estos pasos en FCM para configurar una captura de paquetes en la aplicacion FTD y el
puerto Ethernet1/2 de la aplicacion:

1. Utilice Tools > Packet Capture > Capture Session para crear una nueva sesion de captura:

Overview Interfaces Logical Devices Security Engine Platform Settings System |MGEIEN Help  admin

Packet Capture Troubleshooting Logs

rrr

& Refresh Capture Session

No Session available

2. Seleccione la aplicacion FTD, Ethernet1/2, en la lista desplegable Application Port y



seleccione All Packets en la Application Capture Direction. Proporcione el Nombre de la
Sesion y haga clic en Guardar y Ejecutar para activar la captura:

Overview Interfaces Logical [ srity Engine  Platfi gs System Tools Help admin
fird1 I Sassion Name™ apt I
Selected Intarfaces Hone
Buffer Size 256 MB w
Ethasnat1/2
518 Evte
Dverrite ppend
frd w
E Applcation Pon Ethemetl/2 =
th,
Apphcation Capture Direction Egress Packet
Capture Filter Apply Filier
Ethasnat!

Siga estos pasos en la CLI de FXOS para configurar las capturas de paquetes en las interfaces
de la placa posterior:

1. Identifique el tipo de aplicacion y el identificador:

firepower# scope ssa

firepower /ssa# show app-instance

App Nane Identifier Slot ID Admn State Oper State Runni ng Version Startup Version
Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

Enabl ed Online
Not Applicable

None
2. Crear una sesion de captura:

fi
fi

repower# scope packet-capture

r epower
r epower
r epower
r epower
r epower
r epower
r epower
r epower
r epower

fi
fi
fi
fi
fi
fi
fi
fi

/ packet -capture # create session capl

/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi
/ packet - capt ur e/ sessi

Verificacion

FCM

on* # create phy-port ethl/2

on/ phy-port* # set app-identifier ftdl

on/ phy-port* # exit

on* # create app-port 1 linkl2 Ethernetl/2 ftd
on/ app-port* # set app-identifier ftdl

on* # enable

on* # commit

on # commit

Verifique el Nombre de la Interfaz, asegurese de que el Estado Operacional esté activo y que el
Tamaiio del Archivo (en bytes) aumente:



Jne  Platform Settings System Tools Help  admin

u cap1 Drop Count: 0 Operational State: up Buffor Size: 236 MO Snap Langth: 1510 Bytes

Filter File Size (in bytes)

CLI FXOS

Verifique los detalles de la captura en scope packet-capture:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Flag: Overwite
Sessi on Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0
Drop Count: O

Physi cal ports involved in Packet Capture:

Slot I4: 1

Port Id: 2

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap
Pcapsize: 410444 Dbytes

Filter:
Sub Interface: 0O

Application Instance Identifier: ftdl

Application Name: ftd

Application ports involved in Packet Capture:
Slot Id: 1
Link Name: link12
Port Name: Ethernetl/2
App Name: ftd
Sub Interface: 0O
Application Instance Identifier: ftdl

Application ports resolved to:
Nanme: vnicl
Eqg Slot Id: 1
Eqg Port Id: 9
Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1036.pcap
Pcapsize: 128400 bytes
Vlian: 102
Filter:

Nanme: vnic2
Eqg Slot Id: 1

Eg Port Id: 10

Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1175.pcap
Pcapsize: 2656 bytes



Vlian: 102
Filter:

Recopilar archivos de captura

Siga los pasos de la seccion Recopilacién de archivos de captura de switch internos de Firepower
4100/9300.

Capturar analisis de archivos

Utilice una aplicacion de lector de archivos de captura de paquetes para abrir los archivos de
captura. En el caso de varias interfaces de backplane, asegurese de abrir todos los archivos de
captura para cada interfaz de backplane. En este caso, los paquetes se capturan en la interfaz
Ethernet1/9 de la placa de interconexiones.

Abra el archivo de captura para la interfaz Ethernet1/2, seleccione el primer paquete y verifique
los puntos clave:

1. Solo se capturan los paquetes de solicitud de eco ICMP. Cada paquete se captura y se
muestra 2 veces.

2. El encabezado del paquete original no tiene la etiqueta VLAN.

3. El switch interno inserta la etiqueta adicional del puerto VLAN 102 que identifica la interfaz
de ingreso Ethernet1/2.

4. El switch interno inserta una etiqueta VN adicional.

Ho. Tima Some Destinaton Frotocsi Lesgth EE EILL_kiv
1 3022-88-81 11:33:19.070693081  192.9.2.100 198.51.180. 108 i 108 1 |sanr.m (49161 64 Echo (ping) rtqun-s:l idegnel3, seqe1/256, ttletd (no response found!)
2 2022-08-81 11:33:19.070695347 Bu2e 198.51. 189, 100 1CHP 192 Bxcors (49161) 64 Echo (ping) request] idsexed13, seqe1f256, ttlsta (no response found!)
3 2822-08-81 11:33:19.871217121 B2 198.51.180. 188 IcHr 182 0T idePx@d13, seqe1f256, ttletd (no response Found!)
4 2022-98-91 11:33:19.071218458 BeZs 198.51.168. 100 ICHP 192 Bxcedrs (49161) 64 Echo (ping) request idsPw@o13, seqe1f256, ttled (no response found!)
5 2022-08-81 11:33:20.072036625 198.51.188. 100 (0 108 axceae (49326) 64 Echo (ping) request ideBx@013, seqs2/512, ttleéd (no response found!)
6 2022-85-91 11:33:20.072038399 198.51.188. 100 ICHP 102 Bxclae (49326) 64 Echo (ping) request ideBx@013, seqs2/512, ttle6d (no response found!)
7 3022-05-01 11:33:21.073266030 198.51.100. 190 (0 108 Bxc167 (49511) 64 Echo (ping) request id-8x@013, seqs3/768, ttls64 (no response found!)
B 2022-05-01 11:33:21.073268327 198.51.100. 190 e 102 Bxc167 (49511) 64 Echo (ping) request id-8x@013, seqs3/768, ttls64 (no response found!)
9 2022-08-01 :33:22.074576640 2 198.51.100. 108 10MP 108 Bxcl75 (49525) 64 Echo (ping) request id-@x@d13, seqed/1024, ttle64 (no response found!)
12 2022-08-01 :33:22.074578010 2 198.51.100. 108 10MP 192 Bxcl75 (49525) 64 Echo (ping) request id-@x@d13, seqed4/1024, ttl=64 (no response found|)
11 022-08-91 133:23.0757 79089 2 198.51.100, 109 1CHP 198 BaCHOE (49672) 64 Echo (ping) request id-9wdod3, seqe5/1280, ttlesd (no response found|)
12 022-08-91 :33:23.075781513 2 198, 51,100, 189 1CHP 192 BxCINE (49672) 64 Echo (ping) request id-@wdodd, seqe5/1280, ttle6d (no response found|)
13 022-08-91 133:24,081839490 2 198, 51,100, 189 1CHP 198 Bxc211 (49681) 64 Echo (ping) request ide-@wdddd, seqe6/1536, ttle6d (no response found|)
14 3022-08-91 133:24.081841386  192.9.2.108 198.51.100, 108 1CHP 192 Bxc211 (49681) 64 Echo (ping) request id-@wdddl, seqe6/1536, ttle6d (no response found|)
15 022-08-91 233:25.105806249  192.9.2.108 198.51.100, 108 ple, 198 Bxc2ed (49859) 64 Echo (ping) request id-@wdddl, seqs7/1792, ttle6d (no response found|)
16 2022-08-91 11:33:25.105807895 192.9.2.108 198.51.100, 188 bl 182 Bxced (49859) 64 Echa (ping) request id-2xe1l, seqs=7f1792, ttl=6a (no response foundl)
17 2022-08-91 11:33:26.129836278  192.9.2.108 198.51.180. 188 pie 188 BxcIbd (Se1ea) 64 Echo (ping) request id-Swddll, seq=gfroas, ttl=6a (no response foundl)
18 3023-08-01 11:33:26.129838114  192.9.2.100 198.51. 180, 108 1CMP 102 oxciba (S0109) 64 Echo (ping) request id=9xdd13, seqes/2e48, ttl=sa (no response found!)
15 2023-08-01 11:33:37.153828653  192.9.2.100 198.51. 189, 108 1CM 108 oxcare (S9204) 64 Echo (ping) request id=8x@d13, seqes/2384, ttl=sa (no response found!)
20 2033-08-81 11:33:37.153830201 ] 198.51.169. 100 TCM 192 oxcare (50294) 61 Echo (ping) request id=Px@d13, seqe=of334, ttl=sad (no response found!)
21 2023-88-81 11:33:28.17724717% ] 198.51.189. 100 1CM 108 BXC516 (S454) 61 Echo (ping) request id=Px@dnl, eq=18/2568, ttl=6a (no reiponse found!)
32 2023-88-81 11:33:28. 177249075 ] 198.51.169. 100 1CH 192 BXC516 (S454) 64 Echo (ping) request id=Pxdd13, seq=18/2568, ttl=6d (no response found!)
33 023-88-81 11:33:29 201204760 ] 198.51.168. 108 TCH 1908 Bxc578 (58552) 64 Echo (ping) request id=Bxd13, seqs11/2816, ttls6a (no response found))
34 023-88-91 11:33:29 201806488 2 198.51.100. 108 TCHr 192 Bxc578 (50552) 64 Echo (ping) request id-Bx@d13, seqs11/2816, ttls6a (no response found!)
35 023-88-91 11:33:30.235834765 2 198.51.100. 108 TCHP 108 BXCEES (50565) 64 Echo (ping) request id-Bxmd13, seqs=12/3872, ttls6a (no response found))
26 }023-88-91 11:33:30, 235836835 2 198.51.100. 108 TCMP 102 BxcEE5 (50565) 64 Echo (ping) request id-Bxd@13, seqs=12/3872, ttl=64 (no response found))
37 }023-88-91 11:33:31, 240828055 2 198.51.160, 100 TCHP 108 BxcE18 (50712) 61 Echo (ping) request id-ewee13, seqe13/3328, ttle64 (no response found!)
28 2022-88-81 11:33:31,240831121 2 198.51.100, 108 ToHP 192 excE18 (50712) 64 Echo (ping) request id-@xdi13, seq=13/3328, ttl=64 (no response found|)
20 2022-08-@1 11:33:32, 273867060 198.51. 100, 100 TCHP 108 BxcEaf (58767) 64 Echo (ping) request id-ewee13, seqe14/358d, ttle64 (Ao response found])
<
Frame 1: 188 bytes on wire (884 bits), 108 bytes captured (264 bits) on interface capture wd 1, id @ 58 97 bd b0 77 de 00 50 56 Od ef be 89 26 @0 @2 Xo-ow P Voo R
Ethernet IT, Src: Viware 9diedibe (80:50:56:0d:ed:bel, Dst: Cisco bo:77¥:0e (S8:97:bd:ba:T7:ide) 00 00 B1 0D 00 66 OF B0 45 OO0 B0 54 O 09 40 00 foo BT
- A0 01 Bd 83 €0 D0 02 64 €6 33 64 64 08 00 8d Tc @ d «Bdd |
= Birection: From Bridge 013 80 01 £2 b5 eF 62 00 00 00 B0 cb IF 06 00 b
= Polnker: vif Ld G0 60 B B0 18 11 12 13 14 15 16 17 18 19 1a 1b
= phrinatlons 18 1c 1d 1e 2F 20 21 22 23 24 25 36 27 28 29 2a 2b 1"s $XR"(}"+
Zc 2d Te 2F 3@ 31 32 33 34 35 36 37 o= 0123 4567
= Logpad: No 4
= Reserved: @
= Version: @
Source: @
Type: 802,10 Virtual LAN (xE100)
802.4Q Virtual LAN, PRI: @, DEI: @, ID: 102
- = Priority: Best Effort (default) (@)
............ - DEI: Ineligible 3
o BRGD 0110 0110 - ID: 102
Typei IPvd {@xdsd)
Internet Protocol Version 4, Sroi 192.9.2.180, Dst: 198,51.109.100
Internet Control Message Protocol 2

Seleccione el segundo paquete y verifique los puntos clave:

1. Solo se capturan los paquetes de solicitud de eco ICMP. Cada paquete se captura y se
muestra 2 veces.

2. El encabezado del paquete original no tiene la etiqueta VLAN.

3. El switch interno inserta la etiqueta adicional del puerto VLAN 102 que identifica la interfaz
de ingreso Ethernet1/2.



™ Time Destransn ot
1 2822-08-81 11:33:119.070693081 198.51.168_180 oM ide@wd@13, seqs1f256, ttl=ed (no response found!)
| 2 7922-82-81 11:33:19.878695347 198.51.168.188 1o ide@x@@13, seqe1/756, ttl=d (no response found!)
3 2822-08-81 11:33119.871217121 198, 51.168. 180 1o { ideax@@13, seqelf256, ttl=sd (no response found!)
4 7922-08-81 11 9.871218458  192.9.2.108 198, 51.100. 180 1o 102 xCPBa (49161) 64 Echo (ping) request id=exp13, seqe=1f256, ttlesd (no response found!)
5 2822-08-81 0. 872036625 192.9.2.100 198, 51.100. 100 Tomi 108 @xcane (49326) 64 Echo (ping) request id=expl3, seqs=2/512, ttl=sd (no response found!)
6 27822-08-81 11:33:20.072038399  192.9.2.100 198, 51.160. 160 Tomi 102 oxcaae (49336) 64 Echo (ping) request id=exe13, seqs=2/512, ttl=td (no response found!)
7 2822-08-01 1. 873266030 198, 51,169,160 Tome 108 OxC167 (49511) 64 Echo (ping) request id=ex@e13, seqs3f768, ttl=td (no response found!)
8 20220881 1. 873268327 198, 51,169 100 Tome 102 OxC167 (49511) 64 Echo (ping) request id=ox@913, seqs=3f768, ttl=td (no response found!)
9 1022 0d-01 2. @TAST 6640 158, 51. 104 . 108 i, 188 Bxc1TS (49525) 64 Echa (ping) request id=9x9e13, seq=af/1024, ttle=64 (no response found!)
10 2022-08-01 2. 074578010 198, 51. 169, 100 Tome 102 0xc1TS (49525) 64 Echo (ping) request id=0x@13, seqeaf1024, ttl=6d (no response foundl)
11 2022-08-01 11:33:23. 075775089 198, 51. 100 100 Tohe 108 0xCI08 (49672) 64 Echo (ping) request id=0x@13, seqs5/1288, ttl=fd (no response foundl)
12 2022-08-01 3. 075781513 198, 51. 100 100 TohHe 102 0xC208 (49672) 64 Echo (ping) request id=0xdd13, seqe=5/1289, ttl=64 (no response foundl)
13 2022-08-01 4. BE1BI9A9 198, 51. 100 100 Tohe 108 xc211 (49681) 64 Echo (ping) request id=0x@®13, seqe6f1536, ttl=6d (no response foundl)
14 2032- 08-01 4. BB1B41 386 196 51. 100 100 1chp 102 0xc211 (49681) 64 Echo (ping) request id=0x@e13, seqe6/1536, ttl=64 (no response found)
15 2032- 8-81 5. 105806249 196 51. 100160 Tohe 106 Dxczer (49899) 64 Echo (ping) request id=0xee13, seqe=7f1792, ttl=64 (no response found)
16 2032- 8-01 5. 105ETRIS 196 51. 100160 ToHe 102 Dxczer (49899) 64 Echo (ping) request id=0x0e13, seqe=7f1792, ttl=64 (no response found)
17 2032-68-01 6. 129836276 196 51. 160160 1o 106 fxc3bd (50100) 64 Echo (ping) request id-2x0@13, seqeBfI048, ttl=64 (no response foundl)
18 2032-06-61 11:33:26,129638114 196, 51. 168100 ToHe 102 Pxc3ba (58100) 64 Echo (ping) request id-ex9@13, seqeBfI048, ttl=6a (no response found!)
19 2022-04-81 11 7153628653 196 51. 168108 1o 108 BxcaTE (50294) 64 Echo (ping) request id-exPel3, seqs0fI3ed, ttle6a (no response found!)
20 7922-88-91 7.153830281 196, 51.100. 108 e 182 @ucaie (50294) 64 Echo (ping) request ide@xBo13, seqe0/2384, ttle6d (no response found!)
21 7032-88-01 11:33:28. 177847175 198, 51. 199 . 108 ie, 1a8 Bxc516 (58454) 64 Echo (ping) request id-BxPel3, seqe18/2568, ttl=6d (no response Found!)
22 2032-08-01 11 8. 177849075 198 51.160. 100 1o 102 xc516 (58454) 64 Echo (ping) request id=ex@13, seq=10/2568, ttlssd (no response found!)
23 2022-08-81 11:33129.201884760 198 51.160. 100 1o 108 xCST8 (58552) 64 Echo (ping) request id=ex@13, seqs=11/2816, ttlssd (no response found!)
24 2022-08-01 5. PO1BO6AEE 198 51.100. 100 1o 102 xcSI8 (58552) 64 Echo (ping) request id=ex@013, seqs=11/2816, ttlssd (no response found!)
25 2022-08-01 0. 225834765  192.0.2.100 198 51.100. 100 1one 108 AxC5ES (58565) 64 Echo (ping) request id=ex@013, seq=12/3072, ttl=sd (no response found!)
26 2022-08-01 0. 225836835 192.0.2.100 198 51,169 100 Tome 102 xC5ES (58565) 64 Echo (ping) request id=ex@013, seq=12/3072, ttl=sd (no response found!)
27 2022-08-01 1. 249828955 192.0.2.100 198 51,109 100 Tome 108 axc618 (58712) 64 Echo (ping) request id=ox@013, seq=13/3328, ttl=sd (no response found!)
28 2022-08-01 11:33:31,249831121  192.0.2.100 198 51,109, 100 Tone 102 oxeB18 (58712) 64 Echo (ping) request id=ox@013, seq=13/3328, ttlssd (no response found!)
29 2022-08-01 11:33:32,273067960  192.0,2.100 198, 51,109,100 1o 108 oxceaf (S0767) 64 Echo (ping) request Ld=ox0013, seq=14/3584, ttl=e4 (no response found!)
<
» Frame 21 182 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface capture_ue_1, id @ 58 97 bd b9 77 G0 00 58 56 9d ef be 81 00 0 66 X W PV f
hern A 8 150:56:90: 68 H 177300 (58:97:bd:bo:T7i0e) o8 00 45 00 00 54 €0 09 40 00 40 01 Bd a3 @ 00 BT @@
#02.10 Virtual LAN, PRI: @, DEL: @, ID: 182 W20 B2 64 <6 33 64 64 0B 00 Bd Fo 00 13 00 01 f2 by A 3dd |
G iin aee ae.. w Priority: Best Effert (default) () W0 el 62 60 00 00 00 cb 7F 6 00 00 B0 0 B0 10 11 cbeocoe
© o wuen wue. w DEL: Eneligible 3 1516 17 1819 143 16 1¢ 1 e 1F 0 M oo oeenn |
. 25 26 27 28 29 2a b 2¢ 2 2e 2f 10 31 CESKET() "4,-.001
. 0000 0110 @110 = ID: 102 E iR
: LPvd (Scaig
Internet Protocol Version 4, Src: 192.0.2.109, Dst: 198.51.100.100
Internet Control Message Protocol 2

Abra el archivo de captura para la interfaz Ethernet1/9, seleccione el primer y el segundo paquete

y verifique los puntos clave:

1. Cada respuesta de eco ICMP se captura y se muestra 2 veces.
2. El encabezado del paquete original no tiene la etiqueta VLAN.
3. El switch interno inserta la etiqueta adicional del puerto VLAN 102 que identifica la interfaz

de salida Ethernet1/2.

4. El switch interno inserta una etiqueta V

onal.

o, T
1 3022-08-01
2 2022-08-01
3 2022-08-01
4 2022-08-01
S 2022-88-91
& 2022-88-01
7 2022-88-91
& 2022-88-01
9 2022-88-981

10 2022-08-81
11 2022-08-81
12 2033-08-81
13 2022-08-01
14 2022-08-01
15 2022-0&-01
16 z022-08-91
17 z022-de-01
18 zo22-9e-91
19 z022-0e-01
@0 poaz-0E-0l
21 2022-08-01
22 p022-08-01
23 2022-08-01
24 2022-08-01
25 2022-08-01
26 2022-08-01
27 2022-08-01
26 2023-05-01
29 2023-05-01

Sourts
198, 51. 189 188
198, 51. 109, 108
198, 51. 109, 108
192, 51. 109, 108
192, 51. 109, 1088
192, 51,106 100
192.51.100. 180
192.51.180. 192
192,51, 184, 180
192.51.100. 102

[s—

11:33:19.071512698
11:33:19.071514882
11:33:20.072677 302
11:33:20.072679384
11:33:21.973913640
11:33:21.97391569
11:33:22.075239281
11:33:22.075241491
11:33:23.0976447152
11:33:22.876849303

193, 51, 184, 100
108, 51, 180 100
108, 51, 100 100
108,51, 100 100
198,51, 104 182
198,51, 104 180
198,51, 104, 180
198,51, 104, 180
198,51, 104, 188
198, 51,104, 188
198, 51,184 188
198, 51,184 188
198, 51,189 188
198, 51,189 188
198, 51,180 188
198, 51. 1849, 188
198, 51. 189 109
198,51, 189 100

11:33:25, 186382424
11:33:25, 186384540
11:33:26, 130437851
11:33:26, 130440320
11:33:27, 154358212
11:33:27, 154800198
11:33:28, 178469866
11:33:28, 178471818
11:33:29, 202395869
11:33:29, 202358067
11:33:30, 226358735
11:33:30, 226401017
11:33:31. 250387808
11:33:31. 250389971
11:33:32. 274416011
11:33:32.274418229
11:33:33. 298307657

A0E.0.2. 100
102.0.2. 100
A02.0.2. 100
A92.0.2. 100
192,902,100
192.0.2.100
192,092,109
192.0.2.109
192.9.2.109

197.9.2. 100
197.9.3. 100

<

» Frame 1: 108 bytes on wire (864 bits), 108

o VN-Tag

Biir sies ssan sses ares snes wess sees @ Dirwction: To Oridge
- mointer: wif_id

= Destination: @

= Source: 18

ICHP

LAH, PRI: @, DEI: &, ID: 192
rxr seae = Priority: Best Effort {default) (9)
var sene = DEI: Ineligible
weae 0000 9110 0110 = ID: 192
i IPvd {Ouddod )

[

EEEL IETe

Tnternet Protocol Version 4, Sroi 198.51.100.109, Dst: 192.0.2.100
Internet Control Message Protocol

GXATTD

oxaffh

LS BT
LS T
Bx51eT
ox51c9
VX528
Bx52E0
Bu5zaf
Bx52af
x5 3
w5 Tab
m5Adh
m5Adh

ox55f2
BXSEE
BaSHEE
Bx56e7

bytes captuered (864 bits) om interface capture_ud 8, id @
* Ethernet 11, Srec: Cisco BO:77:08 (SB:07:bd:bo:77:08), DSEL: VMware 9d:ed:be (00:50:56:0d:e8:be)

N 