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Introduccion

Este documento describe cdmo encontrar la informacion con respecto a las alertas de la
prevencion del ataque de recopilacion de direcciones (DHAP) en su dispositivo de seguridad del
correo electrénico de Cisco (ESA).

Localice los acontecimientos DHAP del ESA

Las entradas que describen el evento DHAP residen en los registros del correo. Aqui esta una
entrada de registro del correo del ejemplo cuando ocurre DHAP:

Tue Cct 18 00: 25: 35 2005 warning: LDAP: Dropping connection due to potential Directory
Harvest Attack from host=(192.168.10.1', None), dhap_lim t=4, sender_group=SUSPECTLI ST

Note: Por abandono, el netmask de /24 se busca en la busqueda.

Ingrese esta interrogacion en el CLI para ver los registros del correo:

myesa.local> grep "dhap_limit=" mail_logs

Los contadores DHAP incluyen los rechazos receptores de la interrogacion de los rechazos de la
tabla del acceso (RAT) y de la aceptacion del Lightweight Directory Access Protocol (LDAP). Las
configuraciones DHAP se configuran en la directiva del flujo de correo.

Configuracion de la vision o de la actualizacién DHAP del GUI

Complete estos pasos para ver o editar sus parametros de la configuracion DHAP del GUI:

1. Navegue para enviar las directivas > las directivas del flujo de correo.



2. Haga clic el nombre de la directiva para hacer edita, o hace clic los parametros de la politica
predeterminada para ver la configuracion actual DHAP.

3. Realice los cambios a la prevencion del ataque de recopilacion de direcciones (DHAP)
seccionar segun las necesidades:
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4. El tecleo somete, y después hace clic el cometer para salvar sus cambios.

Configuracion de la vision o de la actualizacién DHAP del CLI

Para ver o editar sus parametros de la configuracién DHAP del CLlI, ingrese el listenerconfig >
editan el [listener number] > los hostaccess > el comando default:

Defaul t Policy Paraneters

Maxi mum Message Size: 10M

Maxi mum Nunber OF Concurrent Connections From A Single IP: 10
Maxi mum Nunber OF Messages Per Connection: 10

Maxi mum Nunber O Reci pi ents Per Message: 50
Directory Harvest Attack Prevention: Enabl ed

Maxi mum Nunmber OF Invalid Recipients Per Hour: 25
Maxi mum Nunber O Reci pi ents Per Hour: Disabled
Maxi mum Nunber of Reci pi ents per Envel ope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Det ecti on Enabl ed: Yes

Virus Detection Enabl ed: Yes

Al'l ow TLS Connections: No

Al |l ow SMIP Aut henti cation: No

Require TLS To Offer SMIP aut hentication: No

DKI M Donai nKeys Si gni ng Enabl ed: No

DKI M Verification Enabled: No

SPF/ SI DF Verification Enabled: No

DVARC Veri fication Enabled: No

Envel ope Sender DNS Verification Enabl ed: No
Domai n Exception Tabl e Enabl ed: No

Accept unt agged bounces: No



There are currently 5 policies defined.
There are currently 8 sender groups.

Choose the operation you want to perform
- NEW- Create a new entry.

- EDT - Mudify an entry.

- DELETE - Renobve an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaul ts.

- PRINT - Display the table.

- IMPORT - Inport a table froma file.

- EXPORT - Export the table to a file.

- RESET - Renpve senders and set policies to systemdefault.
[1> default

Enter the default maxi mum nmessage size. Add a trailing k for kil obytes, Mfor
nmegabytes, or no letter for bytes.

[10M >

Ent er the nmaxi mum nunmber of concurrent connections allowed froma single | P address.
[10] >

Ent er the nmaxi num nunber of nessages per connection.
[10] >

Ent er the nmaxi num nunmber of recipients per nessage.
[ 50] >

Do you want to override the hostnane in the SMIP banner? [N >

Woul d you like to specify a custom SMIP accept ance response? [N >

Woul d you like to specify a custom SMIP rejection response? [N] >

Do you want to enable rate linmting per host? [N >

Do you want to enable rate linmiting per envel ope sender? [N >

Do you want to enable Directory Harvest Attack Prevention per host? [Y]>

Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:
1. Drop

2. Code

[1]1>

Would you like to specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response. 550 is the standard code.
[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
Wul d you like to use SenderBase for flow control by default? [Y]>

Whul d you like to enable anti-spam scanning? [Y]>

Woul d you like to enable anti-virus scanning? [VY]>

Do you want to allow encrypted TLS connections?

1. No
2. Preferred



3. Required

4. Preferred - Verify

5. Required - Verify

[1]>

Woul d you like to enabl e DKI M Donai nKeys signing? [N] >
Woul d you like to enable DKIM verification? [N >

Woul d you like to change SPF/ SIDF settings? [N >

Woul d you like to enabl e DMARC verification? [N >

Woul d you like to enabl e envel ope sender verification? [N >

Woul d you like to enable use of the domain exception table? [N] >

Do you wi sh to accept untagged bounces? [N >

Si usted elige hacer las actualizaciones, asegurese de que usted vuelva al prompt principal CLI
y confie todos los cambios.
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