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Introduccion

Este documento describe como realizar un seguimiento y ver una conversacion de correo
electronico completa desde su dispositivo de seguridad Cisco Email Security Appliance (ESA).

Seguimiento de Sesiones SMTP de Correo Saliente por Dominio
de Destinatario

Los registros de depuracion de dominio le permiten rastrear toda una conversacion de protocolo
simple de transferencia de correo (SMTP) entre su ESA y el dominio/host de destino. Cada linea
del registro de depuracion del dominio describe los datos enviados (enviados) y recibidos (Rcvd)
durante la conversacion SMTP.

Ingrese el comando logconfig en la CLI ESA para configurar el registro de modo que el ESA
registre un registro de depuracion de dominio para el dominio de interés del destinatario:

Choose the operation you want to perform
- NEW- Create a new | og.

- EDT - Mdify a | og subscription.

- DELETE - Renove a | og subscription.

- SETUP - Ceneral settings.

- LOGHEADERS - Configure headers to |og.

- HOSTKEYCONFI G - Configure SSH host keys.
[1> new

Choose the log file type for this subscription:
1. IronPort Text Mail Logs
2. gnuil Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Donmai n Debug Logs

7. Injection Debug Logs

8. SMIP Conversation Logs
9. System Logs

10. CLI Audit Logs



11. FTP Server Logs

12. HTTP Logs

13. NTP | ogs

14. LDAP Debug Logs

15. Anti - Spam Logs

16. URL Filtering Logs

17. Graymil Engi ne Logs
18. Anti - Spam Archive

19. Anti-Virus Logs

20. Anti-Virus Archive

21. Scanni ng Logs

22. Spam Quaranti ne Logs
23. Spam Quarantine GUl Logs
24. Reporting Logs

25. Reporting Query Logs
26. Updater Logs

27. SNWP Logs

28. Tracking Logs

29. Safe/Block Lists Logs
30. Authentication Logs

31. FIPS Logs

32. Upgrade Logs

33. Configuration H story Logs
34. Reputation Engine Logs
35. AMWP Engi ne Logs

36. AMWP Archive

37. APl Logs

38. Graymail Archive

[1]> 6

Pl ease enter the name for the |og:
[1> exanpl e. com donai n. debug

Enter the name of the domain for which you want to record
debug i nformation.
[1> exanpl e.com

Pl ease enter the number of SMIP sessions you want to record
for this domain.
[ 1] > 10000

Choose the nmethod to retrieve the | ogs.
1. Downl oad Manual ly: FTP/ HTTP(S)/ SCP

2. FTP Push

3. SCP Push

4. Sysl og Push
[1]>

Filenane to use for log files:
[ exanpl e. com text] >

Woul d you like to append system based unique identifiers
i ke $hostnane, $serial nunber to the log filename? [N >

Pl ease enter the maxinum file size. You can specify suffixes:
"m' for megabytes, "k" for Kkilobytes. Suffixes are
case-insensitive:

[ 10485760] >

Pl ease enter the maxi mum nunber of files:
[10] >

Shoul d an alert be sent when files are renoved due to the
maxi mum nunber of files allowed? [N >



Do you want to configure time-based log files rollover? [N >

Nota: Asegurese de que confirma todos los cambios después de configurar el registro de
depuracion del dominio.

El registro esta activo para el numero de sesiones que configure para el dominio. Para ver el
seguimiento de la conversacion de correo electronico en directo, ingrese el comando tail
example.com.domain.debug en la CLI ESA.

Este es un ejemplo de registro de depuracion de dominio que se genera cuando el ESA envia un
mensaje al dominio de destinatario example.com:

Tue Mar 22 16:52:07 2005 Info: 411 Rcvd: '220 ESntp mail.exanple.com ESMIP service
r eady'

Tue Mar 22 16:52:07 2005 Info: 411 Sent: 'EHLO exanpl e. com

Tue Mar 22 16:52:07 2005 Info: 411 Rcvd: ' 250-nmmai |l . exanpl e. com

Tue Mar 22 16:52:07 2005 Info: 411 Rcvd: '250-8BI TM ME

Tue Mar 22 16:52:07 2005 Info: 411 Rcvd: '250-SI ZE 31981568’

Tue Mar 22 16:52:07 2005 Info: 411 Rcvd: ' 250 PIPELI NI NG

Tue Mar 22 16:52:07 2005 Info: 411 Sent: 'MAIL FROM <user @xanpl e. conp'

Tue Mar 22 16:52:07 2005 Info: 411 Rcvd: ' 250 sender <user @xnpl e.con> ok’

Tue Mar 22 16:52:07 2005 Info: 411 Sent: 'RCPT TQ <test @xanpl e. conp'

Tue Mar 22 16:52:07 2005 Info: 411 Rcvd: ' 250 recipient <test@xanple.conr ok’

Tue Mar 22 16:52:07 2005 Info: 411 Sent: 'DATA

Tue Mar 22 16:52:07 2005 Info: 411 Rcvd: '354 go ahead'

Tue Mar 22 16:52:07 2005 Info: 411 Sent: 'Received: from unknown (HELO) (10.250.7.164)
\r\n by exanple.comw th SMIP; 22 Mar 2005 16:52:08 -0800\r\n'

Tue Mar 22 16:52:07 2005 Info: 411 Sent: ' Message-|D:

<000d01c52f 43$48dacha0$a407f aDa@xanpl e. conk\ r\ nFrom " User"

<user @xanpl e. conp\ r\ nTo: <t est @xanpl e. conk\r\ n Subj ect: Test\r\ nDat e:

Tue, 22Mar 200516: 57: 28- 0800\ r\ nM ME- Version: 1. 0\r\ n

Content - Type: nul ti part/alternative;\r\n\tboundary="----=_Next

Part _000_0OOA 01C52F00. 3AA3B580"\r\nX-Priority: 3\r\nX-MSMail-Priority: Normal\r\n
X-Mailer: Mcrosoft Qutlook Express 6.00.2900.2180\r\nX-M neOLE: Produced ByM crosoft
M meOLEV6. 00. 2900. 2180\ r\n\r\nThis is a nmulti-part messagei nM MEformat.\r\n\r\
n------ = Next Part _000_000A_01C52F00. 3AA3B580\ r\ nCont ent - Type: t ext/ pl ai n; \ r\ n\
tcharset= "iso-8859-1"\r\nContent - Transf er - Encodi ng: quoted-printable\r\n\r\nThis
is the body of the mail.\r\nThis isadisclaimer.\r\n\r\n------ =

_Next Part _000_000A 01C52F00. 3AA3B580\ r\ nCont ent - Type: text/htm ;\r\n\tcharset=
"is0-8859-1"\r\ nCont ent - Tr ansf er - Encodi ng: quot ed- pri ntabl e\r\ n\r\ n<! DOCTYPE HTM.
PUBLI C'-//WBC/ / DTDHTM_4. OTr ansi ti onal / / EN'>\ r\ n<HTML><HEAD>\ r \ n<METAht t p- equi v=
3DCont ent - Typecont ent = 3D'text/ htm ; charset = 3Di so-8859- 1" >\r\ n<METAcont ent =3D"
MBHTML6. 00. 2900. 2523" nane= 3DGENERATOR>\ r\ n<STYLE></ STYLE>\r\ n</ HEAD>\r\ n
<BODYbgCol or = 3D#f fffff>\r\n<Dl V><FONTf ace= 3DAri al si ze= 3D2>This is the body of
the\r\nmail . </ FONT></ DI V><pre> This is a disclainer.\r\n </pre></BODY></ HTM_>\r\ n\r\
n------ = Next Part _000_000A 01C52F00. 3AA3B580--\r\n'

Tue Mar 22 16:52:07 2005 Info: 411 Sent: '.\r\n'

Tue Mar 22 16:52:07 2005 Info: 411 Rcvd: '250 ok dirdel’

Tue Mar 22 16:52:12 2005 Info: 411 Sent: "QUI T

Tue Mar 22 16:52:12 2005 Info: 411 Rcvd: ‘221 mail . exanpl e. com
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