Ejemplo de Configuracion de PIX/ASA 7.x PIX-
to-PIX Dinamico-Static IPsec con NAT y Cliente
VPN
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Introduccion

En la mayoria de los casos, un PIX remoto que conecta con un PIX central no utiliza la
Traduccion de Direccion de Red (NAT). En su lugar, el PIX remoto utiliza una direccion IP externa
estatica. El caso de un PIX central que ejecuta 7.x y posteriores y conecta con un PIX remoto
mediante NAT, es el mismo que una pequena oficina en el hogar como un PIX 501 o 506
conectado con un médem de cable o DLS mediante DHCP (Dynamic Host Control Protocol). PIX
7.x y posteriores y Cisco Adaptive Security Device Manager (ASDM) no se ejecutan en un PIX
501 o 506. Por lo tanto, para este ejemplo el PIX remoto con DHCP y NAT se supone que es un
PIX 501 o 506 que ejecuta el codigo 6.x. Esta configuracion permite que el PIX central acepte
conexiones IPSec dinamicas. El PIX remoto utiliza NAT para unirse a los dispositivos con
direccion privada de detras con la red de direccion privada que se encuentra tras el PIX central. El
PIX remoto puede iniciar conexiones con el PIX central (sabe cual es el punto final), aunque el
PIX central no puede iniciar conexiones con el PIX remoto (no sabe cual es el punto final).

En esta configuracion de ejemplo, Tigre es el PIX remoto y Ledn es el PIX central. Dado que se
desconoce la direccion IP de Tiger, debe configurar Lion para que acepte dinamicamente las
conexiones desde cualquier lugar que conozca la clave comodin previamente compartida. Tiger
sabe qué trafico se cifrara (porque lo especifica la lista de acceso) y donde se encuentra el
terminal de Ledn. Tiger debe iniciar la conexion. Ambos lados realizan NAT y NAT 0 para eludir
NAT para el trafico IPsec.



Ademas, el usuario remoto en esta configuracion se conecta con el PIX central (Ledn) mediante
Cisco VPN Client 4.x. El usuario remoto no puede conectarse al PIX remoto (Tiger) ya que ambos
lados han asignado dinamicamente direcciones IP y no saben dénde enviar la solicitud.

Consulte Configuracion de PIX a PIX de IPsec dinamico a estatico con NAT y Cisco VPN Client
para obtener mas informacién sobre el mismo escenario en PIX 6.x con Cisco VPN Client 3.x.

Prerequisites

Requirements

No hay requisitos especificos para este documento.

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- Software Cisco PIX Firewall version 7.x y posterior (PIX central)
- Software Cisco PIX Firewall version 6.3.4 (PIX remoto)
- Cisco VPN Client version 4.x
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Convenciones

Consulte Convenciones de Consejos TécnicosCisco para obtener mas informacion sobre las
convenciones del documento.

Configurar

En esta seccidn encontrara la informacién para configurar las funciones descritas en este
documento.

Nota: Utilice la herramienta Command Lookup (sélo para clientes registrados) para obtener mas
informacion sobre los comandos utilizados en esta seccion.

Diagrama de la red

En este documento, se utiliza esta configuracion de red:


//www.cisco.com/en/US/products/sw/secursw/ps2308/products_configuration_example09186a0080094680.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

1I].2.?-‘_/

17213124 166

Lion
{central PIX})

VPN 4.x Client

DHCP-assigned
IP address

Tiger
jremote PIX)

10.1.1.1

Metwork
10.1.1.X

Configuraciones

En este documento, se utilizan estas configuraciones:

. Ledn
- Tigre

Ledn

Pl X Version 7.0(0)

nanes

!

interface EthernetO
narei f outside




security-level O

i p address 172.18.124.166 255.255.255.0
|
interface Ethernetl

namei f inside

security-level 100

i p address 10.2.2.1 255.255.255.0

nterface Ethernet2
shut down

naneif intf2
security-level 4
no i p address

nterface Ethernet3
shut down

naneif intf3
security-level 6
no i p address

nterface Ethernet4
shut down

naneif intf4
security-level 8
no i p address

nterface Ethernet5

shut down

nanmei f intf5

security-level 10

no i p address

|

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFOnbNI dI . 2KYQU encr ypt ed

host nane |ion

donmai n- nane ci sco. com

boot system flash:/inmage. bin

ftp node passive

access-list 100 extended pernmit ip 10.2.2.0
255.255.255.0 10.1.1.0 255.255.255.0
access-list 100 extended pernmit ip 10.2.2.0
255, 255. 255. 0 10.3.3.0 255.255.255.0

pager lines 24

ntu outside 1500

nmu inside 1500

ntu intf2 1500

mu intf3 1500

ntu intf4 1500

mu intf5 1500

ip local pool clientpool 10.3.3.1-10.3.3.10
no fail over

nmonitor-interface outside
monitor-interface inside

monitor-interface intf2

monitor-interface intf3

monitor-interface intf4

monitor-interface intf5

asdm i mage flash:/asdm 501. bin
asdm hi story enabl e

arp timeout 14400

nat -contro

gl obal (outside) 1 interface

nat (inside) O access-list 100

nat (inside) 1 0.0.0.0 0.0.0.0




route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

group-policy unityclient internal

group-policy unityclient attributes

Wi ns-server value 10.1.1.3

dns-server value 10.1.1.3

vpn-idl e-tinmeout 30

def aul t - domai n val ue ci sco.com

user - aut henti cati on di sabl e

usernane cisco password 3USUcOPFU MCO4Jk encrypted
http server enable

http 0.0.0.0 0.0.0.0 outside

http 0.0.0.0 0.0.0.0 inside

no snnp-server | ocation

no snnp-server contact
snnp-server community public
snnp-server enable traps snnp
crypto ipsec transformset nyset esp-des esp-nd5-hmac
crypto dynam c-map cisco 1 set transformset nyset
crypto map dyn-map 20 ipsec-isaknp dynanic cisco
crypto map dyn-map interface outside
i saknp enabl e outsi de
saknp policy 20 authentication pre-share
saknp policy 20 encryption des
saknp policy 20 hash nd5
saknp policy 20 group 2
saknp policy 20 lifetime 3600
saknmp policy 65535 authentication pre-share
saknmp policy 65535 encryption 3des
saknmp policy 65535 hash sha
saknmp policy 65535 group 2

i sakmp policy 65535 lifetime 86400
telnet tineout 5

ssh timeout 5

ssh version 1

consol e tineout O
tunnel - group Defaul tL2LG oup type ipsec-12
tunnel - group Defaul tL2LG oup general -attributes

aut henti cati on-server-group none
tunnel - group Defaul tL2LG oup ipsec-attributes
pre-shared-key *

tunnel -group unityclient type ipsec-ra
tunnel -group unityclient general-attributes

addr ess-pool clientpoo

aut henti cati on-server-group none

def aul t - group-policy unityclient
tunnel -group unityclient ipsec-attributes
pre-shared-key *

|

cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns nexi mum | ength 512




nspect ftp
nspect h323 h225
nspect h323 ras
nspect http
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

service-policy global _policy globa
Crypt ochecksum 4e20a2153437d60c7f 01054808d41b42
end

Tigre

Pl X Version 6.3(4)

nterface ethernet0 auto

nterface ethernetl auto

nterface ethernet2 auto shutdown
nterface ethernet3 auto shutdown
nterface ethernet4 auto shutdown
nterface ethernet5 auto shutdown
nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 intf2 security4
nanei f ethernet3 intf3 security6
nanei f ethernet4 intf4 security8
nanei f ethernet5 intf5 securityl0
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane ti ger

domai n- name ci sco. com

fixup protocol dns maxi num|ength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

names

access-list 101 permt ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0

pager lines 24

ntu outsi de 1500

nmu inside 1500
nu intf2 1500
nu intf3 1500
nu intf4 1500
nu intf5 1500

!--— This command configures the outside interface !---
as a DHCP client and it is assumed that the IP address




!---172.18.124.167 is assigned by the DHCP server. ip
address outside dhcp ip address inside 10.1.1.1
255.255.255.0 no ip address intf2 no ip address intf3 no
ip address intf4 no ip address intf5 ip audit info
action alarmip audit attack action alarmno fail over
failover timeout 0:00:00 failover poll 15 no failover ip
address outside no failover ip address inside no
failover ip address intf2 no failover ip address intf3
no failover ip address intf4 no failover ip address
intf5 pdm history enable arp tineout 14400 nat (inside)
0 access-list 101 route outside 0.0.0.0 0.0.0.0
172.18.124.1 1 tineout xlate 3:00:00 tineout conn

1: 00: 00 hal f-closed 0:10:00 udp 0:02: 00 rpc 0:10: 00 h225
1:00: 00 tineout h323 0:05:00 ngcp 0: 05: 00 sip 0:30:00
sip_nedia 0:02: 00 tinmeout uauth 0:05:00 absol ute aaa-
server TACACS+ protocol tacacs+ aaa-server TACACS+ max-
failed-attenpts 3 aaa-server TACACS+ deadtine 10 aaa-
server RADI US protocol radius aaa-server RADIUS nax-
failed-attenpts 3 aaa-server RADIUS deadtinme 10 aaa-
server LOCAL protocol |ocal no snnp-server |ocation no
snnp- server contact snnp-server conmunity public no
snnp-server enable traps floodguard enabl e sysopt
connection permit-ipsec crypto ipsec transformset nyset
esp-des esp-nd5-hmac crypto map newrap 10 i psec-isaknp
crypto map newrap 10 nmatch address 101 crypto map newrap
10 set peer 172.18.124.166 crypto map newmap 10 set
transformset nyset crypto map newrap interface outside
i saknp enabl e outside isaknp key ******** address
172.18.124. 166 net mask 255. 255. 255. 255 i saknp policy 10
aut hentication pre-share isaknp policy 10 encryption des
i saknmp policy 10 hash nd5 isaknmp policy 10 group 2

i sakmp policy 10 lifetime 3600 telnet timeout 5 ssh
timeout 5 console timeout O ternminal width 80

Crypt ochecksum 906331blblcal62ea53e951588ef b070 : end

Verificacion

Use esta seccidn para confirmar que su configuracién funciona correctamente.

La herramienta Output Interpreter Tool (clientes registrados solamente) (OIT) soporta ciertos
comandos show. Utilice la OIT para ver un analisis del resultado del comando show.

Nota: Debe realizar los comandos clear en el modo config.

- clear crypto ipsec sa: restablece las asociaciones IPsec después de intentos fallidos de
negociar un tunel VPN.

- clear crypto isakmp sa: restablece las asociaciones de seguridad de protocolo de
administracion de claves (ISAKMP) y asociacion de seguridad de Internet después de
intentos fallidos de negociar un tunel VPN.

- show crypto engine ipsec: muestra las sesiones cifradas.

Troubleshoot

Claves previamente compartidas idénticas

Si el tunel IPsec de LAN a LAN (L2L) no esta establecido, verifique si la clave previamente
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

compartida para DefaultRAGroup y la clave previamente compartida para DefaultL2LGroup son
iguales. Si este es el caso, entonces el PIX/ASA termina el tunel en el DefaultRAGroup primero y
es probable que el tunel L2L luego falle. Asegurese de que las claves previamente compartidas
para los dos grupos de tunel predeterminados sean diferentes.

Comandos para resolucion de problemas

La herramienta Output Interpreter Tool (clientes registrados solamente) (OIT) soporta ciertos
comandos show. Utilice la OIT para ver un analisis del resultado del comando show.

Nota: Consulte Informacién Importante sobre Comandos Debug antes de utilizar los comandos
debug.

- debug crypto ipsec: se utiliza para ver si un cliente negocia la parte IPsec de la conexion
VPN.

- debug crypto isakmp [level] —Se utiliza para ver si los peers negocian la parte ISAKMP de la
VPN.

Ejemplos de Salida de Debug Correcto

Estos son ejemplos de algunos buenos resultados del comando debug:

. PIX central (7.0.0)
. NAT dinamica PIX remota (6.3.4)
. Cliente VPN 4.0.5 en PIX 7.0 central

PIX central (7.0.0)

lion(config)# 2nd try, on central PIX fromrenmote Pl XApr 05 16:48:31 [| KEvl DEBUJ :
I P = 172.18.124. 167, processing SA payl oad

Apr 05 16:48:31 [IKEvl DEBUG : | P = 172.18.124.167, OCakley proposal is acceptable

Apr 05 16:48:31 [IKEvl DEBUG : | P = 172.18.124.167, processing |KE SA

Apr 05 16:48:31 [IKEvl DEBUG : | P = 172.18.124.167, |KE SA Proposal # 1, Transform
# 1 acceptable Mtches global IKE entry # 3

Apr 05 16:48:31 [IKEvl DEBUG : I P = 172.18.124.167, constructing | SA SA for isaknp

Apr 05 16:48:31 [IKEvl DEBUG : | P = 172.18.124.167, constructing Fragmentation VID
+ extended capabilities payl oad

Apr 05 16:48:31 [IKEV1]: I P = 172.18.124.167, | KE DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + NONE (0) total length : 104

Apr 05 16:48:32 [IKEV1]: IP = 172.18.124.167, |KE DECODE RECEI VED Message (nsgi d=0)
wi th payl oads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +VENDOR (13)
+ VENDOR (13) + NONE (0) total length : 256

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, processing ke payl oad

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, processing | SA_KE

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, processing nonce payl oad

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, processing VID payl oad

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, Received xauth V6 VID

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, processing VID payl oad

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, Received DPD VID

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, processing VID payl oad

Apr 05 16:48:32 [IKEvl DEBUG : I P = 172.18.124. 167, Received G sco Unity client VID

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, processing VID payl oad

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, Processing | OS/ Pl X Vendor |D

payl oad (version: 1.0.0, capabilities: 00000025)


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

Apr 05 16:48:32 [IKEvl DEBUG: | P = 172.18.124.167, constructing ke payl oad

Apr 05 16:48:32 [IKEvl DEBUG: | P = 172.18.124.167, constructing nonce payl oad

Apr 05 16:48:32 [IKEvl DEBUG : | P = 172.18.124.167, constructing C sco Unity VID payl oad

Apr 05 16:48:32 [IKEvl DEBUG: I P = 172.18.124.167, constructing xauth V6 VID payl oad

Apr 05 16:48:32 [IKEvl DEBUG: IP = 172.18.124.167, Send IOS VID

Apr 05 16:48:32 [IKEvl DEBUG: | P = 172.18.124.167, Constructing ASA spoofing | S
Vendor |D payload (version: 1.0.0, capabilities: 20000001)

Apr 05 16:48:32 [IKEvl DEBUG: | P = 172.18.124.167, constructing VID payl oad

Apr 05 16:48:32 [IKEvl DEBUG: I P = 172.18.124.167, Send Altigal/C sco VPN3000/Ci sco
ASA GW VI D

Apr 05 16:48:32 [IKEV1l]: IP = 172.18.124.167, Connection |anded on tunnel _group
Def aul t L2LG oup

Apr 05 16:48:32 [IKEvl DEBUGF: G oup = Defaul tL2LG oup, |P = 172.18.124.167,
CGenerating keys for Responder. ..

Apr 05 16:48:32 [IKEv1l]: IP = 172.18.124.167, |KE DECODE SENDI NG Message
(msgi d=0) with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + VENDOR (13) + NONE (0) total length : 256

Apr 05 16:48:32 [IKEvl]: IP = 172.18.124.167, |KE DECODE RECElI VED Message (msg

id=0) with payloads : HDR + ID (5) + HASH (8) + NONE (0) total length : 71

Apr 05 16:48:32 [IKEvl DEBUG: G oup Def aul t L2LG oup, | P = 172.18. 124. 167,
Processing I D

Apr 05 16:48:32 [IKEvl DEBUG : G oup
processi ng hash

Apr 05 16:48:32 [IKEvl DEBUG : G oup
conputi ng hash

Apr 05 16:48:32 [IKEV1l]: IP = 172.18.124.167, Connection |anded on tunnel _group
Def aul t L2LG oup

Apr 05 16:48:32 [IKEvl DEBUG: G oup
constructing 1D

Apr 05 16:48:32 [IKEvl DEBUG: G oup
construct hash payl oad

Apr 05 16:48:32 [IKEvl DEBUG : G oup
conputi ng hash

Apr 05 16:48:32 [IKEvl DEBUG: | P = 172.18.124.167, Constructing |COS keep
al i ve payl oad: proposal =32767/ 32767 sec.

Apr 05 16:48:32 [IKEvl DEBUGF: G oup = Defaul tL2LG oup, |P = 172.18.124.167,
constructing dpd vid payl oad

Apr 05 16:48:32 [IKEv1l]: IP = 172.18.124.167, |KE DECODE SENDI NG Message
(msgi d=0) with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (14)

+ VENDOR (13) + NONE (0) total length : 102

Apr 05 16:48:33 [IKEvl]: IP = 172.18.124.167, |KE DECODE RECElI VED Message
(msgi d=ba80c56e) wi th payl oads : HDR + HASH (8) + NOTIFY (11) + NONE (0)
total length : 76

Apr 05 16:48:33 [I KEvl DEBUG : G oup
processi ng hash

Apr 05 16:48:33 [I KEvl DEBUG : G oup
Processing Notify payl oad

Apr 05 16:48:33 [IKEvl]: Received unexpected event EV_ACTI VATE_ NEWSA in
state MM TM | NI T_MODECFG_H

Apr 05 16:48:33 [IKEvl DEBUGF: G oup = Defaul tL2LG oup, |P = 172.18.124.167,
Del ay Qui ck Mode processing, Cert/Trans Exch/ RM DSID i n progress

Apr 05 16:48:33 [IKEvl DEBUGF: G oup = Defaul tL2LG oup, | P = 172.18.124.167,
Resune Qui ck Mbde processing, Cert/Trans Exch/ RM DSI D conpl et ed

Apr 05 16:48:33 [IKEvl]: Goup = Defaul tL2LG oup, I P = 172.18.124.167, PHASE 1COVWPLETED

Apr 05 16:48:33 [IKEv1l]: IP = 172.18.124.167, Keep-alive type for this connection: DPD

Apr 05 16:48:33 [IKEvl DEBUGF: G oup = Defaul tL2LG oup, |P = 172.18.124.167,
Starting phase 1 rekey timer: 3420000 (rs)

Apr 05 16:48:33 [IKEvl]: IP = 172.18.124.167, |KE DECODE RECElI VED Message
(msgi d=20c2120e) with payl oads : HDR + HASH (8) + SA (1) + NONCE (10) + ID
(5) + 1D (5 + NONE (0) total length : 164

Apr 05 16:48:33 [IKEvl DEBUGF: G oup = Defaul tL2LG oup, |P = 172.18.124.167,
processi ng hash

Apr 05 16:48:33 [IKEvl DEBUGF: G oup = Defaul tL2LG oup, |P = 172.18.124.167,
processi ng SA payl oad

Def aul t L2LG oup, | P = 172.18. 124. 167,

Def aul t L2LG oup, | P = 172.18. 124. 167,

Def aul t L2LG oup, | P = 172.18. 124. 167,

Def aul t L2LG oup, | P = 172.18. 124. 167,

Def aul t L2LG oup, | P = 172.18. 124. 167,

Def aul t L2LG oup, | P = 172.18. 124. 167,

Def aul t L2LG oup, | P = 172.18. 124. 167,



Apr 05 16:48:33 [IKEvl DEBUG : G oup = DefaultL2LG oup, IP
processi ng nonce payl oad

Apr 05 16:48:33 [IKEvl DEBUG : G oup = DefaultL2LG oup, IP
Processing I D

Apr 05 16:48:33 [IKEvl]: Goup = Defaul tL2LG oup, I P = 172.18.124. 167,
Received renpte | P Proxy Subnet data in | D Payl oad: Address 10.1.1.0,
Mask 255.255.255.0, Protocol 0O, Port O

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, I P = 172.18.124. 167,
Processing I D

Apr 05 16:48:33 [IKEvl]: Goup = Defaul tL2LG oup, I P = 172.18.124. 167,
Recei ved | ocal |IP Proxy Subnet data in |ID Payl oad: Address 10. 2. 2.0,
Mask 255. 255.255.0, Protocol O, Port O

Apr 05 16:48:33 [IKEvl]: QM IsRekeyed old sa not found by addr

Apr 05 16:48:33 [IKEvl]: Goup = Defaul tL2LG oup, I P = 172.18.124. 167,
| KE Renot e Peer configured for SA: cisco

Apr 05 16:48:33 [IKEvl]: Goup = Defaul tL2LG oup, I P = 172.18.124. 167,
processi ng | PSEC SA

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, |IP = 172.18.124. 167,
| PSec SA Proposal # 1, Transform# 1 acceptable Matches global |PSec SA entry # 1

Apr 05 16:48:33 [IKEvl]: Goup = Defaul tL2LG oup, I P = 172.18.124. 167,
| KE: requesting SPI!

Apr 05 16:48:33 [IKEvl DEBUG : | KE got SPI from key engine: SPI = 0xd5243861

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, |IP = 172.18.124. 167,
oakl ey constucting qui ck node

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, |IP = 172.18.124. 167,
constructing bl ank hash

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, I P = 172.18.124. 167,
constructing | SA _SA for ipsec

Apr 05 16:48:33 [IKEvl DEBUG: G oup = DefaultL2LG oup, IP
constructing i psec nonce payl oad

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, |IP = 172.18.124. 167,
constructing proxy ID

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, |IP = 172.18.124. 167,
Transmitting Proxy |d:

Renmot e subnet: 10.1.1.0 Mask 255.255.255.0 Protocol 0 Port O
Local subnet: 10.2.2.0 mask 255.255.255.0 Protocol 0 Port O

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, |IP = 172.18.124. 167,
constructing gm hash

Apr 05 16:48:33 [IKEV1]: |IP = 172.18.124.167, | KE DECODE SENDI NG Message
(msgi d=20c2120e) with payl oads : HDR + HASH (8) + SA (1) + NONCE (10) +
ID(5) + ID(5) + NONE (0) total length : 164

Apr 05 16:48:33 [IKEV1]: I P = 172.18.124.167, | KE DECODE RECEI VED Message
(msgi d=20c2120e) with payl oads : HDR + HASH (8) + NONE (0) total length : 48

Apr 05 16:48:33 [IKEvl DEBUG : G oup = Defaul tL2LG oup, |IP = 172.18.124. 167,
processi ng hash

Apr 05 16:48:33 [I KEvl DEBUG : G oup
| oading all |PSEC SAs

Apr 05 16:48:33 [IKEvl DEBUG : G oup = DefaultL2LG oup, IP
Cenerating Quick Mde Key!

Apr 05 16:48:33 [I KEvl DEBUG: G oup
Cenerating Quick Mde Key!

Apr 05 16:48:33 [IKEvl]: Goup = Defaul tL2LG oup, | P = 172.18.124. 167,
Security negotiation conplete for User (DefaultlL2LG oup) Responder,
| nbound SPI = 0xd5243861, Cut bound SPI = Ox7bbllead

Apr 05 16:48:33 [IKEvl DEBUG : | KE got a KEY_ADD nsg for SA: SPI = Ox7bbllead

Apr 05 16:48:33 [IKEvl DEBUG : pitcher: rcv KEY_UPDATE, spi 0xd5243861

Apr 05 16:48:33 [IKEvl]: Goup = Defaul tL2LG oup, I P = 172.18.124. 167,
PHASE 2 COWVPLETED (nsgi d=20c2120e)

NAT dinamica PIX remota (6.3.4)

172.18. 124. 167,

172.18. 124. 167,

172.18.124. 167,

Def aul t L2LG oup, | P = 172.18. 124. 167,

172.18.124. 167,

Def aul t L2LG oup, | P = 172.18. 124. 167,

tiger(config)#
| SAKMP (0): begi nning Main Mbde exchange



crypto_i saknp_process_bl ock: src: 172.18. 124. 166, dest:172.18.124. 167 spt: 500
dpt: 500 QAK_MM exchange
| SAKMP (0): processing SA payload. nessage ID = 0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKMP: encrypti on DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (basic) of 3600

| SAKMP (0): atts are acceptable. Next payload is O
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): SA is doing pre-shared key authentication using id type
I D FQDN return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src: 172.18. 124. 166, dest:172.18. 124. 167
spt: 500 dpt: 500 QAK_MM exchange

| SAKMP (0): processing KE payl oad. nessage ID = 0

| SAKMP (0): processi ng NONCE payl oad. message ID =0

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): received xauth v6 vendor id

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to another |0OS box!

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to a VPN3000 concentrat or

| SAKMP (0): | D payl oad

next - payl oad : 8

type 2
pr ot ocol : 17
port : 500
I ength : 19

| SAKMP (0): Total payload |length: 23

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src: 172.18. 124. 166, dest:172.18.124. 167 spt: 500 dpt: 500
QAK_MM exchange

| SAKMP (0): processing |ID payload. nessage ID = 0

| SAKMP (0): processing HASH payl oad. nmessage ID =0

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): renpote peer supports dead peer detection
| SAKMP (0): SA has been authenti cated

| SAKMP (0): begi nning Quick Mbde exchange, M ID of 549589518: 20c2120el PSEC( key_engi ne) :
got a queue event...
| PSEC(spi _response): getting spi O0x7bbllead(2075205293) for SA
from 172.18.124.166 to 172.18.124.167 for prot 3

return status is | KMP_NO ERROR

I SAKMP (0): sending | NI TIAL_CONTACT notify

I SAKMP (0): sending NOTI FY message 24578 protocol 1

VPN Peer: | SAKMP: Added new peer: ip:172.18.124.166/500 Total VPN Peers:1

VPN Peer: | SAKMP: Peer ip:172.18.124.166/500 Ref cnt incremented to:1 Total VPN Peers:1
crypt o_i saknp_process_bl ock: src: 172.18. 124. 166, dest:172.18.124.167 spt: 500 dpt: 500
QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nessage | D = 549589518

| SAKMP : Checking | PSec proposal 1



| SAKMP: transform 1, ESP_DES
| SAKMP: attributes in transform

| SAKMP: SAlife type in seconds

| SAKMP: SA life duration (basic) of 28800

| SAKMP: SA life type in kil obytes

| SAKMP: SAlife duration (VPI) of 0x0 0x46 0x50 O0xO0
| SAKMP: encaps is 1

| SAKMP: aut henticator i s HVAC MD5

| SAKMP (0): atts are acceptabl e.| PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. nsg.) dest= 172.18.124.166, src= 172.18.124.167,
dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

I SAKMP (0): processi ng NONCE payl oad. nmessage | D = 549589518

549589518
549589518

| SAKMP (0): processing | D payl oad. nessage ID
| SAKMP (0): processing | D payl oad. nessage ID
| SAKMP (0): Creating | PSec SAs
i nbound SA from 172.18.124.166 to 172.18.124.167 (proxy 10.2.2.0 to 10.1.1.0)
has spi 2075205293 and conn_id 1 and flags 4
lifetinme of 28800 seconds
lifetime of 4608000 kil obytes
out bound SA from 172.18.124.167 to 172.18.124.166 (proxy 10.1.1.0 to 10.2.2.0)
has spi 3575920737 and conn_id 2 and fl ags 4
lifetinme of 28800 seconds
lifetinme of 4608000 kil obytesl PSEC(key_engine): got a queue event...
IPSEC(initialize_sas): ,
(key eng. nsg.) dest= 172.18.124.167, src= 172.18.124. 166,
dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 28800s and 4608000kb,
spi = 0x7bbllead(2075205293), conn_id= 1, keysize= 0, flags= Ox4lPSEC(initialize_sas):
(key eng. msg.) src= 172.18.124.167, dest= 172.18.124. 166,
src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 28800s and 4608000kb,
spi = 0xd5243861(3575920737), conn_id= 2, keysize= 0, flags= 0x4

VPN Peer: |PSEC. Peer ip:172.18.124.166/500 Ref cnt increnented to:2 Total VPN Peers:1
VPN Peer: |PSEC. Peer ip:172.18.124.166/500 Ref cnt increnented to:3 Total VPN Peers:1
return status is | KMP_NO ERROR

Cliente VPN 4.0.5 en PIX 7.0 central

lion(config)# Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, processing SA payl oad
Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51. 191, processing ke payl oad

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, processing | SA KE

Apr 05 16:49:56 [IKEvl DEBUG : | P = 64.102.51. 191, processing nonce payl oad

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, Processing ID

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, processing VID payl oad

Apr 05 16:49:56 [IKEvl DEBUG: IP = 64.102.51.191, Received xauth V6 VID

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, processing VID payl oad

Apr 05 16:49:56 [IKEvl DEBUG: I|P = 64.102.51.191, Received DPD VID

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, processing VID payl oad

Apr 05 16:49:56 [IKEvl DEBUG : | P = 64.102.51.191, Received NAT-Traversal ver02 VID
Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, processing VID payl oad

Apr 05 16:49:56 [IKEvl DEBUG : | P = 64.102.51.191, Received Fragnmentation VID

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, |IKE Peer included |IKE fragmentation



capability flags: Min Mde: True Aggressive Mde: False

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, processing VID payl oad

Apr 05 16:49:56 [IKEvl DEBUG: | P = 64.102.51.191, Received Cisco Unity client VID

Apr 05 16:49:56 [IKEv1l]: I P = 64.102.51.191, Connection |anded on tunnel _group unityclient

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, I P = 64.102.51.191, processing | KE SA

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51.191, |IKE SA Proposal # 1
Transform # 14 acceptable Matches global IKE entry #

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP
for isaknp

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP
constructing ke payl oad

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51.191
constructing nonce payl oad

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51.191
CGenerating keys for Responder. ..

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51.191
constructing 1D

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51.191
construct hash payl oad

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51.191
conputi ng hash

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51.191
constructing Cisco Unity VID payl oad

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51.191
constructing xauth V6 VI D payl oad

Apr 05 16:49:56 [IKEvl DEBUG: G oup
constructing dpd vid payl oad

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51.191
constructing Fragmentation VID + extended capabilities payl oad

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51.191
constructing VID payl oad

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51.191
Send Altigal/ G sco VPN3000/Ci sco ASA GNVID

Apr 05 16:49:56 [IKEvl]: IP = 64.102.51.191, |KE DECODE SENDI NG Message
(msgi d=0) with payloads : HDR + SA (1) + KE (4) + NONCE (10) + ID (5) +
HASH (8) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (0) total length : 378

Apr 05 16:49:56 [IKEvl]: IP = 64.102.51.191, |KE DECCDE RECElI VED Message
(msgi d=0) with payloads : HDR + HASH (8) + NOTIFY (11) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 116

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP
Processing Notify payl oad

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51.191
processi ng VI D payl oad

Apr 05 16:49:56 [IKEvl DEBUG: G oup unityclient, IP = 64.102.51.191
Processing |1 0S/ Pl X Vendor |D payload (version: 1.0.0, capabilities: 00000408)

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51.191
processi ng VI D payl oad

Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51.191
Received Cisco Unity client VID

Apr 05 16:49:56 [IKEvl]: IP = 64.102.51.191, |KE DECCDE RECElI VED Message
(msgi d=a0bb428) with payl oads : HDR + HASH (8) + ATTR (14) + NONE (0)
total length: 196

Apr 05 16:49:56 [IKEvl DEBUG : process_attr(): Enter!

Apr 05 16:49:56 [IKEvl DEBUG : Processing cfg Request attributes

Apr 05 16:49:56 [IKEvl DEBUG: MODE CFG Received request for |PV4 address

Apr 05 16:49:56 [IKEvl DEBUG : MODE_CFG Received request for |PV4 net nask!

Apr 05 16:49:56 [IKEvl DEBUG : MODE _CFG Received request for DNS server address

Apr 05 16:49:56 [IKEvl DEBUG : MODE _CFG Received request for WNS server address

Apr 05 16:49:56 [IKEvl]: Goup = unityclient, IP = 64.102.51. 191, Received
unsupported transaction node attribute: 5

Apr 05 16:49:56 [IKEvl DEBUG: MODE CFG Received request for Banner!

1w

64.102.51. 191, constructing | SA_SA

64.102. 51. 191,

unityclient, IP = 64.102.51.191,

64.102.51. 191, processing hash
64.102.51. 191, conputing hash
64.102. 51. 191,



Apr 05 16:49:56 [IKEvl DEBUG : MODE _CFG Received request for Save PWsetting!

Apr 05 16:49:56 [IKEvl DEBUG: MODE_CFG Received request for Default Donmain Nane!

Apr 05 16:49:56 [IKEvl DEBUG : MODE CFG Received request for Split Tunnel List!

Apr 05 16:49:56 [IKEvl DEBUG : MODE _CFG Received request for Split DNS!

Apr 05 16:49:56 [IKEvl DEBUG : MODE _CFG Received request for PFS setting!

Apr 05 16:49:56 [IKEvl DEBUG : MODE CFG Received request for backup ip-sec peer list!

Apr 05 16:49:56 [IKEvl DEBUG: MODE_CFG Received request for Application Version!

Apr 05 16:49:56 [IKEvl]: Goup = unityclient, IP = 64.102.51.191, Cient Type: WnNT
Client Application Version: 4.0.5 (Rel)

Apr 05 16:49:56 [IKEvl DEBUG: MODE _CFG Received request for FWYPE!

Apr 05 16:49:56 [IKEvl DEBUG: MODE_CFG Received request for DHCP host name

for DDNS is: tthotus-xp!

Apr 05 16:49:56 [IKEvl DEBUG : MODE CFG Received request for UDP Port!

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, I P = 64.102.51. 191,

constructing bl ank hash
Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, I P = 64.102.51. 191,

constructing gm hash
Apr 05 16:49:56 [IKEvl]: IP = 64.102.51.191, |KE DECODE SENDI NG Message

(msgi d=a0bb428) with payl oads : HDR + HASH (8) + ATTR (14) + NONE (0)

total length : 157
Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, I P = 64.102.51. 191,

Del ay Qui ck Mode processing, Cert/Trans Exch/ RM DSID i n progress
Apr 05 16:49:56 [IKEvl DEBUG: Goup = unityclient, I P = 64.102.51. 191,

Resune Qui ck Mbde processing, Cert/Trans Exch/ RM DSI D conpl et ed
Apr 05 16:49:56 [IKEvl]: Goup = unityclient, IP = 64.102.51.191, PHASE 1 COWLETED
Apr 05 16:49:56 [IKEvl]: IP = 64.102.51.191, Keep-alive type for this connection: DPD
Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,

Starting phase 1 rekey timer: 3420000 (rs)

Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP
sendi ng notify message
Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,

constructing bl ank hash
Apr 05 16:49:56 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,

constructing gm hash
Apr 05 16:49:56 [IKEvl]: IP = 64.102.51.191, |KE DECODE SENDI NG Message

(rmsgi d=9be7674c) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE

(0) total length : 84
Apr 05 16:49:57 [IKEvl]: IP = 64.102.51.191, |KE DECCDE RECElI VED Message

(msgi d=833e7945) with payloads : HDR + HASH (8) + SA (1) + NONCE (10)

+ 1D (5 + ID(5) + NO\NE (0) total length : 1022
Apr 05 16:49:57 [IKEvl DEBUG: Goup = unityclient, I P = 64.102.51.191, processing hash
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,

processi ng SA payl oad
Apr 05 16:49:57 [IKEvl DEBUG: G oup

processi ng nonce payl oad
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51.191, Processing ID
Apr 05 16:49:57 [IKEvl]: Goup = unityclient, IP = 64.102.51.191,

Recei ved renpte Proxy Host data in ID Payl oad: Address 10.3.3.1, Protocol 0, Port O
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51.191, Processing ID
Apr 05 16:49:57 [IKEvl]: Goup = unityclient, IP = 64.102.51. 191,

Recei ved | ocal | P Proxy Subnet data in |ID Payl oad: Address 0.0.0.0,

Mask 0.0.0.0, Protocol 0, Port O
Apr 05 16:49:57 [IKEvl]: QM IsRekeyed old sa not found by addr
Apr 05 16:49:57 [IKEvl]: Goup = unityclient, IP = 64.102.51. 191,

| KE Renot e Peer configured for SA: cisco
Apr 05 16:49:57 [IKEvl]: Goup = unityclient, IP = 64.102.51. 191,

processi ng | PSEC SA
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,

| PSecSA Proposal # 14, Transform# 1 acceptable Matches global | PSec SA entry # 1
Apr 05 16:49:57 [IKEvl]: Goup = unityclient, IP = 64.102.51.191, IKE: requesting SPI!
Apr 05 16:49:57 [IKEvl DEBUG : | KE got SPI from key engi ne: SPI = 0x05953824
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,

oakl ey constucting qui ck node
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,

64.102. 51. 191,

unityclient, IP 64.102.51. 191,



constructing bl ank hash
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,
constructing | SA _SA for ipsec
Apr 05 16:49:57 [IKEvl]: Goup = unityclient, IP = 64.102.51.191,
Overriding Initiator's | PSec rekeying duration from 2147483 to 28800 seconds
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, I P = 64.102.51. 191,
constructing i psec nonce payl oad
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, IP
constructing proxy ID
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, I P = 64.102.51. 191,
Transmitting Proxy |d:
Renmot e host: 10.3.3.1 Protocol 0 Port O
Local subnet: 0.0.0.0 mask 0.0.0.0 Protocol 0 Port O
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,
Sendi ng RESPONDER LI FETI ME notification to Initiator
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,
constructing gm hash
Apr 05 16:49:57 [IKEvl]: I P = 64.102.51.191, | KE DECODE SENDI NG Message
(msgi d=833e7945) with payloads : HDR + HASH (8) + SA (1) + NONCE (10)
+ 1D (5 + ID(5) + NOTIFY (11) + NONE (0) total length : 176
Apr 05 16:49:57 [IKEvl]: |IP = 64.102.51.191, |KE DECODE RECEI VED Message
(msgi d=833e7945) wi th payl oads : HDR + HASH (8) + NONE (0) total length : 48
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, I P = 64.102.51. 191,
processi ng hash
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, IP
| oading all |PSEC SAs
Apr 05 16:49:57 [IKEvl DEBUG: G oup = unityclient, IP
CGenerating Quick Mde Key!
Apr 05 16:49:57 [IKEvl DEBUG : G oup
CGenerating Quick Mde Key!
Apr 05 16:49:57 [IKEvl]: Goup = unityclient, IP = 64.102.51.191,
Security negotiation conplete for User (unityclient) Responder,
| nbound SPI = 0x05953824, CQutbound SPI = 0xd08c6486
Apr 05 16:49:57 [IKEvl DEBUG : | KE got a KEY_ADD nsg for SA: SPI = 0xd08c6486
Apr 05 16:49:57 [IKEvl DEBUG : pitcher: rcv KEY_UPDATE, spi 0x5953824
Apr 05 16:49:57 [IKEvl]: Goup = unityclient, IP = 64.102.51. 191,
Adding static route for client address: 10.3.3.1
Apr 05 16:49:57 [IKEvl]: Goup = unityclient, IP = 64.102.51.191, PHASE 2 COW
LETED (nsgi d=833e7945)
Apr 05 16:50: 07 [IKEv1]: I P = 64.102.51.191, |KE DECODE RECEI VED Message
(rmsgi d=403ee701) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE
(0) total length : 80
Apr 05 16:50:07 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,
processi ng hash
Apr 05 16:50:07 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,
Processing Notify payl oad
Apr 05 16:50:07 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,
Recei ved keep-alive of type DPD R-U THERE (seq nunmber Ox4b55b6e4)
Apr 05 16:50:07 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,
Sendi ng keep-alive of type DPD R U THERE- ACK (seq nunber 0x4b55b6e4)
Apr 05 16:50:07 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,
constructing bl ank hash
Apr 05 16:50:07 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,
constructing gm hash
Apr 05 16:50: 07 [IKEv1l]: I P = 64.102.51.191, | KE DECODE SENDI NG Message
(rmsgi d=78998a29) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE
(0) total length : 80
Apr 05 16:50:17 [IKEV1]: |IP = 64.102.51.191, |KE DECODE RECEI VED Message
(msgi d=dba719e9) wi th payl oads : HDR + HASH (8) + NOTIFY (11) + NONE (0)
total length : 80
Apr 05 16:50:17 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51.191, processing hash
Apr 05 16:50:17 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,
Processing Notify payl oad
Apr 05 16:50:17 [IKEvl DEBUG: G oup = unityclient, I P = 64.102.51. 191,

64.102. 51. 191,

64.102. 51. 191,

64.102. 51. 191,

unityclient, IP 64.102.51. 191,



Recei ved keep-alive of type DPD R-U THERE (seq nunmber Ox4b55b6e5)
Apr 05 16:50:17 [IKEvl DEBUG: Goup = unityclient, IP = 64.102.51. 191,
Sendi ng keep-alive of type DPD R U THERE- ACK (seq nunber 0x4b55b6e5)
Apr 05 16:50:17 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,
constructing bl ank hash

Apr 05 16:50:17 [IKEvl DEBUG: G oup = unityclient, IP = 64.102.51. 191,
constructing gm hash

Apr 05 16:50:17 [IKEvl]: IP = 64.102.51.191, |KE DECODE SENDI NG Message
(rmsgi d=40456779) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE
(0) total length : 80
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