Ejemplo de Configuracion de IKEv1/IPsec
Dinamico a Estatico de ASA a ASA
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Introduccion

Este documento describe como habilitar Adaptive Security Appliance (ASA) para que acepte
conexiones VPN dinamicas IPsec de sitio a sitio desde cualquier peer dinamico (ASA en este
caso). Como muestra el Diagrama de red en este documento, el tunel IPsec se establece cuando
el tunel se inicia solamente desde el extremo Remote-ASA. El ASA central no puede iniciar un
tunel VPN debido a la configuracién IPsec dinamica. Se desconoce la direccion IP de Remote-
ASA.

Configure Central-ASA para aceptar dinamicamente las conexiones de una direccion IP comodin
(0.0.0.0/0) y una clave previamente compartida comodin. A continuacion, el ASA remoto se
configura para cifrar el trafico de las subredes de ASA local a Central segun lo especificado por la
lista de acceso crypto. Ambos lados realizan la exencion de traduccién de direcciones de red
(NAT) para eludir la NAT para el trafico IPsec.

Prerequisites



Requirements

No hay requisitos especificos para este documento.

Componentes Utilizados

La informacion de este documento se basa en el software de firewall Cisco ASA (5510 y 5520)
version 9.x y posteriores.

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configurar

Nota: Use la Command Lookup Tool (clientes registrados solamente) para obtener mas
informacion sobre los comandos usados en esta seccion.

Diagrama de la red

Netwark MNetwark
i0.1.1.0024 10.1.2.0724
DHCP-
10.1.1.1 @ assigned IP "‘) 172.16.2.1 @ 10.1.2.1
e b = T T
Remote-ASA Central-ASA
Configuracion de ASDM

ASA central (par estatico)

En un ASA con una direccion IP estatica, configure la VPN de tal manera que acepte conexiones
dinamicas de un par desconocido mientras aun autentica el par usando una clave previamente
compartida IKEv1:

1. Elija Configuration > Site-to-Site VPN > Advanced > Crypto Maps. La ventana muestra la
lista de entradas de mapa criptografico que ya estan en su lugar (si hay alguna). Dado que
ASA no sabe cual es la direccidn IP del par, para que ASA acepte la conexion, configure
Dynamic-map con un conjunto de transformacion coincidente (Propuesta IPsec). Haga clic
en Add
(Agregar).


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

.Hrmtmmmnq

ﬁ,ml‘%wmﬂjm h_;!nn e T gm ) et F

Mt TP OB LoD B SAELD S W L A aLEd * LEAr e

[ Pty i G CeERIF LY BTl Lo

1y tvarcndt Tl Prawy Trgsafoem Sot (REWED  WesrPoged (DY) Pewr s
B Turvel Grings & Soure et Servicw  dection

oL Palcies
a:u Eurareleen
A8 s gl {7 e e St
[ T s ofr sty Fobnmy
#1 (B Cartficate ba Connechon Profils Mapt
Tryibis O
Criphe Dngre
A Pl

Py masenn
Erpeen
ﬁwmw
57 stntosm v
(£, oeen thagunact

o Dresbis Brderpliy eardies e 6w

. Apply Baat

2. En la ventana Create IPsec Rule (Crear regla IPsec), en la ficha Tunnel Policy (Mapa
criptografico) - Basic (Politica de tunel), elija outside de la lista desplegable Interface y
dynamic de la lista desplegable Policy Type (Tipo de politica). En el campo Prioridad, asigne
la prioridad para esta entrada en caso de que haya varias entradas en Mapa dinamico. A
continuacion, haga clic en Seleccionar junto al campo Propuesta IPsec IKE v1 para
seleccionar la propuesta
IPSec.



[y Create [Psec Rule

Tunnel Palicy (Crypko Map) - Basic | Tunnel Policy (Crvpta Map) - Advanced | Traffic Selection

Interface: | oukside - Policy Type: dynamic - Pricrity: 1

IPsec Proposals (Transform Sets)

IKE «1 IPsec Proposal: Select. ..

IKE 2 IPsec Proposal: Select. ..

Peer Settings - Optional for Cynamic Crypto Map Entries

The Connection Tvpe is applicable to skatic tunnel policies only, Uni-directional connection bype policies are used
For LAak-to-LAM redundancy. Tunnel policies of the 'Criginate COnly' connection type may specify up to 10
redundant peers,

IP Address of Peer ko Be Added:
fdd == Move Lip
Remove Mowe Dawn
[ (] 4 ] [ Zancel ] [ Help ]

3. Cuando se abre el cuadro de dialogo Seleccionar propuestas de IPSec (Conjuntos de
transformacion), elija entre las propuestas de IPSec actuales o haga clic en Agregar para
crear una nueva y utilizar la misma. Haga clic en Aceptar cuando haya
terminado.



Tuninel Policy (Crypto Map) - Basic | Tunnel Policy (Crypto Map) - Advanced | Traffic Selection|

Interface: .mﬂd: - Palicy Type: .d'mﬁ: = Pricerity: 1
IPsec Proposals (Transform Sets)
IKE w1 IPsec Proposal:  bset Select,..
.
IKE v2 IPs{ m Select [Psec Proposals (Transform Sets) =
@ add| & Edt| [ Delete
Mame Mode ESP Encrypkion ESP duthentication
Peer Satti | |ESP-3DES-SHA-... Transport 3DES SH =
ESP-3DES-MDS-... Transport 3DES MOS
E" c"’“; ESP-DES-SHA  Tunnel DES SH
Pl | |espoeSMDS  Tuniel DES MDS
ESP-DES-5HA-T... Transport DES SHﬁ. E
ESP-DES-MDS-T... Transport LES |
m_
Azzigned IPsec Proposals
IP Addres
o
Lok || concel || Hep |
[o&  J[ concel [[ reb |

4. En la ficha Tunnel Policy (Crypto Map)-Advanced (Politica de tunel [Mapa criptografico]),
marque la casilla de verificacion Enable NAT-T (Habilitar NAT-T si cualquiera de los pares
esta detras de un dispositivo NAT) y la casilla de verificacion Enable Reverse Route Injection
(Habilitar inyeccion de ruta inversa). Cuando el tunel VPN se activa para el par dinamico,
ASA instala una ruta dinamica para la red VPN remota negociada que apunta a la interfaz
VPN.



@ Create IPsec Rule 24

| Tunmel Paolicy {Crypto Map) - Basic | Tunnel Policy (Crypko Map) - Advanced | Traffic Selection

Enable MAT-T

Enable Reverse Route Injection

Security Association Lifetime Settings

Tirne: g o 0| hh:rnm:ss
Traffic Yolume: [] unlimited 4603000 | KBykes
ESP w3

[] walidate incarming ICMP error messages

[] Enable Do Mat Fragment (DF) policy

Enable Traffic Flow Confidentiality (TFC) packets, This is unavailable if IKE+w] is enabled.

[ K, ] [ Cancel ] [ Help ]

Opcionalmente, en la pestaia Seleccion de trafico también puede definir el trafico de VPN
interesante para el par dinamico y hacer clic en
Aceptar.



([ Create [Psec Rule

-

| Tunnel Palicy {Crypta Map) - Basic | Tunnel Policy {Crypto Map) - Advanced | Traffic Selection

fckion: @) Prokect

() Do not Protect

Source Criteria

Source: |an';.f4

)

Destination Criteria

Destinakion: |an';.-'4

)

Service: |ip

)

Description:

More Options
Enable Rule

Source Service:

Time Range:

E]| (TCP ar UDP service anlky) &

L=l

>

[ K ][ Cancel ][ Help




Configuration > Site-to-5ite ¥PN = Advanced > Crypto Maps
b add ~ [Ff Edit ~ [ Delete | 4+ & | % Bz M - | @ Find F2 Diagram
Traffic Selection

Type:Priority TransForm Set (TKEw1)
#* Source Destination Service Bckion

= interface: outside

dynamic: 655351 * Protect

1| ]

Enable anti-replay window size: :64 -

[ appky ] [ Reset ]

Como se menciono anteriormente, dado que ASA no tiene ninguna informacién sobre la
direccion IP dinamica de peer remota, la solicitud de conexiéon desconocida se encuentra
bajo DefaultL2LGroup que existe en ASA de forma predeterminada. Para que la
autenticacion suceda a la clave previamente compartida (cisco123 en este ejemplo)
configurada en el par remoto debe coincidir con una en DefaultL2LGroup.

. Elija Configuration > Site-to-Site VPN > Advanced > Tunnel Groups, seleccione
DefaultL2LGroup, haga clic en Edit y configure la clave previamente compartida deseada.
Haga clic en Aceptar cuando haya

terminado.



Configuration > Site-to-site YPH > Advanced > Tunnel Groups
Configure IPsec site-to-sits tunnsd groups.
& Add| 3 Bk | Dolete

Hame iGroup Policy IKEw] Enabilesd IKEv2 Enabled
Dief it 71 Group CitiGrpPolic ]
[E) Edit Psec Site-to-site Tunnel Group: DefaultLi Group et
Blame: D st 2L Groun
IPsse Enabling
Group Poliey Name: | DFRGrpPalicy v [ Mansge.. |

L

(Follovang bwo Fislds are attributes of the group pobcy selected above.)
| Enabdes [KE v1 Enabls [KE v2

IPsac Sattings

e v se |

Hasthenkication
Pre-shared Key: [TTTETT]

Device Certificate: | -- None -- x| | Manage...

IKE Paes ID Vabdstion: | Required =

IKE Keepalive
Disable keepalves
@ Monitor keepaiives
Corfidencs Interval: |10 secride
Ratry Inberval: 2 seronds

ok | [ comel |[ Hew

Nota: Esto crea una clave previamente compartida comodin en el par estéatico (Central-ASA).
Cualquier dispositivo/par que conozca esta clave previamente compartida y sus propuestas
coincidentes pueden establecer con éxito un tunel VPN y acceder a los recursos a través de
VPN. Asegurese de que esta clave predefinida no se comparte con entidades desconocidas
y no es facil de adivinar.

. Elija Configuration > Site-to-Site VPN > Group Policies y seleccione la politica de grupo que
elija (la politica de grupo predeterminada en este caso). Haga clic en Editar y edite la politica
de grupo en el cuadro de dialogo Editar politica de grupo interna. Haga clic en Aceptar
cuando haya

terminado.




Configuration > Site-to-Site VPN > Group Policles

Manage VPN group polcoes.A YPH group is & oolisction of usse-orssnted suthornization attribube fvahss pairs that may be stored inberraly on the devios or sxctermally on a RADILSLDE
pokicy information i referenced by VPN connection profiles snd user scoounts,

T enfionce authorization atbribautes from an LDAP server you must use an LDAP sttribyte map,

& Add - ga:tﬂ mﬂo_ﬁm_

Conneschion Frofiles Users
Assignad To
DftGrpPolicy (System Default) Daf sultFAGroup; Def sult WEBYPRGr oup;|
- ™
ﬂ Edit Internal Group Policy: THItGrpPelicy B
Marre: DR GIpP by
Tunnelng Protocols: || Chierthess S5L VPN | ] S50 VPN Clierit  [f] IPse IKEv] | | IPsec IKEv2 ] LETPfIPSec
Fae b Sl
Edle Tirneout: [ Unmited | 30 mirntes
Maximumn Connect Time: ] Undimited ke
Lok [ comol |[ beb |
b, "
Find: 2 ) [ Mateh Caga

7. Elija Configuration > Firewall > NAT Rules y en la ventana Add Nat Rule , configure una

regla no nat (NAT-EXEMPT) para el trafico VPN. Haga clic en Aceptar cuando haya
terminado.



[S 253+ il (B Add NAT Rule ° ON— =
Match Criteria: Original Packet -

Source Inkerface: inside = Destination Interface: outside -

REESEIAS source Address: '1-::.1.2.mnshdc_mkwork8' Destination Address: |10.1.1 .-}rmute_mtwura

Action: Translated Packet

Service: .an'y

&)

‘Static

Source NAT Type:
Source Address:
[] Use one-to-one address translation

| PAT Pool Translated Address: |

|| Raund Raobin

Translate TCP and UDP ports inko Fat range 1024-65535
Fall through to interface PAT

LUse IPv6 for source interface PAT
Options
[¥] Enable rule
| Translate DMS replies that match this rule

|| Disable Proxy ARP on egress interface

[] Lookup route table to locate egress interface

Directson: -

(Both

-

10.1.2.0-inside_network | - Destination Address:

|| Extend PAT uniqueness to per destination instead of per interface

10.1.1.0-remote_networ| |

- Original -

8

[ ] Include range 1-1023

Lise 1P For destination interface PAT

ok || Cancel

|

ASA remoto (par dinamico)

1. Elija Wizards > VPN Wizards > Site-to-site VPN Wizard una vez que la aplicacion ASDM se

conecte al
ASA.
T Cisco ASDM 7.1 for ASA - 10,105.130.220 - - —
il View Wizards | Window Help
S“ll'l.ip Wazard.. Gk, i Forward | .-'\ Al
" VPN Wizards [ Site-to-site VPN Wizar...
——— High Availability and Scalability Wizard...
@ add [ Delete = fy and Scalabilty AnyConnect VPN Wizard...
- Unified Comrmunication ‘Wizard... Clientless SSL VPN Wizard...
Find:
Packet Capture Wizard.. 1Psec (IKEW1) Remote Access VPN Wizard
™ 10.76.75.113 _ I

® 10.505.130.51

= 10,105, 130,54
= 10.005.130.72
= 10,105, 130,89

TR

2. Haga clic en Next
(Siguiente).

Host Mama:  [2]-peer
ASA Wersion:  9.1(F)
LS Warsinn: F1T4%

Denvice Upbime: 2d 1h 42m 50
Menderm Tunm: AGA BES20



T Site-to-site VPN Connection Setup Wizard _———
VPN Wizard

Introchackion

Uise this wizard bo setup niew site-to-site VPN tuninel, & tunnel between bwo devices is caled & ske-to-sibe tunnel and is bidirection
probects the daka using the: IPsec probacol,

Sate-toe-Site VPN

Femate

Here is & foles on how bo sebup a she-to-site YPN connection.

< Back, Naxt >

3. Elija outside en la lista desplegable VPN Access Interface para especificar la direccién IP
externa del par remoto. Seleccione la interfaz (WAN) donde se aplica el mapa criptografico.
Haga clic en Next
(Siguiente).

[} Site-to-site VPN Connection Setup Wizard

Steps Peer Davice Identification
1. Introduction This step lets you identily the: peer YPH device by its IP address and the interface used bo sccess the peer.
Z. Peer Device

Identification Peser IP Address: 172.16.2.1
3. Traffic to protect i -
4, ey WP Access Interface: | outside *
5. NAT Exempt
&, Summary

| <Back || hest>

4. Especifique los hosts/redes a los que se debe permitir el paso a través del tunel VPN. En
este paso, debe proporcionar las Redes Locales y Redes Remotas para el Tunel VPN. Haga
clic en los botones situados junto a los campos Red local y Red remota y elija la direccion
segun sea necesario. Haga clic en Siguiente cuando haya



terminado.

B Site-to-site VPN Connection Setup Wizard -
Sheps Traffic to protect
1. Introduckion This step bats you idantify the local network and remobe network betwean which the traffic is to be probeched using IPsec snoryption,
2. Peer Dewice Identiic stio
TP Al T H P IPvE
3. Traffic bo probect eSEi1vRe:
4, Security Local Metwork:  10.1.1.0/2¢ [=]
5. NAT Exempt Remote Network: | 10.1,2.0/24 [=]
G, Surnmary

<o | (o> ) l

5. Introduzca la informacion de autenticacion que se utilizara, que es una clave previamente
compartida en este ejemplo. La clave previamente compartida utilizada en este ejemplo es
cisco123. El nombre del grupo de tunel es la direccion IP del par remoto de forma
predeterminada si configura VPN de LAN a LAN

:D Site-to-site VPN Connectson Setup Wicand —_—— 2
Sheps Security
1. Inkrodadton This shap kebs you seouns the selecked braffic,

2. Peer Dervice [dentificatio
3 Tralfic bo probect

4. Security

5. WAT Exempt

&, Summary

@ Single Corfiguration

ASA uses the pre-shared key entered here to sutherticate this device with the peer. ASDM vl select common IKE aned TSAKMP seourity par amebers bor
Ehak wll oy bunrel establshenent, Tt i recommerded that this option b5 sko sshecked when configuring the remote pesr,

Fre-shaned Key: sssssse
Customized Configur stion

ou can use pre-shaned ley or digtal certificabe for suthentication with the peer device. You can also fine bune the data enoryphion slgonthms ASDM
selacted for you.

cBack | [ Mext> | [ canced Help

OPuede personalizar la configuracion para incluir la politica IKE e IPsec de su eleccion.
Debe haber al menos una politica de coincidencia entre los pares:En la ficha Métodos de
autenticacion, introduzca la clave previamente compartida IKE version 1 en el campo Clave
previamente compartida. En este ejemplo, es

cisco123.



- 5

m&hl:mmwgnﬁ* —— —

Heps Seorty

1. Introdution Thit st bets you secure the selacted traffic.

2. Peer Device Identificatio

3. Tealfic bo probect Stvgle Conlfiguration

4. Sec BSE umes the pre-shared key entered hore bo suthankicabe this device with the peer. ASDM wil selact commman BE and ISAKMP securky parameters For
" L st wall oy burresl ostiablichenerit, It i recommended that this cption is slso selected when configuring the remots peer,

5. NAT Exempt

&, Surmnay

@ Customzed Configuration

Yiead £ use pre-shared key or dgtal certificate for suthentication with the peer device, Yei can o fire bune the data encryption aigorthims ASDM
sedocted For you.

IE Wersion " Autheriication Mathods | Encryplion Algorithens | Perfect Forwand Secrecy |

IKE v gian 1

Pré-chared Key: (TETTTY

e - 5
INE wersion 2

E
g
:
|
I

|
I [ ]
Haga clic en la pestaia Algoritmos de cifrado.

6. Haga clic en Administrar junto al campo IKE Policy, haga clic en Agregar y configure una
politica IKE personalizada (fase 1). Haga clic en Aceptar cuando haya
terminado. - . _
Mm-wmc%' S—

Steps Security

1. Inbroduction This shop kets you seoure the selected traffic,

2. Paer Dervice [dentificabio

3. Traffic bo probect ¥ BEEE

45 it ASA vt the pre-thared key entered here bo suthentic ste this device with the peer. ASDIM vl select common IKE and [SAKMP security parameters for
" st wlll o buneed eestisblishment. It i necommended that this oplion i b selected when configuring the remotes peer.

5. MNAT Exenmgd

6. Summary

@ Customized Configuration

You can use pre-shaned key or digtal certificabe for suthentication with the peer devios, You can also fine tune the data snorypticon algorithms ASDM
seleched For you.

IKE Version | Autherkication Methods Encryption Algorkhms | Perfect Forward Secrecy |
INE wewrsitan 1

IKE Pollcy: crack-aes-sha, rsa-sig-ses-sha, pre-share-ses-sha, crack-ses-192-sha, ris-sig-ses-192-sha, pre-share-ses-192- | Manage... ]

IPsec Proposal: E5P-AES- 128-5HA, ESP-AES-128-MDG, ESP-AES-192-5H4, ESP-AES-192-MDS, E53P-AES-254-5HA, ESP-AES-258-R Selet..

INE wersion 2
IKE Polcy: wes-256-sha-sha, aes-192-sha-sha, aes-sha-sha, Jdes-sha-sha, des-sharsha Manage... |
IPeat Proposal: | AFS2SA, AFS192, AES, IDES, DES Sedat....
|
|
|
I
|
+ (st ] (e ] (oo ] [0

7. Haga clic en Seleccionar junto al campo Propuesta de IPSec y seleccione la propuesta de



IPSec deseada. Haga clic en Siguiente cuando haya

terminado.

@ Site-to-site VPN Connection Setup Wizard e

Seps Security

' 1. Introduction This step lets you secure the selected traffic.

| 2. Peer Device dentificatio _

| 3. Traffic bo protect e ?

| 4 Security ASA uses the pre-shared key entered here bo authenticabe this device with the peer. ASDM will select common IKE and

' ISAKMP security paramebers For that will allow tunnel establishment. Tt is recommended thak this option is also selected

5. MAT Exempt when configuring the remote peer,
6, Summary

@ Customized Configuration

You can use pre-shared key or digital certificate for authentication with the peer device. You can akso fine tune the
data encryption algarithms ASDM selected for you.

IKE Version | Authentication Methods” Encryption Algorithens | Perfect Forward Secrecy |
IKE vergion |

IKE Policy: pre-share-aes-256-sha

Psec Proposal: |ESP-AES-256-3HA
IKE version 2
IKE Policy: aes5-256-sha-sha

IPsec Proposal: |AES2S6, AES192, AES, 3DES, DES

i il

| <Back || mest> | | cancel || Hep

Opcionalmente, puede ir a la ficha Perfect Forward Secrecy (Confidencialidad directa
perfecta) y marcar la casilla de verificaciéon Enable Perfect Forward Secrecy (PFS). Haga clic
en Siguiente cuando haya

terminado. - ‘

(B Site-to-site VPN Connection Sefup Wizard - e ' ' '
Reps Security
1, Introduction This stop bets you segure the selected traffic.

2. Peer Device Identificatio

| 3. Traffic bo protsct e
i 5 & ASA uses the pre-shared key enbenad bere bo suthenticate this device with the peer, ASDM vall select comman IKE and [SAKMP security parameters for
= et wall alloaw burnel establishement, T i recommended that this option i alio selected when configuring the nemobe pser.
5 HAT Exempd

&, Summary
@ Customized Configuration

Twm-.’m pre-shared key or dgtal certificate for suthentication with the peer device. You can abo fine bune the data encryption algorthms ASDH
selected for you.

" INE Wersion | Authentication Methods || Encryption Algonthing " Perfect Forvard Secrecy |

Enable Perfect Forvard Sacrecy (PFS). If PFS B ued, & new Diffie-Hslinan exchange is performesd for aath phase-2 negotistion. [t ensures
[ ] thst & session key derived from a set of long-berm publc and private keys will not be compromised i one of the (long-term) private keys i
compromired in the futune

Cniffe-Hedman Group

<Bock | [ Mext > [comel |[ re




8. Marque la casilla de verificacion Exempt ASA side host/network from address translation
para evitar que el trafico del tunel comience el inicio de la Traduccién de Direccion de Red.
Elija local o interno de la lista desplegable para establecer la interfaz donde se puede
alcanzar la red local. Haga clic en Next
(Siguiente).

L) Site-to-site VPN Connection Setup Wizard -

Steps: MAT Exempt

1. Irtroduction Thes skep slaves vail ko sxempt the local netvork sddressas framm network ranslation,
Peer Device Idenkificatio _ -
Trafic bn probac ] Exempt ASA side host/network from address translation | inside =
SECurity
NAT Exempt

Summary

Ea

<Back || Mext> |

9. ASDM muestra un resumen de la VPN que se acaba de configurar. Verifique y haga clic en
Finalizar.



% Site-to-site VPN Connection Setup Wizard
VPN Wizard

Summary

Here iz the summary of the configuration.

ame

El Summary
Peer Davice IP Address
WPM Access Inkerface

Protected Traffic

IKE VYersion Allowed
= Awthentication Method
IKE w1

IKE w2

=l Encryption Policy
Perfect Forveard Secrecy (PFS)
=l IKE v1
1KE Policy
1Pzec Proposal
=l IKE w2
IKE Policy
IPsec Propasal
Metwork, Address Translation

Walue

172.16.2.1

oukside

Local Metwork: 10.1.1.0/24
Remoke Mebwork: 10.1.2.0/24
IKE wersion 1 and IKE wersion 2

Use pre-shared key

Use pre-shared key when local device access the peer
Lise pre-share key when peer device access the local device

Disahled

pre-share-ags-256-sha
ESP-AES-256-SHA

ae5-256-sha-sha
AESZ56, AES192, AES, 3DES, DES
The protected traffic is not subjected to netwark address translation

[ <Back || Finish |

[Can.:al H Help

Configuracion de CLI

Configuraciéon de ASA central (par estatico)

1. Configure una regla NO-NAT/ NAT-EXEMPT para el trafico VPN como muestra este
ejemplo:

object network 10.1.1.0-remote_network
subnet 10.1.1.0 255.255.255.0

object network 10.1.2.0-inside_network
subnet 10.1.2.0 255.255.255.0

nat (inside,outside) source static 10.1.2.0-inside_network 10.1.2.0-inside_network
destination static 10.1.1.0-remote_network 10.1.1.0-remote_network
no-proxy-arp route-lookup

2. Configure la clave previamente compartida bajo DefaultL2LGroup para autenticar cualquier
peer dinamico-L2L-remoto:

tunnel-group DefaultL2LGroup ipsec-attributes
ikevl pre-shared-key ciscol23
3. Defina la politica ISAKMP/fase 2:
crypto ikevl policy 10
authentication pre-share
encryption aes-256
hash sha
group 2
lifetime 86400
4. Defina la politica IPSec/conjunto de transformacion de fase 2:

crypto ipsec ikevl transform-set tset esp-aes-256 esp-sha-hmac

5. Configure el mapa dinamico con estos parametros: Conjunto de transformacion
necesarioHabilitar la inyeccion de ruta inversa (RRI), que permite al dispositivo de seguridad
aprender informacion de routing para clientes conectados (opcional)



crypto dynamic-map outside_dyn_map 1 set ikevl transform-set tset
crypto dynamic-map outside_dyn_map 1 set reverse-route

6. Enlazar el mapa dinamico al mapa crypto, aplicar el mapa crypto y habilitar ISAKMP/IKEv1

en la interfaz exterior:
crypto map outside_map 65535 ipsec-isakmp dynamic outside_dyn_map

crypto map outside_map interface outside
crypto ikevl enable outside

ASA remoto (par dinamico)

1. Configure una regla de exencion de NAT para el trafico VPN:
object network 10.1.1.0-inside_network
subnet 10.1.1.0 255.255.255.0

object network 10.1.2.0-remote_network
subnet 10.1.2.0 255.255.255.0

nat (inside,outside) source static 10.1.1.0-inside_network 10.1.1.0-inside_network
destination static 10.1.2.0-remote_network 10.1.2.0-remote_network
no-proxy-arp route-lookup

2. Configure un grupo de tunel para un peer VPN estatico y una clave previamente compartida.
tunnel-group 172.16.2.1 type ipsec-121
tunnel-group 172.16.2.1 ipsec-attributes
ikevl pre-shared-key ciscol23

3. Defina la politica PHASE-1/ISAKMP:

crypto ikevl policy 10
authentication pre-share
encryption aes-256
hash sha
group 2
lifetime 86400
4. Defina un conjunto de transformacién/politica IPSec de fase 2:
crypto ipsec ikevl transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac

5. Configure una lista de acceso que defina el trafico/red VPN interesante:
access-1list outside_cryptomap extended permit ip object
10.1.1.0-inside_network object 10.1.2.0-remote_network

6. Configure el mapa crypto estatico con estos parametros: Lista de acceso de
criptografia/\VPNDireccion IP de peer IPsec remotaConjunto de transformacién necesario

crypto map outside_map 1 match address outside_cryptomap
crypto map outside_map 1 set peer 172.16.2.1
crypto map outside_map 1 set ikevl transform-set ESP-AES-256-SHA

7. Aplique el mapa crypto y habilite ISAKMP/IKEv1 en la interfaz exterior:
crypto map outside_map interface outside
crypto ikevl enable outside

Verificacion

Utilice esta seccion para confirmar que la configuracion funciona correctamente.

La herramienta de interpretacion de informaciéon de salida (disponible para clientes registrados
unicamente) admite ciertos comandos show. Utilice la herramienta para ver una analisis de
informacion de salida del comando show.

- show crypto isakmp sa: muestra todas las asociaciones de seguridad (SA) IKE actuales en un
par.



- show crypto ipsec sa - Muestra todas las SA IPsec actuales.
Esta seccion muestra la verificacion de ejemplo para los dos ASA.

ASA central

Central-ASA#show crypto isakmp sa
IKEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.16.1.1
Type : L2L Role : responder
Rekey : no State : MM_ACTIVE

Central-ASA# show crypto ipsec sa
interface: outside
Crypto map tag: outside_dyn_map, seqg num: 1, local addr: 172.16.2.1

local ident (addr/mask/prot/port): (10.1.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current_peer: 172.16.1.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.2.1/0, remote crypto endpt.: 172.16.1.1/0
path mtu 1500, ipsec overhead 74 (44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df
ICMP error validation: disabled, TFC packets: disabled
current outbound spi: 30D071CO
current inbound spi : 38DA6E51

inbound esp sas:

spi: 0x38DA6E51 (953839185)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 28672, crypto-map: outside_dyn_map
sa timing: remaining key lifetime (kB/sec): (3914999/28588)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:

0x00000000 0x0000001F
outbound esp sas:

spi: 0x30D071CO (818966976)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 28672, crypto-map: outside_dyn_map
sa timing: remaining key lifetime (kB/sec): (3914999/28588)
IV size: 16 bytes
replay detection support: Y



Anti replay bitmap:
0x00000000 0x00000001

ASA remoto

Remote-ASA#show crypto isakmp sa
IKEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.16.2.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

Remote-ASA#show crypto ipsec sa
interface: outside
Crypto map tag: outside_map, seq num: 1, local addr: 172.16.1.1

access-1list outside_cryptomap extended permit ip 10.1.1.0
255.255.255.0 10.1.2.0 255.255.255.0
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.2.0/255.255.255.0/0/0)
current_peer: 172.16.2.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#ipkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.2.1/0
path mtu 1500, ipsec overhead 74(44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df
ICMP error validation: disabled, TFC packets: disabled
current outbound spi: 38DA6E51
current inbound spi : 30D071CO

inbound esp sas:

spi: 0x30D071CO0 (818966976)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4373999/28676)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:

0x00000000 0x0000001F
outbound esp sas:

spi: 0x38DA6E51 (953839185)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4373999/28676)
IV size: 16 bytes



replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Troubleshoot

En esta seccidn se brinda informacion que puede utilizar para resolver problemas en su
configuracion.

La herramienta de interpretacion de informaciéon de salida (disponible para clientes registrados
unicamente) admite ciertos comandos show. Utilice la herramienta para ver una analisis de
informacion de salida del comando show.

Nota: Consulte Informacion Importante sobre Comandos de Debug antes de usar un comando
debug.

Utilice estos comandos como se muestra a continuacion:

clear crypto ikevl sa <peer IP address>
Clears the Phase 1 SA for a specific peer.

Precaucién: El comando clear crypto isakmp sa es intrusivo ya que borra todos los tuneles
VPN activos.

En la version 8.0(3) y posteriores del software PIX/ASA, se puede despejar una SA IKE individual
usando el comando clear crypto isakmp sa <peer ip address>. En las versiones de software
anteriores a 8.0(3), utilice el comando vpn-sessiondb logoff tunnel-group <tunnel-group-name>
para borrar las SAs IKE e IPsec para un solo tunel.

Remote-ASA#vpn-sessiondb logoff tunnel-group 172.16.2.1
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions from TunnelGroup "172.16.2.1" logged off : 1

clear crypto ipsec sa peer <peer IP address>

111 Clears the required Phase 2 SA for specific peer.
debug crypto condition peer < Peer address>

11l Set IPsec/ISAKMP debug filters.

debug crypto isakmp sa <debug level>

111 Provides debug details of ISAKMP SA negotiation.
debug crypto ipsec sa <debug level>

111 Provides debug details of IPsec SA negotiations
undebug all

11!l To stop the debugs

Depuraciones utilizadas:

debug cry condition peer <remote peer public IP>
debug cry ikevl 127
debug cry ipsec 127

Remote-ASA (iniciador)

Ingrese este comando packet-tracer para iniciar el tunel:


//www.cisco.com/en/US/docs/security/asa/asa80/command/reference/uz.html#wp1525330

Remote-ASA#packet-tracer input inside icmp 10.1.1.10 8 0 10.1.2.10 detailed

IPSEC (crypto_map_check)-3: Checking crypto map outside_map 1: matched.

Jan 19 22:00:06 [IKEvl DEBUG]Pitcher: received a key acquire message, spi 0x0
IPSEC (crypto_map_check)-3: Looking for crypto map matching 5-tuple:

Prot=1, saddr=10.1.1.10, sport=0, daddr=10.1.2.10, dport=0

IPSEC (crypto_map_check)-3: Checking crypto map outside_map 1: matched.

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE Initiator: New Phase 1, Intf
inside, IKE Peer 172.16.2.1 local Proxy Address 10.1.1.0, remote Proxy Address
10.1.2.0, Crypto map (outside_map)

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 172

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0)

total length : 132

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message (msgid=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +

VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304
Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +

VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304

Jan 19 22:00:06 [IKEv1]IP
<skipped>. ..

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message (msgid=0) with
payloads : HDR + ID (5) + HASH (8) + IOS KEEPALIVE (128) + VENDOR (13) +

NONE (0) total length : 96

Jan 19 22:00:06 [IKEv1l]Group = 172.16.2.1, IP = 172.16.2.1,

Automatic NAT Detection Status: Remote end is NOT behind a NAT device

This end is NOT behind a NAT device

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE RECEIVED Message

(msgid=0) with payloads : HDR + ID (5) + HASH (8) + IOS KEEPALIVE (128)

+ VENDOR (13) + NONE (0) total length : 96

Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1, processing ID payload
Jan 19 22:00:06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

ID IPV4_ADDR ID received 172.16.2.1

172.16.2.1, Connection landed on tunnel group 172.16.2.1

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, Connection landed on tunnel_group 172.16.2.1
Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1,

Oakley begin quick mode

Jan 19 22:00:06 [IKEvl1l]Group = 172.16.2.1, IP = 172.16.2.1, PHASE 1 COMPLETED

Jan 19 22:00:06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1, IKE Initiator
starting QM: msg id = c45c7b30

Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1, Transmitting Proxy Id:
Local subnet: 10.1.1.0 mask 255.255.255.0 Protocol 0 Port 0
Remote subnet: 10.1.2.0 Mask 255.255.255.0 Protocol 0 Port 0

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message
(msgid=c45c¢7b30) with payloads : HDR + HASH (8) + SA (1) + NONCE
(10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0) total length : 200



Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE RECEIVED Message
(msgid=c45c¢7b30) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) +
ID (5) + ID (5) + NONE (0) total length : 172

Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1, processing ID payload
Jan 19 22:00:06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

ID IPV4 _ADDR SUBNET ID received--10.1.1.0--255.255.255.0

Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1, processing ID payload
Jan 19 22:00:06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

ID_IPV4_ADDR_SUBNET ID received--10.1.2.0--255.255.255.0

Jan 19 22:00:06 [IKEv1l]Group = 172.16.2.1, IP = 172.16.2.1,
Security negotiation complete for LAN-to-LAN Group (172.16.2.1)
Initiator, Inbound SPI = 0x304071c0, Outbound SPI = 0x38da6e51

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message
(msgid=c45c7b30) with payloads : HDR + HASH (8) + NONE (0) total length : 76

Jan 19 22:00:06 [IKEvl]Group = 172.16.2.1, IP = 172.16.2.1,
PHASE 2 COMPLETED (msgid=c45c7b30)

ASA central (Respondedor)

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 172

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE SENDING Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length

132

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE RECEIVED Message (msgid=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, Connection landed on tunnel_group
DefaultL2LGroup

Jan 20 12:42:35 [IKEvl DEBUG]Group = DefaultL2LGroup, IP = 172.16.1.1,
Generating keys for Responder...

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE SENDING Message (msgid=0)
with payloads : HDR + KE (4) + NONCE (10) +

VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) +
NONE (0) total length : 304

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + ID (5) + HASH (8)

+ IOS KEEPALIVE (128) + VENDOR (13) + NONE (0) total length : 96

Jan 20 12:42:35 [IKEvl DECODE]Group = DefaultL2LGroup, IP = 172.16.1.1,

ID IPV4_ADDR ID receivedl72.16.1.1

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE SENDING Message (msgid=0)

with payloads : HDR + ID (5) + HASH (8) + IOS KEEPALIVE (128) +

VENDOR (13) + NONE (0) total length : 96

Jan 20 12:42:35 [IKEv1l]Group = DefaultL2LGroup, IP = 172.16.1.1, PHASE 1 COMPLETED



Jan 20 12:42:35 [IKEvl DECODE]IP = 172.16.1.1, IKE Responder starting QM:
msg id = c45c7b30

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE

RECEIVED Message (msgid=c45c7b30) with payloads : HDR + HASH (8) + SA (1) +
NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0) total length : 200

Jan 20 12:42:35 [IKEv1l]Group = DefaultL2LGroup, IP = 172.16.1.1, Received remote
IP Proxy Subnet data in ID Payload: Address 10.1.1.0, Mask 255.255.255.0,
Protocol 0, Port O:

Jan 20 12:42:35 [IKEv1]Group = DefaultL2LGroup,

IP = 172.16.1.1, Received local

IP Proxy Subnet data in ID Payload: Address 10.1.2.0, Mask 255.255.255.0,
Protocol 0, Port 0Jan 20 12:42:35 [IKEvl DEBUG]Group = DefaultL2LGroup,
IP = 172.16.1.1, processing notify payload

Jan 20 12:42:35 [IKEvl] Group = DefaultL2LGroup, IP = 172.16.1.1, QM
IsRekeyed old sa not found by addr

Jan 20 12:42:35 [IKEvl]Group = DefaultL2LGroup, IP = 172.16.1.1, Static Crypto Map
check, map outside_dyn map, seq = 1 is a successful match

Jan 20 12:42:35 [IKEv1l]Group = DefaultL2LGroup, IP = 172.16.1.1, IKE
Remote Peer configured for crypto map: outside_dyn_map

Jan 20 12:42:35 [IKEvl DEBUG]Group = DefaultL2LGroup, IP = 172.16.1.1,
Transmitting Proxy Id: Remote subnet: 10.1.1.0 Mask 255.255.255.0 Protocol 0 Port 0
Local subnet: 10.1.2.0 mask 255.255.255.0 Protocol 0 Port O:

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE SENDING Message (msgid=c45c7b30)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE

(0) total length : 172 Jan 20 12:42:35 [IKEv1l]IP = 172.16.1.1, IKE_DECODE RECEIVED
Message (msgid=c45c7b30) with payloads : HDR + HASH (8) + NONE (0) total length : 52:

Jan 20 12:42:35 [IKEvl]Group = DefaultL2LGroup, IP = 172.16.1.1, Security
negotiation complete for LAN-to-LAN Group (DefaultL2LGroup) Responder,
Inbound SPI = 0x38daé6e51, Outbound SPI = 0x30d4071cO:

Jan 20 12:42:35 [IKEvl]Group = DefaultL2LGroup, IP
PHASE 2 COMPLETED (msgid=c45c7b30)

Jan 20 12:42:35 [IKEv1l]Group = DefaultL2LGroup, IP = 172.16.1.1, Adding static

route for L2L peer coming in on a dynamic map. address: 10.1.1.0, mask: 255.255.255.0

172.16.1.1,

Informacidén Relacionada
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