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Introduccion

Este documento explica cémo Cisco Intrusion Prevention System (IPS) muestra direcciones IP
reales no traducidas en los registros de eventos, aunque Adaptive Security Appliance (ASA) envia
trafico al IPS después de realizar la traduccion de direcciones de red (NAT).

Antecedentes
Topologia

- La direccion IP privada del servidor: 192.168.1.10
- La direccion IP publica del servidor (Natted): 203.0.113.2
- Direccidn IP del atacante: 203.0.113.10
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¢ Como muestra IPS direcciones IP reales no traducidas en los
registros de eventos?

Explicacion

Cuando el ASA envia un paquete al IPS, encapsula ese paquete en un encabezado de protocolo
de placa base Cisco ASA/Security Services Module (SSM). Este encabezado contiene un campo
que representa la direccion IP real del usuario interno detras del ASA.



Estos registros muestran un atacante que envia paquetes ICMP (Internet Control Message
Protocol) a la direccién IP puablica del servidor, 203.0.113.2. El paquete capturado en el IPS
muestra que el ASA envia los paquetes al IPS después de realizar la NAT.

| PS# packet display PortChannel0/0

Warning: This command wi ||l cause significant perfornance degradation

tcpdunp: WARNING poO_0: no | Pv4 address assigned

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode
listening on po0_0, link-type ENIOMB (Ethernet), capture size 65535 bytes

03: 40: 06. 239024 |1 P 203.0.113.10 > 192.168.1.10: 1CWw echo request, id 512, seq
31232, length 40

03:40: 06. 239117 I P 203.0.113.10 > 192.168.1.10: I1CWwP echo request, id 512, seq
31232, length 40

03: 40: 06. 239903 | P 203.0.113.2 > 203.0.113.10: |ICW echo reply, id 512, seq
31232, length 40

03:40: 06. 239946 | P 203.0.113.2 > 203.0.113.10: |ICW echo reply, id 512, seq
31232, length 40

Estos son los registros de eventos en IPS para los paquetes de Solicitud ICMP del atacante.

evlidsAlert: eventld=6821490063343 vendor=Ci sco severity=infornmational
originator:

hostld: |IPS

appNanme: sensor App

appl nst ancel d: 1305

time: Dec 24, 2014 03:43:57 UTC offset=0 ti neZone=UTC

signature: description=lCVP Echo Request id=2004 versi on=S666 type=ot her
creat ed=20001127

subsigld: O

sigDetails: |ICMP Echo Request

interfaceG oup: vsO

vlian: 0

partici pants:

attacker:

addr: 203.0.113.10 | ocality=0UT

target:

addr: 192.168.1.10 | ocality=0UT

os: i dSour ce=unknown type=unknown rel evance=rel evant

alertDetails: InterfaceAttributes: context="single_vf" physical =" Unknown"
backpl ane="Port Channel 0/ 0" ;

ri skRatingVval ue: 35 targetVal ueRati ng=nedi um att ackRel evanceRati ng=r el evant
t hr eat Rati ngVal ue: 35

interface: PortChannel 0/0 context=singl e_vf physical =Unknown backpl ane=
Por t Channel 0/ 0

protocol: icnp

Estos son los registros de eventos en IPS para la respuesta ICMP desde el servidor interno.

evldsAlert: eventld=6821490063344 vendor=Ci sco severity=informational
originator:

hostld: IPS

appName: sensor App

appl nst ancel d: 1305

tinme: Dec 24, 2014 03:43:57 UTC of fset=0 ti meZone=UTC

signature: description=lCVWP Echo Reply id=2000 versi on=S666 type=ot her
creat ed=20001127

subsigld: O

sigDetails: |CW Echo Reply

interfaceG oup: vsO



vlian: 0

partici pants:

attacker:

addr: 192.168.1.10 | ocality=0UT

target:

addr: 203.0.113.10 | ocality=0UT

os: i dSour ce=unknown type=unknown rel evance=rel evant

alertDetails: InterfaceAttributes: context="single_vf" physical =" Unknown"
backpl ane="Port Channel 0/ 0" ;

ri skRati ngVal ue: 35 targetVal ueRati ng=nedi um attackRel evanceRat i ng=r el evant
t hr eat Rat i ngVal ue: 35

interface: PortChannel 0/0 context=singl e_vf physical =Unknown backpl ane=
Port Channel 0/ 0

protocol: icnp

Estas son las capturas recopiladas en el plano de datos ASA.

1: 09:55:50.203267 203.0.113.10 > 192.168.1.10: icnp: echo request
2: 09:55:50.203877 203.0.113.2 > 203.0.113.10: icnp: echo reply
3: 09:55:51.203541 203.0.113.10 > 192.168.1.10: icnmp: echo request
4: 09:55:51.204182 203.0.113.2 > 203.0.113.10: icnp: echo reply

Capturas del plano de datos ASA descodificado.

P Frame= 1: 132 bytes on wire (1056 bits), 132 bytes captured (1056 bhits)

D- Echernet II, Src: 00:00:00 O1:0D0:0Z (OD:00:00:D1:00:0Z2), D=c: IIIEI:EIEI:EIEI_EIZ:CIEI:EIZ (0D:00:00:0Z :00:0Z |
= |Cisco ASL/S3N Backplasne Prococol
WELZ Lo &

L3 Off=et: 585

Channel Index: 4

hotilon Flags: O0x4000

Type: Ox00

Source Addressa: 203.0.113.10 (203.0.113.10)
Deat Address: 192.163.1.10 (15%2.165.1.10)
Source FOEL: o1&

Dest Poct: O

Segzlon LD: Oxbesadbdst

Source Incerface: Dx00000D04

=

Source Address is showing atttacker's source IP.

Dest Address is showing Victim's |P after ASA performs 2 MAT.
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