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Introduccioén

En este documento se describen los pasos necesarios para habilitar el bloqueo de AnyConnect y Ocultar AnyConnect de la lista de programas
Agregar/quitar para equipos con Windows.

Contribuido por Christian G. Hernandez R, ingeniero del TAC de Cisco.

Prerequisites

Requirements
Cisco recomienda que tenga conocimiento sobre estos temas:

- Configuracién de Cisco Adaptive Security Appliance (ASA)



- configuracion de Cisco AnyConnect
- conocimiento basico de Windows

Componentes Utilizados
La informacion que contiene este documento se basa en estas versiones de software y hardware:

- Cisco ASA version 9.14.2.13
- Version 7.14.1 de Cisco Adaptive Security Device Manager (ASDM)
- Cisco AnyConnect versiones 4.9.04053 y 4.9.06037

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Si tiene una red
en vivo, asegurese de entender el posible impacto de cualquier comando.

Antecedentes

Bloqueo de AnyConnect para Windows: Cisco recomienda que se concedan derechos limitados a los usuarios finales Cisco AnyConnect Secure
Mobility Client en su dispositivo. Si el usuario final garantiza derechos adicionales, los instaladores pueden proporcionar una funcién de bloqueo que impida
que los usuarios y los administradores locales desactiven o detengan los servicios de AnyConnect.

Dispone de tres opciones diferentes para activar la funciéon de bloqueo de AnyConnect:
1. instaladores MSI desde el terminal del simbolo del sistema de Windows.
2. Opcién de bloqueo del asistente de instalacion del paquete previo a la implementacién de AnyConnect.
3. ASDM - Importe un ejemplo de bloqueo del instalador transforma el archivo en el ASA.

Ocultar AnyConnect de la lista Agregar o quitar programas para Windows: Puede ocultar los médulos AnyConnect instalados de la lista Agregar o
quitar programas del Panel de control de Windows Desinstalar un programa.

Tiene dos opciones para activar la funcion Ocultar AnyConnect de la lista de programas Add/Remove:
1. instaladores MS| desde el terminal del simbolo del sistema de Windows.

2. ASDM - Importe un ejemplo de archivo de transformacion de direccién oculta del instalador al ASA.
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Configurar bloqueo de AnyConnect

instaladores MSI desde el terminal del simbolo del sistema de Windows.

Configuration Steps
Paso 1. Descargue el archivo del paquete de implementacion previa de AnyConnect para Windows.
Paso 1.1 Acceda a la pagina de descarga de software de Cisco y descargue la version de AnyConnect para instalarla en el equipo con Windows.

Para este ejemplo, descargue el paquete de implementacién previa de Windows AnyConnect que incluye la MSI individual archivos para la version
4.9.04053 (anyconnect-win-4.9.04053-preDeploy-k9.zip).
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Software Download

Downloads Home | Security / VPN and Endpoint Security Clients | Cisco VPN Clients / AnyConnect Secure Mobility Client [ AnyConnect Secure Mobility Clent vd.x | AnyConnect VPN Client Software- 4.9.04053

(. searh.. ) AnyConnect Secure Mobility Client v4.x
C Expand All | Collapse All j Release 4.9.04053 Related Links and Documentation

= ;
{1) Wiite @ | Read reviews AnyConnect Ordering Guide

Release Notes for 4.9.04053

Latest Revanse - A My Notifications Licensing FAQ
4.10.00083
4.9.06037
AnyConnect 4.9 is available to customers with active AnyConnect Apex, Plus or VPN Only term/contracts. See the AnyConnect Ordering Guide for
All Release e options. Software Download problems?
Translations >
File Information Release Date Size
ISEComplianceModule > z " | N A,
AnyConnect Pre-Deployment Package (Linux Ed-blt}'_g: 30-Mowv=-2020 25.19 MB F e
AppSelector-2.0 > anyconnect-linuxbd-4.9.04053- predeploy-k9.targz
icati i i bl -Nov- 5 + s
Hactacar 5 Application Programming Interface [API] (Linux 64 bit) @ 30-Nov-2020 6,61 MB RS
anyconnect-linuxG4-4.9.04053-vpnapi.tar.gz
Android > . .
AnyConnect Headend Deployment Package (Linux 64-bit)g 30-Nov-2020 34,49 MB L \.J
410 5 anyconnect=linuwGd=4.9.04053-webdeploy-k9.pkg
NUM 3 AnyConnect Pre-Deployment Package (Mac OS)g 30-Now-2020 41.44 MB LA
anyconnect-macos-4.9.04053-predeploy-k9.dmg
4.9 St
Application Programming Interface [API] (Mac OS) 30-Nov-2020 33.62 MB R
4.9.06037 anyconnect-macos-4.9.04053-vpnapi.tar.gz
4.9.05042 AnyConnect Headend Deployment Package (Mac OS)g 30-Nov-2020 57.16 MB 4

m anyconnect-macos-4.9.04053-webdeploy-k9.pkg
30-Nov-2020 0.64 MBE s

Language localization transform Pre-Deployment (Windows) g
anyeonnect=win=4.9,04053 -core -vpn-lang-predeploy-k9.zip

|+

Language localization transform Headend Deployment (Windows)g ~ 30-Nov-2020 0.65 MB L)
anyconnect-win-4.9,04053 -core -vpn-lang -webdeploy-k9.zip
AnyConnect Pre-Deployment Package (Windows) - includes 30-Mov-2020 59.62 MB + \_J

individual MSI files g
anyconnect-win-4.9.04053 -predeploy-k9.zip

Paso 2. Descargue el archivo de transformacion del instalador de AnyConnect para Windows.

Paso 2.1 Navegue hasta la pagina de descarga del software de Cisco y descargue el archivo de transformaciones de AnyConnect Installer para Windows
que coincida con la misma version de AnyConnect que se instalara en el equipo de Windows.

Para este ejemplo, descargue el archivo de transformacion para la version 4.9.04053 de AnyConnect (tools-anyconnect-win-4.9.04053-transforms.zip).
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(1) Write @ | Read reviews
A My Notifications
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options. Software Download problems?

File Infarmation

AnyConnect Pre-Deployment Package (Linux 64-bit) &
anyconnect-linux6d-4_9.04053-predeploy-k9.tar.gz

Application Programming Interface [API] (Linux 64-bit)g
anyconnect-linuxéd-4_9.04053-vpnapitar.gz

AnyConnect Headend Deployment Package (Linux 64-bit)g
anyconnect-linuxéd-4.9.04053-webdeploy-k9.pkg

AnyConnect Pre-Deployment Package (Mac OS)g
anyconnect-macos-4.9.04053-predeploy-k9.dmg

Application Programming Interface [AP1] (Mac OS)g
anyconnect-macos-4.9.04053-vpnapitar.gz

AnyConnect Headend Deployment Package (Mac 0S)g
anyconnect-macos-4.9.04053-webdeploy-k9.pkg

Language localization transform Pre-Deployment (Windows) g
anyconnect-win-4.9.04053-core-vpn-lang-predeploy-k9.zip

Language localization transform Headend Deployment {Windows}g
anyconnect-win=-4.9.04053-core-vpn=lang-webdeploy-k9.zip

AnyConnect Pre-Deployment Package (Windows) - includes
individual MSI files g
anyconnect-win-4.9.04053-predeploy-k9.zip

Application Programming Interface [API] (Windows) g
anyconnect-win-4.9.04053-vpnapi.zip

AnyConnect Headend Deployment Package (Windows)g
anyconnect-win-4.9.04053-webdeploy-k9.pkg

AnyConnect Pre-Deployment Package (Windows 10 ARM64) -
includes individual MSI filesg
anyconnect-win-arméd-4.9.04053-predeploy-k9.zip

AnyConnect Headend Deployment Package (Windows 10 ARME4)
P

&

anycennect-win-armid-4.9.04053-webdeploy-k9.pkg

Profile Editor (Windows)@

tools-anyconnect-win=-4.9.04053 -profileeditor-k9.msi

tools-anyconnect-win-4.9.04053 -transforms. zip

(AnvConnect Installer Transforms tWindows‘.ILi;)

Paso 3. Descomprima los archivos de AnyConnect descargados en diferentes carpetas.

Paso 3.1 El archivo anyconnect-win-4.9.04053-preDeploy-k9.zip se descomprime en la siguiente ruta de acceso de la carpeta:

C:\Users\calo\Downloads\anyconnect-win-4.9.04053-preDeploy-k9.

Related Links and Documentation

AnyConnect Ordering Guide
Release Motes for 4.9.04053

Licensing FAQ

Plus or VPN Only term/contracts. See the AnyConnect Ordering Guide for

Release Date

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Now=-2020

Size
25.19 MB

6.61 MB

34,49 MB

41.44 MB

33.62 MB

57.16 MB

0.64 MB

0.65 MB

59.62 MB

141.06 M8

67.32 MB

28.84 MB

36.48 MB

10.61 MB



A = | anyconnect-win-4.9.04053-predeploy-k3 - | ®

D rone st view i

“ v A » ThisPC » Downloads » anyconnect-win-4.9.04053-predeploy-k9 v & | Search anyconnect-win-4.9.0.. 0
# Quick access Mame B Date modified Type Size
& OneDrive Profiles --"3"33.31 443 PM File folder
Setup 5/3/2021 4:43 PM File folder
! This PC ﬂ anyconnect-win-4.9.04053- amp-predeploy-k9 111972020 £21 AM  Windows Installer ... 254 KB
Bl Desktop ﬂ anyconnect-win-4.9.04053- core-vpn-predeploy-kd 1171972020 4:57 AM  Windows Installer ... 15,447 KB
E Docoments # anyconnect-win-4.9.04053- dart- predeploy-k8 11/19/2020 4:58 A Windows Installer ... 4,728 KB
‘ ﬁl anyconnect-win-4.9.04053- gina-predeploy-k3 11/19/2020 4:58 AM  Windows Installer ... 2826 KB
i 15 anyconnect-win-4.9.04053- iseposture-predeploy-kd 1171972020 4:30 AM  Windows Installer ... 3207 KB
@ Music §5) anyconnect-win-4.9.04053-nam-predeploy-k3 11/19/2020 424 AM  Windows Installer ... 6,281 KB
& Pictures 8 anyconnect-win-4.9.04053-nvm-predeploy-kd 11/19/2020 4:50 AM  Windows Installer ... 5,768 KB
. Videos ﬂ anyconnect-win-4.9.04053- posture- predeploy-kcd 1171972020 4:27 AM  Windows Installer ... 10,733 KB
2o Local Disk (C:) 15 anyconnect-win-4.9.04053-umbrella-predeploy-k9 11/19/2020 453 AM  Windows Installer ... 3,928 KB
T #5) anyconnect-win-4.9.04053- websecurity-predeploy-k9 11/19/2020 4:45 AM  Windows Installer .. 2,974 KB
] install 5/15/2021 1200 AM  Text Document 463 KB
»& Homegroup & Setup 11/19/2020 4:47 AM  Application 958 KB
) setup 11/19/2020 406 AM  HTML Application 22 KB
15 items =

Paso 3.2 Las herramientas-anyconnect-win-4.9.04053-transforms.zipel archivo se descomprime en la siguiente ruta de acceso de la carpeta:
C:\Users\calo\Downloads\tools-anyconnect-win-4.9.04053-transforms.

+ % | tools-anyconnect-win-4.9.04053-transforms . a x
_ Home  Share  View . ]
- v » This PC » Downloads » tools-amyconnect-win-4.9.04053-transforms v 0 Search tools-anyconnect-win... 0@

-~
# Quick access Mame Date modified Type Size
i Ol |_.I'. _anyconnect-win-hide-addremove-display.mst 11/19/2020 5:03 AM  MST File 15 KB
nelrive :
| j _anyconnect-win-lockdown.mst 11/19/2020 5:03 AM  MST File 15KE
B This PC [ _anyconnect-win-reboot-reallysuppress.mst 11/19/2020 5:03 AM  MST File 32 KB
I Desktop |_|" anyconnect-win-disable-customer-expenience-feedback.mst  11/19/2020 5:03 AM  MST File 32 KB
i, | 1 anyconnect-win-enablefips.mst 1171972020 5:03 AM  MST File 15KB
[ Decuments |T'|‘ ny o i _ - ) : : )
‘ |_| anyconnect-win-gui-desktop-shortcut.mst 11/19/2020 5:03 AM  MS5T File 32 KB
o [ ] anyconnect-win-reset-adapter-mtu.mst 11/19/2020 503 AM  MST File 32 KB
_'h_ e (] anyconnect-win-strict-cert-policy.mst 11/19/2020 5:03 AM  MST File 15 KB
&= Pictures [ ] vpngina_anyconnect-win-reboot-reallysuppressmst 11/19/2020 503 AM  MST File 32 KB

B videos
i Local Disk (C:)

wiF Network

o4 Hemegroup

9 itemns

Paso 4. Copie y pegue el bloqueo de AnyConnect que transforma el archivo en la misma carpeta que los archivos del instalador de AnyConnect MSI.

Paso 4.1 Desde la carpeta tools-anyconnect-win-4.9.04053-transforms, copie el _anyconnect-win-lockdown.mst lockdown transforma el archivo y lo pega en
la carpeta anyconnect-win-4.9.04053-preploy-k9 como se indica a continuacion.



= | anyconnect-win-4,9.04053-predeploy-k9 = O X

Il rore  shee v 0

Dow... * anyconnect-win-4.9.04053-predeploy-k9
# Quick access
& OneDrive Profiles
Setup
B This PC _anyconnect-win-lockdown.mst
B Desktop }3':] anyconnect-win-4,9.04053-amp-predeploy-k9
" I 151 anyconnect-win-4,9.04053-core-vpn-predeploy-k9
& Downloads 1:?3 an-r.-ccnnect--.-un-J.G.CIJE'?E-daﬂ-predeplc-;-k%
» Music 1'3_3 anyconnect-win-4.9.04053-gina-predeploy-k9
DJ anyconnect-win-4.9.04053-iseposture-predeploy-k9
B Pictures _]SJ anyconnect-win-4.9.04053-nam-predeploy-k9
Videos i® anyconnect-win-4,9.04053-nvm-predeploy-k3 1:50 AM
am Local Disk (C:) f_}] anyconnect-win-4.9.04053- posture-predeploy-k9
153 anyconnect-win-4.9.04053-umbrella- predeploy-k3

¥ Network ’ ) _ )
) 15J anyconnect-win-4,9.04053-websecurity-predeploy-...

install
& Setup
[ setup

L4 >
16 items 1 itemn selected 14.5 KB -

Paso 5. CD en la ruta de la carpeta que tiene los archivos de instalacién de MSI AnyConnect.

Paso 5.1 Abra un terminal del simbolo del sistema de Windows y ccd en la ruta de la carpeta que tiene los archivos de instalacion de MSI AnyConnect y el
bloqueo _anyconnect-win-lockdown.mst transforma el archivo copiado/pegado en el paso anterior.

Este ejemplo cd en la siguiente ruta de la carpeta C:\Users\calo\Downloads\anyconnect-win-4.9.04053-preDeploy-k9.

B Command Prampt = 0 by

Paso 6. Instale los médulos de AnyConnect con el archivo de transformaciones de bloqueo.

Paso 6.1 | Instale cada uno de los médulos de AnyConnect requeridos con el siguiente comando del instalador MSI que apunta al archivo del médulo
AnyConnect .msi y el bloqueo _anyconnect-win-lockdown.mst transforma el archivo.

nmei exec -i anyconnect-w n-4.9. 04053- xxxxxxx- pr edepl oy- k9. nsi TRANSFORMS=_anyconnect - W n-



| ockdown. mst LOCKDOWN=1 -Ivx* install.log

Nota:La configuracion del valor LOCKDOWN como "1", habilita la funcién de bloqueo para que el médulo AnyConnect se instale.

Nota: Cisco recomienda utilizar el archivo de transformacién de ejemplo proporcionado para establecer esta propiedad, aplicar la transformacién a
cada instalador MSI para cada médulo que desee bloquear. Puede descargar las transformaciones de muestra desde la pagina de descarga del
software Cisco AnyConnect Secure Mobility Client.

Nota:Si implementa el cliente principal mas uno o mas modulos opcionales, debe aplicar la propiedad LOCKDOWN a cada uno de los instaladores.
Esta operacion es de una sola manera y no se puede eliminar a menos que vuelva a instalar el producto.

Paso 6.2 En este ejemplo se instala el médulo AnyConnect CORE & VPN y el archivo _anyconnect-win-lockdown.mst lockdown, ambos coinciden con los
archivos de la version 4.9.04053 de AnyConnect.

nei exec -i anyconnect-wi n-4. 9. 04053-cor e-vpn- predepl oy- k9. nsi TRANSFORMS=_anyconnect - wi n-
| ockdown. nst LOCKDOWN=1 -l vx* install.log
®E Command Prompt - O x

L'E',J Crsco AnyConnect Secure Mobility Client Setup

Welcome to the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard




ﬁ Cisco AnyConnect Secure Mobility Chent Setup

g
End-User License Agreement '

y
Flease read the following bcense agreement carefully "‘

S B

Supplemental End User License Agreement
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA™) contains
addﬂmnal terrns and conditions for the Software Product licensed under ﬂ'IE

R L s o 1]

- b sakism oo W

(@) I accept the terms in the License Agreement

mss AL mom s o owl o e

()1 do not accept the terms in the License Agreement
Advanced Installer

< Back Mext >

ﬂ Cisco AnyConnect Secure Mobility Client Setup
Ready to Install

The Setup Wizard is ready to begin the Typical nstallation
4

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick Back”. Chck "Cancel” to exit the wizard.

Advanced Installer

< Back & instal Cancel




1;}' Cisco AnyConnect Secure Mobility Client Setup 4

Completing the Cisco
» o AnyConnect Secure
. Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Frish

Paso 6.3 En este ejemplo se instala el médulo de seguridad de roaming de AnyConnect Umbrella y el archivo _anyconnect-win-lockdown.mst lockdown,
ambos coinciden con los archivos de la version 4.9.04053 de AnyConnect.

nmsi exec -i anyconnect-w n-4.9. 04053-unbr el | a- predepl oy- k9. msi TRANSFORMS=_anyconnect - wi n-
| ockdown. mst LOCKDOWN=1 -1l vx* install.log
B Command Prompt — O oo

Opcién de bloqueo de AnyConnect paquete previo a la implementacion asistente de instalacion.

Configuration Steps

Paso 1. Descargue el archivo del paquete de implementacion previa de Anyconnect para Windows.



Paso 1.1 Acceda a la pagina de descarga de software de Cisco y descargue la version de AnyConnect para instalarla en el equipo con Windows.

Para este ejemplo, descargue el paquete de implementacién previa de Windows AnyConnect que incluye los archivos individuales MSI para la version
4.9.04053 (anyconnect-win-4.9.04053-preDeploy-k9.zip).
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Software Download

Downloads Home | Security / VPN and Endpoint Security Clients | Cisco VPN Clients / AnyConnect Secure Mobility Client [ AnyConnect Secure Mobility Client vd.x / AnyConnect VPN Client Software- 4.9.04053

(3 searh.. ) AnyConnect Secure Mobility Client v4.x
Release 4.9.04053 Related Links and Documentation

{1) Write @ | Read reviews AmyConnect Ordering Guide

Release Notes for 4.9.04053

EEALEEE e A My Notifications Licensing FAQ

4.10.00083

4.9.06037
({ﬁ‘b\} AnyConnect 4.9 is available to customers with active AnyConnect Apex, Ples or VPN Only term/contracts. See the AnyConnect Ordering Guide for

All Release B B options. Software Download problems?

Translations >
File Information Release Date Size

ISEComgliancemodule y AnyConnect Pre-Deployment Package (Linux 64-bit)g 30-Nov-2020 25.19 MB 3y

AppSelector=2.0 ¥ anyconnect-linuxsd-4.9.04053- predeploy-k9.targz

Hioataan 5 Application Programming Interface [API] (Linux 64-bit) @ 30-Nov-2020 6.61 MB & s
anyconnect-linuxGd-4.9.04053-vpnapi.tar.gz

Android > :
AnyConnect Headend Deployment Package (Linux 64-bit)@ 30-Nov-2020 34.49 MB AR

4.10 > anyconnect-linuxG4-4.9.04053-webdeploy-k9.pkg

NYM 5 AnyConnect Pre-Deployment Package (Mac OS)g 30-Nov-2020 41.44 MB A
anyconnect-macos-4.9.04053-predeploy-k9.dmg

4.9 b
Application Programming Interface [API] (Mac OS) 30-Mov=-2020 33.62 MB R

4.9.06037 anyconnect-macos-4.9.04053-vpnapi tar.gz
4.9.05042 AnyConnect Headend Deployment Package (Mac OS)g 30-Nov-2020 57.16 MB L,

anyconnect-macos-4.9.04053 -webdeploy-k9.pkg
30-Nov-2020 0.64 MB Ay

Language localization transform Pre-Deployment (Windows)m
anyconnect=win=4.9,04053 -core -vpn-lang - predeploy-k9.zip

|+

Language localization transform Headend Deployment (Windows)g ~ 30-Nov-2020 0.65 MB L
anyconnect-win-4.9.04053-core -vpn-lang -webdeploy-k9.zip
AnyConnect Pre-Deployment Package (Windows) - includes 30-Mov-2020 59.62 MB * ‘u

individual MSI files g
anyconnect-win-4.9.04053 -predeploy-k9.zip

Paso 2. Abra el archivo de configuracion de AnyConnect.
Paso 2.1 Descomprima el archivo anyconnect-win-4.9.04053-pre-Deploy-k9.zip descargado y abierto.
Paso 2.2 A continuacion, haga doble clic en el archivo de configuracion de AnyConnect.
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4 Downloads
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15 terns

| anyconnect-win-4.9.04053-predeploy-kd

View

» This PC » Downloads » anyconnect-wan-4.9.04053-predeploy-k9

T

MName

Profiles

| Setup
i anyconnect-win-4.9.04053-amp-predeploy-k9
ﬂ anyconnect-win-4.9.04053- core-vpn-predeploy-k9
ﬂ anyconnect-win-4.9.04053-dart- predeploy-kd
1 anyconnect-win-4.9.04053-gina-predeploy-kd
i anyconnect-win-4.9.04053-iseposture-predeploy-kd
§5 anyconnect-win-4.9.04053-nam-predeploy-k3
ﬂ anyconnect-win-4.9.04033-nvm-predeploy-k9
18 anyconnect-win-4.9.04053-posture-predeploy-kd
i3 anyconnect-win-4.9.04053-umbrella-predeplay-k3
18 anyconnect-win-4.9.04053-websecurity- predepley- k9
:_‘l install
- —

L) setup

Paso 3. Trabaje con el asistente de instalacion de AnyConnect.

Paso 3.1 Seleccione los médulos de AnyConnect que desea instalar de las opciones mostradas.

v O
Date modified

5/3/2021 4:48 PM

3/3/2021 4:48 PM

11/19/2020 4:21 AM
1171972020 4:57 AM
1171972020 4:58 AM
11/19/2020 4:58 AM
11/19/2020 4:30 AM
11/19/2020 4:24 AM
11719/ 2020 4:30 AM
11/19/2020 4:27 AM
11/19/2020 4:53 AM
11/19/2020 4:45 AM
W5/2027 1200 AM
1171972020 4:47 AM
1171972020 4:06 AM

Para este ejemplo, seleccione los médulos AnyConnect CORE & VPN y los médulos Umbrella Roaming Security.

= O *®
2]
Search anyconnect-win-4.9.0.. 0

Type Size

File folder

File folder

Windows Installer ... 2544 KB
Windows Installer ... 15,447 KB
Windows Installer ... 4,728 KB
Windows Installer ... 2826 KB
Windows Installer ... 3,207 KB
Windows Installer ... 6,281 KB
Windows Installer ... 6,768 KB
Windows Installer ... 10,733 KB
Windows Installer ... 3928 KB
Windows Installer ... 2974 KB
Text Document 463 KB
Applhication 958 KB
HTML Application 2 KB

=l



Select the AnyConnect 4.9.04053 modules you wish to
install:
Core & VPN
Start Before Login
Network Access Manager
VPN Posture (Hostscan)
AMP Enabler
Network Visibility Module
Cloud Web Secunty
Umbrella Roaming Security
ISE Posture
Select All

Diagnostic And Reporting Tool

m Lock Down Component Services

Paso 4. Habilite la funcién de bloqueo de AnyConnect.

Paso 4.1 Para habilitar la funcién de bloqueo para los médulos CORE y VPN y Umbrella Roaming Security, seleccione la opcion Bloquear servicios de
componentes y continGie con la instalacion.



M Cnco AnyConnedt Secwre Mobiity Chard install Sabicton = o b
Select the AnyConnect 4.9.04053 modules you wish to
mnstall: : :

Core & VPN

Start Betore Login

Network Access Manager

VPN Posture (Hostscan)

AMP Enabler

Network Visibility Module

Cloud Web Secunity

Umbrella Roaming Secunty

ISE Posturc

Select All

Dhagnostic And Reporting Tool

Lock Down Component Services

Install Selected

Paso 5. Confirme la instalacién de los médulos AnyConnect.

Paso 5.1 La instalacion de los médulos de AnyConnect se completa al 100% una vez que se muestra el siguiente mensaje.

Cisco AnyConnect Secure Mobility Client Install Selector X

Installation complete.

x ]

Configurar Ocultar AnyConnect de la lista Agregar o quitar programas
instaladores MSI desde el terminal del simbolo del sistema de Windows.

Configuration Steps
Paso 1. Descargue el archivo del paquete de implementacién previa de AnyConnect para Windows.
Paso 1.1 Acceda a la pagina de descarga de software de Cisco y descargue la version de AnyConnect para instalarla en el equipo con Windows.

Para este ejemplo, descargue el paquete de implementacion previa de Windows AnyConnect que incluye la MSI individual archivos para la version
4.9.04053 (anyconnect-win-4.9.04053-preDeploy-k9.zip).
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Downloads Home [ Security | VPN and Endpoint Security Clients / Cisco VPN Clients [ AnyConnect Secure Mobility Client /| AnyConnect Secure Mobility Client vd.x [ AnyConnect VPN Client Software- 4.9.04053

(4 soaen.. ) AnyConnect Secure Mobility Client v4.x

Release 4.9.04053 Related Links and Documentation

= " AnyConnect Ordering Guide
A ) ) et Release Notes for 4.9.04053

[eieR Rekeane h A My Notifications Licensing FAQ
4,10.00093
4.9.06037
AnyConnect 4.9 is available to customers with active AnyConnect Apex, Plus or VPN Only term/fcontracts. See the AnyConnect Ordering Guide for
All Release b options. Software Download problems?

Translations >
File Information Release Date Size

ISEComplianceModule > i . [ IRY;
AnyConnect Pre-Deployment Package (Linux Gd—blt);.] 30-Mow-2020 25.19 MB >

AppSelector-2.0 3 anyconnect-linuxbd-4.9.04053-predeploy-k9.targz

Hodtasan 5 Application Pragramming Interface [API] (Linux 64-bit) g 30-Mov-2020 6.61 MB 4y
anyconnect-linuxG4-4.9.04053-vpnapi.tar.gz

Android > o .
AnyConnect Headend Deployment Package (Linux 64-bit)@ 30-MNov-2020 34.49 MB 4 v

410 = anyconnect-linuxG4-4.9.04053-webdeploy-k9.pkg

VM > AnyCannect Pre-Deployment Package (Mac OS)g 30-Now-2020 41.44 MB &
anyconnect-macos=4.9.04053-predeploy-k9.dmg

49 o
Application Programming Interface [API] (Mac OS)g 30-Mow-2020 3362 MB +

4.9.06037 anyconnect-macos-4.9.04053-vpnapi.tar.gz
4.9.05042 AnyConnect Headend Deployment Package (Mac 0S)g 30-Nov-2020 57.16 MB R

anyconnect-macos-4.9.04053-webdeploy-k9.pkg
Language localization transform Pre-Deployment (Windows)g 30-Nov-2020 0.64 MB Y
anyconnect-win-4.9.04053-core-vpn-lang-predeploy-k9.zip
Language localization transform Headend Deployment (Windows)@  30-Nov-2020 0.65 MB &\
anyconnect-win-4.9.04053-core-vpn-lang-webdeploy-k9.zip
AnyConnect Pre-Deployment Package (Windows) - includes 30-MNow-2020 59.62 MB + s

individual MS| filesg
anyconnect-win-4.9.04053-predeploy-k9.zip

Paso 2. Descargue el archivo de transformacion del instalador de AnyConnect para Windows.

Paso 2.1 Navegue hasta la pagina de descarga del software de Cisco y descargue el archivo de transformaciones de AnyConnect Installer para Windows
que coincida con la misma versiéon de AnyConnect que se instalara en el equipo de Windows.

Para este ejemplo, descargue el archivo de transformacion para la version 4.9.04053 de AnyConnect (tools-anyconnect-win-4.9.04053-transforms.zip).
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Festisase ~ A My Notifications Licensing FAQ
4,10.00093
4.9.06037
& AnyConnect 4.9 is available to customers with active AnyConnect Apex, Plus or VPN Only term/contracts. See the AnyConnect Ordering Guide for
All Release e options. Software Download problems?
Translations >
File Infarmation Release Date Size
ISECampliancehodule 2 AnyConnect Pre-Deployment Package (Linux 64 —bit]:g 30-Nov-2020 25,19 MB +
AppSelector-2.0 b3 anyconnect-linux6d-4.9 04053 -predeploy-k9 tar.gz
icati i i -bit) @& <Nov- + W
(e 5 Application Programming Interface [API] (Linux 64-bit) @ 30-Nov-2020 6.61 MB R
anyconnect=linuxéd=-4.9.04053-vpnapi tar.gz
Android > = : s
AnyConnect Headend Deployment Package (Linux 64-bit)s 30-Nov-2020 34.49 MB LA
4.10 b anyconnect-linux64-4,9,.04053-webdeploy-k9.pkg
NUM > AnyConnect Pre-Deployment Package (Mac 0S)g 30-Nov-2020 41.44 MB +
anyconnect-macos-4.9.04053-predeploy-k9.dmg
49 ~
Application Programming Interface [API] (Mac OS)g 30-Nov-2020 13.62 MB R
4.9.06037 anyconnect-macos-4.9.04053-vpnapi.tar.gz
4.9.05042 AnyConnect Headend Deployment Package (Mac 0S)g 30-Nov-2020 57.16 MB R
anyconnect-macos-4.9.04053-webdeploy-k9.pkg
Language localization transform Pre-Deployment (Windows) @ 30-Nov-2020 0.64 MB 4 \,u;"
anyconnect-win-4.9.04053-core-vpn-lang-predeploy-k9.zip
Language localization transform Headend Deployment (Windows)@ ~ 30-Nov-2020 0.65 MB LAY
anyconnect-win-4.9.04053-core-vpn-lang-webdeploy-k9.zip
AnyConnect Pre-Deployment Package (Windows) - includes 20-Nov-2020 59.62 MB +
individual M3 files g
anyconnect-win-4.9.04053-predeploy-k9.zip
Application Programming Interface [API] (Windows)g 30-Nav-2020 141.06 MB N
anyconnect-win-4.9.04053-vpnapi.zip
AnyConnect Headend Deployment Package (Windows)g 30-Nov-2020 67.32 MB B
anyconnect-win-4.9.04053-webdeploy-k9.pkg
AnyConnect Pre-Deployment Package (Windows 10 ARME4) - 30-Nov-2020 28.84 MB +
includes individual MSI files @
anyconnect-win-armi4-4.9.04053-predeploy-k9.zip
AnyConnect Headend Deployment Package (Windows 10 ARM64)  30-Nov-2020 36.48 MB i '\J
L]
anyconnect-win-arm64-4.9.04053-webdeploy-k9.pkg
Profile Editor (Windows) g 30-Nov-2020 10.61 MB N
toals-anyconnect-win-4.9.04053-profileeditor-k3.msi
30-Nov-2020 0.05 MB s

AnyConnect Installer Transforms (Windows)m
tools-anyconnect-win-4.9.04053-transforms.zip

Paso 3. Descomprima los archivos de AnyConnect descargados en diferentes carpetas.

Paso 3.1 El archivo anyconnect-win-4.9.04053-preDeploy-k9.zip se descomprime en la siguiente ruta de acceso de la carpeta:
C:\Users\calo\Downloads\anyconnect-win-4.9.04053-preDeploy-k9.



I & = | anyconnect-win-4.9.04053-predeploy-k9

« v o

o Quick access
i Onelrive

B This PC
Il Desktop
Documents

Downloads

0
r

Music

| Pictures
Videos

Local Disk (C:)

F R Y> & @

o Network

*& Homegroup

15 tems

Paso 3.2 Las herramientas-anyconnect-win-4.9.04053-transforms.zipel archivo se descomprime en la siguiente ruta de

Share

» This PC » Downloads » anyconnect-win-4.9.04053-predeploy-k9

View

~
Name

Profiles

Setup
ﬁl anyconnect-win-4.9.04053-amp-predeploy-k9
i¥ anyconnect-win-4.9.04053- core-vpn-predeploy-kd
ﬂl anyconnect-win-4,9.04053-dart-predeploy-k9
ﬂl anyconnect-win-4.9.04053- gina- predeploy-k9
ﬁ' anyconnect-win-4.9.04053- iseposture-predeploy-k9
i¥ anyconnect-win-4.9.04053-nam-predeploy-kd
ﬁ' anyconnect-win-4.9.04053-nvm-predeploy-k9
ﬁl anyconnect-win-4,9,04053- posture- predeploy-k9
ﬂ anyconnect-win-4.9.04053-umbrella-predeploy-k9
ﬂ anyconnect-win-4.9.04053-websecurity-predeploy-k9
] install
% Setup
B setup

C:\Users\calo\Downloads\tools-anyconnect-win-4.9.04053-transforms.
4 = | tools-anyconnect-win-4.9.04053-transforms

€ 5 v
o Quick access

& Onelrive

B This PC
I Desktop
[£ Documents
¥ Downloads
B Music
= Pictures
B videos
% Local Disk (C:)

i MNetwaork

*4 Homegroup

9 temns

Share

+ This PC » Downloads » tools-amyconnect-win-4.9.04053-transforms

View

L
Mame
[ ] _anyconnect-win-hide-addremove-display.mst
: _anyconnect-win-lockdown.mst

|: _anyconnect-win-reboot-reallysuppress.mst

| ] anyconnect-win-disable-customer-experience-feedback.mst

: anyconnect-win-enablefips.mst

: anyconnect-win-gui-desktop-shortcut.mst

|_ anyconnect-win-reset-adapter-mtu.mst

| ] anyconnect-win-strict-cert-policy.mst

: vpngina_anyconnect-win-reboot-reallysuppress.mst

v O
Date modified

5/3/2021 4:48 PM
5/3/2021 4:48 PM

1171972020 4:21 AM
11/19/2020 457 AM
1171972020 4:538 AM
11/19/2020 458 AM
11/19/2020 4:30 AM

11/19/2020 4:24 AM

11/19/2020 4:50 AM
11/19/2020 4:27 AM
1171972020 4:53 AM
11/19/2020 445 AM

3/15/2021 12:00 AM

11/19/2020 4:47 AM
11/1972020 4:06 AM

v O
Date modified

11/16/2020 5:03 AM
11/15/2020 5:03 AM
11/16/2020 5:03 AM
11/15/2020 5:03 AM
11/18/2020 5:03 AM
11/15/2020 5:03 AM
11/16/2020 5:03 AM
11/15/2020 5:03 AM
11/18/2020 5:03 AM

] b 4

Search anyconnect-win-4.9.0... 0

Type

File folder
File folder

Windows Installer ..
Windows Installer ...
Windows Installer ..
Windows Installer ...
Windows Installer ..
Windows Installer ...
Windows Installer ..
Windows Installer ...
Windows Installer ..

Windows Installer ...

Text Document
Application
HTML Apglication

acceso de la carpeta:

Size

2,544 KB
15,447 KB
4728 KB
2826 KB
3,207 KB
6,281 KB
6,768 KB
10,733 KB
3,928 KB
29TAKB
463 KB
958 KB
22K

He

O *

Search tools-anyconnect-win... B

Type

MST File
MST File
MET File
MST File
MST File
MST File
MST File
MST File
MST File

Size

15KB
15KB
12KB
312 KB
15KB
12KB

Las
P

=
m

15KB
12KB

Paso 4. Copie y pegue el archivo de transformacién de la direccién oculta de AnyConnect en la misma carpeta que los archivos del instalador de

AnyConnect MSI.

Paso 4.1 Desde la carpeta tools-anyconnect-win-4.9.04053-transforms, copie el archivo _anyconnect-win-hide-address-display.mst y pega el archivo en la
carpeta anyconnect-win-4.9.04053-pre-Deploy-k9 de la siguiente manera.



— 1 « Dow... » anyconnect-win-4.9.04053-predeploy-k3
#r Quick access
_ Profiles
‘& OneDrive
Setup
Bl This PC _anyconnect-win-hide-addremove-display.mst
B Desktop 15] anyconnect-win-4.9.04053-amp-predeploy-k9
Documents 1Sj anyconnect-win-4.9.04053-core-vpn-predeploy-k9

1Sj anyconnect-win-4.9.04053-dart-predeploy-k9

4 Downloads -
le anyconnect-win-4.9.04053-gina-predeploy-k9
J‘l Music - ; T
le anyconnect-win-4.9.04053-1seposture-predeploy-k9
= Pictures JSJ anyconnect-win-4.9.04053-nam-predeploy-k9
Videos 5 anyconnect-win-4.9.04053-nvm-predeploy-kd
¥ ) P oy
am Local Disk (C:) _15j anyconnect-win-4.9.04053-posture-predeploy-k9
2N . 15j anyconnect-win-4.9.04053-umbrella- predeploy-k9
G Networ
}Ej anyconnect-win-4.9.04053-websecurity-predeploy-k9
install
(a7 Setup
[ setup
£ >
16 items 1 item selected 14.5 KB -

Paso 5. CD en la ruta de la carpeta que tiene los archivos de instalacién de MSI AnyConnect.

Paso 5.1 Abra un terminal del simbolo del sistema de Windows y haga un cd en la ruta de la carpeta que tiene los archivos de instalacién de MSI
AnyConnect y el archivo _anyconnect-win-hide-address-display.mst transforma el archivo copiado/pegado en el paso anterior.
Este ejemplo cd en la siguiente ruta de la carpeta C:\Users\calo\Downloads\anyconnect-win-4.9.04053-preDeploy-k9.

B Command Prompt = [m] W

Paso 6. Instale los médulos de AnyConnect con el archivo de transformaciones hide-address.

Paso 6.1 | Instale cada uno de los médulos de AnyConnect requeridos con el siguiente comando del instalador MSI que apunta al archivo de médulo
AnyConnect .msi y al archivo _anyconnect-win-hide-address-display.mst transforma.

nsi exec -i anyconnect-w n-4.9. 04053- xxxxxxx- pr edepl oy- k9. nsi TRANSFORMS=_anyconnect - Wi n- hi de-



addr enove- di spl ay. nst ARPSYSTEMCOVPONENT=1 -1 vx* install.log

Nota: La configuracion del valor ARPSYSTEMCOMPONENT como "1", habilita la funcién Ocultar AnyConnect de la lista de programas

Add/Remove para que el modulo AnyConnect lo instale.

Nota: Cisco recomienda utilizar el archivo de transformacién de ejemplo proporcionado para
establecer esta propiedad, aplicar la transformacién a cada instalador MSI para cada
modulo que desee ocultar. Puede descargar las transformaciones de muestra desde la
pagina de descarga del software Cisco AnyConnect Secure Mobility Client.

Nota: Si implementa el cliente principal mas uno o mas médulos opcionales, debe aplicar la
propiedad HIDE-AnyConnect a cada uno de los instaladores. Esta operacién es de una sola
manera y no se puede eliminar a menos que vuelva a instalar el producto.

Paso 6.2 Este ejemplo instala el médulo AnyConnect CORE y VPN y el archivo _anyconnect-win-hide-address-display.mst, ambos coinciden con los
archivos de la version 4.9.04053 de AnyConnect.

B Command Prompt - a *




¥ Cisco AnyConnect Secure Mobility Client Setup X

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard will nstall Cisco AnyConnect Secure
Mobillity Chent on your computer, Click Mext to
continue or Cancel to exit the Setup Wizard.

RG] [ el

ﬂ Cisco AnyConnect Secure Mobility Chent Setup X

End-User License Agreement
Please read the following license agreement carefully

-

el

Supplemental End User License Agreement =
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

|IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULAT) contains
additional terms and conditions for the Software Product licensed under the

Fodlillgzal lgazsas Aoz asmscsal ML M A Cokicz aa Wae: MFz .. g cisad bazaslis

(8] accept the terms in the License Agreement
()1 do not accept the terms in the License Agresment

Advanced Installer
:M_m:-| Cancel




ﬁ] Cisco AnyConnect Secure Mobility Client Setup

Ready to Install / }-‘
The Setup Wizard is ready to begin the Typical installation . b
il .

Click "Instal” to begin the installation. If you want to review or change any of your
instalation settings, dick Back”. Chdk "Cancel” to exit the wizard.

Advanced Installer

8 Cisco AnyConnect Secure Mobility Client L} ®

Cisco AnyConnect Secure Mobility Client
Version 4.9.04053

& Copyright 2004 - 2020 Cisco Systems, Inc. Al Rights Reserved
Cisco, the Cmco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect logo are registered
trademarks or trademarks of Cisoo andfor its affilates in the United Stabes and certain other countries.

Installed Modules:
VPN, Customer Experience Feedback

This product indudes software developed by the OpenSSL Project for use in the OpenSSL Tookkit:
hitkps: [fwwew.openssl. ong

This product indudes orypitographe: software written by Eric Young (say Borypisoft.com)

This product indudes software written by Tim Hudsan (h@oryptsaft.com)

Ths product ndcorporates the lbas] HTTP lerary:

Copyright (£) 1996 - 2019, Darssl Stenberg, (danielBhaxy.se).

sl lal ]l
End User License Agreement ClSCO
Cisco Online Privacy Statement and the AnyConnect Supplement

Paso 6.3 En este ejemplo se instala el médulo de seguridad de roaming de AnyConnect Umbrella y el archivo _anyconnect-win-hide-address-display.mst,
ambos coinciden con los archivos de la version 4.9.04053 de AnyConnect.

nei exec -i anyconnect-w n-4. 9. 04053- unbrel | a- predepl oy- k9. msi TRANSFORMS=_anyconnect - wi n- hi de-
addr enpve-di spl ay. nst ARPSYSTEMCOVPONENT=1 -1 vx* install.log



B Command Prompt — O >

A Cisco AnyConnect Secure Mobility Client = X

Ready to connect.

10.3.3.2

Roaming Security:
Umbrella is inactive.,

Profile is missing.

&0
CISCO
Configure el bloqueo de AnyConnect y la opcién Ocultar AnyConnect de la lista Agregar o quitar programas con ASDM

Este procedimiento se aplica Unicamente a las actualizaciones de implementacion web de AnyConnect. Este ejemplo considera una actualizacién de la
implementacion web de AnyConnect de la version 4.9.04053 a 4.9.0.6037.

Configuration Steps
Paso 1. Confirme la versiéon de AnyConnect que se ejecuta en el equipo con Windows.

Paso 1.1 El equipo de Windows en este ejemplo ya tiene instalada la version 4.9.04053 de AnyConnect para los médulos Core y VPN y Umbrella Roaming
Security.



& Cisco AnyConnect Secure Mobility Client X

Cisco AnyConnect Secure Mobility Client
Version 4.9.04053

& Copyright 2004 - 2020 Cisco Systems, Inc. All Rights Reserved
Cisco, the Csco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect logo are registered
trademarks or trademarks of Cisco andfor its affiiates in the United States and certain other countries,

Installed Modules:
VPN, Roaming Security, Customer Experience Feedback

This product indudes software developed by the OpensSSL Praject for use in the OpenSSL Toolkt:
hittps:/fwevw.openssl.org

This preduct indudes aryptographic software written by Eric Young (eay@ayptsoft.com)

This product indudes software written by Tim Hudson (h @ayptsoft.com)

This product incorporates the libaur HTTP library:
Copyright (c) 1995 - 2019, Daniel Stenberg, (daniel$haxy.se).

T
End User License Agreement clsco

Cisco Online Privacy Statement and the AnyConnect Supplement Verify your network connection.

10.3.3.2

0 Network Connectivit

(€2)  Roaming Security:
|+ Umbreda is inactive.
Profile is missing.

Paso 2. Descargue el archivo del paquete de implementacion de cabecera de AnyConnect para Windows.

Paso 2.1 Acceda a la pagina de descarga del software de Cisco y descargue la version del archivo del paquete de implementacion de cabecera de
AnyConnect para instalarlo en el equipo Windows para la actualizacion de la implementacién web.

Para este ejemplo, descargue el paquete de implementacién de cabecera de Windows AnyConnect version 4.9.06037 (anyconnect-win-4.9.06037-
webDeploy-k9.pkg).
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Downloads Home [ Security / VPN and Endpoint Security Clients | Cisco VPN Clients / AnyConnect Secure Mobility Client | AnyConnect Secure Mobility Client vd.x | AnyConnect VPN Client Software- 4.9.06037

(2 search.. ) AnyConnect Secure Mobility Client v4.x

Expand All | Collapse Al Release 4.9.06037 Related Links and Documentation
AnyConnect Ordering Guide
Release Notes for 4.9.06037

(25) Read reviews

Latest Release i A My Notifications Licensing FAQ

4.10.00093

4.9.06037 " .
A AnyConnect 4.9 is available to customers with active AnyConnect Apex, Plus or VPN Only term/contracts. See the AnyConnect Ordering Guide for

All Release = options. Software Dewnload problems?

Translations ?
File Information Release Date Size

ISEComplianceModule > AnyConnect Pre-Deployment Package (Linux 64-bit) 05-Feb-2021 26.18 MB B
anyconnect-inuxé4-4.9.06037 -predeploy-k9.tar.gz

AppSelector-2.0 >
Application Programming Interface [API] (Linux 64-bit) 05-Feb-2021 6.84 MB * .

Hostscan ? anyconnect-linux64-4.9.06037 -vpnapi.tar.gz

Android » AnyConnect Headend Deployment Package (Linux 64-bit) 05-Feb-2021 35.58 MB v B
anyconnect-linux64-4.9.06037 -webdeploy-k9.pkg

4.10 >
AnyConnect Pre-Deployment Package (Mac 05) 05-Feb-2021 42.32 MB " K

NVM b anyconnect-macos-4.9.06037 -predeploy-k9.dmg
Application Pragramming Interface [API] (Mac 0S) 05-Feb-2021 34.49 MB LR
anyconnect-macos-4.9.06037 -vpnapi.tar.gz
AnyConnect Headend Deployment Package (Mac 0S) 05-Feb-2021 58.21 MB AR
anyconnect=macos=4.9.06037 -webdeploy=-k9.pkg

4.9.04053 Language localization transform Pre-Deployment (Windows) 05-Feb-2021 0.63 MB & \J .
o anyconnect-win-4.9.06037-core-vpn-lang-predeploy-k9.zip

Language localization transform Headend Deployment (Windows) 05-Feb-2021 0.63MB R
anyconnect-win-4.9.06037 -core-vpn-lang-webdeploy-k9.zip
AnyConnect Pre-Deployment Package (Windows) - includes 05-Feb-2021 65.80 MB P B
individual M3 files
anyconnect-win-4.9.06037-predeploy-k9.zip
Application Programming Interface [API] (Windaows) 05-Feb-2021 141.65 MB v B
anyconnect-win-4.9.06037 -vpnapi.zip
AnyConnect Headend Deployment Package (Windows) 05-Feb-2021 76.37 MB &y .
anyconnect-win-4.9.06037 -webdeploy-k9.pkg

Paso 3. Descargue el archivo de transformacion del instalador de AnyConnect para Windows.

Paso 3.1 Navegue hasta la pagina de descarga de software de Cisco y descargue el archivo de transformaciones de AnyConnect Installer para Windows que
coincida con la misma version de AnyConnect que se instalara en el equipo de Windows.

Para este ejemplo, descargue el archivo de transformacion para la version 4.9.06037 de AnyConnect (tools-anyconnect-win-4.9.06037-transforms.zip).



4.9.06037

-
{,53}\ AnyConnect 4.9 is available to customers with active AnyConnect Apex, Plus or VPN Only term/contracts. See the AnyConnect Ordering Guide for

All Release hd options. Software Download problems?
Translations g
File Information Release Date
ISEComplianceModule > AnyConnect Pre-Deployment Package (Linux 64 -bit) 05-Feb-2021
anyconnect-linux64-4,9,06037 -predeploy-k9.tar.gz
AppSelector-2.0 > ¥ i ¥
Application Programming Interface [API] (Linux 64-bit) 05-Feb-2021
Hostscan b anyconnect-linux64-4.9.06037 -vpnapi.tar.gz
Android > AnyConnect Headend Deployment Package (Linux 64-bit) 05-Feb-2021
anyconnect=linux64-4.9,06037 -webdeploy-k9.pkg
410 2
AnyConnect Pre-Deployment Package (Mac OS) 05-Feb-2021
NVM = anyconnect-macos-4.9.06037 -predeploy-k9.dmg
4.9 w Application Programming Interface [API] (Mac OS) 05-Feb=2021

anyconnect-macos-4.9.08037 -vpnapi.tar.gz

AnyConnect Headend Deployment Package (Mac 0S) 05-Feb-2021

4.9.05042 anyconnect-macos-4.9.06037 -webdeploy-k9.pkg

4.9.04053 Language localization transform Pre-Deployment (Windows) 05-Feb-2021
o anyconnect-win-4.9.06037 -core-vpn-lang-predeplay-k9.zip

Language localization transform Headend Deployment (Windows) 05-Feb-2021
anyconnect-win-4.9.06037 -core-vpn-lang-webdeploy-k9.zip

AnyConnect Pre-Deployment Package (Windows) - includes 05-Feb-2021
individual M3l files
anyconnect-win-4.9.06037 -predeploy-k3.zip

Application Programming Interface [API] (Windows) 05-Feb-2021
anyconnect-win-4.9.06037-vpnapi zip

AnyConnect Headend Deployment Package (Windows) 05-Feb-2021
anyconnect-win-4.9.06037-webdeploy-k9.pkg

AnyConnect Pre-Deployment Package (Windows 10 ARMG4) - 05-Feb-2021
includes individual MSI files
anyconnect-win-armé4-4.9.06037-predeploy-k9.zip

AnyConnect Headend Deployment Package (Windows 10 ARM64)  05-Feb-2021
anyconnect-win-armbé4-4.9.06037-webdeploy-k9.pkg

Profile Editor (Windows) 05-Feb-2021
tools-anyconnect-win-4.9.06037 -profileeditor-k9. msi

AnyConnect Installer Transforms (Windows) 05-Feb-2021
tocls-anyconnect-win-4.9.06037-transforms.zip

Paso 4. Descomprima el archivo de transformacién de AnyConnect descargado.

Paso 4.1 T tools-anyconnect-win-4.9.06037-transforms.zipel archivo se descomprime en la siguiente ruta de acceso de la carpeta:

C:\Users\calo\Downloads\tools-anyconnect-win-4.9.06037-transforma.

|1 = | toocls-anyconnect-win-4.9.06037-transforms
Home Share View
— B » ThisPC » Downloads » tools-anyconnect-win-4.9.06037-transforms
Py AT e— Name B Date modified
. || _anyconnect-win-hide-addremove-display.mst 4/19/2021 6:06 PM
i Onctivive '; _anyconnect-win-lockdown.mst 471972021 6:06 PM
B This PC O _anyconnect-win-reboot-reallysuppress.mst 4N
B Desktop | _; anyconnect-win-disable-customer-experience-feedback.mst 41
3 Docmnents | | anyconnect-win-enablefips.met 41
& Downloads | | anyconnect-win-gui-desktop-shortcut.mst a1
) || anyconnect-win-reset-adapter-mtu.mst 41
J.' Mhesic 7 anyconnect-win-strict-cert-policy.mst 4N
=] Pictures | | vpngina_anyconnect-win-reboot-reallysuppress.mst 4N

Paso 5. Abra el ASDM y conéctese al ASA con sus credenciales.
Paso 6. Transfiera el paquete de implementacion de cabecera AnyConnect del PC a la memoria flash ASA.

Size

26.18 MB

6.84 MB

35.58 MB

42.32 M8

34.49 MB

58.21 MB

0.63 MB

0.63 MB

65.80 MB

141.65 MB

76.37 MB

34.13MB

43.83 MB

10.61 MB

0.05 MB

Type

MST File
MST File
MST File
MS5T File
MST File
MST File
MS5T File
MST File
M5T File

Size
14 KB
14 KB
32KB
32KB
14 KB
32KB
32KB
14 KB
32KB

Paso 6.1 Navegue hasta Herramientas > Administracion de archivos > Transferencia de archivos > Entre PC local y Flash y transfiera el paquete de

implementacion de cabecera de AnyConnect version 4.9.06037 (anyconnect-win-4.9.06037-webDeploy-k9.pkg) a la memoria flash ASA.



I Cisco ASDM 7.14(1) for ASA - 10.1.1.2

File View Tools Wizards Window Help Type topic to search
@mwﬂm,nmomjam C)Furwardl @ Help |
B Demeust|aool:ma'l ',H
Device List
& Add mg*u ﬁc C‘ Drag and drop files between your local computer and flash to upload or download them.
Fol
nd: 8 | Local Computer Disk{s)
& 10.1.1.1 )
DIEEE 4 Back % Fud| 4 Up| Q¥ Refresh| (g New | [ Delete 4 Back| # Fud| 4 Up| Q¥ Refresh| (g New | [ Delete| |
= 10.1.1.5 “H Downloads A = A I
= 10.201.179.35 -] anyconnect-win-4.9.06037-predeploy 49 -] smartdog
(- () Logfle-20210331-a ®-(leg |
T (1 tools-anyconnect-win
Management (] tools-anyconnect win{ ) Status x |
EN ) ﬁg-wmtm - (] tools-anyconnect-win ]
; ASDM/MHTTPSTek ACprofile 1.xml " . 72043_UTC
: . Please wait while ASDM is uploading file to flash. =
- ZEYHTTP Certificate | anyconnect-win-4, 10,0001 20430_UTC
HTTP Non-Browse anyconnect-win-4,8.0305 E ]
Command Line (C -anyconnect-win-4.9.0008!
@ e s smympect 43,003 N
- > ICMP anyconnect-win-4.9,0405
Pt anyconnact-win-4.9.0508 Transferred 57,409,536 of 80,078,630 bytes
anyconnect-win-4,9.0603 80852_UTC
..... anyconnect-win-4.9.0603 rororer ey = T —eveswveo—rl 1832 _UTC
- =g Management Aca asa9-14-2-13-smp+k8.bin - FSCKDD00.REC
@ gm"g Cisco_Firepower_Mgmt_Center_Patch-6.6.0.1-7.sh.R +~FSCKD001,REC
————— Cisco_Firepower_Mgmt_Center_Patch-6.6.0.1-7.sh.R ~FSCKOD02.REC
E&D Device Setup d Cisco_Firepower_Mgmt_Center_Upgrade 6.4.0-113.¢l - FSCKO003.REC
Cisco_Firepower_Mgmt_Center_Upgrade-6.6.0-90.sh + FSCKO004,REC
%m Ciern Firenower Mamt Center | Inarade-A.A.1-91.zh R ~—FSCKO005.REC
- < > . W
'\ asdm-7131.bin
Remote Access VPN
% Site-to-Site VPN [ooe | =
.;. I = - -~ -

Paso 7. Configure la version del paquete de implementacion de cabecera de AnyConnect transferida para la actualizacion de la implementacion web.

Paso 7.1 Navegue hasta la configuracién ASDM > VPN de acceso remoto > Anyconnect Client Software y seleccione el paquete de implementacion de
cabecera AnyConnect version 4.9.04053 instalado.

Paso 7.2 A continuacién, seleccione Reemplazar y Examinar Flash para reemplazar el antiguo paquete de implementacién de cabecera AnyConnect version
4.9.04053 por el 4.9.06037 transferido previamente a la memoria flash.

BB Cisco ASDM 7.14(1) for ASA - 10.1.1.2
File View Tools Wizards Window Help Tvi
(@ rome G%Cmﬁg.nwn E’“J Monitoring | (i) Save GReﬁ'esh‘OBadt O Forward ? Hq:)|

evce i | soomars | * Coniuration > Remte Access Ve > etwork (Chent) Access > AnyConnect Chnt Softwar

Ineulual.ut g 8 x |

AnyConnect Client Images
% Add ﬂmm ﬁCorner.t Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string 'AnyCc
Find: Go match the user-agent of a browser to an image.
S RTERR! You can also minimize connection setup time by moving the image used by the most commonly encountere

pum o e ¢
B 10,201.179.35 Image Regular expres
disk0: fanyconnect-win-4.9,04053-webdeploy-+k9.pkg

Remote Access VPN a8

&b} AnyConnect Connection Profiles " () Replace AnyConnect Client Image X
(- E7} AnyConnect Customization Localization
-1 AnyConnect Client Profile - - ]
3 AnyConnect Image: |:0:/anyconnect-win-4.9.04053-webdeploy-k9.pkg |( |
-l Dynamic Access Policies
- Group Polices ¢ -
- @b} IPsec(IKEv 1) Connection Profiles Regular expression to match user-agent ¥
@B} IPsec(IKEv2) Connection Profiles
--ESemeMohlil\rSobtm [ oK cancel | | Help
=) a, Address Assignment - gt i
i H Assignment Policy
“(IP) Address Pools v




a Browse Flash

Folders Files
ﬂu’tbﬂ FileName ~1 Size (bytes) Date Modified
%[ log anyconnect-win-4.9.04... 70,592,901 02/04/21 20:00:18 A
&[] coredumpinfo anyconnect-win-4.9.06... 05/18/21 19:20:16
-] snmp asa9-12-2-smp-k8.bin 102,703,104 10/24/19 15:52:58
as5a9-12-4-7-smp-k8.bin 102,813,696 11/18/20 10:49:20
asaf9-13-1-12-smp-+8.bin 103,882,752 08/18/20 19:46:36
asa9-13-1-smp-k8.bin 103,827,456 08/18/20 19:24:38
as5a9-14-1-19-smp-k8.bin 105,062,400 08/18/20 19:47:40
asa9-14-1-smp-k8.bin 105,172,992 08/18/20 19:47:10
asa9-14-2-13-smp+8.bin 109,541,376 03/29/21 18:51:56
asa9101-smp-k8.bin 115,605,504 10/24/19 15:16:22
asa3982-15-smp-k8.bin 108,840,960 11/18/20 11:04:44
asdm-7131-101.bin 34,030,612 08/18/20 19:17:58
asdm-7131.bin 34,033,084 08/18/20 19:17:36
asdm-7141-46.bin 35,743,132 08/18/20 19:18:30
asdm-7141-48.bin 35,744,052 08/18/20 19:18:42 .
e =P A Ll LT F R LY. Do 0. 19414 |

File Name: 'mymct-wh-li.g.nﬁl}ﬂ-webdmlor-klpkg

oK . Cancel Refresh

Paso 7.3 Aplique los cambios de configuracién y envielos al ASA.
Cisco ASDM 7.14(1) for ASA - 10.1.1.2 - [m} X
Type topic to search ]

File| View Took| Wiards Window Help alrenln
Ll

®m5m|gm Gngrrm|°sad: eFomard| ?Heb| cisco
" Device List | Bookmarks |  Confiquration > Remote Access VPN > Network (Client) Access > AnyConnect Client Software O

Device List I —
% Add [J Delete 8 Connect Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string 'AnyConnect VPN Client'. The regular expression is used to
Find: | Go match the user-agent of a browser to an image.
CRTRRR] = You can also minimize connection setup time by moving the image used by the mast commonly encountered operation system to the top of the ist.
gw.:.r.s % Add| & Reploce| [ Deete| 4 | £ |
L - 10.201.179.35 = Image Regular expression to match user-agent

skl : fanyconnect -win-4.9.06( e




[ Preview CLI Commands %

The following CLI commands are generated based on the changes you made in ASDM. To send the commands to the ASA,
dick Send. To not send the commands and continue making changes in ASDM, dick Cancel.

webvpn
no anyconnect image disk(: fanyconnect-win-4.9.04053-webdeploy-k9.pkg 1
anyconnect image disk0: fanyconnect-win-4.9.06037-webdeploy-k9.pkg 1

Send Cancel Save To File...

Paso 8. Importar el ejemplo de AnyConnect transforma los archivos.
Paso 8.1 Navegue hasta Configuracién de ASDM > VPN de acceso remoto > Transformaciones del instalador personalizado > Importar e importe el ejemplo

transforma los archivos requeridos.
Paso 8.2 Importe el archivo de ejemplo de AnyConnect version 4.9.06037 _anyconnect-win-lockdown.mst para habilitar el bloqueo de los médulos CORE y

VPN y Umbrella Roaming Security.

Introduzca los valores de la siguiente manera:

Nombre: _anyconnect-lockdown

Plataforma: ganar

Seleccione un archivo
@ Cisco ASDM 7.14(1) for ASA

File View Tools Wizards Window Help

- Equipo local: C:\Users\calo\Downloads\tools-anyconnect-win-4.9.06037-transforms\_anyconnect-win-lockdown.mst

Type topic to search
alvaln

cisco

@m[amm 5 sove Qrefresh | ) sack () Forverd | D e
i e s o S
a8 x|

Device List
e objects will be served by the ASA on request from

- - B Import AnyConnect Customization Objects X side navigation tree.
10.1.1.1
5@ Mame: | _anyconnect-ockdown
& 10.1.15 o— "
™ 10,201,179.35
| Remote Access VPN & § Selectafie
- 8B AnyConnect Connection Profies (®) Local computer
=B AnyConnect Customization/Localization
%Rmes Path: |C:\Users\calo\Downloads \tools-anyconne:
Binary
%s«m () Flash file system
@MT&:MW Pathe r F———
e dCstomzed rstser Trastorns
{3 Locakzed Installer Transforms (O Remote server
&Dm&m path [Ra O] -/
B e Import Now Cancel vielp
@wmm
@s_m-m-samm
ﬂmw:
Apply Reset

%



Name: | _anyconnect_lockdown

Platform: |win v

Select
C

Information

@ Entry _anyconnect_lockdown has been successfully imported.

c [ o 1]
ot R |

Import Now Cancel || Hep

5
_—

Nota: El ejem plo de AnyConnect _anyconnect-win-lockdown.mst transforma el archivo para cualquier médulo de AnyConnect

requerido.

Paso 8.3 Importe el archivo de muestra AnyConnect version 4.9.06037 _anyconnect-win-hide-address-display.mst para habilitar el ocultar de la lista de

programas add/remove tanto para los médulos CORE & VPN como para los médulos Umbrella Roaming Security.

Introduzca los valores de la siguiente manera:

Nombre: _anyconnect-hideaddremotion

Plataforma: ganar

Seleccione file: C:\Us
B Cisco ASDM -

File View Tools Wizards Window Help

th[gl Monitoring QSnve Q refresn OM ) Forard ?Heh CISCO
e e e 3 s o S
o 8 x|

ers\calo\Downloads\tools-anyconnect-win-4.9.06037-transforms\_anyconnect-win-hide-address-display.mst

Type topic to search Go
ol | Il Ii 1l

| Device List
& Add ﬂDtleu ﬂ&mect Thee ruacel bete thie Anulnonect bunary chilas and errinte on tha dasses objects will be served by the ASA on request from
P - [ import AnyConnect Customization Objects X feftside navigation free.
10.1.1.1 ] ;
Em Name: | _anyconnect-hideaddremov
= 10,115 Fatform: [win =
A 10,201,179.35 4 |
Remote A VPN o Select a file
|
&b AnyConnect Connection Profiles @) Local computer
&8 AnyConnect Customization/Locakzation i
Path: C:\Wsers\calo\Downloads\tools-anyconne:
() Flash file system
Path: Browse Flash
(O Remote server
Path ﬂn - Hi
Coce e




S

m Import AnyConnect Customization Objects

Name: :mw_.vcnrnecl-lideadckmve-

Platform: win w

= &) Information X

Entry _anyconnect-hideaddremove has been successfully imported.

[ o 1]
T Path [ | |

Nota: El archivo _anyconnect-win-hide-address-motion-display.mstsample transforma el archivo para cualquier médulo de AnyConnect

requerido.

Paso 8.4 Guarde los cambios de configuracion y envielos al ASA.

B Cisco ASDM 7.14(1) for ASA - 10.1.1.2 = (s ] *
File View Tools Wizards Window elp Type topic to search
Nmir

&m@m retresn | ) sosk Qrovard| P v | cisco

% Add [ Delete 8 Comnect This panel ksts the AnyConnect-customization binary le modules and saripts on the device. These objects will be served by the ASA on request from
=3 o meMvCamectchﬂ.Toeﬁrmmdnmarhhsu‘bﬁ please go to the ‘Script’ panel in the left side navigation tree.

B i 4 Import| & Export| [ Dekete |

M 10.1.15

 10.201.179.35




@

File View Tools Wizards Window Help ||| |||
L] L] L]

@& Hm.(')?ﬁ Configuraton U montorng | ([ save Q¥ refresh | ) sack () Forvard | D veb CISCO

Device List | Bookmarks B Preview CLI Commands b 4 > Customized Installer =
Device List (=)

The following CLI commands are generated based on the changes you made in ASDM. To send the commands to the
% add [ Delete & Connect ASA, dick Send. To not send the commands and continue making changes in ASDM, dick Cancel,

Find:
o 0.1

i0.1.12]

= 10.1.15
= 10.201.179.35

Remote Access VPN

ts will be served by the ASA on request from
navigation tree.
Write mem

= E8 AnyConnect Customization/Localization
Resources
Binary
Script
m GUI Text and Messages
B

Locakzed Installer Transforms
éd Device Setup
L Fin
g_a yewal
5’3 Remote Access VPN

GRzewsem ot | smerorie.

Ed:l Device Management "

Reset

%

Nota: Cuando se escribid este articulo, el nombre utilizado para importar los archivos de
transformacion de muestra debe tener un guién bajo "_" al comienzo del nombre, esto
fuerza las transformaciones de muestra importadas para funcionar para cualquier médulo de
AnyConnect. Si utiliza un nombre diferente sin un guién bajo al comienzo del nombre, el
ejemplo transforma importado funciona s6lo para el médulo CORE y VPN Anyconnect
(CSCvy38427).

Paso 9. Actualizacién automatica de la implementacion web de AnyConnect.

Paso 9.1 Obligar a que se realice la actualizacion automatica de la implementacion web de AnyConnect para los médulos CORE y VPN y Umbrella Roaming
Security.

Aqui tiene la configuracion de ASA AnyConnect implementada para permitir que los médulos CORE y VPN y Umbrella Roaming Security se actualicen
automaticamente:

webvpn enabl e outside anyconnect inage di skO:/anyconnect-wi n-4.9.06037-webdepl oy-k9. pkg 1
anyconnect enabl e tunnel -group-list enable group-policy ANYCONNECT GPl1 internal group-policy
ANYCONNECT_GP1 attributes vpn-tunnel -protocol ssl-client ssl-clientless split-tunnel-policy
tunnel specified split-tunnel -network-1ist value SPLIT_TUNNEL1 webvpn anyconnect nodul es val ue
unbrella tunnel -group MY_TUNNEL1 type renote-access tunnel -group MY_TUNNEL1 general -attri butes
addr ess-pool VPN POCOL1 defaul t-group-policy ANYCONNECT _GP1 tunnel -group MY_TUNNEL1 webvpn-

attributes group-alias SSL_TUNNEL1 enabl e
Paso 9.2 Inicie una conexién a la cabecera ASA desde el cliente AnyConnect que ejecuta la version 4.9.04053 en el equipo Windows.



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy38427

VPN:
Exiting. Upgrade in progress.

10.3.3.2

Roaming Security:
Umbrella is inactive.
Profile is missing.

ﬁ, @ allienfus
CISCO
AnyConnect Secure Mobility Client Downloader

The AnyConnect Downloader is installing AnyConnect Secure
Mobility Client 4.9.06037. Please wait...

AnyConnect Secure Mobility Client Downloader

The AnyConnect Downloader is installing AnyConnect
Umbrella Roaming Security 4.9.06037. Please wait...




AnyConnect Secure Mobility Client Downloader

Please wait while the VPN connection is established...

Paso 9.3 Después de esto, los médulos AnyConnect Core & VPN y Umbrella Roaming Security se actualizan a la versiéon 4.9.06037 con el bloqueo y la
ocultacion de las funciones de agregar/quitar lista de programas activadas.

& Cisco AnyConnect Secure Mobility Client *

Cisco AnyConnect Secure Mobility Client
Version 4.9.06037

& Copyright 2004 - 2021 Cisco Systems, Inc. All Rights Reserved
(Cisco, the Cisco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect logo are registered
trademarks or trademarks of Cisco andfor its affilates in the United States and certain other countries.

Instaled Modules:
VPN, Roaming Seaurity, Customer Experience Feedback

This product indudes software developed by the OpenSSL Project for use in the OpenSSL Tookit:
hittps: v openssl.org

This product incudes aryptographic software written by Eric Young (eay @aryptsoft.com)

This product indudes software written by Tim Hudson (Gh@oryptsoft.com)

This product incorporates the lbourl HTTP lbrary:
Copyright (£) 1996 - 2019, Daniel Stenberg, (daniel Bhaoo se).

vt
End User License Agreement CISCO
Cisco Online Privacy Statement and the AnyConnect Supplement

Verificacion

Confirme que la funcién de bloqueo esté activada para los médulos de AnyConnect instalados

Paso 1. Abra los servicios de Windows (services.msc) de la siguiente manera.



& D @ Filters ™~

Best match

services.msc
sl

=" Microsoft Common Console Document

Search suggestions

L services.msc

SEMVICES. M5C

Paso 2. A continuacion, rHaga clic con el boton derecho del raton sobre los servicios CORE y
VPN y Umbrella Roaming Security.

Puede confirmar que la funcion de bloqueo esta habilitada porque no se le permite iniciar,
detener, pausar, reanudar o reiniciar los servicios para estos modulos de AnyConnect.



% Services
File Action View Help

o[ EcE Hm » e nn

24, Senvices (Local) Name Description Status Startup Type Log On As
2‘2 BranchCache This service ... Manual Network S...
"(.Q Certificate Propagation Copies user .. Runnin Manual Local i
pag p 9 Syst
#3 C nnect Secure Mobility Agent C - . Running  Automatic Stl‘l
1), Cisco AnyConnect SWG Agent Cisco AnyC... Manual :
1 Cisco AnyConnect Umbrella Roaming Security Agent Cisco AnyC... Running Manual Stop
&} Client License Service (ClipSVC) Provides inf... Manual (Trig, Pause
GLCNG Isolation The CNG ke... Runnin Manual (Trig. Resume
1 CNG Key 9 (Trig
@{ COM+ Event System Supports Sy.. Running  Automatic Restart
ghcom- Systern Application Manages th.. Running Manual
33,‘;& Computer Browser Maintains a... Running  Manual (Trig, All Tasks
1), Connected Device Platform Service This service ... Disabled Refrash
16 Connected User Experiences and Telemetry The Connec.. Running  Automatic
16 CoreMessaging Manages ce.. Running Automatic Properties
1), Credential Manager Provides se.. Running Manual Help
1) Cryprographic Services Provides thr.. Running Automati
£} Data Sharing Service Provides da...  Runnin Manual (Trig... Local e
9 9 9
£} DataCollectionPublishingService The DCP (D... Manual (Trig... Local Syste...
ng. 9
£ DCOM Server Process Launcher The DCOM... Running  Automatic Local Syste...
\‘.‘k Delivery Optimization Performs co... Runnin Automatic (D... Local Syste...
Y 9
\Sk Device Association Service Enables pair... Manual (Trig... Local Syste...
9
\Sk Device Install Service Enables a c... Manual (Trig... Local Syste...
\E‘k Device Management Enrollment Service Performs D... Manual Local Syste...
) Device Setup Manager Enablesthe.. Running Manual (Trig.. Local Syste..
54, Services
File Action View Help
e | PHEoc=z HEm »enn
53 Services (Local) Name . Description Status Startup Type Log On As
{Q BranchCache This service ... Manual MNetwork 5...
&) Certificate Propagation Copies user ... Runnin Manual Local
G pag p g Syste
) Cisco AnyConnect Secure Mobility Agent Cisco AnyC...  Runnin Automatic Local
G yC ity Ag yC g Syste
;'Q,Ciscu AnyConnect SWG Agent Manual

=3 C AnyConnect Umbrella Roamin
£ Client License Service (ClipSVC)
&5 NG Key lsolation
£ COM= Event System
£ COM=+ System Application
& Computer Browser
& Connected Device Platform Service
@;Cmnmﬂ User Experiences and Telemetry
J.Q‘Co:we:saging
@Crmenlial Manager
'{Q Cryptographic Services
.';Q Data Sharing Service
), DataCellectionPublishingService
G DCOM Server Process Launcher
£ Delivery Optimization
'{‘2 Device Association Service

The CNG ke...
Supports Sy...
Manages th...
Maintains a...

This service ...
The Connec...
Manages co...
Provides se...

Provides thr...
Provides da...
The DCP (D...
The DCOM...

Performs co...
Enables pair...

Running

Running
Running
Running
Running

Running
Running
Running
Running
Running

Running
Running

Manual

Manual (Trig...
Manual (Trig...

Automatic
Manual

Manual (Trig...

Disabled
Automatic
Automatic
Manual
Automatic

Manual (Trig...
Manual (Trig...

Automatic

Automatic (D...
Manual (Trig...

Local Syste...
Start
Stop
Pause
Resume

Restart

Help

Local Syste...
Local Syste...
Local Syste...

Confirme el Ocultar de la lista Agregar o quitar programas se habilita para los médulos de AnyConnect instalados

Paso 1. Abra el cliente AnyConnect de la siguiente manera.




| D lﬂ Filters ™.
Best match

Cisco AnyConnect Secure Mobility
Client
Desktop app

search suggestions

_.-G amnyoonnect

Folders (S5+4)

Documents (10+)

anyconnect

Paso 2. Confirme la versiéon de AnyConnect instalada.

Para esto, seleccione el icono INFO debajo del cliente AnyConnect de la siguiente manera:

Paso 2.1 Para la version 4.9.04053 de AnyConnect:



& Cisco AnyConnect Secure Mobility Client b4

Cisco AnyConnect Secure Mobility Client
Version 4.9 04053

© Copyright 2004 - 2020 Cisco Systems, Inc. All Rights Reserved
Cisco, the Cisco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect logo are registered
trademarks or trademarks of Cisco and/or its affiiates in the United States and certain other countries.

Installed Modules:
VPN, Roaming Security, Customer Experience Feedback

This product indudes software developed by the OpenSSL Project for use in the OpenS5L Toolkit:
hittps: [fwww.openssl.org

This product indudes cryptographic software written by Eric Young (eay @cryptsoft.com)

This product indudes software written by Tim Hudson (th @cryptsoft.com)

This product incorporates the libourl HTTR lbrary:
Copyright (c) 1996 - 2019, Daniel Stenberg, (daniel @haxt.se).

dfra]n
End User License Agreement c I s c o
Cisco Online Privacy Statement and the AnyConnect Supplement

@V‘Pﬂ:

— Verify your network connection,

10.3.3.2

Mo Network Connectivity

9 Roaming Security:
[ Umbrella i inactive.
Profile is missing.

Paso 2.2 Para la version 4.9.06037 de AnyConnect:

’ﬁ Cisco AnyConnect Secure Mobility Client X

Cisco AnyConnect Secure Mobility Client

Version 4.9.06037

& Copyright 2004 - 2021 Cisco Systems, Inc. All Rights Reserved
Cisco, the Cisco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect bogo are registered
trademarks or trademarks of Cisco and/or its affiiates in the United States and certain other countries.

Installed Modules:
VPN, Roaming Security, Customer Experience Feedbacdk

This product indudes software developed by the OpensSSL Project for use in the OpenSSL Toolkit:
hittps: /fwww.openssl.org

This product indudes cryptographic software written by Eric Young (eay @cryptsoft. com)

This product indudes software written by Tim Hudson (Gh@oyptsoft.com)

This product incorporates the libourl HTTP brary:

Copyright (c) 1556 - 2019, Daniel Stenberg, (daniel@haxx.se).
afrer]n
End User License Agreement
Cisco Online Privacy Statement and the AnyConnect Supplement c I s c o f_:.o =

Ready to connect.

[10.3.3.2

Roaming Security:
Umbrella is inactive.
Profile is missing.

Paso 3. Confirme que tanto los médulos AnyConnect CORE y VPN como Umbrella Roaming Security estén ocultos en la Lista de programas Add/Remove
Windows.

Para ello, vaya al Panel de control de Windows > Desinstalar un programa.



[ Pregrams and Features - &

- * ‘" [ * Control Panel » Programs > Programs and Features v earch Programs and Features O

Control Panel Home ' ) )
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
& Tum Windows features on or

ol Crganize + = . e
MName - Publisher Installed On  Size Version
[ Cisco ASDM-IDM Launcher Cisco Systems, Inc. 4157201 656KB 1.9.00
E FileZilla Client 3.31.0 Tim Kosse 4/19/2021 268MB 3310
(%7 Google Chrome Google, Inc. 9/6/2016 504 MB  66.0.3359.181
\#6|Java 8 Update 151 Oracle Corporation 11/2272017 199MB  8.0.1510.12
& Microsoft OneDrive Micresoft Corporation 5/21/2018 100 MB  18.065.0329.0002
(%] Microsoft Visual C++ 2008 Redistributable - x64 9.0.3...  Microsoft Corporation 9/6/2016 1.4 MB  9.0.30729.6161
(5] Microsoft Visual C++ 2008 Redistributable - x26 9.0.3...  Microsoft Corporation 9/6/2016 872KB 9.0.30729.4148
#7 Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.. Microsoft Corporation 9/6/2016 20.5MB  12,0.30501.0
ﬂ Microsoft Visual C++ 2015 Redistributable (x64) - 14.0... Microsoft Corporation 37772008 235MB  14.0.24215.1
@ Mozilla Firefox 59.0.1 (x64 en-US) Mozilla 21472021 144 M8  59.000
i) Mozilla Maintenance Service Mozilla 5/21/2018 231 KB 59.0.1.6648
ﬂ PuTTY release 0.67 Simon Tatham 9/6/2016 349MB 067
mUMW!l! Tools Viiware, Inc. 5/3172017 120 MB  10.1.0.4449150
G WinPeap 413 Riverbed Technology, Inc. 9/6/2016 4.1.0.2980
‘ Wireshark 2.4.5 64-bit The Wireshark developer comm...  3/12/2018 1T71MB 245

Troubleshoot

No hay procedimiento de resolucidén de problemas que seguir para este documento.

Errores relacionados

CSCvy38427 ASDM: El nombre de archivo de la transformacion debe comenzar con un guion
bajo "_" para entrar en vigor en varios médulos de CA

Informacion Relacionada

Soporte Técnico y Documentacion - Cisco Systems

Guia del administrador de Cisco AnyConnect Secure Mobility Client, version 4.0



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy38427
https://www.cisco.com/c/es_mx/support/index.html
https://www.cisco.com/c/es_mx/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/customize-localize-anyconnect.html#ID-1408-0000007e
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