Integracion de Duo SAML SSO con Anyconnect
Secure Remote Access mediante el estado de
ISE
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Introduccion

Este documento describe un ejemplo de configuracion para integrar Duo SAML SSO con acceso
de Cisco AnyConnect Secure Mobility Client del dispositivo de seguridad adaptable (ASA) que
aprovecha Cisco ISE para una evaluacién detallada del estado. Duo SAML SSO se implementa
mediante Duo Access Gateway (DAG), que se comunica con Active Directory para la
autenticacion inicial del usuario y, a continuacion, se comunica con Duo Security (Cloud) para la
autenticacion de varios factores. Cisco ISE se utiliza como servidor de autorizacion para
proporcionar verificacion de terminales mediante la evaluacion de estado.

Colaboracion de Dinesh Moudgil y Pulkit Saxena, ingeniero de HTTS de Cisco.

Prerequisites

Requirements



Este documento asume que ASA esta completamente operativo y configurado para permitir que el
Cisco Adaptive Security Device Manager (ASDM) o la Interfaz de linea de comandos (CLI)
realicen cambios en la configuracion.

Cisco recomienda que tenga conocimiento sobre estos temas:

*  Fundamentos de Duo Access Gateway y Duo Security
»  Conocimiento basico de la configuracién de VPN de acceso remoto en ASA
*  Conocimientos basicos de ISE y servicios de estado

Componentes Utilizados

La informacion que contiene este documento se basa en estas versiones de software:

Software Cisco Adaptive Security Appliance Version 9.12(3)12
» Gateway de acceso doble

Seguridad Duo

Cisco ldentity Services Engine version 2.6 y posteriores
Microsoft Windows 10 con AnyConnect version 4.8.03052

% Nota: el explorador integrado Anyconnect, utilizado en esta implementacién, requiere ASA
en las versiones 9.7(1)24, 9.8(2)28, 9.9(2)1 o superior de cada version, y AnyConnect
version 4.6 o posterior.

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en

funcionamiento con una configuracion verificada (predeterminada). If your network is live, make
sure that you understand the potential impact of any command.

Configurar

Diagrama de la red
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El cliente Anyconnect inicia una conexion VPN SSL con Cisco ASA

Cisco ASA, configurado para la autenticacion principal con Duo Access Gateway (DAG),
redirige el explorador integrado en el cliente Anyconnect a DAG para la autenticacion SAML

. El cliente Anyconnect se redirige al gateway de acceso Duo

. Una vez que el cliente AnyConnect ingresa las credenciales, se genera una solicitud de

autenticacion SAML y se emite desde Cisco ASA a Duo Access Gateway

. Duo Access Gateway aprovecha la integracidén con Active Directory in situ para realizar la

autenticacion principal para el cliente Anyconnect

. Una vez que la autenticacion primaria es exitosa, Duo Access Gateway envia una solicitud a

Duo Security sobre el puerto TCP 443 para comenzar la autenticacion de dos factores

. El cliente AnyConnect ha presentado "Duo Interactive Prompt" y el usuario completa la

autenticacion Duo de dos factores utilizando su método preferido (push o passcode)

. Duo Security recibe una respuesta de autenticacion y devuelve la informacion al gateway de

acceso Duo

. En funcion de la respuesta de autenticacion, Duo Access Gateway crea una respuesta de

autenticacion SAML que contiene una afirmacion SAML y responde al cliente Anyconnect
El cliente Anyconnect autentica correctamente la conexion VPN SSL con Cisco ASA

Una vez que la autenticacion es satisfactoria, Cisco ASA envia una solicitud de autorizacion
a Cisco ISE



% Nota: Cisco ISE solo esta configurado para la autorizacién, ya que Duo Access
Gateway proporciona la autenticacion necesaria

12. Cisco ISE procesa la solicitud de autorizacion y, dado que el estado del cliente es
Desconocido, devuelve la redireccion de estado con acceso limitado al cliente Anyconnect a
través de Cisco ASA

13. Si el cliente Anyconnect no tiene un médulo de cumplimiento, se le solicitara que lo
descargue para continuar con la evaluacion de estado

14. Si el cliente Anyconnect tiene un moédulo de cumplimiento, establece una conexion TLS con
Cisco ASA y se inicia el flujo de estado

15. En funcion de las condiciones de estado configuradas en ISE, se realizan comprobaciones
de estado y se envian detalles desde el cliente Anyconnect a Cisco ISE

16. Si el estado del cliente cambia de Desconocido a Conforme, se envia una solicitud de
cambio de autorizacion (CoA) desde Cisco ISE a Cisco ASA para conceder acceso
completo al cliente y se establece VPN completamente

Configuraciones

- Configuracion de Duo Admin Portal

En esta seccion, configure la aplicacion ASA en el Duo Admin Portal.

1. Inicie sesién en "Duo Admin Portal" y navegue hasta "Applications > Protect an Application", y
busque "ASA" con tipo de proteccion "2FA with Duo Access Gateway, self-hosting". Haga clic en
"Proteger" en el extremo derecho para configurar Cisco ASA

@ admin-77d04ebe.duosecurity.com/applications/protect/types * M
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Policies

Applications
Protect an Application Application 2FA Single Sign-On (if available) Documentation Action
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Users qu;na Asana 2FA Duo Access Gateway (self-hosted) Documentation C7 Protect
Groups
Endpoints .
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2. Configure los siguientes atributos en "Proveedor de servicios" para la aplicacion protegida, ASA

URL base firebird.cisco.com
Grupo de Tunel TG_SAML
Atributo de correo sAMAccountName,mail

Haga clic en "Guardar" al final de la pagina

Device Insight

i - Authentication Log | [i] Remove A plication
ISCO Uuo AcCcess Gateway 9 P
Policies
Applications . - Reset t K
| Gt Configure Cisco ASA Ly
Protect an Application
Single Sign-On To set up this application, install the Duo Access Gateway and then configure your service provider. View Cisco ASA SAML SSO instructions Cf

Next step: Download your configuration file
Users P ¥ 9

Groups

_ Service Provider
Endpeints

2FA Devices

Base URL [ firebird.cisco.com ]
Administrators

Enter the Cisco ASA Base URL.
Reports

Settings
Tunnel Group [TG SAML ]

Billing

Enter the Tunnel Group you are protacting with SSO.

Need Help?
Chat with Tech Support . 5 R Py i
Custom attributes Use this setting if your Duo Access Gateway authentication source uses non-standard attribute names.
Emall Support
Call us at 1-B55-386-2884
Account ID Mail attribute sAMAccountName, mail
2010-1403-48

The attribute containing the email address of the user.

Deployment ID
DUOST 5

Helpful Links
Documentation 3 l Save Configuration I

En este documento, el resto de la configuracion utiliza parametros predeterminados pero se
pueden establecer en funcion de los requisitos del cliente.

En este momento se pueden ajustar ajustes adicionales para la nueva aplicacion SAML, como
cambiar el nombre de la aplicacién del valor predeterminado, habilitar el autoservicio o asignar
una directiva de grupo.

3. Haga clic en el enlace "Download your configuration file" (Descargar su archivo de
configuracion) para obtener los parametros de la aplicacion Cisco ASA (como archivo JSON).
Este archivo se carga en la puerta de enlace de acceso doble en pasos posteriores



Device Insight

Cisco ASA - Duo Access Gateway Authentication Log | [i] Remove Application

Policies

Applications

Reset Secret Key

Configure Cisco ASA

Protect an Applic:

Single Sign-On To set up this application, install the Duo Access Gateway and then configure your service provider. View Cisco ASA SAML SSO instructions [

Next step:(Download your configuration file)

Users
Groups
: Service Provider
Endpeints

2FA Devices

Base URL firebird.cisco.com |
Administrators
Enter the Cisco ASA Base URL.

Reports

Settings
Tunnel Group TG_SAML |

Billing
Enter the Tunnel Group you are protecting with S50.

Need Help?
Chat with Tech Support Cf
Custom attributes Use this setting if your Duo Access Gateway authentication source uses non-standard attribute names.
Emall Support
Call us at 1-B55-386-2884
Accourt ID Mail attribute sAMaAccountName, mail

2010-1403-48

The attribute containing the email address of the user.

Deployment ID
DUOST 5

Helpful Links

Documentation Save Configuration

4. En "Panel > Aplicaciones", la aplicacion ASA recién creada se ve como se muestra en la
siguiente imagen:

admin-77d04ebc.duosecurity.com/applications v @

B3 Cisco Study (3 Cisco Tools B3 Mix B3 SourceFire B3 PN B3 AdA B3 ASA B3 FT67

=' Q_Search for users, groups, applications, or devices © Cisco | ID: 2010-1403-48 ciscoduoblr v
Dashboard

Device Insight

S50 Setup Guide 7 Protect an Application
Policies Appl]catlons _
Applications
AT Rcaton Export v Q Search
Name = Type Application Policy Group Policies

Groups [ Cisco ASA - Duo Access Gateway Cisco ASA - Duo Access Galnway]

Endpeints

2FA Devices 1 total

5. Navegue hasta "Usuarios > Agregar usuario" como se muestra en la imagen:

Cree un usuario denominado "duouser" para utilizarlo en la autenticacion de acceso remoto de
Anyconnect y active Duo Mobile en el dispositivo del usuario final



-'l' Q  Search for users, groups, applications, or devices

Dashboard
(Dashboard » Users > Add Usea

Add User

Adding Users
Most applications allow users to enroll themselves after they complete primary authentication.

Device Insight

Policies
Applications

Users Learn more about adding users [{

Add User

Pending Enroliments

Bulk Enroll Users
Username duouser

Import Users
Should match the primary authentication username.
Directory Sync

Bypass Codes

Groups

Add User
Endpoints

Para agregar el numero de teléfono como se muestra en la imagen, seleccione la opcion "Agregar
teléfono".

-'I' @ Search for users, groups, applications, or devices

Dashboard
(Dashboard > Users » duouser > Add Phone)

Add Phone

Device Insight
Policies

Applications
Learn more about Activating Duo Mobile [4.

Users
Add User
i |
Pending Enrollments Type
Bulk Enroll Users Tablet

Import Users

Directory Sync

Bypass Codes Phone number [_ T +971 OXXX-XXX-XXX JShow extension field

Groups Optional. Example: "+91 91234 56789"

Endpoints

2FA Devices Add Phone

Activar "Duo Mobile" para el usuario concreto



Device Info
Learn more about Activating Duo Mobile 1.

Not using Duo Mobile Model 0s
Activate Duo Mobile Unknown Generic Smartphone

% Nota: Asegurese de tener "Duo Mobile" instalado en el dispositivo del usuario final.
Instalacidn manual de la aplicacién Duo para dispositivos 10S
Instalacidn manual de la aplicacién Duo para dispositivos Android

Seleccione "Generar Duo Mobile Activation Code" como se muestra en la imagen:

-.I- @ Search for users, groups, applications, or devices e Cisco | ID: 2010-1403-48 ciscoduoblr v

Dashboard

Activate Duo Mobile

Device Insight
Policies

Applications This form allows you to generate a new activation code for this phone's Duo Mobile application. The Duo Mobile application allows the user to generate passcodes on their

mobile device or authenticate via Duo Push,

Users

Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the new activation code.
Groups

Endpoints

2FA Devices
Phones r
Expiration 24 hours ~| after generation

Hardware Tokens

WebAuthn & U2F

Administrators [ Generate Duo Mabile Activation Cade ]

Reports

Settings

Seleccione "Enviar instrucciones por SMS" como se muestra en la imagen:


https://apps.apple.com/us/app/duo-mobile/id422663827
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en

Dashboard

(Dashboard > Phone: +91- > Activate Duo Mobile)
Activate Duo Mobile

Device Insight

Policies

Applications A new Duo Mobile activation code has been generated, and any old credentials have been invalidated.

activation instructions to the user by SMS.
Users

Groups

Endpoints

2FA Devices Installation instructions ( Send installation instructions via SMS)

Phones
Welcome to Duo! Please install Duo Mobile from your app

Hardware Tokens store.

WebAuthn & U2F

Administrators %~

Reports

Activation instructions ( Send activation instructions via SMSJ

Settings

To activate the app, tap and open this link with Duo Mobile:
Billing https:/im-
77d04ebc.duosecurity.com/activate/YB5ucEisJAq1YIBN5ZrT
Need Help? p
Chat with Tech Support Cf

Email Support

Call us at 1-855-386-2884 { Send Instructions by SMS }r skip this step

Haga clic en el enlace de la aplicacion SMS y Duo se vinculara a la cuenta de usuario en la
seccion Device Info (Informacién del dispositivo), como se muestra en la imagen:




-'I' Q, Search for users, groups, applications, or devices e Cisco | ID: 2010-1403-48
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- Configuracion de gateway de acceso duo (DAG)

Meed Help?
Chat with Tech Support [

1. Implementacion de Duo Access Gateway (DAG) en un servidor de la red

% Nota: Siga estos documentos para la implementacion:

Gateway de acceso Duo para Linux
https://duo.com/docs/dag-linux

Puerta de enlace de acceso Duo para Windows
https://duo.com/docs/dag-windows

2. En la pagina de inicio de Duo Access Gateway, navegue hasta "Authentication Source"

3. En "Configurar origenes", introduzca los siguientes atributos para su Active Directory y haga
clic en "Guardar parametros"


https://duo.com/docs/dag-linux
https://duo.com/docs/dag-windows

Configure Sources

Configure authentication source settings below. Changes made to non-active authentication sources will take effect when made active.

Source type Active Directory EI

Specify the authentication source to configure

Status: @ LDAP Bind Succeeded
@ idap //110.197 243 110

Server [ 10.197 (D 389 J

Hostname and port of your Active Directory. The port is typically 389 for cleartext LDAP and STARTTLS, and 636 for LDAPS. Hostnames can be comma
separated for fail over functionality
For example: ad1.servercom,ad2 servercom,10.1.10.150

LDAPS
STARTTLS

This setting controls whether the communication betwe en Active Directory and the Duo Access Gateway is encrypted

Attributes [ sAMAccountName, mail ]

Specify aftributes to retrieve from the AD server.
For example: sAMAccountName,mail.

Search base

[ CN=Users,DC=dmoudgil.DC=local )

The DNs which will be used as a base forthe search. Enter one perline. They will be searchedin the order given

Search attributes [ sAMAccountName J

Specify attributes the usemame should match against.
For example: sAMAccountName mail.

Search username [ iseadmin )

The username of an accountthat has permission to read from your Active Directory. We recommend creating a service accountthat has read-only access.

Search password [ LTI J

The password comresponding to the search username specified above.

. En "Set Active Source", seleccione el tipo de origen como "Active Directory" y haga clic en
"Set Active Source"



Set Active Source

Specify the source that end-users will use for primary authentication

Source type Active Directory E|

Set Active Source I

5. Navegue hasta "Aplicaciones", en el submenu "Agregar aplicacion", cargue el archivo .json
descargado desde Duo Admin Console dentro de la seccion "Archivo de configuracién". El
archivo .json correspondiente se descargo en el paso 3 en Duo Admin Portal Configuration

Applications

Add Application

Create a SAML application in the Duo Admin Panel. Then, download the provided configuration file and upload it here.

Configuration file [ Cisco ASA - Duo Access Gateway json ]

6. Una vez agregada correctamente la aplicacion, aparece en el submenu "Aplicaciones"

Applications
Name Type Logo

E:|sco ASA - Duo Access Gaieway) Cisco ASA "(',;';L;' [il Delete

7. En el submenu "Metadatos", descargue los metadatos XML y el certificado IdP y anote las
siguientes URL que se configuran en el ASA mas adelante

1. URL DE SSO
2. URL de desconexién
3. ID de entidad
4. URL de error



E Recreate Certificate

Metadata

Information for configuring applications with Duo Access Gateway.|Download XML metadata

Certificate /C=US/ST=MI/L=Ann Arbor/O=Duo Security, Inc. {Download certificate

2030-04-30 18:57:14

SS0O URL

Logout URL

- Configuracion de ASA

Esta seccion proporciona informacion para configurar ASA para la autenticacion IDP de SAML y
la configuracion basica de AnyConnect. El documento proporciona los pasos de configuracion de
ASDM vy la configuracion de ejecucion de CLI para la descripcion general.

1. Cargar certificado de gateway de acceso Duo

A. Navegue hasta "Configuracién > Administracion de dispositivos > Administracion de
certificados > Certificados de CA", haga clic en "Agregar”

B. En la "Pagina de instalacion del certificado”, configure el nombre del punto de confianza:
Duo_Access_Gateway

C. Haga clic en "Examinar" para seleccionar la ruta asociada al certificado DAG y, una vez
seleccionado, haga clic en "Instalar certificado"



| mmm
Cisco

? Help | Type topic  Go
agement > CA Certificates

@ Hom@ Monitoring | Ia Save G’ efresh o Back O Forward
B o606 Device Management O 0O Configuratio avice Manage ! ate N
> i Management Access [ ] [ ] Install Certificate
> m Licensing k
» 8B system Image/Configuration Trustpoint Name: [Duo_Access_Gatewav ) b
> @ High Availability and Scalability !
» H Logging

@ smart Call-Home Paste certificate in PEM format: i

£ Cloud Web Security e
> 8] Users/AAA RL

|

Javli e Mian

me

© Install from a file: (stersfpusaxenafDeskmp;dag.crt ) | Browse... |

|[i] Bookmarks a7} Device Lis

» {f' DHCP
> = DNS

&' REST API Agent
> @Advanced

Use SCEP:

<>

Specify source Interface: -~ None -~
SCEP URL: http://
Retry Period: 1 minutes

Retry Count: 0 (Use O to indicate unlimited retries)

| &) Device Setup ‘ More Options...

| % Firewall ‘
| ﬁ Remote Access VPN J Help Cancel E

€421 site-to-Site VPN

Reset Apply

2. Crear pool local de IP para usuarios de AnyConnect

Vaya a "Configuration > Remote Access VPN > Network (Client) Access > Address Assignment >
Address Pools" y haga clic en "Add"



| Monitoring GSaue @Refresh oaack QE:'.-.:\I:: ? Help | Type topic Go il

€isco
Remote Access VPN 000 > Add Assi t > Add
2 Introduction Pools
&b} AnyConnect Connection Profiles Configure named IP Address Pools. The IP Address Pools can be used in either a VPN |Psec(IKEv1) Connection
la > AnyConnect Customization/Localiz: Profiles, AnyConnect Connection Profiles, Group Policies configuration

AnyConnect Client Profile
AnyConnect Client Software

_ﬁ Edit| il Delete|

Y Dynamic Access Policies
3 Group Policies

=0 IPsec(IKEv1) Connection Profiles

"] Bookmarks

et Mask/Prefix Length
5.255.255.0

Name: AC_Pool

Starting IP Address: | 10.197.164.6

fAddress Assignment)
B Assianment Policy
g Advanced
Clientless SSL VPN Access
v & AAA/Local Users Help Cancel
9 AAA Server Groups
555 LDAP Attribute Map
Local Users
£ Secure Desktop Manager
[ Certificate Management
Language Localization
2.8 | oad Balancing
i DHCP Server
3 DNS

Ending IP Address: | 10.197.164.7

Subnet Mask: 255.255.255.0

<»

v

Yy v v

€41 site-to-Site VPN

@ Device Management

o Reset Apply

3. Configuracion del Grupo de Servidores AAA

R. En esta seccidn, configure el grupo de servidores AAA y proporcione detalles del servidor AAA
especifico que realiza la autorizacion

B. Navegue hasta "Configuracién > VPN de acceso remoto > AAA/Usuarios locales > Grupos de
servidores AAA", haga clic en "Agregar"



@ Home[gl Monitoring Q Save Q Refresh | o Back 0 Forward ? Help | Type topic Go .c||'|s.|c|‘;.
)| 0 DO  RemoteAccess VPN © 0 O Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups
'h?' Introduction AAA Server Groups
] i
Q_:twurk (Clien) Access l Server Group Protocol A g Mode Reactiy Mode Dead Time Max Failed Attempts Add
» [ Clientless SSL VPN Access o0 ® Add AAA Server Group
v g (AAA/Local Users Edit
ﬁ AAA Server Groups ;
'g % LDAP Auribute Map ST e Delete
% @ Local Users Protocol: RADIUS
2 » & Secure Desktop Manager
[al| > [ Certificate Management

Accounting Mode: Simultaneous @ Single
@ Language Localization

2.2 |oad Balancing Reactivation Mode: @) Depletion Timed
{' DHCP Server Dead Time: 10 minutes L
-2 DNS
» 13 Advanced Max Failed Attempts: 3

Enable interim accounting update

Update Interval: 24 Hours Add
Enable Active Directory Agent mode Edit
ISE Policy Enforcement Delete
Enable dynamic authorization
Move Up
Dynamic Authorization Port: 1700
Move Down
( Use authorization only mode (no common password configuration requi redD
Test
&9 Device Setup Help Cancel -||
€ Firewall |
@ Site-to-Site VPN
ﬂ, Device Management

» Reset Apply

C. En la misma pagina, en la seccion "Servidores del grupo Seleccionado", haga clic en

"Agregar"
y proporcione los detalles de la direccion IP del servidor AAA



o o | S crrward | B Co mmim
@ Hom@ Monitoring B Save G Refresh o Back O Forward ? Help | Type topic Co c1SCO
3 co RemoteificcessVEN © 0 O Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups

2 Introduction AAA Server Groups
b Network (Client) Access . Server Group Protocol Accounting Mode Reactivation Mode Dead Time Max Failed Add
=0: AnyConnect Connection Profiles ( ISE RADIUS Single Depletion 10 3 D
> ’@ AnyConnect Customization/Localizi L_OC.AL LOC;L Edit
A AnyConnect Client Profile
= AnyConnect Client Software Delete
% ﬂ- Dynamic Access Policies
8 3 Group Policies e @ Add AAA Server
& IPsec(IKEv1) Connection Profiles
=D} IPsec(IKEv2) Connection Profiles Server Group: ISE
'EE Secure Mobility Solution Interface Name: outside
v Bp Address Assignment
ﬁ Assignment Policy Server Name or IP Address:| 10.106.44.77
(1) Address Pools ) I~
> Advanced Timeout: 10 seconds
> Clientless SSL VPN Access |
- i. T P RADIUS Parameters Add
AAA Server Groups Server Authentication Port: 1645 =
it
AP Attribute Ma
: Server Accounting Port: 1646
Local Users Delete
» [ Secure Desktop Manager Retry Interval: 10 seconds

» [E Certificate Management S e — Move Up

Language Localization

22 Load Balancing Common Password: Move Down
DHCP Server
g DNS ACL Netmask Convert: Standard Test

Microsoft CHAPv2 Capable:

I & Device Setup SDI Messages

I%Firewall
7 Re o A

) site-to-site VPN —
' WDAPAmrbuteMap .y

l E;L Device Management

Reset Apply

%

4. Asignar software cliente AnyConnect

A. Asigne la imagen de implementacion web del software cliente AnyConnect 4.8.03052 para las
ventanas que se utilizaran para WebVPN

B. Vaya a "Configuracion > VPN de acceso remoto > Acceso (cliente) de red > Software de cliente
AnyConnect" y haga clic en "Agregar"



? Introduction

i v BYNetwork (Client) Access

D_ AnyConnect Connection Profiles
GJ > AnyConnect Customization/Localiz:

iﬁ'.“ ANyLonnmn 1 1
EEAnyCannect Client Snfn.-.-are
i) Dynamic Access Policies
&3 Group Policies
& IPsec(IKEv1) Connection Profiles
D: |Psec(IKEv2) Connection Profiles
r% Secure Mobility Solution
v B Address Assignment
ﬁ Assignment Policy
() Address Pools
v @ Advanced
£ AnyConnect Custom Attributes
@ AnyConnect Custom Attribute N
» 185 IPsec
B ACL Manager
» [B Clientless SSL VPN Access
v i' AAA/Local Users
B AAA Server Groups
£ LDAP Attribute Map
e Local Users
v & Secure Desktop Manager
gl HostScan Image

&)gevice Setup

[n 7 Bookmarks

% Firewall
'

4 site-to-site VPN

@ Device Management

1%

[P a Y - el Nmm
“ Monitoring BSave @Refresh °Back \) ward ?Help Type topic G EIEEe

000 T . > AnyC ¢ Client Soft

AnyConnect Client Images

Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string 'AnyConnect
VPN Client'. The regular expression is used to match the user-agent of a browser to an image.

You can also minimize connection setup time by moving the image used by the most commonly encountered
operation system to the top of the list.

l ) Adduﬁ ReplaceJﬂ Deletej‘l‘lvlv_

® [ ] Add AnyConnect Client Image

AnyConnect Image: (diskO:!anyconnect—win—4,8‘03052—webdeploy—kQ‘pkg ) _ Browse Flash...

Upload...

Reset Apply

5. Configure la ACL de redireccidn que se envia como resultado de ISE

A. Navegue hasta "Configuration > Firewall > Advanced > ACL Manager", haga clic en Add para
agregar la ACL de redireccion. Las entradas, una vez configuradas, tienen el siguiente aspecto:
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6. Validar la directiva de grupo existente

Reset Apply

R. Esta configuracion utiliza la politica de grupo predeterminada y se puede ver en:
"Configuracion > VPN de acceso remoto > Acceso (cliente) de red > Politicas de grupo”

@ Hom:

“E| Bookmarks

) O ©) Remote Access VPN

2 Introd uction
B! Network (Client) Access

> AnyConnect Customization/
@ AnyConnect Client Profile
AnyConnect Client Software
il Dvnamic Access Policies

i

=b: [Psec(IKEVL) Connection Pro
IPsec(IKEv2) Connection Pra

Secure Mobility Solution
> Bp Address Assignment
> Advanced

Cisco ASDM 7.12(2) for ASA - 10.197.164.3

] Monitoring BSa\re GRefresh o Back O Forward ‘ D Help | Type topic Go

mmm
Cisco

Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs that may be
stored internally on the device or externally on a RADIUS/LDAP server. The group policy information is referenced by VPN

connection profiles and user accounts.

To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.

% Add || Edit| @ De m-]ﬁi Assign

| Name

Tunneling Protocol

Connection Profiles/Users
Assinned Tn

DfitGrpPolicy (System ..

ikevl;ikev2;ssl-clientless;|2tp-ipse...

DefaultRAGroup;DefaultL2LGroup;Default...

7. Configuracion del perfil de conexion

A. Crear un nuevo perfil de conexion al que se conecten los usuarios de AnyConnect




B. Vaya a "Configuracion > VPN de acceso remoto > Acceso (cliente) de red > Perfiles de
conexién de Anyconnect" y haga clic en "Agregar"

D] Network (Client) Access
e
AnyConnect Customization/Local
AnyCannect Client Profile
[T AnyConnect Client Software

i} Dynamic Access Policies
ﬁg Group Policies
&b IPsec(IKEv1) Connection Profiles
B! IPsec(IKEv2) Connection Profiles
Secure Mobility Solution

» Bip Address Assignment

» Advanced

Clientless SSL VPN Access

#' AAA/Local Users
ﬁ Secure Desktop Manager
Certificate Management
TL’(} Language Localization
22 Load Balancing

{B' DHCP Server
o=} DNS
‘EE Advanced

a7 Bookmarks

éa Device Setup

(7 site-to-Site VPN

E‘L Device Management

¥
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The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The
initial client deployment requires end-user administrative rights. The Cisco AnyConnect VPN Client supports IPsec (IKI
tunnel as well as SSL tunnel with Datagram Transport Layer Security (DTLS) tunneling options.

Access Interfaces

Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
SSL access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .

\nterface S5L Access IPsec (IKEv2) Access
Allow Access Enable DTLS Allow Access Enable Client Services Device Certificate
outside

Port Settings ...

Bypass interface access lists for inbound VPN sessions
Access lists from group policy and user policy always apply to the traffic.
Login Page Setting
Allow user to select connection profile on the login page. ©
Shutdown portal login page.

Connection Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the ma
from certificate to connection profile here.

[# Add|[#f Edit| [ Delete Find: 2|8 Match Case

Mame S5L Enabled IPsec Enabled Aliases Authentication Method Group Policy
DefaultRAGr... AAA(LOCAL) DfitGrpPolicy
DefaultWEBV... AAA(LOCAL) DﬂtGeroIlcv

Let group URL take precedence if group URL and certificate map match different connection profiles. Otherwise, th
connection nrofile that matches the certificate man will be used.

Reset Apply

C. Configure los siguientes detalles asociados con el perfil de conexidn:

Nombre

TG_SAML

Alias

Usuarios. SAML

Método

SAML

Grupo de servidores AAA

Local

Conjuntos de direcciones de cliente||AC_Pool

Directiva de grupo

DfltGrpPolicy




Basic Name: (TG_SAML
» Advanced

S A

Aliases: (SAML_Users
Authentication
Method: ( SAML
AAA Server Group: ( LOCAL ) Manage...

Use LOCAL if Server Group fails

SAML Identity Provider
SAML Server : (https;,ffexplorer.cisco.com,’dag,’saml2;idp;metadata.pi1p )( Manage... )

Client Address Assignment

DHCP Servers:
© None DHCP Link DHCP Subnet
Client Address Pools: (AC_PC-OI ) Select...
Client IPv6 Address Pools: Select...
Default Group Policy
Group Policy: (DfltGrp-P::;lil:\,.r = ) Manage...

(Following fields are linked to attribute of the group policy selected above.)
Enable SSL VPN client protocol
Enable IPsec(IKEv2) client protocol
DNS Servers:

WINS Servers:

Domain Name:

Find: © A

Help Cancel -'

D. En la misma pagina, configure los detalles del proveedor de identidad SAML que se muestran
a continuacion:

ID de
entidad|(https://explorer.cisco.com/dag/saml2/idp/metadata.php
IDP

URL
de
inicio ||https://explorer.cisco.com/dag/sami2/idp/SSOService.php
de

sesion
URL
de

cierre |https://explorer.cisco.com/dag/saml|2/idp/SingleLogoutService.php?ReturnTo=https://explorer.cis
de

sesion
URL ||https://ffirebird.cisco.com



https://explorer.cisco.com/dag/saml2/idp/metadata.php
https://explorer.cisco.com/dag/saml2/idp/SSOService.php
https://explorer.cisco.com/dag/saml2/idp/SingleLogoutService.php?ReturnTo=https://explorer.cisco.com/dag/module.php/duosecurity/logout.php
https://firebird.cisco.com

base

E. Haga clic en "Administrar > Agregar"

IDP Entity ID:
Settings
Sign In URL:
Sign Out URL:

Base URL

Identity Provider Certificate

Service Provider Certificate:
Request Signature:
Request Timeout:
Enable IdP only accessible on Internal Network

Request IdP re-authentication at login

Help

Add SSO Server

[https ./ /explorer.cisco.com/dag/saml2/idp/metadata.php J

\
explorer.cisco.com/dag/saml2/idp/SSOService.php

https ¥
https i explorer.cisco.com/dag/saml2/idp/SingleLogoutSe
https S firebird.cisco.com

Duo_Access_Gateway:o=Duo Security\, Inc., |=Ann Ar...

ID_CERT:cn=firebird.cisco.com:cn=SHERLOCK-CA, dc=c...

of oo

-- None --

k120{) seconds (1-7200)

F. En la seccion Avanzadas del perfil de conexion, defina el servidor AAA para la autorizacion

Vaya a "Avanzado > Autorizacion" y haga clic en "Agregar”

Basic Authorization Server Group
v Advanced Server Group: ( ISE
General

3

Manage...

Client Addressing
Authentication
ondary Authentic

Authorization
Accounting
Group Alias /Group L

([ Add])er coic| @

Users must exist in the authorization database to connect

Interface-specific Authorization Server Groups

@ @ Assign Authorization Server Group to Interface

Interface:

( outside

B)

Server Group: ( ISE

B)

Manage...

Help

Cancel

G. En Alias de grupo, defina el alias de conexion

Vaya a "Avanzado > Alias de grupo/URL de grupo" y haga clic en "Agregar"




Basic Enable the display of Radius Reject-Message on the login screen when authentication is rejected

v (Advanced)

General

Client Addressing
Authentication

Secondary Authentication
Authorization

; % Add| [ Delete (The table is in-line editable.) ©
( Group Alias/GroupURL) @ @ Add Connection Alias Enabled
Alias: (SAML_Users J

Enabled
Help Cancel
I

H. Esto completa la configuracion de ASA, lo mismo que se ve a continuacion en la interfaz de
linea de comandos (CLI)

Enable the display of Securld messages on the login screen

Connection Aliases

This SSL VPN access method will present a list of aliases configured for all connection profiles. You mus
the Login Page Setting in the main panel to complete the configuration.

__. the connection profile, without the need for user ¢

|

hostname firebird

domain-name cisco.com

!

!

name 10.197.164.7 explorer.cisco.com
name 10.197.164.3 firebird.cisco.com

access-1list redirect extended deny udp any any eq domain
access-1list redirect extended deny ip any host 10.197.243.116
access-1list redirect extended deny icmp any any

access-1list redirect extended permit ip any any

access-1list redirect extended permit tcp any any eq www

aaa-server ISE protocol radius
authorize-only
interim-accounting-update periodic 1
dynamic-authorization

aaa-server ISE (outside) host 10.106.44.77
key Tehdhnh

oo - Configure Trustpoint for Duo Access Gateway Certificate-----

crypto ca trustpoint Duo_Access_Gateway
enrollment terminal
crl configure

crypto ca trustpoint ID_CERT
enrollment terminal
fgqdn firebird.cisco.com



subject-name CN=firebird.cisco.com
ip-address 10.197.164.3

keypair ID_RSA_KEYS

no ca-check

crl configure

webvpn
enable outside
hsts
enable
max-age 31536000
include-sub-domains
no preload
anyconnect image diskO:/anyconnect-win-4.8.03052-webdeploy-k9.pkg 1
anyconnect enable
saml idp https://explorer.cisco.com/dag/sam12/idp/metadata.php
url sign-in https://explorer.cisco.com/dag/sam12/idp/SS0Service.php
url sign-out https://explorer.cisco.com/dag/sam12/idp/SingleLogoutService.php?ReturnTo=https://explor
base-url https://firebird.cisco.com
trustpoint idp Duo_Access_Gateway
trustpoint sp ID_CERT
no signature
no force re-authentication
timeout assertion 1200
tunnel-group-1list enable
cache
disable
error-recovery disable

group-policy Df1tGrpPolicy attributes
vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-clientless

tunnel-group TG_SAML type remote-access
tunnel-group TG_SAML general-attributes
address-pool AC_Pool
authorization-server-group ISE
accounting-server-group ISE
tunnel-group TG_SAML webvpn-attributes
authentication saml
group-alias SAML_Users enable

saml identity-provider https://explorer.cisco.com/dag/sam12/idp/metadata.php
!

-Configuracion de ISE
1. Agregue Cisco ASA como dispositivo de red
En "Administration > Network Resources > Network Devices", haga clic en "Add".

Configure el nombre del dispositivo de red, la direccion IP asociada y, en "Configuracion de
autenticacion de RADIUS", configure la "Clave secreta compartida" y haga clic en "Guardar"



Network Devices List > ASA
Network Devices

(‘ Name |A§A |)

Description

[| IPAddress  ~| *IP: [ 10.197.164.3 | 1] 32 D

* Device Profile  : Cisco » &

Software Version E

* Network Device Group

Location |l Locations © | [ SetToDefault |
IPSEC [no © | [ setToDefaut |
Device Type |AII Device Types O \ |  SetTo Default |

+ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS
Eshared Secret | seses | | Show 0

Use Second Shared Secret [ | i

| Show |

CoA Port [ 1700 | | set To Default |

RADIUS DTLS Settings (i
DTLS Required [ i

Shared Secret | radius/dtls i

CoA Port | 2083 | | Set To Default |

Issuer CA of ISE Certificates for CoA | Select if required (optional) b | i

DNS Name | ]

General Settings
Enable KeyWrap [ |
* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL

O » TACACS Authentication Settings
L) SNMP settings

[J s Advanced TrustSec Settings

D) reset




2. Instalar las ultimas actualizaciones de estado

Vaya a "Administracion > Sistema > Configuracion > Estado > Actualizaciones" y haga clic en
"Actualizar ahora"

Posture Updates

*) Web ) Offline

* Update Feed URL | https: //www.cisco.com/web/secure/spa/posture-update.xm| Set to Default
Proxy Address 72.163.217.104 t

Proxy Port 80 HH MM S5

] Automatically check for updates starting from initial delay 06 = 00 = 18 =~ every 2 hours

Save Update Now Reset

v Update Information

Last successful update on 2020/05/07 15:15:05 ;
Last update status since ISE was started No update since ISE was started. ;
Cisco conditions version 224069.0.0.0

Cisco AV/AS support chart version for windows  171.0.0.0
Cisco AVIAS support chart version for Mac OSX 91.0.0.0

Cisco supported OS version 41.0.0.0

3. Cargue el médulo de cumplimiento y el paquete de implementacidon de cabecera de
AnyConnect en ISE

Vaya a "Politica > Elementos de Politica > Resultados > Aprovisionamiento de Cliente >
Recursos". Haga clic en "Agregar" y seleccione "Recursos de agente del disco local" o "Recursos
de agente del sitio de Cisco" en funcion de si los archivos se van a recuperar desde la estacion de
trabajo local o desde el sitio de Cisco.

En este caso, para cargar archivos desde la estacion de trabajo local en Categoria, seleccione
"Paquetes proporcionados por Cisco", haga clic en "Examinar", seleccione los paquetes
necesarios y haga clic en "Enviar".

Este documento utiliza "anyconnect-win-4.3.1012.6145-isecomcompliance-webdeploy-k9.pkg"



como mddulo de cumplimiento y "anyconnect-win-4.8.03052-webdeploy-k9.pkg" como paquete de
implementacion de cabecera de AnyConnect.

Agent Resources From Local Disk > Agent Resources From Local Disk

Agent Resources From Local Disk

Category ﬂCisco Provided Packages 4 D i

Browse... [anyconnect—win-«i.8.03052-webdeploy—k9,pkg)

+* AnyConnect Uploaded Resources

Name + Type Version Description

AnyConnectDesktopWindows 4.8.30...  AnyConnectDesktopWindows  4.8.3052.0 AnyConnect Secure Mobility Clie...

S || Cancel

4. Crear un perfil de postura de AnyConnect

A. Vaya a "Politica > Elementos de Politica > Resultados > Aprovisionamiento de Cliente >
Recursos". Haga clic en "Agregar" y seleccione "Perfil de postura de AnyConnect".

B. Introduzca el nombre del perfil de postura de Anyconnect y configure el nombre del servidor
como "*" en Reglas de nombre de servidor y haga clic en "Guardar"

ISE Posture Agent Profile Settings > Anyconnect Posture Profile

* Name: Anyconnect Posture Profile ]
Description:




Parameter Value Notes Description
PRA retransmission time 120 secs This is the agent retry period if there is a Passive Reassessment communication failure
Retransmission Delay 60 SBCS Oafamit \ialua: €0. Accaptable anps batrean Time (in seconds) to wait before relrying.

to 300, Accept only integer Values.

Retransmission Limit

Default value: 4. Acceptable Range between 0 to
10. Accept only integer Values.

MNumber of retries allowed for a message.

Discovery host

E Server name rules

IPv4 or IPvE addresses or FQDNs. IPvE address
should be without square brackets(]

naed to be blank by default 1o force admin 10

anter a value, "* means agent will connect to all

A list of wildcarded, comma-separated names that defines the servers that the agent can connact to.

The server that the agent should connect to

E.g. ".cisco.com®

List of IPv4 or IPvE addresses, FQDNs with or
without port must be comma-separated and with
colon in between the |P address/FQDN and the

A list of IP addresses, that defines the all the Policy service nodes that the agent will iry to connect to if

5. Crear configuracién de Anyconnect

CERma LRt [ J port. Example: IPaddress/FQDN:Port (Port the PSN that authenticated the endpoint deasn't respond for soma reason.
number should be the same, specified in the
Cliant Provisioning portal)
Back-off Timer E o Enter value of back-off timer in seconds, the agent will i 1ry to reach di: y targets ion targets and

supported range is batween 10s - 600s.

connected PSNs) by sending the discovery packets tll this max time limit is reached

A. Vaya a "Politica > Elementos de Politica > Resultados > Aprovisionamiento de Cliente >
Recursos". Haga clic en "Agregar" y seleccione "Configuracion de AnyConnect"

B. Seleccione el paquete de AnyConnect, introduzca el nombre de la configuracion y seleccione el

modulo de cumplimiento necesario

C. En "Seleccion de moédulo AnyConnect", marque "Herramienta de diagnéstico e informes™

D. En "Seleccion de perfil", seleccione Perfil de postura y haga clic en "Guardar"



AnyConnect Configuration > AnyConnect Configuration

* Select AnyConnect Package(ﬁnytnnnectt}esktopwmdows 4.8.3052.0 v )
* Configuration Name{ AnyConnect Configuration D
Description:
Y
DescriptionValue Notes

* Compliance ModuIe(AnyConnectCompIianceModu!eWindnws 4.3.1250.614 ~ D

AnyConnect Module Selection

ISE Posture

VPNV

Network Access Managerl:l

Web Security_|

AMP Enabler_]

ASA Posture_|

Network Visibilityl_|

Umbrella Roaming Security_

Start Before LogonD
(Diagnostic and Reporting Tool )

Profile Selection

* ISE Posturd Anyconnect Posture Profile ~])
VPN -
Network Access Managen -
Web Security v
AMP Enablen v
Network Visibility -
Umbrella Roaming Security v
Customer Feedback -

6. Crear politica de aprovisionamiento de clientes

A. Vaya a "Politica > Aprovisionamiento de clientes"
B. Haga clic en "Editar" y seleccione "Insertar regla arriba"
C. Introduzca el nombre de la regla, seleccione el sistema operativo necesario y, en Resultados

(en "Agente" > "Configuraciéon de agente" ), seleccione "Configuracion de AnyConnect" que se
creo en el paso 5 y haga clic en "Guardar"



‘il identity Services Engine Home  » ContextVisiblity  » Operations ? » Administration  » Work Centars License Warning &

Policy Sets  Profiing  Posture  Client Provisioning  » Policy Elements

Client Provisioning Policy

Define the Client Provisioning Policy to detenming what users will receive upon login
For Agent Configuration: version of agent, agent profile, agent complance Module, ANAION B0SNT CULIOMIZALON BACKADE
For Native Supplicant Configuration: wizard profle andior wizard. Drag and drop rules 1o change the onder

usar session initiation:

Rule Name Idantity Groups Operating Systems Other Conditions Results
108 Any Apple 05 Al Condition(s) Cisco-ISE-NSP Edit | =
Android Any Android Condition(s) Ciseo-ISE-NSP Edit |~
2 Windows_10 Any Windows 10 {All) Condition(s) AnyConnect Edit |
Configuration
Windows Ay Windows All Condition(s) CiscoTemporalAgentWi Edk |~
ndows 4.7.00135 And
WinSPWizard 2.5.0.1
And Cisco-ISE-NSP
MAC O3 Any Mac 08X Condition(s) CiscoTemporalAgentQS Edit |
X 4.7.00135 And
lacOsXSPWizard
2.1.0.42 And Cisco-ISE-
a8 Chrometook Any ‘Chrome OS Al Condition(s) Cisco-ISE-Chrome-NSP Edit | =

R
7. Crear una condicién de postura

A. Vaya a "Politica > Elementos de Politica > Condiciones > Condicién > Condicién de Archivo"

B. Haga clic en "Agregar" y configure el nombre de la condicion "VPN_Posture_File_Check", el
sistema operativo requerido como "Windows 10(All)", el tipo de archivo como "FileExistence", la
ruta de acceso del archivo como "ABSOLUTE_PATH" y la ruta de acceso completa y el nombre
del archivo como "C:\custom.txt", seleccione File Operator as "Exists" (Operador de archivos)

C. Este ejemplo utiliza la presencia de un archivo denominado "custom.txt" bajo C: drive como
condicion del archivo

cisco |dentity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning =~ Policy Elements

Dictionaries ~ Conditions » Resuits
—

o
Library Conditions File Conditions List > VPN_Posture_File_Check
File Condition
Smart Conditions ~
* Name || VPN_Posture_File_Check D
Time and Date b
Description
Profiling dit | |
L i i 1 I
S Operating System ( Windows 10 (All) )
Compliance Module Any version
Anti-Malware Condition P
I — File Type (| FleExistence 'D i
Anti-Virus Condition * File Path ﬂ ABSOLUTE_PATH v I] [‘\Cz\custom.bct U i
Application Condition * File Operator ﬂExisB 'D
Compound Condition
=

Disk Encryption Condition

File Condition



8. Crear accion de remediacion de postura

Vaya a "Politica > Elementos de politica > Resultados > Postura > Acciones de remediacion" para
crear la accion de remediacion de archivo correspondiente. Este documento utiliza "Message Text
Only" (Sdlo texto del mensaje) como Acciones de remediacion que se configuran en el paso
siguiente.

9. Crear regla de requisito de condicion

A. Vaya a "Politica > Elementos de Politica > Resultados > Postura > Requisitos"
B. Haga clic en "Editar" y seleccione "Insertar nuevo requisito"

C. Configure el nombre de condicion "VPN_Posture_Requirement", el sistema operativo requerido
como "Windows 10(All)", el mdédulo de cumplimiento como "4.x o posterior" y el tipo de condicion
como "Anyconnect"

D. Condiciones como "VPN_Posture_File_Check" (creado en el paso 7) y en Acciones de
remediacion, seleccione Accién como "Sélo texto de mensaje" e introduzca el mensaje
personalizado para Usuario agente

‘8uh' Identity Services Engine  Home  » ContextVisbity b Operations » Administration » Work Centers

Policy Sets. Profling  Postre  Client Provisioning
rre————

[:] d 0 )
» Authentication Raquirsmants
Nama Oparating System Compiiance Module Posturs Type Conditions. Remeatons Actions
. quremE_vin o
» Authorization
Default_Hardware_Attibutes_Re Mac OSX 4xof later AnyConnact Hardware_Aftributs_Ch Sewact Remadiations Edit | v
quirsment_Mac sk
+ Profiling
Default_Firswall_Requirement W ‘o Windows All 4xor later AnyConnact Default_Firewal_Condii Dafault_Firawall_Remedi Edit| =
- an_¥in ation_Win
Default_Firewall_Requiremant_M Mac OSX 4xor later AnmyConnact Default_Firawall_Condti Default_Firawall_Remedi Edit |~
a on_Mac ation_Mac
~ Remediation Actions USB_Block_temporal Windaws All 4.x or later Tamporal Agant USB_Chack Message Text Only Exit | =
Any_AM_installation_Win_tempo Windows All 4. or later Temporal Agent ANY_am_win_inst Massage Text Only Edit|
ral
» Client Provisioning Any_AM_instailation_Mac_tempo 01 Mac OSX 4 or later Temporal Agent ANY_am_mac_inst Message Text Only Edit|~
ral
Default_AppVis_Reguiremant_Wi Windows ANl 4 or laler Temporal Agent Default_AppVis_Conditio Selact Remediations. Edit |~
n_temporal n_Win
Default_AppVis_Requirement M Mac OSK 4 or laler Temporal Agent Default_AppVis_Conditio Select Remediations Edit |+
ac_temporal n_Mac
Defaull_Hardware_Attributes_Re Windows ANl 4 or laler Temporal Agent Hardware_Alributes_Ch Select Remediations Edit |+
quirement_Win_temporal eck
Defaull_Hardware_Attibutes_Re Mac OSX 4x of laler Temporal Agent Hardware_Atiibutes_Ch Select Remediations Edit| v
quirement_Mac_temporal eck
Defaull_Firowall_Requirement_W (o1 Windaws All 4 or later Temporal Agent Default_Firowall_Condi Default_Firewall_Remedi Edit | =
in_temporal an_Win ation_Win
Default_Firewall_Requirement_M Mac 08X 4 or later Temporal Agent Default_Firowall_Condi Default_Firawall_Remedi Edit| =
ac_temporal on_Mac ation_Mac
(,» VPN_Posture_Requirement Windows 10 (Al 4 or later AnyConnact VPN_Posture_File_Chec Message Text Only ) EdR |~

Note: Remediation Action is filtered based on the operating system and stealth mode selection
Remediation Actions are not applicable for Application Conditions {configurad using the Provision By Category or Provision By Everything options), Hardware Conditions. and Extemal Data source conditions

&) ==

10. Crear una politica de estado

A. Vaya a "Politicas > Condicién"



B. Configure el nombre de la regla como "VPN_Posture_Policy_Win", el sistema operativo
requerido como "Windows 10(All)", el médulo de cumplimiento como "4.x o posterior", el tipo de
postura como "Anyconnect" y los requisitos como "VPN_Posture_Requirement" como se
configuraron en el paso 9

etle' dentity Services Engine Home  » Context Visibility » Administration  » Work Centers Licanse Warning 4

Policy Sets  Profiling Clont Provisioning  » Policy Eloments

Posture Policy

Define the Posture Policy by configuing rules based on operating system and/or other conditions. |\ £
-
Status  Policy Options  Rule Name Identity Groups Operating Systems Compliance Moduls Posture Type Other Conditions Requirements
e Policy Options  Default_AppVis_Policy_Win Any Windows All 4.x or kator AnyConnect Defaull_Appvis_Requir =
ernent_Win =
@ Policy Options  Default_AppVis_Policy_Win_te Any Windows All 4.x or labor Temparal Agent Dofault_App\is_Requir Edit
mporal oment_Win_temporal i
) Policy Options  Default_Firewall_Policy_Mac Any Mac OSX 4.3 or later AnyCannect Default_Firswall_Requir =
omont_Mac .
@ Policy Options  Default_Firewall_ Policy_Mac_t Any Mac 05X 4% or later Temporal Agent Defaull_Firewall_Requir =
emporal oment_Mac_temporal
] Policy Options  Default_Firewall_Policy_Win Any ‘Wingows All 4. of later AnyConnect Defaull_Firewall_Requir Edit
ement_Win o
-] Policy Options  Default_Firewall_Policy_Win_te Ay Windows. All 4.% or Later Ternporal Agent Defaull_Firewall_Requir .
mporal ement_Win_tamporal ;
-] Policy Options  Default_Hardware_Altributes_P Ary Mac 08X 4.3 of later AnyConnest Defaull_Hardware_Atti Edit
olicy_Mac butes_Requirement_Ma -
€
] Policy Options  Default_Hardware_ttibutes P 11 Any Mac 05X 4.x o later Temporal Agent Default_Hardware_Atiri Edik| =
olicy_Mac_temporal butes_Requirement_Ma -
<_temporal
] Policy Options  Defaull_Hardware_Altributes P || Any Windows Al 4.x or later AnyConnect Default_Hardware_Atri ol
olicy_Win butes_Requirement_Wi
n
] Policy Options  Defaull_Hardware_Altibutes P || Any Windows All 4.x or later Temporal Agent Defaull_Hardwane_Atiri Bl |~
olicy_Win_temporal butes_Requirement_Wi
n_temporal
@ Policy Options  Default_USB_Block_Policy_Wi Any Windows All 4.% of later AnyConnect USE_Block Edit
= dit
@ Policy Options  Defaull_USB_Block_Palicy_Wi Any Windows. All 4.x or later Temporal Agent USB_Block_temporal .-
n_temporal ;
# Policy Options  VPN_Posture_Policy_Win Ary Windows 10 (All) 4.3 of later AnyConnest VPN_Puosturs_Require J Edit
ment -

o -

11. Crear ACL dinamicas (DACL)
Vaya a "Politica > Elementos de politica > Resultados > Autorizacion > ACL descargables" y cree
las DACL para diferentes estados de estado.

Este documento utiliza las siguientes DACL.

A. Condicién desconocida: permite el trafico a DNS, PSN, HTTP y HTTPS



Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets ~ Profiing  Posture  Client Provisioning v Policy Elements

Dictionaries ¥ Conditions  ~ Results

Downloadable ACL List > PostureUnknown
Downloadable ACL

~ Authorization * Name | PostureUnknown

» Authentication

Authorization Profiles Description
Downloadable ACLs )
IP version  « |Py4 IPvE Agnostic
+ Profiling =
* DACL Content |1 permit udp any any eq domain
8810111) permit ip any host 10.106.44.77
» Posture 2131415| permit tcp any any eq 80

1617181| permit tcp any any eq 443
9202122
2324252
6272829
3031323
3343536

+ Client Provisioning

» Check DACL Syntax i

ED) v

B. Estado no conforme: deniega el acceso a las subredes privadas y solo permite el trafico de
Internet

cisco  |dentity Services Engine Home » Context Visibility » Operations + Policy » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning =~ Policy Elements

Dictionaries » Conditions ~ Results

o
Downloadable ACL List > PostureNonCompliant
» Authentication
Downloadable ACL
f ——
~ Authorization * Name| | PostureNonComplian |
Autherization Profiles Description
Downloadable ACLs
IP version  « |Pvd IPv6 Agnostic i
+ Profilin;
Z * DACL Content |[1234887[deny Ip any 10.0.0.0 255.0.0.0
10111|deny ip any 172.16.0.0 255.240.0.0
» Posture deny ip any 192.168.0.0 255.255.0.0

7181 permit ip any any

» Client Provisioning

» Check DACL Syntax i

-Reset)

C. Conforme a la condicion: permite todo el trafico para los usuarios finales que cumplen la
condicion



cisco  Identity Services Engine Home » Context Visiblility » Operations » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning ~ + Policy Elements

Dictionaries  » Conditions  ~ Results

o
Downloadable ACL List > PostureCompliant
» Authentication
Downloadable ACL
 ——
~ Authorization * Name'l PostureCompliant ]

Authorization Profiles Dascriptian

Downloadable ACLs )
IPversion @IPv4  IPv6 | Agnostic i

+ Profili
o * DACL Content 1234557(99"'"“ ipanyany J
8910111

» Posture 2131415
1617181
9202122
+ Client Provisioning 2324252
6272829
3031323
3343536

+ Check DACL Syntax

&) =

12. Crear perfiles de autorizacion

Vaya a "Politica > Elementos de Politica > Resultados > Autorizacion > Perfiles de Autorizacion”.

A. Perfil de autorizacién para postura desconocida

Seleccione DACL "PostureUnknown", marque Web Redirection (Redireccion web), seleccione
Client Provisioning (Posture) (Aprovisionamiento de clientes), configure Redirect ACL name
"redirect" (Redirigir nombre de ACL) (que se configurara en ASA) y seleccione el portal Client
Provisioning (Aprovisionamiento de clientes) (predeterminado)

‘Oies’ identity Services Engine  Home  » ContextVislbdity  » Oparations » Administration  » Wark Centers Licanse Warming 4

Policy Sels  Profiing  Posture  Client Provisioning = Policy Elements.

Dictionaries  » Conditions = Results.
—

Authorization Profiles » Posture Redirect

+ Authenticatio
e " Authorization Profile

S— P e r—
Authatization Prafies Doscription [ A
Downlcadable AGLs " Access Type (| Access AccerT -] )

+ Profiling Notwork Device Profle &% Cisco| + @

* Posture Service Template

+ Cllent Provisioning ek Ry

Passive Kentity Tracking

~ Common Tasks

[ DACL Name | Pasturetnknown ]




# Client Provisioning

Web Redirection (CWA, MDM, NSP, CFP) i

Volus
Act ([redret ) ({ctent Provisioning Portal defoult

= Advanced Attributes Settings

Select an item gl =

= Attributes Details
Acoess Type = ACCESS_ACCEPT
DACL = Posturel)

Irkncwn
cisco-av-pair = url-redirect-aci=redirect
cisco-av-pair =

D=

C30-2058-1

B. Perfil de autorizacidén para postura no conforme

Seleccione DACL "PostureNonCompliant" para limitar el acceso a la red

Ayl Identity Services Engine Homa  » ContextViskilty  + Operations

* Administration + Work Cantars

PolicySets  Profiling  Posture  Client Provisioning = Policy Elements

Dictionsries.  » Conditions v Results
—

Autharization Profiles > Posture Non Compliant
+ Authentication
Authorization Profile

authoretor * Name | Posture Non Compliant ]

Autnorization Profiles [ v

Downoadable ACts " s Ty
- Natwork Davice Profle | &% Cisco | = | &
HResre Senvice Template

T

+ Client Provisioning rack Mavement

Passive Identity Tracking

+ Common Tasks

(u DACL Name |PasturenonCampliant j

= Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureNonCompliant

(EXQ) reset

C. Perfil de autorizacion para el cumplimiento del estado

Seleccione DACL "PostureCompliant" para permitir el acceso completo a la red

Liconse Waming 4

£



‘il Identity Services Engine Home  » Conlext Visibility

Policy Sets  Profiing  Posture  Clien! Previsioning
Dictionaries  » Condiions = Results
—

¥ Operations » Administration » Work Centers

- Policy Elements

usthorizaion Profiles > Full Access
Authorization Profile

» Authentication

= Authorization * Name W)
Authorization Profies Description | 2
ot R v —)
HiPraiing Network Device Profile % Cisco | »| (@
HPosture Sorvice Template
Track Movement

+ Client Provisioning

Passive Identity Tracking

* Common Tasks

(ﬂ DACL Namae

[PostureCompliant g I)

~ Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PERMIT_ALL_IPV4_TRAFFIC

(ER) reses

12. Configurar politicas de autorizacion

Licanss Warning 4

Utilice los perfiles de autorizacidén configurados en el paso anterior para configurar 3 politicas de
autorizacion para Posture Compliant, Posture Non-Compliant y Posture Unknown.

La condicidon comun "Session: Posture Status" se utiliza para determinar los resultados de cada

politica

“h-li - ldentity Services Engine Home » Context Visibility

ases

+ Operations

Policy Sets ~ Profiing  Posture  Client Provisioning  » Policy Elements.

Policy Sets + Default

License Waming &

Reset Policyset Hitcounts

Status Policy Sel Name Descripticn Conditions Allowed Protocols / Server Sequence Hits
@ Default Detault policy set Deefault Network Access x v 49
¥ Authentication Policy (3)
? Authorization Policy - Local Exceptions
? Authorization Poliey - Global Exceptions
W Authorization Policy (15)
Results
+
Stalus  Rule Name Conditions Profiles Security Groups Hits Actions
O] Anyconneet Posture Compliant E wssion- PosturoStatizs EQUALS Compliant * Full Acooss * - [
@ 2:;::'?:'?1 Pasture Non B Session? EQUALS N plant * Posture Non Compliant i + 0
L] Metwork Acoess-Devics IP Address EQUALS 10.197.164.3
@ Anyconnest Posture Unknown AND * Posturs Radiroct + - * 13 o

E  SessionPostureStatus EQUALS Unknown

Verificacion

Utilize esta seccion para confirmar que su configuracion funcione correctamente.



Para verificar si el usuario se autenticd correctamente, ejecute el siguiente comando en ASA.

<#froot>

firebird(config)#

show vpn-sess det ai

anyconnect

Session Type: AnyConnect Detailed

Username
Index
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx
Pkts Tx Drop :
Group Policy :

TG SAML

Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID :
Security Grp :

Public IP

: 07:05:45 UTC Sun Jun 14 2020

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption

TCP Src Port :

Auth Mode

IdTe Time Out:

Client OS

Client OS Ver:

Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

SSL-Tunnel:
Tunnel ID
Assigned IP
Encryption
Ciphersuite

Encapsulation:
TCP Dst Port :
Idle Time Out:

: _585b5291f01484dfd16f394be7031d456d314e3e62
: 125

: explorer.cisco.com
: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
: AnyConnect Premium

: 10.197.243.143

(1)AES-GCM-256 DTLS-Tunnel:
(1)SHA384 DTLS-Tunnel:
381

H )

0

: AnyConnect-Parent: (1)none SSL-Tunnel:

: AnyConnect-Parent: (1)none SSL-Tunnel:

: 16404 Bytes Rx

: 16 Pkts Rx
0 Pkts Rx Drop :
Df1tGrpPolicy Tunnel Group :

. hone

. hone
443

29 Minutes

: 0
: 0
0

: 10.197.243.143
: SHA384

57248
: SAML
29 Minutes

: Oh:00m:16s
: Oh:00m:00s
: N/A VLAN
0ac5a4030007d0005ee5cc49
none
1 125.1
: 10.197.243.143
. none Hashing
57244 TCP Dst Port :
: SAML
30 Minutes Idle TO Left :
T win
10.0.15063
: AnyConnect
: Cisco AnyConnect VPN Agent for Windows 4.8.03052
: 7973 Bytes Rx
) Pkts Rx
0 Pkts Rx Drop :
1 125.2
: explorer.cisco.com Public IP
: AES-GCM-256 Hashing
: ECDHE-RSA-AES256-GCM-SHA384
TLSv1.2 TCP Src Port :
443 Auth Mode
30 Minutes Idle TO Left :

(1) AES-GCM-256

(1)SHA384



Client 0OS : Windows
Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx 1 7973 Bytes Rx : 0
Pkts Tx ) Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name : #ACSACL#-IP-PostureUnknown-5ee45b05

DTLS-Tunnel:

Tunnel ID 1 125.3

Assigned IP : explorer.cisco.com Public IP : 10.197.243.143
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384

Encapsulation: DTLSv1.2 UDP Src Port : 49175

UDP Dst Port : 443 Auth Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx : 458 Bytes Rx : 381

Pkts Tx 4 Pkts Rx H)

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

#ACSACL#- | P- Post ur eUnknown- 5ee45b05

| SE Post ure:

Redirect URL : https://ise26l. pusaxena. | ocal : 8443/ portal / gat eway?sessi onl d=0ac5a4030007d0005ee5cc49&pc
Redirect ACL : redirect

Una vez finalizada la evaluacion de estado, el acceso del usuario cambia a acceso completo,
como se observa en la DACL introducida en el campo "Nombre del filtro"

<#root>
firebird(config)#

show vpn-sess detail anyconnect

Session Type: AnyConnect Detailed

Username : _585b5291f01484dfd16f394be7031d456d314e3e62

Index : 125

Assigned IP : explorer.cisco.com Public IP : 10.197.243.143

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

Bytes Tx : 16404 Bytes Rx : 381

Pkts Tx : 16 Pkts Rx 1 6

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : Dfl1tGrpPolicy Tunnel Group :



TG SAML

Filter Name

DTLS-Tunnel:

Tunnel ID 1 125.3

Assigned IP : explorer.cisco.com Public IP : 10.197.243.
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384

Encapsulation: DTLSv1l.2 UDP Src Port : 49175

UDP Dst Port : 443 Auth Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx : 458 Bytes Rx : 381

Pkts Tx 1 4 Pkts Rx 1 6

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

Login Time : 07:05:45 UTC Sun Jun 14 2020
Duration : Oh:00m:36s
Inactivity : Oh:00m:00s
VLAN Mapping : N/A VLAN : none
Audt Sess ID : 0ac5a4030007d0005ee5cc49
Security Grp : none
AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1
AnyConnect-Parent:
Tunnel ID 1 125.1
Public IP : 10.197.243.143
Encryption . none Hashing : none
TCP Src Port : 57244 TCP Dst Port : 443
Auth Mode : SAML
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS T win
Client OS Ver: 10.0.15063
Client Type : AnyConnect
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx : 7973 Bytes Rx : 0
Pkts Tx ) Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:
Tunnel ID 1 125.2
Assigned IP : explorer.cisco.com Public IP : 10.197.243.
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSvl.2 TCP Src Port : 57248
TCP Dst Port : 443 Auth Mode : SAML
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx : 7973 Bytes Rx : 0
Pkts Tx ) Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O

: #ACSACL#-IP-PERMIT_ALL_IPV4_TRAFFIC-57f6b0d3

#ACSACL#- | P- PERM T_ALL_I PV4A_TRAFFI C- 57f 6b0d3

143

143



Para comprobar si la autorizacion se ha realizado correctamente en ISE, vaya a "Operaciones >
RADIUS > Registros en directo"

Esta seccidon muestra la informacion relevante asociada al usuario autorizado, es decir, la
identidad, el perfil de autorizacion, la politica de autorizacion y el estado.

Refresh  Mover ‘|S..’KJW Latest 20 records = | Within  Last 24 hours

< Refresh © Reset Repeai Counts 2 Expori Tor T Filter = E-2

Time Status Details Repeat ...  Identity Endpaint ID Endpeint P.. by ‘o hori, .. Authori Pro... Posture St.. IP Address Network Device

58565201/014B84dd1 00:50:56:A0;06:97 Windows 10 Detault 10.197.164.7

10.197.243.143

oOoe

HACSACLE-IP-PERM

ASA

un 14, 2020 O7:44;34.963 AM BACSACLE-IP-P

ASA

br oo bbb

5856529 1/014B4did1 00:50:56:A0,08:97 Windews 10 Default

Jun 14, 2020 O7:44:34,958 AM ASA

% Nota: para obtener informacion adicional sobre la validacion del estado de ISE, consulte la
siguiente documentacion:
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215236-ise-
posture-over-anyconnect-remote-acces.html#anc?7

Para verificar el estado de autenticacion en Duo Admin Portal, haga clic en "Informes" en el
lado izquierdo del Panel de administracion que muestra el Registro de autenticacion.
Mas informacién: https://duo.com/docs/administration#reports

Para ver el registro de depuracion para el gateway de acceso duo, utilice el siguiente
enlace:
https://help.duo.com/s/article/1623?language=en US

Experiencia de usuario


https://www.cisco.com/c/es_mx/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html#anc7
https://www.cisco.com/c/es_mx/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html#anc7
https://duo.com/docs/administration#reports
https://help.duo.com/s/article/1623?language=en_US
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Troubleshoot

Esta seccion proporciona la informacion que puede utilizar para resolver problemas de su
configuracion.

~ Nota: Consulte Informacion Importante sobre Comandos Debug antes de utilizar los
comandos debug.

.& Precaucion: En ASA, puede establecer varios niveles de depuracion; de forma
predeterminada, se utiliza el nivel 1. Si cambia el nivel de depuracién, puede aumentar la

verbosidad de los depuradores. Hagalo con precaucién, especialmente en entornos de
produccion.




La mayoria de la resolucién de problemas de SAML implicara un error de configuracion que se
puede encontrar al verificar la configuracion de SAML o ejecutar depuraciones.

"debug webvpn saml 255" se puede utilizar para resolver la mayoria de los problemas; sin
embargo, en escenarios donde esta depuracion no proporciona informacion util, se pueden
ejecutar depuraciones adicionales:

debug webvpn 255

debug webvpn anyconnect 255
debug webvpn session 255
debug webvpn request 255

Para resolver problemas de autenticacion y autorizacion en ASA, utilice los siguientes comandos
debug:

debug radius all
debug aaa authentication
debug aaa authorization To troubleshoot Posture related issues on ISE, set the following attributes to

posture (ise-psc.log)

portal (guest.log)
provisioning (ise-psc.log)
runtime-AAA (prrt-server.log)
nsf (ise-psc.log)

nsf-session (ise-psc.log)
swiss (ise-psc.log)

%ﬁ Nota: para obtener informacion detallada sobre el flujo de estado y la resolucién de
problemas de AnyConnect e ISE, consulte el siguiente enlace:
Comparacion del estilo de postura de ISE para versiones anteriores y posteriores a la 2.2

Para interpretar y resolver problemas de los registros de depuracion del gateway de acceso
duo
https://help.duo.com/s/article/5016?language=en US

Informacion Relacionada


https://www.cisco.com/c/es_mx/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
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https://www.youtube.com/watch?v=W6bE2GTUOIs&
https://duo.com/docs/cisco#asa-ssl-vpn-using-saml
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215236-ise-posture-
over-anyconnect-remote-acces.html#anc0



https://www.youtube.com/watch?v=W6bE2GTU0Is&
https://duo.com/docs/cisco#asa-ssl-vpn-using-saml
https://www.cisco.com/c/es_mx/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html#anc0
https://www.cisco.com/c/es_mx/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html#anc0

Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



