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Introduccién

Este documento muestra como configurar el Cisco VPN Client 3.x para conseguir un certificado
digital.

Prerequisites

Requirements

No hay requisitos especificos para este documento.

Componentes Utilizados

La informacion de este documento se basa en una PC que ejecuta Cisco VPN Client 3.x.
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Convenciones

Consulte Convenciones de Consejos TécnicosCisco para obtener mas informacion sobre las
convenciones del documento.

Configure el cliente VPN
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Complete estos pasos para configurar el VPN Client.

1. Seleccione Inicio > Programas > Cisco Systems Inc. VPN client > Administrador de
certificados para iniciar VPN Client Certificate

Manager.
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2. Seleccione la ficha Certificados personales y haga clic en
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&5 Cisco Systems ¥PN Client Certificate Manager x|

Fersonal certificates identify you to people and hosts you communicate with and
are zigned by a certificate authority.

&, certificate authanty [CA] iz an organization that izzsues certificates.

E nrollment requestz are certificate requests that a Ca haz pet to approve.

Personal Certificates | CA Certificates | Enroliment Requests

Certificate Stare

Stares: |{ﬂ||:> j B e [Hptiote =

Irnpaort.... | Cloze

Nuevo Nota:
Los certificados de equipo para autenticar usuarios para conexiones VPN no se pueden
realizar con IPsec.

3. Cuando el cliente VPN le pida una contrasena, especifique una contrasefia para proteger el
certificado. Cualquier operacion que requiera acceso a la clave privada del certificado
requiere la contrasefia especificada para




continuar

Certificate Password Protection __

Cisco SYSTEMS

Fazsword protecting vour certificate provides an
additional level of secunty. Thiz pazsword iz optiohal.

By choosing to protect your certificate with a pazsword,
any operation that requires access to the certificate's
private key will require the specified pazoward to
continue,

Mote - File bazed enrollments require the pazzword
uzed here to be re-entered when the approved
certificate iz imported.

‘# Pazsword:
' I

anfirmation Pazsword:

L]

£ Back I Meut » Cancel Help

4. Seleccione Archivo para solicitar un certificado utilizando el formato PKCS #10 en la pagina
Inscripcion. Luego haga clic en Next

(Siguiente).




Enrollment - Network or File . x|

The enrollment wizard allows pou to request a personal
identity certificate from a Certificate Autharity [CA).

Gisco SrsTems

Metwark bazed enrollment allowes you to connect directly
o a Ca over a network, coninechion.,

File bazed efrallment will produce a certificate request
file which pou need to subrmit to pour administrator.

Fleaze zelect the method you wish to proceed with:

— Ermallment type:

™ Metwork

.........

< Back I Meut » Cancel | Help |

5. Haga clic en Examinar y especifique un nombre de archivo para el archivo de solicitud de
certificado. Para el tipo de archivo, seleccione PEM Encoding Request File (*.req) y haga clic

saveds 2| x|

Save in: Im Desktop v| 4

My Documents @ clientZ,req
A My Compukter a clients.reg

Lok My Mebwork Places
_cases
3 jazib
_Ivpn
File narne: clientS.req Save I
Save as tppe: |PEM Encoded Request File [*.req) j Cancel
en Save &

6. Haga clic en Next en la pagina VPN Client
Enroliment.



Enrollment - File Location |

To create an enrallment request file, pleaze select the
tppe of file you wizh to generate.

Cisco SYSTEMS

Contact your network. administrator if you are not sure
which encoded file bype iz required.

When you select a file extenzion in the Browse dialog the
azzociated file tppe will be zelected on thiz page.

File name: *

................................

C:AMy Documentzhclienth reg Browse

— File type:
¥ Base 64 encoded [ req)
™ Binary encoded [pl0)

* Required Field

< Back Mewut » Cancel Help

7. Rellene los campos del formulario de inscripcion.Este ejemplo muestra los campos:Nombre
comun = Usuario1Departamento = IPSECCERT (debe coincidir con la unidad organizativa
(OU) y el nombre del grupo en el concentrador VPN 3000).Empresa = Cisco SystemsEstado
= Carolina del NortePais = EE. UU.Correo electronico = User1@email.comDireccioén IP =
(opcional; se utiliza para especificar la direccidn IP en la solicitud de certificado )Dominio =
cisco.comHaga clic en Siguiente cuando haya
terminado.



Gisco SrsTEms

Enrollment - Form

E nter pour certificate enrollment infarmation in the fields

provided below.

Comrmon Mame [on):®

Department [ou):

Jzerl

IPSECCERT

Corpary [o]: Cisco Spstems

State [st]: MarthCarolina

Country [c]: U5

Email [e]: U zerl @email. com

|P Address:

Cromair: ClZC0. Com

* Required Field

< Back I Meut » Cancel Help

8. Haga clic en Finalizar para continuar con la

inscripcion.




Enrollment - Summary %] |

Thiz iz a surnrmary of the information you have provided for
thiz certificate enrallment request.

Cisco SYSTEMS

Select Finizh to proceed with the enrollment or Back to
make modifications.

Certificate Stare: Cizco
Common Mame: Ugerl
Department: IPSECCERT
Company: Cizco Spstems
State: MorthCarolina
Countny: LIS

Ermail: Uzerl @emall. com
P &ddress:

Cromair: cisco.com

< Back I Finizh I Cancel Help

9. Seleccione la pestafa Solicitudes de inscripcion para verificar la solicitud en el Administrador
de certificados de cliente



&5 Cisco Systems ¥PN Client Certificate Manager x|

Fersonal certificates identify you to people and hostz vou communicate with and
are signed by a certificate authority.

&, cerhficate authonty [CA) iz an organization that izzues certificates.

Enrallment requests are certificate requests that a Cb hasz pet to approve.

Perzonal Eertificatesl CaA Certificates Enrallment Requests

Certificate Store

Optiong -

Irnport. . LClosze

VPN
10. Active el servidor de la Autoridad de certificacién (CA) y las interfaces del cliente VPN
simultaneamente para enviar la solicitud.
11. Seleccione Request a certificate y haga clic en Next en el servidor de la
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12. Seleccione Solicitud avanzada para el tipo de solicitud y haga clic en
Siguiente.
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Microsoft Canificate Senices & winZkserar

Choose Request Type

Flease select the hpe of request you waould like o meake

& Llser cefificate request

& Ackanced request

BES &
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13. Seleccione Enviar una solicitud de certificado utilizando un archivo PKCS #10 codificado en
base64 o una solicitud de renovacion utilizando un archivo PKCS #7 codificado en base64
en Solicitudes de certificado avanzadas y, a continuacion, haga clic en
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“fiout can request a certificats for yoursedf, another user, or a computer using o of the folleing methods . Mote that the poioy of the cerification
authorty (C A} vall determrene the cerificates that you can obdain

© Subrmit & cerificate request to this CA using a fom

& Submet @ cerbficate request using a baselid encoded PRCS #10file or a renewal request using & basedd encoded PRCS #7 Rle

 Reguest a cerbficats for a smart card on behak of ancther user using the Smart Cand Enrcllment Station
Youw musl have o evwolimend agand cenldioads o suhimidl & reques! far sooiber usar

Hmd:?l

TR —

Do

e PRE !’" o e

14. Resalte el archivo de solicitud de VPN Client y péguelo en el servidor de la CA bajo
Solicitud guardada. A continuacion, haga clic en
Enviar.
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15. En el servidor de la CA, ejecute el certificado de identidad para la solicitud del cliente
VPN.
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16. Descargue los certificados raiz e identidad al VPN Client. En el servidor de la CA,
seleccione Comprobar un certificado pendiente y, a continuacion, haga clic en
Siguiente.

Welcome

o U this wesh Sile Ih request & canmificals for ywour weh browsss, aamail cliant, of other Secune prograrm. Once you SCquing & cemilicals, you
vl i Al 1O Securety Idenhly yoursel 1o othed Deople over Be weh, 510N YOour e-misil Messages | encrypl wour e-mail messages, and more
dapending upon the type of cartificate you request

Select a task:
© Retrieve the CA caitificate or certificate revocation list
© Request @ centificate
& Check on a pending ceraficate

|

17. Seleccione Base 64 codificada. A continuacion, haga clic en Descargar certificado de CA

en el servidor de la
CA.




Certificate lssusd

The ceriificate you requested was issuad to you
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18. Seleccione un archivo para descargar de la pagina Recuperar el certificado de la CA o Lista
de revocacion de certificados para obtener el certificado raiz en el servidor de la CA. Luego
haga clic en Next

iSiiuientei.

Retrieve The CA Certificate Or Certificate Revocation List

Install this T A cerfication palh to allowyour compuber to st certificates issued from this cerification authonty

File: Dorndand

It is not necessary to manually install th

= cata from this cerficaon authority,
because the CA certification path will |

Choose file to download:

CA Certificate I
Enwacus [mrenimpcy)] | comewcor SRy s 2 x]

Frenvious [frahim-pc)

~ DER encoded or -

=

bTE e Jebwri_ioen_coil e # l Save ]
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19. Seleccione Certificate Manager > CA Certificate > Import on the VPN Client y luego
seleccione el archivo raiz CA para instalar los certificados raiz e
identidad.
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20. Seleccione Administrador de certificados > Certificados personales > Importar y elija el
archivo de certificado de

identidad.




Import Certificate - Source: X|

The certificate source identifies where the certificate is
imported fram. Additionally, if the certifcate you are
Gisco Svstems imparting iz protected by a passwaord, please enter it
below.

— Certiticate source:

™ Microzoft certificate:

% File:

I Browsze |

Import pazsword:

& B el | Mewt = | Cancel | Help |

Li Look in: IE Desktop

st My Documents = client_cerk,cer

My Compukter client_rook_cert,cer
(28 My Metwork Places
_cases
| jazib
|.:I gl

File name:; client_cert cer Upen I

Files of type: 1509 DER Files [* der;* cer) j Cancel |

o

21. Asegurese de que el certificado de identidad aparece en la ficha Certificados




&4 Cisco Systems ¥PN Client Certificate Manager
Ferzonal certificates identifp you to people and hosts you communicate with and
are zigned by a certificate autharity.
&, certificate autharity [CA] 12 an organization that izzues certificates.
Enrollment requests are certificate requests that a Ca has vet to approve.
| Personal Certihcates §| Ca Certificates | Enrollment Fequestz I
Certificate Store
Uzerb Cizco
Stores: I{.-’-‘-.II} j Mew Optiong -
|rpoirt.... | Cloze
personales

22. Asegurese de que el certificado raiz aparece en la ficha Certificados de
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Fersonal certificates identify you to people and hosts you communicate with and
are zigned by a certificate autharity.

&, certificate autharity [CA] iz an arganization that izzues certificates.

Enrollment requests are certificate requests that a Cé& haz pet to approve.

Personal Certificates | L& Certiicates I E nrallrent Hequestsl

Certificate | Stare
(frahirn-pi: Ch,

Stares: I Al j Optiong -

Impart... | Cloge

CA

Verificacion

Actualmente, no hay un procedimiento de verificacion disponible para esta configuracién.

Troubleshoot

Cuando intenta inscribirse en Microsoft CA Server, puede generar este mensaje de error.

Initiating online request
Generating key pair

Generating self-signed Certificate
Initiating online request

Recei ved a response fromthe CA
Your certificate request was denied

Si recibe este mensaje de error, consulte los registros de CA de Microsoft para obtener mas



informacion o consulte estos recursos para obtener mas informacion.

- Windows no puede encontrar una autoridad de certificados que procese la solicitud
. XCCC: Se produce un mensaje de error "Se denego su solicitud de certificado" al solicitar un
certificado para conferencias sequras

Informacidén Relacionada
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