Configuracion de IPSec entre un switch gateway
de acceso Catalyst 4224 y un router Cisco I0S
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Introduccién

Este documento ilustra la configuracion de ejemplo de IPSec entre un Cisco Catalyst 4224 Access
Gateway Switch y un Cisco Router que ejecuta Cisco IOS® Software. El cifrado se realiza entre la
VLAN1 del gateway de acceso (donde se aplica el mapa criptografico) y la interfaz
FastEthernet0/1 del router.

Prerequisites

Requirements

No hay requisitos previos especificos para este documento.

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- Versién 12.1(1)14 del software del I0S de Cisco
- Software 10S c4224 12.2(2)YC1
La informacion que se presenta en este documento se originé a partir de dispositivos dentro de un

ambiente de laboratorio especifico. All of the devices used in this document started with a cleared
(default) configuration. Si la red esta funcionando, asegurese de haber comprendido el impacto



que puede tener un comando antes de ejecutarlo.

Convenciones

Para obtener mas informacion sobre las convenciones del documento, consulte Convenciones de
Consejos Técnicos de Cisco.

Configurar

En esta seccidn encontrara la informacién para configurar las funciones descritas en este
documento.

Nota: Para encontrar informacion adicional sobre los comandos usados en este documento, utilice
la Command Lookup Tool (sélo clientes registrados) .

Diagrama de la red

En este documento, se utiliza esta configuracion de red:

—— —_—

0.48 66.0/23
92 168.10.0 .1 5 05165 201 0127
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' Catalyst 4224-triana — brussels
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hiost 5
Configuraciones

En este documento, se utilizan estas configuraciones:

. Switch de gateway de acceso Catalyst 4224
- Router del Cisco 10S

Switch de gateway de acceso Catalyst 4224

tri ana#show version

Cisco Internetwork Operating System Software

I10S (tm c4224 Software (c4224-1K9OBSX3-M, Version
12.2(2) YCy,

EARLY DEPLOYMENT RELEASE SOFTWARE (fc2)

26 FastEthernet/| EEE 802.3 interface(s)

2 Serial (sync/async) network interface(s)

2 Channel i zed E1/ PRI port(s)

1 Virtual Private Network (VPN) Module(s)

!--- Access gateway has onboard encryption service
adapter. 8 Voice FXS interface(s) 256K bytes of non-

vol atile configuration nmenory. 31744K bytes of processor
board System flash (Read/ Wite) Configuration register
is 0x2102 tri ana#show run

Bui | di ng configuration...
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//tools.cisco.com/RPF/register/register.do

Current configuration : 5111 bytes

|

I Last configuration change at 13:56:01 UTC Wed May 29

2002

I NVRAM config | ast updated at 13:56:03 UTC Wd May 29

2002

!

version 12.2

service tinmestanps debug dateti ne nsec

service tinmestanps | og datetinme nsec

no service password-encryption

|

host nane triana

|

no | oggi ng buffered

enabl e password ww

|

menory-size i onem 25

!--- Create the VLANS as required. vlan 1
name default

vlan 3

nane VLANOOO3

!--—- Create the VLANS as required. vlan 2
name data

vl an 999

nane VLANO999

|

i p subnet-zero

no i p domai n-1ookup

|

ip audit notify |og

ip audit po nmax-events 100

ip ssh time-out 120

ip ssh authentication-retries 3

i sdn switch-type primary-net5

voi cecard node toll-by-pass

ccm manager ngcp

!

!--- Define Phase 1 policy. crypto isakmp policy 10
authentication pre-share

crypto isakmp key yoursecretkey address 209.165.201.6
!
!
!--- Define Phase 2 policy. crypto ipsec transform-set
basic esp-des esp-md5-hmac

crypto nmib ipsec flowrib history tunnel size 200
crypto mib ipsec flowrib history failure size 200

!
!--- Define Phase 2 policy (continued). !--- Define the
encryption peer and crypto map parameters. crypto map
mymap 10 ipsec-isakmp

set peer 209.165.201.6

set transform-set basic

match address cryptoacl

!
!
no spanni ng-tree optin ze bpdu transm ssion




no spanning-tree vian 1
no spanning-tree vlan 2
no spanning-tree vlian 3
!
controller E1 2/0
!
controller E1 2/1
!
translation-rule 1
Rule 0 ... 1
!
translation-rule 2

Rule 0 ~10.. O
Rule 1 ~11.. 1
Rule 2 ~12.. 2
Rule 3 ~13.. 3
Rule 4 ~14.. 4
Rule 5 ~15.. 5
Rule 6 *16.. 6
Rule 7 ~17.. 7
Rule 8 ~18.. 8
Rule 9 ~19.. 9

|
translation-rule 6
Rule 0 ~112. 119
|
translation-rule 7
Rule 0 71212 1196
|
translation-rule 3
Rule 0 ~. 0
!
translation-rule 9
Rule 0 ~. 9
!
translation-rule 99

Rule 0 790.. O
Rule 1 791.. 1
Rule 2 792.. 2
Rule 3 793.. 3
Rule 4 794.. 4
Rule 5 7"95.. 5
Rule 6 "96.. 6
Rule 7 ~97.. 7
Rule 8 798.. 8
Rule 9 799.. 9

!

transl ation-rule 999
Rule 0 72186 1196

!

translation-rule 1122
Rule 0 21122 528001
Rule 1 721121 519352
!

translation-rule 20
Rule 0 ~000 500

!

!

!

i nterface LoopbackO
no i p address

!

interface Fast Ethernet0/0
no i p address




dupl ex auto
speed auto

nterface Serial1/0
no i p address
no fair-queue

nterface Seriall/1
no i p address

nterface FastEthernet5/0
no i p address

dupl ex auto

speed auto

nterface FastEthernet5/1
no i p address

shut down

dupl ex auto

speed auto

swi tchport voice vlian 3

spanni ng-tree portfast
!

!--- For the lab setup, a host
port. interface FastEthernet5/2
no ip address
duplex auto
speed auto
!--- Place the port in VLAN 2.
spanning-tree portfast
]
i nterface FastEthernet5/3
no i p address
shut down
dupl ex auto
speed auto
swi tchport access vlan 999
spanni ng-tree portfast

nterface FastEthernet5/4
no i p address

dupl ex auto

speed auto

swi tchport access vlan 2
swi tchport voice vlian 3
spanni ng-tree portfast

nterface FastEthernet5/5
no i p address

dupl ex auto

speed auto

nterface FastEthernet5/6
no i p address

dupl ex auto

speed auto

nterface FastEthernet5/7
no i p address

dupl ex auto

speed auto

nterface FastEthernet5/8
no i p address

is connected on this

switchport access vlan 2




dupl ex auto

speed auto

|

interface FastEthernet5/9

no i p address

dupl ex auto

speed auto

|

i nterface FastEthernet5/10

no i p address

dupl ex auto

speed auto

swi tchport trunk allowed vlian 1-3
swi tchport node trunk

!--- By default, the port belongs to VLAN 1. interface
FastEthernet5/11

no ip address

duplex auto

speed auto

nterface FastEt hernet5/12
no i p address

dupl ex auto

speed auto

nterface FastEt hernet5/13
no i p address

dupl ex auto

speed auto

nt erface FastEt hernet5/14
no i p address

dupl ex auto

speed auto

nt erface FastEt hernet5/15
no i p address

dupl ex auto

speed auto

nterface FastEt hernet5/16
no i p address

dupl ex auto

speed auto

nterface FastEt hernet5/17
no i p address

dupl ex auto

speed auto

nterface FastEt hernet5/18
no i p address

dupl ex auto

speed auto

nterface FastEt hernet5/19
no i p address

dupl ex auto

speed auto

nt erface Fast Et hernet5/ 20
no i p address

dupl ex auto

speed auto




|
i nterface FastEthernet5/21
no i p address

dupl ex auto

speed auto

nt erface Fast Et hernet5/ 22
no i p address

dupl ex auto

speed auto

nt erface Fast Et hernet5/ 23
no i p address

dupl ex auto

speed auto

nt erface FastEt hernet5/ 24
no i p address

dupl ex auto

speed auto

!
!--- Define an IP address and apply crypto map to enable
!--- IPSec processing on this interface. interface Vlan
1
ip address 209.165.201.5 255.255.255.224
crypto map mymap
!
!--- Define an IP address for VLAN 2. interface Vlan 2
ip address 192.168.10.1 255.255.255.0
!
ip classless
ip route 10.48.66.0 255.255.254.0 209.165.201.6
no ip http server
!
!
ip access-list extended cryptoacl
remark This is crypto ACL
permit ip 192.168.10.0 0.0.0.255 10.48.66.0 0.0.1.255
call rsvp-sync
!
voi ce-port 4/0
out put attenuation 0
!
voi ce-port 4/1
out put attenuation 0
!
voi ce-port 4/2
out put attenuation 0
!
voi ce-port 4/3
out put attenuation 0
!
voi ce-port 4/4
output attenuation 0
!
voi ce-port 4/5
out put attenuation 0
!
voi ce-port 4/6
out put attenuation 0
!
voi ce-port 4/7
output attenuation 0
!




ngcep
no ngcp timer receive-rtcp
!
nmgcp profile default
!
di al - peer cor custom
!
!
!
di al - peer voice 1 voip
!
di al - peer voice 2 pots
shut down
!
1
line con O
exec-timeout 0 O
length O
line vty 0 4
password ww
| ogin
!
end

triana#

Router del Cisco I0S

brussel s#show run
Bui | di ng configuration..

Current configuration : 1538 bytes
|
I Last configuration change at 17:16:19 UTC Wed May 29
2002

I NVRAM config | ast updated at 13:58:44 UTC Wed May 29
2002

!
version 12.1

no service single-slot-rel oad-enabl e
service tinmestanps debug uptinme
service timestanps | og uptine

no service password-encryption

|
host nane brussel s
|

enabl e secret 5 $1%/vuT$08l TvZgSFIOxg5uTFc94u

i p subnet-zero

no i p domai n-1ookup
!
ip cef

ip audit notify | og

ip audit po nmax-events 100
!
!
!--- Define Phase 1 policy. crypto isakmp policy 10
authentication pre-share




crypto isakmp key yoursecretkey address 209.165.201.5
1
!
!--- Define the encryption policy for this setup. crypto
ipsec transform-set basic esp-des esp-md5-hmac

!
!--- Define a static crypto map entry for the remote PIX
!--- with mode ipsec-isakmp. !--- This indicates that
Internet Key Exchange (IKE) !--- 1is used to establish
the IPSec !--- security associations for protecting the
traffic !--- specified by this crypto map entry. crypto
map vpnmap 10 ipsec-isakmp

set peer 209.165.201.5

set transform-set basic

match address cryptoacl

interface FastEthernet0/0

ip address 10.48.66.34 255.255.254.0
no ip mroute-cache

duplex auto

speed auto

!
interface Serial 0/0

no i p address

shut down

!
!--- Enable crypto processing on the interface !---
where traffic leaves the network. interface
FastEthernet0/1

ip address 209.165.201.6 255.255.255.224

no ip mroute-cache

duplex auto

speed auto

crypto map vpnmap

nterface Serial 0/1
no i p address
shut down

nterface G oup-Asyncl

no i p address

encapsul ati on ppp

async node dedi cat ed

ppp aut hentication pap

group-range 33 40

!

ip classless

ip route 192.168.10.0 255.255.255.0 209.165.201.5

ip http server

!

!

!--- This access list defines interesting traffic for
IPSec. ip access-list extended cryptoacl

permit ip 10.48.66.0 0.0.1.255 192.168.10.0 0.0.0.255
!

!

line con O

exec-timeout 0 O

length O




line 33 40
nodem | nQut
line aux O
line vty 0 4
I ogin | oca
|
end

Verificacion

En esta seccidn encontrara informacion que puede utilizar para confirmar que su configuracion
esté funcionando correctamente. La verificacidn de la operacidon IPSec se realiza con comandos
debug. Se intenta realizar un ping extendido desde el router a un host detras del gateway de
acceso.

La herramienta Output Interpreter (s6lo para clientes registrados) permite utilizar algunos
comandos “show” y ver un analisis del resultado de estos comandos.

- show debug—Muestra la configuracion de depuracion actual.

- show crypto isakmp sa : muestra todas las asociaciones de seguridad actuales IKE (SA) en
un par.

- show crypto ipsec sa — Muestra la configuracion actual utilizada por las SA actuales

Troubleshoot

En esta seccidn encontrara informacion que puede utilizar para solucionar problemas de
configuracion.

Comandos para resolucién de problemas

Nota: Antes de ejecutar comandos debug, consulte Informacién Importante sobre Comandos
Debug.

- debug crypto ipsec — Muestra eventos de IPSec.
- debug crypto isakmp — Muestra mensajes acerca de eventos IKE.
- debug crypto engine — Muestra informacién del motor de criptografia.

Depuraciones de ejemplo

Esta seccion proporciona un ejemplo de salida de depuracion para el gateway de acceso y el
router.

. Switch de gateway de acceso Catalyst 4224
- Router del Cisco 10S

Switch de gateway de acceso Catalyst 4224

tri ana#debug crypto ipsec
Crypto | PSEC debugging is on


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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tri ana##debug crypto isakmp
Crypt o | SAKMP debugging i s on
tri ana##debug crypto engine
Crypt o Engi ne debugging is on
tri ana#show debug

Crypt ogr aphi ¢ Subsyst em

Crypt o | SAKMP debugging is on

Crypt o Engi ne debugging is on

Crypto | PSEC debugging is on
tri ana#
May 29 18:01:57.746: | SAKWMP (0:0): received packet from 209.165.201.6 (N) NEW SA
May 29 18:01:57.746: | SAKWMP: |ocal port 500, remote port 500
May 29 18:01:57.746: | SAKMP (0:1): Input = | KE_MESG FROM PEER, | KE_MM EXCH
Od State = | KE_READY New State = | KE_R_MML
May 29 18:01:57.746: | SAKWP (0:1): processing SA payload. message ID =0
May 29 18:01:57.746: | SAKWP (0:1): found peer pre-shared key

mat chi ng 209. 165. 201. 6
l-—- 4224 access gateway checks the attributes for Internet Security !--- Association & Key
Management Protocol (ISAKMP) negotiation !--- against the policy it has in its local
configuration. May 29 18:01:57.746: | SAKMP (0:1): Checking | SAKMP transform 1 against priority
10 policy May 29 18:01:57.746: | SAKMP: encryption DES-CBC May 29 18:01:57.746: | SAKMP: hash SHA
May 29 18:01:57.746: | SAKWP: default group 1 May 29 18:01:57.746: | SAKMP: auth pre-share /---
The received attributes are acceptable !--- against the configured set of attributes. May 29
18: 01: 57.746: | SAKWP (0:1): atts are acceptable. Next payload is 0 May 29 18:01:57. 746:
Crypt oEngi ne0: generate al g parameter My 29 18:01:57.746: CryptoEngi neO:
CRYPTO_| SA DH CREATE(hw) (i psec) May 29 18:01:57.898: CRYPTO ENG NE: Dh phase 1 status: 0O May 29
18:01:57.898: | SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS_ MAIN MODE O d State =
IKEER MML New State = |KE_R MML May 29 18:01:57.898: I SAKMP (0:1): SA is doing pre-shared key
authentication using id type | D | PVv4_ADDR May 29 18:01:57.898: | SAKWMP (0:1): sending packet to
209.165.201.6 (R) MM SA SETUP May 29 18:01:57.898: |SAKMP (0:1): Input = | KE_MESG | NTERNAL,
| KE_PROCESS COWMPLETE O d State = IKELR MML New State = | KE_LR MW May 29 18:01:58.094: | SAKMP
(0:1): received packet from 209.165.201.6 (R) MM SA SETUP May 29 18:01:58.094: | SAKMP (0:1):
I nput = | KE_ MESG FROM PEER, |KE_MM EXCH O d State = IKE.R_ M2 New State = | KE_R_MVB May 29
18: 01: 58. 098: | SAKWMP (0:1): processing KE payl oad. message ID = 0 May 29 18:01: 58.098:
Crypt oEngi ne0: generate al g parameter May 29 18: 01:58.098: CryptoEngi ne0:
CRYPTO_| SA DH SHARE _SECRET( hw) (i psec) May 29 18: 01:58.246: | SAKMP (0:1): processi ng NONCE
payl oad. nessage ID = 0 May 29 18: 01:58.246: | SAKWP (0:1): found peer pre-shared key matching
209.165.201. 6 May 29 18:01:58.250: CryptoEngi ne0: create | SAKMP SKEYID for conn id 1 May 29
18: 01: 58. 250: Crypt oEngi ne0: CRYPTO_| SA_SA CREATE(hw) (i psec) May 29 18:01:58.250: ISAKMP (0:1):
SKEYID state generated
May 29 18:01:58.250: | SAKWP (0:1): processing vendor id payl oad
May 29 18:01:58.250: | SAKWMP (0:1): speaking to another |OS box!
May 29 18:01:58.250: | SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MODE
Od State = IKEER_ MVB New State = | KE_R_MVB

May 29 18:01:58.250: | SAKMP (0:1): sending packet to 209.165.201.6 (R) MM KEY_EXCH
May 29 18:01:58.250: | SAKMP (0:1): Input = | KE_MESG | NTERNAL, |KE_PROCESS COWPLETE
Od State = IKEER MMB New State = | KE_R M4

May 29 18:01:58.490: | SAKWP (0:1): received packet from 209. 165.201.6
(R MM _KEY_EXCH
May 29 18:01:58.490: CryptoEngi ne0: CRYPTO_|I SA | KE_DECRYPT( hw) (i psec)
May 29 18:01:58.490: |SAKMP (0:1): Input = | KE_MESG FROM PEER, | KE_MVI EXCH
Od State = IKEER MM New State = | KE_R MVb

May 29 18:01:58.490: | SAKWP (0:1): processing |ID payload. message ID =0

May 29 18:01:58.490: | SAKMP (0:1): processing HASH payl oad. nessage ID =0

May 29 18:01:58.490: CryptoEngi ne0: generate hnmac context for conn id 1

May 29 18:01:58.490: CryptoEngi ne0: CRYPTO_|I SA | KE_HVAC( hw) (i psec)

May 29 18:01:58.490: ISAKMP (0:1): SA has been authenticated with 209.165.201.6

!--- Phase 1 authentication is successful and the SA is authenticated. May 29 18:01:58. 494:

| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS MAIN. MODE O d State = IKE_LR MVb New State =
IKE_R MVb May 29 18:01:58.494: |SAKMP (1): |ID payload next-payload : 8 type : 1 protocol : 17



port : 500 length : 8 May 29 18:01:58.494: | SAKMP (1): Total payload |length: 12 May 29

18: 01: 58. 494: Crypt oEngi ne0: generate hnmac context for conn id 1 May 29 18: 01:58. 494:

Crypt oEngi ne0: CRYPTO_| SA | KE_ HVAC( hw) (i psec) May 29 18:01:58.494: CryptoEngi ne0: clear dh
number for conn id 1 May 29 18: 01:58.494: CryptoEngi ne0: CRYPTO_| SA DH DELETE( hw) (i psec) My 29
18: 01: 58. 494: Crypt oEngi ne0: CRYPTO_I SA | KE_ENCRYPT( hw) (i psec) May 29 18:01: 58. 494: | SAKMP
(0:1): sending packet to 209.165.201.6 (R} QV.IDLE May 29 18:01:58.498: | SAKMP (0:1): Input =

| KE_MESG | NTERNAL, | KE_PROCESS COWLETE O d State = IKE_R MV New State = | KE_P1_COVWLETE May 29
18: 01: 58.518: | SAKWP (0:1): received packet from 209.165.201.6 (R} QVL.IDLE May 29 18:01:58.518
Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec) May 29 18: 01:58.518: Crypt oEngi ne0: generate
hmac context for conn id 1 May 29 18:01:58.518: CryptoEngi ne0: CRYPTO I SA | KE_HMAC( hw) (i psec)
May 29 18:01:58.522: | SAKWP (0:1): processing HASH payl oad. nmessage | D = -1809462101 May 29

18: 01: 58.522: | SAKWP (0:1): processing SA payl oad. message | D = -1809462101 May 29 18:01: 58. 522:
| SAKMP (0:1): Checking | PSec proposal 1 May 29 18:01:58.522: | SAKMP: transform 1, ESP_DES May 29
18: 01: 58.522: | SAKWP: attributes in transform My 29 18:01:58.522: | SAKMP: encaps is 1 May 29
18: 01: 58.522: ISAKWP: SA life type in seconds May 29 18:01:58.522: | SAKMP: SA |ife duration
(basic) of 3600 May 29 18:01:58.522: |SAKMP: SA life type in kilobytes May 29 18: 01:58. 522:

I SAKMP: SA |ife duration (VPI) of OxO Ox46 0x50 O0x0 May 29 18:01:58.522: | SAKMP: aut henti cat or
is HVAC-MD5 May 29 18:01:58.522: validate proposal 0 May 29 18:01:58.522: ISAKMP (0:1): atts are
acceptable.

May 29 18:01:58.522: | PSEC(validate_proposal _request): proposal part #1,

!--- After the attributes are negotiated, !--- IKE asks IPSec to validate the proposal. (key
eng. meg.) dest= 209.165.201.5, src= 209. 165.201. 6, dest_proxy= 192.168. 10. 0/ 255. 255. 255. 0/ 0/ 0
(type=4), src_proxy= 10.48. 66. 0/ 255. 255. 254. 0/ 0/ 0 (type=4), protocol = ESP, transform= esp-des
esp-md5-hmac , |ifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 !--- spi is
still zero because SAs have not been set. May 29 18:01:58.522: validate proposal request 0 My
29 18:01:58.522: | SAKMP (0:1): processing NONCE payl oad. message | D = -1809462101 May 29

18: 01: 58.522: | SAKWP (0:1): processing | D payl oad. nmessage | D = -1809462101 May 29 18:01: 58. 522:
| SAKMP (1): | D_| PV4_ADDR SUBNET src 10.48.66. 0/ 255. 255.254.0 prot O port O May 29 18:01:58.522:
| SAKMP (0:1): processing |ID payl oad. nmessage | D = -1809462101 May 29 18:01:58.522: | SAKMP (1):

I D_| PV4_ADDR_SUBNET dst 192.168. 10. 0/ 255. 255. 255. 0 prot 0 port O May 29 18:01:58.522: | SAKMP
(0:1): asking for 1 spis fromipsec May 29 18:01:58.522: | SAKMP (0:1): Node -1809462101, |nput =
| KE_MESG FROM PEER, |KE_QM EXCH O d State = | KE_QV READY New State = | KE_QV SPI _STARVE May 29
18: 01: 58. 526: | PSEC(key_engi ne): got a queue event... May 29 18:01:58.526: | PSEC(spi_response):
getting spi 3384026087 for SA from 209.165.201.6 to 209. 165.201.5 for prot 3 May 29

18: 01: 58. 526: | SAKWP: received ke message (2/1) May 29 18:01:58.774: CryptoEngi ne0: generate
hmac context for conn id 1 May 29 18:01:58.774: CryptoEngi ne0: CRYPTO_I SA | KE_HMAC( hw) (i psec)
May 29 18:01:58.774: CryptoEngi ne0: CRYPTO_|I SA | KE_ENCRYPT( hw) (i psec) May 29 18:01:58. 774:

| SAKMP (0:1): sending packet to 209.165.201.6 (R QV.IDLE May 29 18:01:58.774: | SAKMP (0:1):
Node -1809462101, |nput = | KE_MESG FROM | PSEC, | KE_SPI_REPLY O d State = | KE_QM SPI _STARVE New
State = |IKE QMR QW May 29 18:01:58.830: | SAKMP (0:1): received packet from 209. 165.201.6 (R
QVL I DLE May 29 18:01:58.830: CryptoEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec) May 29

18: 01: 58. 834: Crypt oEngi ne0: generate hnmac context for conn id 1 May 29 18: 01:58. 834:

Crypt oEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec) May 29 18:01:58.834: ipsec allocate flow O May 29
18: 01: 58.834: ipsec allocate flow O May 29 18:01:58. 834: Crypt oEngi ne0:

CRYPTO_| SA | PSEC_KEY_CREATE( hw) (i psec) May 29 18: 01:58. 834: Crypt oEngi ne0:

CRYPTO_| SA | PSEC_KEY_CREATE( hw) (i psec) May 29 18:01:58.838: ISAKMP (0:1): Creating IPSec SAs

May 29 18:01:58. 838: i nbound SA from 209. 165.201.6 to 209. 165.201.5
(proxy 10.48.66.0 to 192.168. 10.0)

May 29 18:01:58. 838: has spi 0xC9B423E7 and conn_id 50 and flags 4

May 29 18:01:58. 838: lifetinme of 3600 seconds

May 29 18:01:58. 838: lifetinme of 4608000 kil obytes

May 29 18:01:58. 838: out bound SA from 209.165.201.5 to 209.165.201.6

(proxy 192.168.10.0 to 10.48.66.0)

May 29 18:01:58. 838: has spi 561973207 and conn_id 51 and flags 4

May 29 18:01:58. 838: lifetinme of 3600 seconds

May 29 18:01:58. 838: lifetinme of 4608000 kil obytes

May 29 18:01:58.838: | SAKMP (0:1): deleting node -1809462101 error FALSE reason
"qui ck nmode done (await()"
May 29 18:01:58.838: | SAKMP (0:1): Node -1809462101, Input = | KE_MESG FROM PEER
| KE_QM _EXCH
Od State = IKE QMR QW2 New State = | KE QM PHASE2_COVWPLETE

May 29 18:01:58.838: | PSEC(key_engine): got a queue event..
May 29 18:01:58.838: IPSEC(initialize_sas):



(key eng. nmsg.) dest= 209.165.201.5, src= 209. 165. 201. 6,
dest _proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10. 48. 66. 0/ 255. 255. 254. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 3600s and 4608000kb
spi = O0xC9B423E7(3384026087), conn_id= 50, keysize= 0, flags= 0x4
!--- IPSec SAs are now initialized and encrypted !--- communication can now take place. May 29
18:01:58.838: IPSEC(initialize_sas): , (key eng. msg.) src= 209.165.201.5, dest= 209.165.201.6
src_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), dest_proxy= 10. 48. 66. 0/ 255. 255. 254. 0/ 0/ 0
(type=4), protocol = ESP, transform= esp-des esp-nd5-hmac , |ifedur= 3600s and 4608000kb, spi=
0x217F07D7(561973207), conn_id= 51, keysize= 0, flags= O0x4 !--- IPSec SAs are now initialized
and encrypted !--- communication can now take place. May 29 18:01:58.838: |PSEC(create_sa): sa
created, (sa) sa_dest= 209.165.201.5, sa_prot= 50, sa_spi= O0xCI9B423E7(3384026087), sa_trans=
esp-des esp-md5-hmac , sa_conn_id= 50 May 29 18:01:58.838: | PSEC(create_sa): sa created, (sa)
sa_dest = 209. 165. 201. 6, sa_prot= 50, sa_spi= 0x217F07D7(561973207), sa_trans= esp-des esp-nd5-

hmac , sa_conn_id= 51 /--- Observe that two IPSec SAs are created. !--- Recollect that IPSec SAs
are bidirectional. triana# triana# triana# tri ana#show crypto isakmp sa

dst src state conn-id sl ot

209. 165. 201.5 209. 165. 201. 6 QM | DLE &n bsp; 1 0

tri ana#show crypto ipsec sa

interface: Vlan 1
Crypto map tag: nymap, |ocal addr. 209.165.201.5

| ocal ident (addr/mask/prot/port): (192.168.10.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.48.66.0/255.255.254.0/0/0)
current _peer: 209.165.201.6
PERM T, flags={origin_is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0O
#send errors 0, #recv errors O

| ocal crypto endpt.: 209.165.201.5, renote crypto endpt.: 209.165.201.6
path mu 1500, nedia ntu 1500
current outbound spi: 217F07D7

i nbound esp sas:
spi: 0xC9B423E7(3384026087)
transform esp-des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 50, flow.id: 1, crypto map: mynmap
sa timng: remaining key lifetime (k/sec): (4607998/3536)
IV size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: 0x217F07D7(561973207)
transform esp-des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 51, flow.id: 2, crypto map: nmymap
sa timng: remaining key lifetime (k/sec): (4607999/3536)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:



triana#

Router del Cisco 10S

br ussel s#show debug
Crypt ogr aphi ¢ Subsyst em
Crypt o | SAKMP debugging i s on
Crypt o Engi ne debugging is on
Crypto | PSEC debugging is on
brussel s#p
Protocol [ip]:
Target | P address: 192.168.10.5
Repeat count [5]:
Dat agram si ze [ 100]:
Ti meout in seconds [2]:
Ext ended conmands [n]: vy
Source address or interface: fastethernet0O/0
Type of service [0]:
Set DF bit in I P header? [no]:
Validate reply data? [no]:
Data pattern [ OXABCD]:
Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 192.168.10.5, timeout is 2 seconds:

May 29 18:01:54.285: | PSEC(sa_request): |,
(key eng. nmsg.) src= 209.165. 201. 6, dest= 209. 165. 201. 5,

src_proxy= 10. 48. 66. 0/ 255. 255. 254. 0/ 0/ 0 (type=4),

dest _proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 3600s and 4608000kb,

spi = 0x217F07D7(561973207), conn_id= 0, keysize= 0, flags= 0x4004
May 29 18:01:54.285: | SAKWP: received ke nmessage (1/1)
May 29 18:01:54.285: | SAKMP: |ocal port 500, rempte port 500
May 29 18:01:54.289: |SAKWP (0:1): beginning Main Mode exchange
May 29 18:01:54.289: |SAKWP (1): sending packet to 209.165.201.5 (1) MV.NO _STATE
May 29 18:01:54.461: | SAKWP (1): received packet from 209.165.201.5 (1) MM _NO _STATE
May 29 18:01:54.461: | SAKWP (0:1): processing SA payload. message ID =0
May 29 18:01:54.461: | SAKMP (0:1): Checking | SAKMP transform 1

agai nst priority 10 policy

May 29 18:01:54. 465: | SAKMP: encrypti on DES- CBC
May 29 18:01:54. 465: | SAKMP: hash SHA

May 29 18: 01:54. 465: | SAKIVP: default group 1
May 29 18: 01:54. 465: | SAKIVP: auth pre-share

May 29 18:01:54.465: ISAKMP (0:1): atts are acceptable. Next payload is 0

May 29 18:01:54.465: CryptoEngi ne0: generate al g paraneter

May 29 18:01:54.637: CRYPTO ENG NE: Dh phase 1 status: 0

May 29 18:01:54.637: CRYPTO ENG NE: Dh phase 1 status: 0

May 29 18:01:54.637: | SAKWP (0:1): SA is doing pre-shared key authentication

May 29 18:01:54.637: | SAKWMP (1): SA is doing pre-shared key authentication using
id type 1D | Pv4_ADDR

May 29 18:01:54.641: | SAKWP (1): sending packet to 209.165.201.5 (1) MV _SA SETUP

May 29 18:01:54.805: | SAKWMP (1): received packet from 209.165.201.5 (1) MM _SA SETUP

May 29 18:01:54.805: | SAKWMP (0:1): processing KE payl oad. message ID =0

May 29 18:01:54.805: CryptoEngi ne0: generate al g paraneter

May 29 18:01:55.021: | SAKMP (0:1): processing NONCE payl oad. nmessa.!!!!

Success rate is 80 percent (4/5), round-trip mn/avg/ max = 20/ 21/ 24 s

brussel s#ge ID = 0

May 29 18:01:55.021: CryptoEngi ne0: create | SAKMP SKEYID for conn id 1

May 29 18:01:55.025: | SAKWP (0:1): SKEYID state generated



May 29 18:01:55.029: | SAKWP (0:1): processing vendor id payl oad
May 29 18:01:55.029: | SAKWP (0:1): speaking to another |OS box!
May 29 18:01:55.029: | SAKWP (1): |D payl oad

next - payl oad : 8

type 1
pr ot ocol : 17
port : 500
I ength : 8

May 29 18:01:55.029: | SAKWP (1): Total payload |ength: 12

May 29 18:01:55.029: CryptoEngi ne0: generate hnac context for conn id 1

May 29 18:01:55.033: | SAKWP (1): sending packet to 209.165.201.5 (1) MV _KEY_EXCH

May 29 18:01:55.049: | SAKWP (1): received packet from 209.165.201.5 (1) MM _KEY_EXCH

May 29 18:01:55.053: | SAKWMP (0:1): processing |ID payl oad. message ID =0

May 29 18:01:55.053: | SAKMP (0:1): processing HASH payl oad. nessage ID =0

May 29 18:01:55.053: CryptoEngi ne0: generate hnmac context for conn id 1

May 29 18:01:55.057: | SAKWP (0:1): SA has been authenticated with 209.165.201.5

!--- Phase 1 is completed and Phase 2 starts now. May 29 18:01:55.057: | SAKMP (0:1): begi nning
Qui ck Mbde exchange, M ID of -1809462101 May 29 18:01:55.061: CryptoEngi ne0: generate hmac
context for conn id 1 May 29 18:01:55.065: | SAKMP (1): sending packet to 209.165.201.5 (1)

QVLI DLE May 29 18:01:55.065: CryptoEngi ne0: clear dh number for conn id 1 May 29 18: 01:55. 337:

| SAKMP (1): received packet from 209.165.201.5 (1) QM IDLE May 29 18:01:55. 341: Crypt oEngi ne0O:
generate hmac context for conn id 1 May 29 18:01:55.345: | SAKMP (0: 1): processing SA payl oad.
nmessage | D = -1809462101 May 29 18: 01:55.345: | SAKWP (0:1): Checking | PSec proposal 1 May 29
18: 01: 55. 345: | SAKWP: transform 1, ESP_DES May 29 18: 01:55.345: | SAKMP: attributes in transform
May 29 18:01:55.345: | SAKVMP: encaps is 1 May 29 18:01:55.345: | SAKMP: SA life type in seconds
May 29 18:01:55.345: | SAKWMP: SA |ife duration (basic) of 3600 May 29 18:01:55.345: | SAKMP: SA
life type in kilobytes May 29 18:01:55.345: | SAKMP: SA life duration (VPI) of 0xO 0x46 0x50 0xO
May 29 18:01:55.349: | SAKWP: authenticator is HVAC-MD5 May 29 18:01:55.349: validate proposal O
May 29 18:01:55.349: ISAKMP (0:1): atts are acceptable.

May 29 18:01:55.349: | PSEC(validate_proposal _request): proposal part #1,

!--- After negotiating the attributes, IKE asks IPSec to !--- validate the proposal. (key eng.
neg.) dest= 209.165.201.5, src= 209.165.201.6, dest_proxy= 192.168. 10. 0/ 255. 255. 255. 0/ 0/ 0
(type=4), src_proxy= 10.48. 66. 0/ 255. 255. 254. 0/ 0/ 0 (type=4), protocol = ESP, transform= esp-des
esp-md5-hmac , |ifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 !--- spi is
still zero because SAs have not been set. May 29 18:01:55.353: validate proposal request 0 My
29 18:01:55.357: | SAKMP (0:1): processing NONCE payl oad. nmessage | D = -1809462101 May 29

18: 01: 55. 357: | SAKWP (0:1): processing | D payl oad. message | D = -1809462101 May 29 18:01:55. 357:
| SAKMP (0:1): processing |ID payl oad. nmessage | D = -1809462101 May 29 18:01:55. 357:

Crypt oEngi ne0: generate hmac context for conn id 1 May 29 18:01:55.361: ipsec allocate flow O
May 29 18:01:55.361: ipsec allocate flow O May 29 18:01:55.369: ISAKMP (0:1): Creating IPSec SAs

May 29 18:01:55. 369: i nbound SA from 209.165.201.5 to 209.165.201.6
(proxy 192.168.10.0 to 10.48.66.0)

May 29 18:01:55. 369: has spi 561973207 and conn_id 2000 and flags 4

May 29 18:01:55.373: lifetinme of 3600 seconds

May 29 18:01:55.373: lifetinme of 4608000 kil obytes

May 29 18:01:55. 373: out bound SA from 209.165.201.6 to 209.165.201.5
(proxy 10.48.66.0 to 192.168. 10.0)

May 29 18:01:55.373: has spi -910941209 and conn_id 2001 and flags 4

May 29 18:01:55.373: lifetinme of 3600 seconds

May 29 18:01:55.373: lifetinme of 4608000 kil obytes

May 29 18:01:55.377: | SAKMP (1): sending packet to 209.165.201.5 (1) QV.IDLE
May 29 18:01:55.377: | SAKMP (0:1): deleting node -1809462101 error FALSE reason ""
May 29 18:01:55.381: | PSEC(key_engine): got a queue event..
May 29 18:01:55.381: IPSEC(initialize_sas):
(key eng. nmsg.) dest= 209.165.201.6, src= 209.165.201.5,
dest _proxy= 10. 48. 66. 0/ 255. 255. 254. 0/ 0/ 0 (type=4),
src_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 3600s and 4608000kb
spi = 0x217F07D7(561973207), conn_id= 2000, keysize= 0, flags= Ox4
!--- IPSec SAs are now initialized and encrypted !--- communication can now take place. May 29
18: 01:55.381: IPSEC(initialize_sas): , (key eng. msg.) src= 209.165.201.6, dest= 209.165.201.5
src_proxy= 10. 48. 66. 0/ 255. 255. 254. 0/ 0/ 0 (type=4), dest_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0
(type=4), protocol = ESP, transform= esp-des esp-nd5-hmac , |ifedur= 3600s and 4608000kb, spi=



0xC9B423E7(3384026087), conn_id= 2001, keysize= 0, flags= Ox4 !--- IPSec SAs are now initialized
and encrypted !--- communication can now take place. May 29 18:01:55.385: |PSEC(create_sa): sa
created, (sa) sa_dest= 209.165.201.6, sa_prot= 50, sa_spi= 0x217F07D7(561973207), sa_trans= esp-
des esp-md5-hnmac , sa_conn_id= 2000 May 29 18:01:55.385: | PSEC(create_sa): sa created, (sa)
sa_dest = 209. 165. 201. 5, sa_prot= 50, sa_spi = 0xCOB423E7(3384026087), sa_trans= esp-des esp-nd5-

hmac , sa_conn_id= 2001 !--- Observe that two IPSec SAs are created. !--- Recollect that IPSec
SAs are bidirectional. brussel s# brussel s#show crypto isakmp sa

dst src state conn-id sl ot
209.165.201.5 209.165.201.6 QM.IDLE 1 0

brussel s#show crypto ipsec sa

interface: FastEthernet0/1
Crypto map tag: vpnmap, local addr. 209.165.201.6

|l ocal ident (addr/mask/prot/port): (10.48.66.0/255.255.254.0/0/0)

renote ident (addr/mask/prot/port): (192.168.10.0/255.255. 255.0/0/0)
current _peer: 209.165.201.5

PERM T, flags={origin_is_acl,}

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O, #pkts deconpress failed: 0O
#send errors 1, #recv errors O

| ocal crypto endpt.: 209.165.201.6, renpte crypto endpt.: 209.165.201.5
path mu 1500, nedia ntu 1500
current outbound spi: CO9B423E7

i nbound esp sas:

spi: 0x217F07D7(561973207)
transform esp-des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: vpnnap
sa timng: remaining key lifetime (k/sec): (4607998/3560)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: 0xC9B423E7(3384026087)
transform esp-des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: vpnnap
sa timng: remaining key lifetime (k/sec): (4607999/3560)
IV size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

brussel s#
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