Configuracion de IPSec Dinamico a Estatico de
Router a Router con NAT
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Introduccién

En esta configuracion de ejemplo, un router remoto recibe una direccion IP a través de parte de
PPP llamado IPCP (IP Control Protocol). El router remoto utiliza la direccion IP para conectar con
un router hub. Esta configuracion permite al router hub validar las conexiones dinamicas IPSec. El
router remoto utiliza la Traduccidn de direccion de red (NAT) para "unir" los dispositivos con
direccion privada de detras con la red de direccion privada que se encuentra tras el router hub. El
router remoto conoce el punto final y puede iniciar las conexiones al router hub. Pero el router hub
no conoce el punto final, asi que no puede iniciar las conexiones al router remoto.

En este ejemplo, dr_whoovie es el router remoto y sam-i-am es el router hub. Una lista de acceso
especifica qué trafico se cifrara, de modo que dr_whoovie sabe qué trafico cifrar y donde se
encuentra el extremo sam-i-am. El router remoto debe iniciar la conexion. Ambos lados estan
haciendo sobrecarga de NAT.

Prerequisites

Requirements

Este documento requiere una comprension basica del protocolo IPSec Si desea mas informacion
sobre IPSec, consulte Introduccion al encripcion de seguridad IP (IPSec).

Componentes Utilizados
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La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- Versidn 12.2(24a) del software del IOS® de Cisco
- Cisco 2500 Series Routers

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Convenciones

Consulte Convenciones de Consejos TécnicosCisco para obtener mas informacion sobre las
convenciones del documento.

Configurar

En esta seccidn encontrara la informacidn para configurar las funciones descritas en este
documento.

Nota: Use la Command Lookup Tool (sélo clientes registrados) para obtener mas informacién
sobre los comandos utilizados en este documento.

Diagrama de la red

En este documento, se utiliza esta configuracién de red:
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Configuraciones

En este documento, se utilizan estas configuraciones:

. sam-i-am
. dr whoovie

sam-i-am

Current configuration:

|

version 12.2

service tinestanps debug uptine

service tinestanps log up tinme

no service password-encryption

|

host nane sami-am

!

i p subnet-zero

!

!--- These are the IKE policies. crypto isakmp policy 1
!--- Defines an Internet Key Exchange (IKE) policy. !---
Use the crypto isakmp policy conmand !--- in gl obal
configuration nmode. !--- IKE policies define a set of
parameters to be used !--- during the | KE phase |

Internet

——

—
. “

50 100.100.100.11

. ‘ dr_whoovie

ED 10.1.1.1

10.1.1.0/24



negoti ati on

hash md5

authentication pre-share

!--- Specifies pre-shared keys as the authentication
method. crypto isakmp key ciscol23 address 0.0.0.0
0.0.0.0

!--- Configures a pre-shared authentication key, !---
used in global configuration mode. | !--- These are the
IPSec policies. crypto ipsec transform-set rtpset esp-
des esp-md5-hmac

!--- A transform set is an acceptable combination !---
of security protocols and algorithms. !--- This command
defines a transform set !--- that has to be matched on
the peer router. crypto dynamic-map rtpmap 10

!--- Use dynamic crypto maps to create policy templates
!--—- that can be used to process negotiation requests !-
-- for new security associations (SA) from a remote

IPSec peer, !--- even if you do not know all of the
crypto map parameters !--- required to communicate with
the remote peer, !--- such as the IP address of the

peer. set transform-set rtpset

!--- Configure IPSec to use the transform set "rtpset"”
!--—- that was defined previously. match address 115
!--- Assign an extended access list to a crypto map

entry !--- that is used by IPSec to determine which
traffic !--- should be protected by crypto and which
traffic !--- does not need crypto protection. crypto map

rtptrans 10 ipsec-isakmp dynamic rtpmap

!--- Specifies that this crypto map entry is to
reference !--- a preexisting dynamic crypto map. !
interface Ethernet0

ip address 10.2.2.3 255.255.255.0

no ip directed-broadcast

ip nat inside

l--- This indicates that the interface is connected to
the !--- inside network, which is subject to NAT
translation. no nop enabled ! interface Serial0

ip address 99.99.99.1 255.255.255.0

no ip directed-broadcast

ip nat outside

l--- This indicates that the interface is connected !--
- to the outside network. crypto map rtptrans

!--- Use the crypto map interface configuration conmand
I--- to apply a previously defined crypto map set to an
interface.

1

ip nat inside source route-map nonat interface Serial0
overload

!--- Except the private network from the NAT process. ip
cl assl ess ip route 0.0.0.0 0.0.0.0 Serial0

no ip http server

!

access-list 115 permit ip 10.2.2.0 0.0.0.255 10.1.1.0
0.0.0.255

access-list 115 deny ip 10.2.2.0 0.0.0.255 any

!--- Include the private-network-to-private-network
traffic !--- in the encryption process. access-list 120
deny ip 10.2.2.0 0.0.0.255 10.1.1.0 0.0.0.255
access-list 120 permit ip 10.2.2.0 0.0.0.255 any

! --- Except the private network from the NAT process.
route-map nonat permit 10

match ip address 120




line con O

transport input none
line aux O

line vty 0 4

password ww

| ogin

!
end

dr_whoovie

Current configuration

!

version 12.2

service tinestanps debug uptine

service tinestanps |og uptine

no service password-encryption

!

host nane dr _whoovi e

!

i p subnet-zero

!

!-—-- These are the IKE policies. crypto isakmp policy 1
!--- Defines an Internet Key Exchange (IKE) policy. !---

Use the crypto isakmp policy command !--- in gl oba
configuration nmode. !--- IKE policies define a set of
parameters to be used !--- during the | KE phase |

negoti ati on

hash md5

authentication pre-share

!--- Specifies pre-shared keys as the authentication
method. crypto isakmp key ciscol23 address 99.99.99.1
!--- Configures a pre-shared authentication key, !---
used in global configuration mode. ! !--- These are the
IPSec policies. crypto ipsec transform-set rtpset esp-
des esp-md5-hmac

!--- A transform set is an acceptable combination !---

of security protocols and algorithms. !--- This command
defines a transform set !--- that has to be matched on
the peer router. ! crypto map rtp 1 ipsec-isakmp

!--- Creates a crypto map and indicates that IKE will be
used !--- to establish the IPSec SAs for protecting !---
the traffic specified by this crypto map entry. set peer
99.99.99.1

!--- Use the set peer conmand to specify an | PSec peer
inacrypto map entry.

set transform-set rtpset

!--- Configure IPSec to use the transform set "rtpset"
!--—- that was defined previously. match address 115
!--- Include the private-network-to-private-network
traffic !--- in the encryption process. ! interface
Ethernet0

ip address 10.1.1.1 255.255.255.0

no ip directed-broadcast

ip nat inside

!--- This indicates that the interface is connected to
the !--- inside network, which is subject to NAT
translation. no nmop enabled ! interface Serial0

ip address negotiated

!--- Specifies that the IP address for this interface !-




-- 1s obtained via PPP/IPCP address negotiation. !---
This example was set up in a lab with an IP address !---
assigned with IPCP. no ip directed-broadcast ip nat
outside

!--- This indicates that the interface is connected !---
to the outside network. encapsul ation ppp no ip nroute-
cache no ip route-cache crypto map rtp

!--- Use the crypto map interface configuration conmand
l--- to apply a previously defined crypto map set to an
i nterface.

ip nat inside source route-map nonat interface Serial0
overload

!--- Except the private network from the NAT process. ip
classless ip route 0.0.0.0 0.0.0.0 Serial0 no ip http
server ! access-list 115 permit ip 10.1.1.0 0.0.0.255
10.2.2.0 0.0.0.255
access-list 115 deny ip 10.1.1.0 0.0.0.255 any

!--- Include the private-network-to-private-network
traffic !--- in the encryption process. access-list 120
deny ip 10.1.1.0 0.0.0.255 10.2.2.0 0.0.0.255
access-list 120 permit ip 10.1.1.0 0.0.0.255 any

!--- Except the private network from the NAT process.
dialer-list 1 protocol ip permt dialer-list 1 protoco
i px permt route-map nonat permit 10

match ip address 120

1

line con O

transport input none

line aux 0

line vty 0 4

password ww

| ogin

!

end

Verificacion

En esta seccidn encontrara informacion que puede utilizar para confirmar que su configuracion
esté funcionando correctamente.

La herramienta Output Interpreter (s6lo para clientes registrados) permite utilizar algunos
comandos “show” y ver un analisis del resultado de estos comandos.

- ping —Se utiliza para diagnosticar la conectividad basica de la redEste ejemplo muestra un
ping de la interfaz Ethernet 10.1.1.1 en dr_whoovie a la interfaz Ethernet 10.2.2.3 en sam-i-

am.
dr _whoovi e# ping
Protocol [ip]:

Target | P address: 10.2.2.3

Repeat count [5]:

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 10.1.1.1
Type of service [0]:

Set DF bit in IP header? [no]:
Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:
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Sweep range of sizes [n]:
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 10.2.2. 3,
timeout is 2 seconds
Packet sent with a source address of 10.1.1.1
Success rate is 100 percent (5/5),
round-trip mn/avg/ max = 36/38/40 ns

- show crypto ipsec sa —Muestra las asociaciones de seguridad de fase 2 (SA).
- show crypto isakmp sa —Muestra las SA de la fase 1.

Ejemplo de Salida

Este resultado es del comando show crypto ipsec sa ejecutado en el router hub.

santi - an¥# show crypto ipsec sa

interface: SerialO
Crypto map tag: rtptrans, local addr. 99.99.99.1

local ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current _peer: 100.100. 100.1
PERM T, flags={}
#pkts encaps: 6, #pkts encrypt: 6, #pkts digest 6
#pkts decaps: 6, #pkts decrypt: 6, #pkts verify 6
#pkts conpressed: 0, #pkts deconpressed: O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O

local crypto endpt.: 99.99.99.1, remote crypto endpt.: 100.100.100.1
path mtu 1500, ip ntu 1500, ip nu interface SerialO
current outbound spi: 52456533

inbound esp sas:

spi: 0x6462305C(1684156508)
transform esp-des esp-nd5- hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: rtptrans
sa timng: remaining key lifetime (k/sec): (4607999/3510)
IV size: 8 bytes
replay detection support: Y

i nbound ah sas:
i nbound pcp sas:

outbound esp sas:

spi: 0x52456533(1380279603)
transform esp-des esp-nd5- hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: rtptrans
sa timng: remaining key lifetime (k/sec): (4607999/3510)
1V size: 8 bytes
replay detection support: Y

out bound ah sas:

out bound pcp sas:
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Este comando muestra las SAs IPSec que se construyen entre los dispositivos peer. El tunel
cifrado conecta la interfaz 100.100.100.1 en dr_whoovie y la interfaz 99.99.99.1 en sam-i-am. Este
tunel transporta el trafico que va entre las redes 10.2.2.3 y 10.1.1.1. Dos SA de carga de
seguridad de encapsulacion (ESP) se generan de entrada y de salida. El tunel se establece
aunque sam-i-am no conoce la direccion IP del peer (100.100.100.1). Las SA del encabezado de
autenticacion (AH) no se utilizan porque no hay AH configurado.

Estos ejemplos de salidas muestran que la interfaz serial 0 en dr_whoovie recibe una direccion IP
de 100.100.100.1 a través de IPCP.

- Antes de que se negocie la direccion IP:

dr _whoovi e#show interface serial0

Serial0 is up, line protocol is up
Har dware i s HD64570
Internet address will be negotiated using IPCP
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on PPP, | oopback not set

- Después de negociar la direccion IP:

dr _whoovi e#show interface serial0

Serial0 is up, line protocol is up
Har dware i s HD64570
Internet address is 100.100.100.1/32
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec

reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on PPP, | oopback not set

Este ejemplo se configurd en un laboratorio con el comando peer default ip address para asignar
una direccién IP en el extremo remoto de la interfaz serial 0 en dr_whoovie. El conjunto IP se
define con el comando ip local pool en el extremo remoto.

Troubleshoot

En esta seccidon encontrara informacién que puede utilizar para solucionar problemas de
configuracion.

Comandos para resolucién de problemas

La herramienta Output Interpreter Tool (clientes registrados solamente) (OIT) soporta ciertos
comandos show. Utilice la OIT para ver un analisis del resultado del comando show.

Nota: Consulte Informacién Importante sobre Comandos Debug antes de utilizar los comandos
debug.

- depuracion crypto ipsec — Muestra los IPSec Negotiations de la Fase 2.

- debug crypto isakmp —muestra las negociaciones de fase 1 del protocolo Asociacién de
seguridad en Internet y administracion de claves (ISAKMP).

- debug crypto engine — muestra el trafico codificado.

- debug ip nat detailed —(Opcional) Verifica el funcionamiento de la funcion NAT al mostrar
informacion sobre cada paquete que el router traduce.Precaucién: Este comando genera una
gran cantidad de resultados. Utilice este comando solo cuando el trafico en la red IP sea bajo.

- clear crypto isakmp —Borra las SA relacionadas con la fase 1.
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. clear crypto sa —Borra las SA relacionadas con la fase 2.
. clear ip nat translation —Borra las traducciones NAT dinamicas de la tabla de traduccion.

Informacion Relacionada

. Pagina de soporte de IPSec
- Soporte Técnico - Cisco Systems
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