Como Configurar la Autenticacion de Layer 2
Tunnel Protocol con TACACS+
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Introduccién

Este documento describe como configurar el protocolo de tunel de capa 2 (L2TP) con TACACS+.
Incluye configuraciones de ejemplo para servidores TACACS+ del concentrador de acceso L2TP
(LAC), servidores TACACS+ del servidor de red L2TP (LNS) y routers.

Prerequisites

Requirements

No hay requisitos especificos para este documento.

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.



. Dos routers Cisco 2511
- Version 12.0(2)T del software del I0S de Cisco
. Cisco Secure UNIX, Cisco Secure Windows o TACACS+ Freeware

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Convenciones

Para obtener mas informacién sobre las convenciones del documento, consulte Convenciones de
Consejos Técnicos de Cisco.

Configurar

En esta seccidn encontrara la informacidn para configurar las funciones descritas en este
documento.

Nota: Para encontrar informacion adicional sobre los comandos usados en este documento, utilice
la Command Lookup Tool (sélo clientes registrados) .

Diagrama de la red

Este documento utiliza la configuracion de red que se muestra en el siguiente diagrama.
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Configuraciones del servidor TACACS+

Configuraciéon de LAC - Cisco Secure UNIX
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# ./ViewProfile -p 9900 -u rtp.cisco.comuser = rtp.cisco.conf
servi ce=ppp {

prot ocol =vpdn {

set tunnel -type=l2tp

set tunnel -id=rtp_tunnel

set ip-addresses="10.31. 1. 56"

}

}

}

# ./ViewProfile -p 9900 -u rtp_tunnel
user = rtp_tunnel {

password = chap "FGH J"

servi ce=ppp {

protocol =l cp {

}

protocol =i p {

}

}

}
Configuracién de LNS - Cisco Secure UNIX

# ./ViewProfile -p 9900 -u janedoe@t p. ci sco.com
user = janedoe@tp. ci sco. con{

password = chap "rtprul es"

servi ce=ppp {

protocol =l cp {

}

protocol =ip {

}

}

}
# ./ViewProfile -p 9900 -u ABCDE

user = ABCDE{

password = chap "FGH J"
servi ce=ppp {

protocol =l cp {

}

protocol =ip {

}

}

}
Configuracién de LAC - Cisco Secure Windows

Complete estos pasos para configurar LAC en una Cisco Secure Windows:

1. Configure el usuario rtp_tunnel como usuario PPP normal (contrasefa y/o contrasena CHAP
en la configuracién de usuario).
2. Coloque el usuario en group_1 y verifique el servicio PPP/IP. Marque PPP/LCP si se
muestra esa casilla.
. Configure el usuario rtp.cisco.com. La contrasefna es "no importa".
4. Si algunas opciones no se muestran en Group Settings, vaya a Interface Configuration y
seleccione las casillas para que aparezcan.

w



5. Coloque el usuario en group_2 y verifique el servicio PPP/VPDN. El tunnel-id es rtp_tunnel,
la lista de direcciones ip es 10.31.1.56, y en el cuadro de atributos personalizados
rectangulares debajo, escriba tunnel-type=I12tp.

Configuracién de LNS - Cisco Secure Windows

Complete estos pasos para configurar LNS para Cisco Secure Windows:

1. Configure los usuarios '"ABCDE' y 'janedoe@rtp.cisco.com' como usuarios PPP normales
(contrasena y/o contrasefia CHAP en la configuracion del usuario).

2. Coloque los usuarios en group_3 y verifique el servicio PPP/IP. Marque PPP/LCP si se
muestra esa casilla.

Configuracién de LAC TACACS+ Freeware

user = rtp.cisco.com {

service = ppp protocol = vpdn {
tunnel -type = | 2tp

tunnel -id = rtp_tunne

i p-addresses = "10.31.1.56"

}

}

user = rtp_tunnel {

chap = cleartext "FCGH J"
service = ppp protocol =ip {
default attribute = pernit

}

}

Configuraciéon de LNS TACACS+ Freeware

key = "cisco"

user = janedoe@tp. cisco.com{
chap = cleartext "rtprul es"”
service = ppp protocol = ip {

default attribute = permt

}
}

user = ABCDE {

chap = cleartext "FCH J"
service = ppp protocol = ip {
default attribute = permt

}

}

Configuracion del router

Configuracion del router LAC

version 12.0
service tinmestanps debug datetine
service tinmestanps | og uptine




no service password-encryption
|

host nane LAC
|
aaa new node

aaa aut hentication ppp default if-needed tacacs+

aaa aut horization network default tacacs+

aaa accounting network default start-stop tacacs+
enabl e secret level 7 5 $1$D0 3K$9j kyuJR6fJV2JO./ Q 0l C1
enabl e password ww

|
usernane john password 0 doe
i p subnet-zero

no i p domai n-1ookup

|
vpdn enabl e
|
vpdn search-order domain
|
i nterface LoopbackO

no i p address

no i p directed-broadcast
|
interface EthernetO

i p address 10.31.1.144 255.255.255.0
no i p directed-broadcast

|
interface SerialO

no i p address

no i p directed-broadcast
no i p nroute-cache

shut down

|
interface Seriall

no i p address

no i p directed-broadcast

shut down

|

interface Asyncl

i p unnunbered EthernetO

no i p directed-broadcast

i p tcp header-conpression passive
encapsul ati on ppp

async node dedi cated

peer default ip address pool default

ppp aut hentication chap

|

ip local pool default 10.5.5.5 10.5.5.50
ip classless

iproute 0.0.0.0 0.0.0.0 10.31.1.1

|

tacacs-server host 171.68.118. 106
tacacs-server key cisco

|

line con O

transport input none

line 1

exec-timeout 0 O

aut osel ect during-1ogin

aut osel ect ppp

nodem Di al i n

transport preferred none

transport output none

speed 38400




flowcontrol hardware
line 2 16
nmodem | nCut
transport input al
speed 38400

fl owcontrol hardware
line aux O

line vty 0 4
password VWV

|

end

Configuracion del router LNS

version 12.0

servi ce tinmestanps debug datetine

service tinestanps |og uptine

no service password-encryption

|

host nane LNS

|

aaa new node

aaa aut hentication ppp default if-needed tacacs+
aaa aut horization network default tacacs+

aaa accounting network default start-stop tacacs+
enabl e secret 5 $1$wf M $i xUDhwryhnsv. 87. kr pZ1
enabl e password WN

|
usernane john password 0 doe
i p subnet-zero

no i p domai n-1ookup

vpdn enabl e

!

vpdn-group 1

accept dialin I2tp virtual-tenplate 1 renote rtp_tunne
| ocal name ABCDE

!
interface EthernetO

i p address 10.31.1.56 255.255.255.0
no i p directed-broadcast

!
interface Virtual - Tenpl atel

i p unnunbered EthernetO

no i p directed-broadcast

peer default ip address pool default
ppp aut hentication chap

!
interface SerialO

no i p address

no i p directed-broadcast
no i p nroute-cache

shut down

!
interface Seriall

no i p address

no i p directed-broadcast
shut down

!
interface Asyncl

i p unnunbered EthernetO
no i p directed-broadcast




i p tcp header-conpression passive
encapsul ati on ppp

async node dedi cated

peer default ip address pool setup_poo
ppp aut hentication chap pap

ip local pool default 10.6.1.1 10.6.1.2
ip classless

iproute 0.0.0.0 0.0.0.0 10.31.1.1

|
tacacs-server host 171.68.118.101
tacacs-server key cisco

|
line con O

transport input none
line 1 8

aut osel ect during-1ogin
aut osel ect ppp

nodem Di al i n

speed 115200

fl owcontrol hardware
line aux 0

line vty 0 4

password VWV

|
end

Verificacion

Salida del comando show de ambos routers

En esta seccidn encontrara informacion que puede utilizar para confirmar que su configuracion
esté funcionando correctamente.

La herramienta Output Interpreter (s6lo para clientes registrados) permite utilizar algunos
comandos “show” y ver un analisis del resultado de estos comandos.

Router LAC

LACH#show vpdn session
L2TP Session Information (Total tunnel s=1 sessions=1)

LocID Rem D TunlD Intf Usernane State Last Chg
11 76 Asl janedoe@tp.c est 00:00: 32

% No active L2F tunnels
LACH#show vpdn tunnel
L2TP Tunnel Information (Total tunnel s=1 sessions=1)

Locl D Rem D Renbte Nane State Renpte Address Port Sessions
76 58 ABCDE est 10.31.1.56 1701 1


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

% No active L2F tunnels

Router LNS

LNSt#show vpdn session
L2TP Session Information (Total tunnel s=1 sessions=1)

Locl D Rem D TunlD Intf Usernane State Last Chg
11 58 Vil janedoe@tp.c est 00:01:55

% No active L2F tunnels
LNS#show vpdn tunnel
L2TP Tunnel Information (Total tunnel s=1 sessions=1)

Locl D Reml D Renpte Nanme State Renbte Address Port Sessions
58 76 rtp_tunnel est 10.31.1.144 1701 1

% No active L2F tunnels

Salida de show version de ambos routers

LAC#show version

Cisco Internetwork Operating System Software

10S (tm) 2500 Software (C2500-1S-L), Version 12.0(2)T, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-1998 by cisco Systens, Inc.

Conpi | ed Wed 09- Dec-98 02: 31 by dschwart

I mage text-base: 0x030403B0, data-base: 0x00001000

ROM System Bootstrap, Version 11.0(10c), SOFTWARE
BOOTFLASH: 3000 Bootstrap Software (1GS-BOOT-R), Version 11.0(10c), RELEASE SOFTWARE (fc1)

LAC uptime is 20 hours, 22 minutes
Systemrestarted by reload at 16:13:55 UTC Fri Jan 29 1999
Systeminmage file is "flash:c2500-is-1.120-2.T"

ci sco 2511 (68030) processor (revision M w th 14336K/2048K bytes of nenory.
Processor board I D 07041186, with hardware revi sion 00000000

Bri dgi ng software.

X. 25 software, Version 3.0.0.

1 Ethernet/| EEE 802.3 interface(s)

2 Serial network interface(s)

16 terminal |ine(s)

32K bytes of non-volatile configuration nmenory.

16384K bytes of processor board System flash (Read ONLY)

Configuration register is 0x2102

‘Lo que puede salir mal — mala depuracién desde LAC’

Esta salida de depuracion incluye comentarios sobre donde se detiene la secuencia cuando el
router esta mal configurado.

LAC#show debug

General OCS:

AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on
AAA Accounting debugging is on
VPN:



L2X protocol events debugging is on

L2X protocol errors debugging is on

VPDN events debugging is on

VPDN errors debugging is on

VTEMPLATE:

Vi rtual Tenpl ate debugging is on

LACH

Jan 30 12:17:09: Asl AAA/ AUTHOR/ FSM (0): LCP succeeds trivially

20:03: 18: 9%. NK- 3- UPDOMN: | nterface Asyncl, changed state to up

Jan 30 12:17:09: Asl VPDN: Looking for tunnel -- rtp.cisco.com--

Jan 30 12:17:09: AAA: parse nane=Asyncl idb type=10 tty=1

Jan 30 12:17:09: AAA: nanme=Asyncl flags=0x11l type=4 shel f=0 sl ot=0 adapter=0

port=1 channel =0

Jan 30 12:17:09: AAA/ AUTHEN: create_user (0x278B90) user='rtp.cisco.comn
ruser='""' port="Asyncl’

rem addr="" aut hen_t ype=NONE servi ce=LOG N priv=0

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN (898425447): Port='"Asyncl'
list="default' service=NET

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: (898425447) user='rtp.cisco.com

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: (898425447) send AV servi ce=ppp

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: (898425447) send AV protocol =vpdn

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN (898425447) found list "default”

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: (898425447) Met hod=TACACS+

Jan 30 12:17:09: AAA/ AUTHOR/ TAC+: (898425447): user=rtp.cisco.com

Jan 30 12:17:09: AAA/ AUTHOR/ TAC+: (898425447): send AV servi ce=ppp

Jan 30 12:17:09: AAA/ AUTHOR/ TAC+: (898425447): send AV protocol =vpdn

Jan 30 12:17:09: TAC+: (898425447): received author response status = PASS_ADD

Jan 30 12:17:09: AAA/ AUTHOR (898425447): Post authorization status = PASS_ADD

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: Processi ng AV servi ce=ppp

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: Processi ng AV protocol =vpdn

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: Processing AV tunnel -type=l2tp

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: Processing AV tunnel -id=rtp_tunnel

!--- If the wrong tunnel termination IP address !--- is in the profile: Jan 30 12:56:30:

AAA/AUTHOR/VPDN: Processing AV ip-addresses=1.1.1.1

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: Processing AV ip-addresses=10. 31. 1. 56

Jan 30 12:17:09: Asl VPDN: Get tunnel info for rtp.cisco.comwth LAC
rtp_tunnel, IP 10.31.1.56

Jan 30 12:17:09: AAA/ AUTHEN: free_user (0x278B90) user='rtp.cisco.com

ruser= port="Asyncl'
rem addr="" aut hen_t ype=NONE servi ce=LOG N priv=0
!-—- If the wrong tunnel termination IP !--- address is in the profile: Jan 30 12:56:30: Asl
VPDN: Forward to address 1.1.1.1
!--- The connection eventually drops on this end and no !--- debug is seen on the other end. Jan

30 12:17:09: Asl VPDN: Forward to address 10.31.1.56 Jan 30 12:17:09: Asl VPDN: Forwarding...
Jan 30 12:17:09: AAA: parse nane=Asyncl idb type=10 tty=1 Jan 30 12:17:09: AAA: nanme=Asyncl
flags=0x11 type=4 shel f=0 sl ot=0 adapter=0 port=1 channel =0 Jan 30 12:17:09: AAA/ AUTHEN:
create_user (0x22CDEC) user='janedoe@tp.cisco.com ruser=""' port="Asyncl' rem addr="async'

aut hen_t ype=CHAP servi ce=PPP priv=1 Jan 30 12:17:09: Asl VPDN: Bind interface direction=1 Jan 30
12:17:09: Tnl/d 74/1 L2TP: Session FS enabled Jan 30 12:17:09: Tnl/C 74/ 1 L2TP: Session state
change fromidle to wait-for-tunnel Jan 30 12:17:09: Asl 74/1 L2TP: Create session Jan 30
12:17:09: Tnl 74 L2TP. SM State idle Jan 30 12:17:09: Tnl 74 L2TP: O SCCRQ Jan 30 12:17:09: Tnl
74 L2TP: Tunnel state change fromidle to wait-ctl-reply Jan 30 12:17:09: Tnl 74 L2TP: SM State
wait-ctl-reply Jan 30 12:17:09: Asl VPDN: janedoe@tp.cisco.comis forwarded Jan 30 12:17:10:
Tnl 74 L2TP: | SCCRP from ABCDE Jan 30 12:17:10: Tnl 74 L2TP: Got a challenge fromrenote peer,
ABCDE Jan 30 12:17:10: AAA: parse nane= idb type=-1 tty=-1 Jan 30 12:17:10: AAA/ AUTHEN:
create_user (0x23232C) user='rtp_tunnel' ruser="' port=""' rem.addr="" authen_type=CHAP

servi ce=PPP priv=1 Jan 30 12:17:10: AAA/ AUTHEN START (1598999635): port="'"' list="default’

act i on=SENDAUTH servi ce=PPP Jan 30 12:17:10: AAA/ AUTHEN START (1598999635): found list default
Jan 30 12:17:10: AAA/ AUTHEN (1598999635): status = UNKNOMWN Jan 30 12:17:10: AAA/ AUTHEN START
(1598999635): Met hod=TACACS+ Jan 30 12:17:10: TAC+: send AUTHEN START packet ver=193

i d=1598999635 Jan 30 12:17:10: TAC+: ver=192 id=1598999635 recei ved AUTHEN status = ERROR Jan 30
12:17:10: AAA: parse name= idb type=-1 tty=-1 Jan 30 12:17:10: AAA/ AUTHEN: create_user
(0x232470) user='rtp_tunnel' ruser=""' port="' remaddr=""' authen_type=CHAP servi ce=PPP priv=1
Jan 30 12:17:10: TAC+: ver=192 id=3400389836 received AUTHEN status = PASS Jan 30 12:17:10:



AAA/ AUTHEN: free_user (0x232470) user='rtp_tunnel' ruser="" port="' rem.addr=""' authen_type=CHAP
servi ce=PPP priv=1 Jan 30 12:17:10: AAA/ AUTHEN (1598999635): status = PASS Jan 30 12:17:10:

AAA/ AUTHEN: free_user (0x23232C) user='rtp_tunnel' ruser="" port="' rem.addr=""' authen_type=CHAP
servi ce=PPP priv=1l !--- Change the CHAP passwords. The password rtp_tunnel !--- in the LAC
TACACS+ users' file does not match the !--- password for "local name ABCDE" from the router !---
in the LNS TACACS+ users' file: Jan 30 13:24:23: Tnl 88 L2TP: Tunnel Authentication fails for
ABCDE

Jan 30 13:24:23: Tnl 88 L2TP: Expected 7C959CA96ClE4AAA68BB3D481249488B

Jan 30 13:24:23: Tnl 88 L2TP: Got E4118FB4C8C4467EA4BF8872276C20B2

Jan 30 12:17:10: Tnl 74 L2TP: Got a response fromrenote peer, ABCDE
Jan 30 12:17:10: AAA: parse nane= idb type=-1 tty=-1
Jan 30 12:17:10: AAA/ AUTHEN: create_user (0x22FBA4) user='rtp_tunnel"’

ruser='"' port=""
rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1
Jan 30 12:17:10: AAA/ AUTHEN START (2964849625): port=""' I|ist="default’

acti on=SENDAUTH ser vi ce=PPP

Jan 30 12:17:10: AAA/ AUTHEN START (2964849625): found |ist default

Jan 30 12:17:10: AAA/ AUTHEN (2964849625): status = UNKNOWN

Jan 30 12:17:10: AAA/ AUTHEN START (2964849625): Met hod=TACACS+

Jan 30 12:17:10: TAC+: send AUTHEN START packet ver=193 i d=2964849625

20: 03: 20: 9%. NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Asyncl,

changed state to up

Jan 30 12:17:11: TAC+: ver=192 id=2964849625 recei ved AUTHEN status = ERROR

Jan 30 12:17:11: AAA: parse nane= idb type=-1 tty=-1

Jan 30 12:17:11: AAA/ AUTHEN: create_user (0x22FC8C) user='rtp_tunnel'’
ruser="" port=""

rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:11: Asl 74/1 L2TP: Discarding data packet because tunnel is not open

Jan 30 12:17:11: Asl 74/1 L2TP: Discarding data packet because tunnel is not open

Jan 30 12:17:11: TAC+: ver=192 id=1474818051 recei ved AUTHEN status = PASS

Jan 30 12:17:11: AAA/ AUTHEN: free_user (0x22FC8C) user='rtp_tunnel' ruser=""'
port=""

rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:11: AAA/ AUTHEN (2964849625): status = PASS

Jan 30 12:17:11: AAA/ AUTHEN: free_user (Ox22FBA4) user='rtp_tunnel' ruser=""'
port=""

rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:11: Tnl 74 L2TP: Tunnel Authentication success

Jan 30 12:17:11: Tnl 74 L2TP: Tunnel state change fromwait-ctl-reply to
establ i shed

Jan 30 12:17:11: Tnl 74 L2TP: O SCCCN to ABCDE tnlid 56

Jan 30 12:17:11: Tnl 74 L2TP: SM State established

Jan 30 12:17:11: Asl 74/1 L2TP: O I CRQ to ABCDE 56/0

Jan 30 12:17:11: Asl 74/1 L2TP: Session state change fromwait-for-tunnel
to wait-reply

Jan 30 12:17:11: Tnl 74 L2TP: Dropping old CM Ns 0, expected 1

Jan 30 12:17:11: Asl 74/1 L2TP: O ICCN to ABCDE 56/1

Jan 30 12:17:11: Asl 74/1 L2TP: Session state change fromwait-reply to
establ i shed

LACH

Lo que puede salir mal — Mala depuracién desde LNS

Esta salida de depuracion incluye comentarios sobre donde se detiene la secuencia cuando el
router esta mal configurado.

LNS#show debug

CGeneral OCS:

AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on
AAA Accounting debugging is on



VPN:

L2X protocol events debugging is on

L2X protocol errors debugging is on

VPDN events debugging is on

VPDN errors debugging is on

VTEMPLATE:

Vi rtual Tenpl ate debugging is on

LNS#

Jan 30 12:17:09: L2TP: | SCCRQ fromrtp_tunnel tnl 74
Jan 30 12:17:09: Tnl 56 L2TP: New tunnel created for renote rtp_tunnel,
address 10.31.1. 144

!--- Instead of the LAC sending the "rtp_tunnel" !--- (see the user profile on the TACACS+
server), it sends "junk". !--- We are expecting "rtp_tunnel" as in "accept dialin 12tp !---
virtual-template 1 remote rtp tunnel" in this configuration: Jan 30 13:05:16: L2TP: I SCCRQ from
junk tnl 81

Jan 30 13:05:16: L2X: Never heard of junk

Jan 30 13:05:16: L2TP: Could not find info block for junk

Jan 30 12:17:09: Tnl 56 L2TP: Got a challenge in SCCRQ rtp_tunnel

Jan 30 12:17:09: AAA: parse nane= idb type=-1 tty=-1

Jan 30 12:17:09: AAA/ AUTHEN: create_user (0x21F6D0) user =" ABCDE

ruser='""' port=""
rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1
Jan 30 12:17:09: AAA/ AUTHEN START (3194595626): port=""' list="default’

acti on=SENDAUTH ser vi ce=PPP
Jan 30 12:17:09: AAA/ AUTHEN START (3194595626): found |ist default
Jan 30 12:17:09: AAA/ AUTHEN (3194595626): status = UNKNOWN
Jan 30 12:17:09: AAA/ AUTHEN START (3194595626): Met hod=TACACS+
Jan 30 12:17:09: TAC+: send AUTHEN START packet ver=193 i d=3194595626
Jan 30 12:17:09: TAC+: ver=192 id=3194595626 received AUTHEN status = ERROR
Jan 30 12:17:09: AAA: parse nane= idb type=-1 tty=-1
Jan 30 12:17:09: AAA/ AUTHEN: create_user (0x2281AC) user='ABCDE' ruser="' port=""
rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1
Jan 30 12:17:09: TAC+: ver=192 id=3639011179 recei ved AUTHEN status = PASS
Jan 30 12:17:09: AAA/ AUTHEN: free_user (0x2281AC) user='ABCDE ruser='' port=""
rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1
Jan 30 12:17:09: AAA/ AUTHEN (3194595626): status = PASS
Jan 30 12:17:09: AAA/ AUTHEN: free_user (O0x21F6D0) user='ABCDE ruser='' port=""
rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1
Jan 30 12:17:09: Tnl 56 L2TP: O SCCRP to rtp_tunnel tnlid 74
Jan 30 12:17:09: Tnl 56 L2TP: Tunnel state change fromidle to wait-ctl-reply
Jan 30 12:17:10: Tnl 56 L2TP: O Resend SCCRP, flg TLF, ver 2, len 152,
tnl 74, cIl 0, ns 0, nr 1
Jan 30 12:17:10: Tnl 56 L2TP: | SCCCN fromrtp_tunnel tnl 74
Jan 30 12:17:10: Tnl 56 L2TP: Got a Chall enge Response in SCCCN fromrtp_tunnel
Jan 30 12:17:10: AAA: parse nane= idb type=-1 tty=-1
Jan 30 12:17:10: AAA/ AUTHEN: create_user (0x227F3C) user='ABCDE' ruser="' port=""
rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1
Jan 30 12:17:10: AAA/ AUTHEN STARTTransl ating "rtp. cisco. cont
(4117701992): port=""' list="default' acti on=SENDAUTH ser vi ce=PPP
Jan 30 12:17:10: AAA/ AUTHEN START (4117701992): found list default
Jan 30 12:17:10: AAA/ AUTHEN (4117701992): status = UNKNOWN
Jan 30 12:17:10: AAA/ AUTHEN START (4117701992): Met hod=TACACS+
Jan 30 12:17:10: TAC+: send AUTHEN START packet ver=193 i d=4117701992
Jan 30 12:17:11: TAC+: ver=192 id=4117701992 recei ved AUTHEN status = ERROR
Jan 30 12:17:11: AAA: parse nane= idb type=-1 tty=-1
Jan 30 12:17:11: AAA/ AUTHEN: create_user (0x228E68) user='ABCDE ruser="' port=""
rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1
Jan 30 12:17:11: TAC+: ver=192 id=2827432721 recei ved AUTHEN status = PASS
Jan 30 12:17:11: AAA/ AUTHEN: free_user (0x228E68) user='ABCDE ruser='' port=""
rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1
Jan 30 12:17:11: AAA/ AUTHEN (4117701992): status = PASS
Jan 30 12:17:11: AAA/ AUTHEN: free_user (0x227F3C) user='ABCDE ruser='' port=""
rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1



Jan 30 12:17:11: Tnl 56 L2TP: Tunnel Authentication success

Jan 30 12:17:11: Tnl 56 L2TP: Tunnel state change fromwait-ctl-reply
to established

Jan 30 12:17:11: Tnl 56 L2TP: SM State established

Jan 30 12:17:11: Tnl 56 L2TP: | ICRQ fromrtp_tunnel tnl 74

Jan 30 12:17:11: Tnl/Cd 56/1 L2TP: Session FS enabl ed

Jan 30 12:17:11: Tnl/d 56/1 L2TP: Session state change fromidle to
wai t - f or - t unnel

Jan 30 12:17:11: Tnl/C 56/1 L2TP: New sessi on created

Jan 30 12:17:11: Tnl/d 56/1 L2TP: OICRP to rtp_tunnel 74/1

Jan 30 12:17:11: Tnl/d 56/1 L2TP: Session state change fromwait-for-tunnel
to wait-connect

Jan 30 12:17:11: Tnl/d 56/1 L2TP: | ICCN fromrtp_tunnel tnl 74, cl 1

Jan 30 12:17:11: Tnl/d 56/1 L2TP: Session state change from wait-connect
to established

Jan 30 12:17:11: Vil VTEMPLATE: Reuse Vil, recycle queue size O

Jan 30 12:17:11: Vi1l VIEMPLATE: Hardware address 00e0. 1e68. 942c

Jan 30 12:17:11: Vil VPDN: Virtual interface created for janedoe@tp.cisco.com

Jan 30 12:17:11: Vil VPDN: Set to Async interface

Jan 30 12:17:11: Vil VPDN: Clone from Vtenplate 1 filterPPP=0 bl ocki ng

Jan 30 12:17:11: Vil VTEMPLATE: Has a new cl onebl k vtenplate, now it has
vtenpl ate

Jan 30 12:17:11: Vil VTEMPLATE: *******kkkkss (] ONE VACCESSL *** %% %%k ko ook o o

Jan 30 12:17:11: Vil VTEMPLATE: C one from Virtual - Tenpl atel

interface Virtual - Accessl

default ip address

no i p address

encap ppp

i p unnunber ed EthernetO

peer default ip address pool default

ppp aut hentication chap

i p unnum et hernet 0

peer def ip address pool default

ppp aut hen chap

end

Jan 30 12:17:12: janedoe@tp.cisco.com56/1 L2TP: Session with no hw db
20:12:14: 9% NK-3- UPDOMN: I nterface Virtual - Accessl, changed state to up

Jan 30 12:17:13: Vil AAA/AUTHOR/ FSM (0): LCP succeeds trivially

Jan 30 12:17:13: Vil VPDN. Bind interface direction=2

Jan 30 12:17:13: Vil VPDN: PPP LCP accepted rcv CONFACK

Jan 30 12:17:13: Vil VPDN: PPP LCP accepted sent CONFACK

Jan 30 12:17:13: Vil L2X: Discarding packet because of no nid/session

Jan 30 12:17:13: AAA: parse nane=Virtual - Accessl idb type=21 tty=-1

Jan 30 12:17:13: AAA: nanme=Virtual - Accessl flags=0x11l type=5 shel f=0 sl ot=0
adapt er=0 port=1 channel =0

Jan 30 12:17:13: AAA/ AUTHEN: create_user (0x1F5100) user='janedoe@tp.cisco.coni
ruser="" port="Virtual - Accessl' remaddr="" authen_type=CHAP

servi ce=PPP priv=1

Jan 30 12:17:13: AAA/ AUTHEN START (562517969): port='Virtual - Accessl' list=""
acti on=LOG N servi ce=PPP

Jan 30 12:17:13: AAA/ AUTHEN START (562517969): using "default" Iist

Jan 30 12:17:13: AAA/ AUTHEN (562517969): status = UNKNOMWN

Jan 30 12:17:13: AAA/ AUTHEN START (562517969): Met hod=TACACS+

Jan 30 12:17:13: TAC+: send AUTHEN START packet ver=193 i d=562517969

Jan 30 12:17:14: TAC+: ver=192 id=562517969 recei ved AUTHEN status = GETPASS
Jan 30 12:17:14: AAA: parse nane=Virtual - Accessl idb type=-1 tty=-1

Jan 30 12:17:14: AAA: nanme=Virtual - Accessl flags=0x11l type=6 shel f=0 sl ot=0
adapt er=0 port=1 channel =0

Jan 30 12:17:14: AAA/ AUTHEN: create_user (0x1F5270) user='janedoe@tp.cisco.coni
ruser="" port="Virtual - Accessl' remaddr="" authen_type=CHAP

servi ce=PPP priv=1

Jan 30 12:17:14: TAC+: ver=192 id=2384902384 recei ved AUTHEN status = PASS
Jan 30 12:17:14: AAA/ AUTHEN: free_user (O0x1F5270) user='janedoe@tp. cisco.coni



ruser="" port="Virtual - Accessl' remaddr="" authen_type=CHAP
servi ce=PPP priv=1

!--- Here, the tunnel is ok, but the user !--- enters a bad password in dialing: Jan 30
13:39:44: AAA/AUTHEN (1958732267): status = FAIL
21:34:45: %VPDN-6-AUTHENFAIL: L2F HGW 10.31.1.144, AAA authentication
failure for Vil user
janedoe@rtp.cisco.com; Authentication failure
Jan 30 12:17:14: AAA/ AUTHEN (562517969): status = PASS
Jan 30 12:17:14: Vil AAA AUTHOR/ LCP: Aut horize LCP
Jan 30 12:17:14: AAA/ AUTHOR/ LCP Vi1l (413543389): Port='Virtual - Accessl'
list="" service=NET

Jan 30 12:17:14: AAA/ AUTHOR/ LCP: Vi1l (413543389) user='janedoe@tp.cisco.com
Jan 30 12:17:14: AAA/ AUTHOR/ LCP: Vi1l (413543389) send AV servi ce=ppp
Jan 30 12:17:14: AAA/ AUTHOR/ LCP: Vi1l (413543389) send AV protocol =l cp
Jan 30 12:17:14: AAA/ AUTHOR/ LCP (413543389) found list "default"
Jan 30 12:17:14: AAA/ AUTHOR/ LCP: Vil (413543389) Met hod=TACACS+
Jan 30 12:17:14: AAA/ AUTHOR/ TAC+: (413543389): user=janedoe@tp.ci sco.com
Jan 30 12:17:14: AAA/ AUTHOR/ TAC+: (413543389): send AV servi ce=ppp
Jan 30 12:17:14: AAA/ AUTHOR/ TAC+: (413543389): send AV protocol =l cp
Jan 30 12:17:14: TAC+: (413543389): received author response status = PASS_ADD
Jan 30 12:17:14: AAA/ AUTHOR (413543389): Post authorization status = PASS_ADD
Jan 30 12:17:14: AAA/ ACCT/ NET/ START User janedoe@tp.cisco.com Port

Virtual - Accessl1, List ""
Jan 30 12:17:14: AAA/ ACCT/ NET: Found list "default"
Jan 30 12:17:14: Vil AAA/AUTHOR/ FSM (0): Can we start | PCP?
Jan 30 12:17:14: AAA/ AUTHOR/ FSM Vi 1 (1358526470): Port='Virtual - Accessl’

list="" service=NET
Jan 30 12:17:14: AAA/ AUTHOR/ FSM Vi1 (1358526470) user='janedoe@tp. cisco.coni
Jan 30 12:17:14: AAA/ AUTHOR/ FSM Vi1 (1358526470) send AV service=ppp
Jan 30 12:17:14: AAA/ AUTHOR/ FSM Vi1 (1358526470) send AV protocol =ip
Jan 30 12:17:14: AAA/ AUTHOR/ FSM (1358526470) found list "default”
Jan 30 12:17:14: AAA/ AUTHOR/ FSM Vi1l (1358526470) Met hod=TACACS+
Jan 30 12:17:14: AAA/ AUTHOR/ TAC+: (1358526470): user=janedoe@tp.cisco.com
Jan 30 12:17:14: AAA/ AUTHOR/ TAC+: (1358526470): send AV servi ce=ppp
Jan 30 12:17:14: AAA/ AUTHOR/ TAC+: (1358526470): send AV protocol =ip
Jan 30 12:17:14: TAC+: (1358526470): received author response status = PASS_ADD
Jan 30 12:17:14: AAA/ AUTHOR (1358526470): Post authorization status = PASS_ADD
Jan 30 12:17:14: Vil AAAN AUTHOR/ FSM W can start | PCP
Jan 30 12:17:14: TAC+: (1442592025): received acct response status = UNKNOAN
20: 12: 16: 9%. NEPROTO- 5- UPDOMN: Li ne protocol on Interface Virtual - Accessl,

changed state to up

Jan 30 12:17:16: Vil AAN AUTHOR/ I PCP: Start. Her address 0.0.0.0, we want 0.0.0.0
Jan 30 12:17:16: Vil AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp
Jan 30 12:17:16: Vil AAA/ AUTHOR/ | PCP: Processing AV protocol =ip
Jan 30 12:17:16: Vil AAA/ AUTHOR/ | PCP: Aut hori zation succeeded
Jan 30 12:17:16: Vil AAAN AUTHOR/ | PCP: Done. Her address 0.0.0.0,

we want 0.0.0.0
Jan 30 12:17:16: Vil AAAN AUTHOR/ | PCP: Start. Her address 0.0.0.0,

we want 10.6.1.1
Jan 30 12:17:16: Vil AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp
Jan 30 12:17:16: Vil AAA/ AUTHOR/ | PCP: Processing AV protocol =ip
Jan 30 12:17:16: Vil AAA/ AUTHOR/ | PCP: Aut hori zation succeeded
Jan 30 12:17:16: Vil AAAN AUTHOR/ | PCP: Done. Her address 0.0.0.0,

we want 10.6.1.1
Jan 30 12:17:16: Vil AAN AUTHOR/ | PCP: Start. Her address 10.6.1.1,

we want 10.6.1.1

Jan 30 12:17:16: AAA/ AUTHOR/ I PCP Vi1 (3572380713): Port='Virtual - Accessl'

list="" service=NET
Jan 30 12:17:16: AAA/ AUTHOR/ I PCP: Vi1l (3572380713) user='janedoe@tp. cisco.coni
Jan 30 12:17:16: AAA/ AUTHOR/ I PCP: Vil (3572380713) send AV servi ce=ppp
Jan 30 12:17:16: AAA/ AUTHOR/ I PCP: Vil (3572380713) send AV protocol =ip
Jan 30 12:17:16: AAA/ AUTHOR/ I PCP: Vi1l (3572380713) send AV addr*10.6.1.1
Jan 30 12:17:16: AAA/ AUTHOR/ | PCP (3572380713) found list "default”



Jan 30 12:17:16: AAA/ AUTHOR/ I PCP: Vi1l (3572380713) Met hod=TACACS+
Jan 30 12:17:16: AAA/ AUTHOR/ TAC+: (3572380713): user=janedoe@tp. ci sco.com
Jan 30 12:17:16: AAA/ AUTHOR/ TAC+: (3572380713): send AV servi ce=ppp
Jan 30 12:17:16: AAA/ AUTHOR/ TAC+: (3572380713): send AV protocol =ip
Jan 30 12:17:16: AAA/ AUTHOR/ TAC+: (3572380713): send AV addr*10.6.1.1
Jan 30 12:17:17: TAC+: (3572380713): received author response status = PASS_ADD
Jan 30 12:17:17: AAA/ AUTHOR (3572380713): Post authorization status = PASS_ADD
Jan 30 12:17:17: Vil AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp
Jan 30 12:17:17: Vi1l AAA/ AUTHOR/ | PCP: Processing AV protocol =ip
Jan 30 12:17:17: Vil AAA/ AUTHOR/ | PCP: Processing AV addr*10.6.1.1
Jan 30 12:17:17: Vil AAA/ AUTHOR/ | PCP: Aut hori zation succeeded
Jan 30 12:17:17: Vil AAAN AUTHOR/ | PCP: Done. Her address 10.6.1.1
we want 10.6.1.1
LNS#

Registros contables LNS

Esto se encuentra en el servidor LNS TACACS+.

Sat Jan 30 05:27:01 1999 10.31.1.56 janedoe@tp.ci sco.com
Virtual - Accessl unknown
start task_ id=4 start_tinme=917700054 ti mezone=UTC servi ce=ppp

Sat Jan 30 05:27:27 1999 10.31.1.56 janedoe@tp.ci sco.com
Virtual - Accessl unknown

stop task_id=4 start_time=917700054 ti mezone=UTC servi ce=ppp
protocol =i p addr=10.6.1.1 di sc-cause=2 di sc-cause-ext=1011
pre-bytes-in=0 pre-bytes-out=8

pre-paks-in=0 pre-paks-out=2 bytes_i n=862 bytes_out =142
paks_i n=19 paks_out =8 pre-session-tinme=1

Troubleshoot

En esta seccidén encontrara informacidon que puede utilizar para solucionar problemas de
configuracion.

Comandos para resolucion de problemas

Nota: Antes de ejecutar comandos debug, consulte Informacién Importante sobre Comandos
Debug.

- debug aaa authentication — Muestra informacion sobre autenticacion de AAA/TACACS+.
- debug aaa authorization—Muestra informacion sobre la autorizacion AAA/TACACS+.
- debug aaa accounting — Muestra informacién sobre todos los eventos que se puedan

registrar a medida que ocurren. La informacién mostrada por este comando es independiente

del protocolo de la cuenta utilizado para transferir la informacién de la cuenta al servidor.
- debug tacacs+—Muestra informacion detallada de depuracion asociada con TACACS+.

- debug vtemplate: muestra informacién de clonacién para una interfaz de acceso virtual desde
el momento en que se clona desde una plantilla virtual hasta el momento en que la interfaz de

acceso virtual se desactiva cuando finaliza la llamada.

- debug vpdn error — Muestra errores que evitan que se establezca un tinel PPP o errores
que provocan que un tunel establecido se cierre.

- debug vpdn events — Muestra mensajes relativos a eventos que forman parte del
establecimiento o cierre normal del tinel PPP.
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- debug vpdn I2x-errors: muestra errores de protocolo de Capa 2 que impiden el
establecimiento de Capa 2 o su funcionamiento normal.

- debug vpdn I2x-events: muestra mensajes acerca de eventos que forman parte del
establecimiento normal del tunel PPP o del cierre para la Capa 2.

‘Resultado de debug’

Depuracion correcta del router LAC

LACH#show debug

General Cs:

AAA Aut henti cation debugging is on

AAA Aut hori zation debugging is on

AAA Accounting debugging is on

VPN:

L2X protocol events debugging is on

L2X protocol errors debugging is on

VPDN events debugging is on

VPDN errors debugging is on

VTEMPLATE:

Virtual Tenpl ate debugging is on

LACH

Jan 30 12:17:09: Asl AAA/ AUTHOR/ FSM (0): LCP succeeds trivially

20:03:18: 9%. NK-3-UPDOMWN: I nterface Asyncl, changed state to up

Jan 30 12:17:09: Asl VPDN. Looking for tunnel -- rtp.cisco.com--

Jan 30 12:17:09: AAA: parse nane=Asyncl idb type=10 tty=1

Jan 30 12:17:09: AAA: nane=Asyncl fl ags=0x11l type=4 shel f=0 sl ot =0 adapter=0
port=1 channel =0

Jan 30 12:17:09: AAA/ AUTHEN: create_user (0x278B90) user='rtp.cisco.con
ruser=""

port="Asyncl' remaddr=""' authen_type=NONE servi ce=LOG N priv=0

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN (898425447): Port='Asyncl' |ist="default’
servi ce=NET

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: (898425447) user='rtp.cisco.com

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: (898425447) send AV servi ce=ppp

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: (898425447) send AV protocol =vpdn

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN (898425447) found list "default”

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: (898425447) Met hod=TACACS+

Jan 30 12:17:09: AAA/ AUTHOR/ TAC+: (898425447): user=rtp.cisco.com

Jan 30 12:17:09: AAA/ AUTHOR/ TAC+: (898425447): send AV servi ce=ppp

Jan 30 12:17:09: AAA/ AUTHOR/ TAC+: (898425447): send AV protocol =vpdn

Jan 30 12:17:09: TAC+: (898425447): received author response status = PASS ADD
Jan 30 12:17:09: AAA/ AUTHOR (898425447): Post authorization status = PASS_ADD
Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: Processing AV servi ce=ppp

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: Processing AV protocol =vpdn

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: Processing AV tunnel -type=l2tp

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: Processing AV tunnel -id=rtp_tunnel

Jan 30 12:17:09: AAA/ AUTHOR/ VPDN: Processing AV ip-addresses=10.31.1.56

Jan 30 12:17:09: Asl VPDN. Get tunnel info for rtp.cisco.comwth LAC
rtp_tunnel, IP 10.31.1.56

Jan 30 12:17:09: AAA/ AUTHEN. free_user (0x278B90) user='rtp.cisco.com ruser=""
port="Asyncl' remaddr=""' authen_type=NONE servi ce=LOG N priv=0

Jan 30 12:17:09: Asl VPDN. Forward to address 10.31.1.56

Jan 30 12:17:09: Asl VPDN. Forwarding...

Jan 30 12:17:09: AAA: parse nane=Asyncl idb type=10 tty=1

Jan 30 12:17:09: AAA: nane=Asyncl flags=0x11l type=4 shel f=0 sl ot =0 adapter=0
port=1 channel =0

Jan 30 12:17:09: AAA/ AUTHEN. create_user (0x22CDEC) user='janedoe@tp.ci sco. coni
ruser="" port="Asyncl' rem addr='async' authen_type=CHAP



servi ce=PPP priv=1

Jan 30 12:17:09: Asl VPDN. Bind interface direction=1

Jan 30 12:17:09: Tnl/d 74/1 L2TP: Session FS enabl ed

Jan 30 12:17:09: Tnl/d 74/ 1 L2TP: Session state change fromidle to
wai t-for-tunnel

Jan 30 12:17:09: Asl 74/1 L2TP: Create session

Jan 30 12:17:09: Tnl 74 L2TP: SM State idle

Jan 30 12:17:09: Tnl 74 L2TP: O SCCRQ

Jan 30 12:17:09: Tnl 74 L2TP: Tunnel state change fromidle to wait-ctl-reply

Jan 30 12:17:09: Tnl 74 L2TP: SM State wait-ctl-reply

Jan 30 12:17:09: Asl VPDN: janedoe@tp.cisco.comis forwarded

Jan 30 12:17:10: Tnl 74 L2TP: | SCCRP from ABCDE

Jan 30 12:17:10: Tnl 74 L2TP: Got a challenge fromrenote peer, ABCDE
Jan 30 12:17:10: AAA: parse nane= idb type=-1 tty=-1

Jan 30 12:17:10: AAA/ AUTHEN: create_user (0x23232C) user='rtp_tunnel"’
ruser="" port=""

rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:10: AAA/ AUTHEN START (1598999635): port=""' list="default’
acti on=SENDAUTH ser vi ce=PPP

Jan 30 12:17:10: AAA/ AUTHEN START (1598999635): found list default

Jan 30 12:17:10: AAA/ AUTHEN (1598999635): status = UNKNOWN

Jan 30 12:17:10: AAA/ AUTHEN START (1598999635): Met hod=TACACS+

Jan 30 12:17:10: TAC+: send AUTHEN START packet ver=193 i d=1598999635
Jan 30 12:17:10: TAC+: ver=192 id=1598999635 recei ved AUTHEN status = ERROR
Jan 30 12:17:10: AAA: parse nane= idb type=-1 tty=-1

Jan 30 12:17:10: AAA/ AUTHEN: create_user (0x232470) user='rtp_tunnel'’
ruser="" port=""

rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:10: TAC+: ver=192 i d=3400389836 recei ved AUTHEN status = PASS
Jan 30 12:17:10: AAA/ AUTHEN: free_user (0x232470) user='rtp_tunnel'
ruser="" port=""

rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:10: AAA/ AUTHEN (1598999635): status = PASS

Jan 30 12:17:10: AAA/ AUTHEN: free_user (0x23232C) user='rtp_tunnel"'
ruser="" port=""

rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:10: Tnl 74 L2TP: Got a response fromrenote peer, ABCDE
Jan 30 12:17:10: AAA: parse nane= idb type=-1 tty=-1

Jan 30 12:17:10: AAA/ AUTHEN: create_user (0x22FBA4) user='rtp_tunnel'’
ruser="" port=""

rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:10: AAA/ AUTHEN START (2964849625): port=""' list="default’
acti on=SENDAUTH ser vi ce=PPP

Jan 30 12:17:10: AAA/ AUTHEN START (2964849625): found list default

Jan 30 12:17:10: AAA/ AUTHEN (2964849625): status = UNKNOWN

Jan 30 12:17:10: AAA/ AUTHEN START (2964849625): Met hod=TACACS+

Jan 30 12:17:10: TAC+: send AUTHEN START packet ver=193 i d=2964849625
20: 03: 20: 9%. NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Asyncl,
changed state to up

Jan 30 12:17:11: TAC+: ver=192 id=2964849625 recei ved AUTHEN status = ERROR
Jan 30 12:17:11: AAA: parse nane= idb type=-1 tty=-1

Jan 30 12:17:11: AAA/ AUTHEN: create_user (0x22FC8C) user='rtp_tunnel'’
ruser="" port=""

rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:11: Asl 74/1 L2TP: Discardi ng data packet because tunnel
is not open

Jan 30 12:17:11: Asl 74/1 L2TP: Discardi ng data packet because tunnel
is not open

Jan 30 12:17:11: TAC+: ver=192 id=1474818051 recei ved AUTHEN status = PASS
Jan 30 12:17:11: AAA/ AUTHEN: free_user (0x22FC8C) user='rtp_tunnel"'
ruser="" port=""

rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:11: AAA/ AUTHEN (2964849625): status = PASS

Jan 30 12:17:11: AAA/ AUTHEN: free_user (0x22FBA4) user='rtp_tunnel"'



ruser="" port=""

rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:11: Tnl 74 L2TP: Tunnel Authentication success

Jan 30 12:17:11: Tnl 74 L2TP: Tunnel state change fromwait-ctl-reply to
est abl i shed

Jan 30 12:17:11: Tnl 74 L2TP: O SCCCN to ABCDE tnlid 56

Jan 30 12:17:11: Tnl 74 L2TP: SM State established

Jan 30 12:17:11: Asl 74/1 L2TP: O ICRQ to ABCDE 56/0

Jan 30 12:17:11: Asl 74/1 L2TP: Session state change fromwait-for-tunnel
to wait-reply

Jan 30 12:17:11: Tnl 74 L2TP: Dropping old CM Ns 0, expected 1

Jan 30 12:17:11: Asl 74/1 L2TP: O ICCN to ABCDE 56/1

Jan 30 12:17:11: Asl 74/1 L2TP: Session state change fromwait-reply to
est abl i shed

LACH

Depuracion correcta del router LNS

LNS#show debug

CGeneral OCS:

AAA Aut henti cati on debugging is on

AAA Aut hori zation debugging is on

AAA Accounting debugging is on

VPN:

L2X protocol events debugging is on

L2X protocol errors debugging is on

VPDN events debugging is on

VPDN errors debugging is on

VTEMPLATE:

Virtual Tenpl ate debugging is on

LNSH#

Jan 30 12:17:09: L2TP: | SCCRQ fromrtp_tunnel tnl 74

Jan 30 12:17:09: Tnl 56 L2TP: New tunnel created for renote

rtp_tunnel, address 10.31.1.144

Jan 30 12:17:09: Tnl 56 L2TP: Got a challenge in SCCRQ rtp_tunnel

Jan 30 12:17:09: AAA: parse nane= idb type=-1 tty=-1

Jan 30 12:17:09: AAA/ AUTHEN: create_user (0x21F6D0) user="ABCDE

ruser="" port=""

remaddr="" aut hen_type=CHAP servi ce=PPP priv=1

Jan 30 12:17:09: AAA/ AUTHEN START (3194595626): port=""' |ist="default’

acti on=SENDAUTH ser vi ce=PPP

Jan 30 12:17:09: AAA/ AUTHEN START (3194595626): found |ist default

Jan 30 12:17:09: AAA/ AUTHEN (3194595626): status = UNKNOWN

Jan 30 12:17:09: AAA/ AUTHEN START (3194595626): Met hod=TACACS+

Jan 30 12:17:09: TAC+: send AUTHEN START packet ver=193 i d=3194595626

Jan 30 12:17:09: TAC+: ver=192 id=3194595626 received AUTHEN status = ERROR
Jan 30 12:17:09: AAA: parse nane= idb type=-1 tty=-1

Jan 30 12:17:09: AAA/ AUTHEN: create_user (0x2281AC) user='" ABCDE

ruser="" port=""

remaddr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:09: TAC+: ver=192 id=3639011179 recei ved AUTHEN status = PASS
Jan 30 12:17:09: AAA/ AUTHEN: free_user (0x2281AC) user='ABCDE ruser='' port=""
rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:09: AAA/ AUTHEN (3194595626): status = PASS
Jan 30 12:17:09: AAA/ AUTHEN: free_user (O0x21F6D0) user='ABCDE ruser='' port=""
rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:09: Tnl 56 L2TP: O SCCRP to rtp_tunnel tnlid 74

Jan 30 12:17:09: Tnl 56 L2TP: Tunnel state change fromidle to
wait-ctl-reply

Jan 30 12:17:10: Tnl 56 L2TP: O Resend SCCRP, flg TLF, ver 2, len 152,
tnl 74, cl 0, ns O, nr 1

Jan 30 12:17:10: Tnl 56 L2TP: | SCCCN fromrtp_tunnel tnl 74

Jan 30 12:17:10: Tnl 56 L2TP: Got a Chall enge Response in SCCCN fromrtp_tunnel



Jan 30 12:17:10: AAA: parse nane= idb type=-1 tty=-1

Jan 30 12:17:10: AAA/ AUTHEN: create_user (0x227F3C) user='" ABCDE
ruser="" port=""

rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:10: AAA/ AUTHEN STARTTransl ating "rtp. cisco. cont
(4117701992): port=""' list="default' acti on=SENDAUTH ser vi ce=PPP

Jan 30 12:17:10: AAA/ AUTHEN START (4117701992): found list default
Jan 30 12:17:10: AAA/ AUTHEN (4117701992): status = UNKNOWN

Jan 30 12:17:10: AAA/ AUTHEN START (4117701992): Met hod=TACACS+

Jan 30 12:17:10: TAC+: send AUTHEN START packet ver=193 i d=4117701992

Jan 30 12:17:11: TAC+: ver=192 id=4117701992 recei ved AUTHEN st atus = ERROR

Jan 30 12:17:11: AAA: parse nane= idb type=-1 tty=-1
Jan 30 12:17:11: AAA/ AUTHEN: create_user (0x228E68) user='"ABCDE' ruser=""
rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

port=""

Jan 30 12:17:11: TAC+: ver=192 i d=2827432721 recei ved AUTHEN st atus = PASS
Jan 30 12:17:11: AAA/ AUTHEN: free_user (0x228E68) user='ABCDE ruser='"' port=""

rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1
Jan 30 12:17:11: AAA/ AUTHEN (4117701992): status = PASS

Jan 30 12:17:11: AAA/ AUTHEN: free_user (0x227F3C) user='ABCDE ruser='' port=""

rem addr="" aut hen_t ype=CHAP servi ce=PPP priv=1

Jan 30 12:17:11: Tnl 56 L2TP: Tunnel Authentication success

Jan 30 12:17:11: Tnl 56 L2TP: Tunnel state change fromwait-ctl-reply
to established

Jan 30 12:17:11: Tnl 56 L2TP: SM State established

Jan 30 12:17:11: Tnl 56 L2TP: | ICRQ fromrtp_tunnel tnl 74

Jan 30 12:17:11: Tnl/d 56/1 L2TP: Session FS enabl ed

Jan 30 12:17:11: Tnl/d 56/1 L2TP: Session state change fromidle to
wai t -for-tunnel

Jan 30 12:17:11: Tnl/d 56/1 L2TP: New session created

Jan 30 12:17:11: Tnl/d 56/1 L2TP: OICRP to rtp_tunnel 74/1

Jan 30 12:17:11: Tnl/d 56/1 L2TP: Session state change fromwait-for-tunnel

to wait-connect

Jan 30 12:17:11: Tnl/d 56/1 L2TP: | ICCN fromrtp_tunnel tnl 74, cl 1
Jan 30 12:17:11: Tnl/d 56/1 L2TP: Session state change from wait-connect
to established

Jan 30 12:17:11: Vil VTEMPLATE: Reuse Vil, recycle queue size O

Jan 30 12:17:11: Vil VIEMPLATE: Hardware address 00e0. 1e68. 942c

Jan 30 12:17:11: Vil VPDN: Virtual interface created for janedoe@tp.cisco.com

Jan 30 12:17:11: Vil VPDN: Set to Async interface
Jan 30 12:17:11: Vil VPDN: Clone fromVtenplate 1 filterPPP=0 bl ocki ng

Jan 30 12:17:11: Vil VTEMPLATE: Has a new cl onebl k vtenplate, now it has vtenplate

Jan 30 12:17:11: Vil VTEMPLATE: **#x**xxxsxsx CLONE VACCESSL ******%%skxkssxxsix

Jan 30 12:17:11: Vil VTEMPLATE: C one from Virtual - Tenpl atel
interface Virtual - Accessl

default ip address

no i p address

encap ppp

i p unnunber ed EthernetO

peer default ip address pool default
ppp aut hentication chap

i p unnum et hernet 0

peer def ip address pool default

ppp aut hen chap

end

Jan 30 12:17:12: janedoe@tp.cisco.com56/1 L2TP: Session with no hw db
20:12:14: 9% NK-3- UPDOMN: I nterface Virtual - Accessl, changed state to up
Jan 30 12:17:13: Vil AAA/AUTHOR/ FSM (0): LCP succeeds trivially

Jan 30 12:17:13: Vil VPDN. Bind interface direction=2

Jan 30 12:17:13: Vil VPDN: PPP LCP accepted rcv CONFACK

Jan 30 12:17:13: Vil VPDN: PPP LCP accepted sent CONFACK

Jan 30 12:17:13: Vil L2X: Discarding packet because of no nid/session
Jan 30 12:17:13: AAA: parse nane=Virtual - Accessl idb type=21 tty=-1

Jan 30 12:17:13: AAA: nanme=Virtual - Accessl flags=0x11 type=5 shel f=0 slot=
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adapt er=0 port=1 channel =0

Jan 30 12:17:13: AAA/ AUTHEN: create_user (0x1F5100) user='janedoe@tp.cisco.coni
ruser="" port="Virtual - Accessl' remaddr="" authen_type=CHAP

servi ce=PPP priv=1

Jan 30 12:17:13: AAA/ AUTHEN START (562517969): port='Virtual - Accessl' list=""
acti on=LOG N servi ce=PPP

Jan 30 12:17:13: AAA/ AUTHEN START (562517969): using "default" Iist

Jan 30 12:17:13: AAA/ AUTHEN (562517969): status = UNKNOMWN

Jan 30 12:17:13: AAA/ AUTHEN START (562517969): Met hod=TACACS+

Jan 30 12:17:13: TAC+: send AUTHEN START packet ver=193 i d=562517969

Jan 30 12:17:14: TAC+: ver=192 id=562517969 recei ved AUTHEN status = GETPASS
Jan 30 12:17:14: AAA: parse nane=Virtual - Accessl idb type=-1 tty=-1

Jan 30 12:17:14: AAA: nanme=Virtual - Accessl flags=0x11l type=6 shel f=0 sl ot=0
adapt er=0 port=1 channel =0

Jan 30 12:17:14: AAA/ AUTHEN: create_user (0x1F5270) user='janedoe@tp.cisco.coni
ruser="" port="Virtual - Accessl' remaddr="" authen_type=CHAP

servi ce=PPP priv=1

Jan 30 12:17:14: TAC+: ver=192 id=2384902384 recei ved AUTHEN status = PASS

Jan 30 12:17:14: AAA/ AUTHEN: free_user (O0x1F5270) user='janedoe@tp. cisco.coni
ruser="" port="Virtual - Accessl' remaddr="" authen_type=CHAP

servi ce=PPP priv=1

Jan 30 12:17:14: AAA/ AUTHEN (562517969): status = PASS

Jan 30 12:17:14: Vil AAA AUTHOR/ LCP: Aut horize LCP

Jan 30 12:17:14: AAA/ AUTHOR/ LCP Vi1l (413543389): Port='"Virtual - Accessl'

list="" service=NET

Jan 30 12:17:14: AAA/ AUTHOR/ LCP: Vi1l (413543389) user='janedoe@tp.cisco.com
Jan 30 12:17:14: AAA/ AUTHOR/ LCP: Vi1l (413543389) send AV service=ppp

Jan 30 12:17:14: AAA/ AUTHOR/ LCP: Vi1l (413543389) send AV protocol =l cp

Jan 30 12:17:14: AAA/ AUTHOR/ LCP (413543389) found list "default"

Jan 30 12:17:14: AAA AUTHOR/ LCP: Vil (413543389) Met hod=TACACS+

Jan 30 12:17:14: AAA/ AUTHOR/ TAC+: (413543389): user=janedoe@tp.ci sco.com

Jan 30 12:17:14: AAA/ AUTHOR/ TAC+: (413543389): send AV servi ce=ppp

Jan 30 12:17:14: AAA/ AUTHOR/ TAC+: (413543389): send AV protocol =l cp

Jan 30 12:17:14: TAC+: (413543389): received author response status = PASS_ADD
Jan 30 12:17:14: AAA/ AUTHOR (413543389): Post authorization status = PASS_ADD
Jan 30 12:17:14: AAA/ ACCT/ NET/ START User janedoe@tp.cisco.com

Port Virtual - Accessl1, List ""

Jan 30 12:17:14: AAA/ ACCT/ NET: Found list "default"

Jan 30 12:17:14: Vil AAA/AUTHOR/ FSM (0): Can we start | PCP?

Jan 30 12:17:14: AAA/ AUTHOR/ FSM Vi 1 (1358526470): Port='Virtual - Accessl’
list="" service=NET

Jan 30 12:17:14: AAA/ AUTHOR/ FSM Vi1 (1358526470) user='janedoe@tp. cisco.coni
Jan 30 12:17:14: AAA/ AUTHOR/ FSM Vi1 (1358526470) send AV service=ppp

Jan 30 12:17:14: AAA/ AUTHOR/ FSM Vi1 (1358526470) send AV protocol =ip

Jan 30 12:17:14: AAA/ AUTHOR/ FSM (1358526470) found list "default”

Jan 30 12:17:14: AAA AUTHOR/ FSM Vi1l (1358526470) Met hod=TACACS+

Jan 30 12:17:14: AAA/ AUTHOR/ TAC+: (1358526470): user=janedoe@tp.cisco.com

Jan 30 12:17:14: AAA/ AUTHOR/ TAC+: (1358526470): send AV servi ce=ppp

Jan 30 12:17:14: AAA/ AUTHOR/ TAC+: (1358526470): send AV protocol =ip

Jan 30 12:17:14: TAC+: (1358526470): received author response status = PASS_ADD
Jan 30 12:17:14: AAA/ AUTHOR (1358526470): Post authorization status = PASS_ADD
Jan 30 12:17:14: Vil AAAN AUTHOR/ FSM W can start | PCP

Jan 30 12:17:14: TAC+: (1442592025): received acct response status = UNKNOAN
20: 12: 16: 9%. NEPROTO- 5- UPDOMN: Li ne protocol on Interface Virtual - Accessl,
changed state to up

Jan 30 12:17:16: Vil AAN AUTHOR/ I PCP: Start. Her address 0.0.0.0, we want 0.0.0.0
Jan 30 12:17:16: Vil AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp

Jan 30 12:17:16: Vil AAA/ AUTHOR/ | PCP: Processing AV protocol =ip

Jan 30 12:17:16: Vil AAA/ AUTHOR/ | PCP: Aut hori zation succeeded

Jan 30 12:17:16: Vil AAAN AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 0.0.0.0
Jan 30 12:17:16: Vil AAN AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 10.6. 1.
Jan 30 12:17:16: Vil AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp

Jan 30 12:17:16: Vil AAA/ AUTHOR/ | PCP: Processing AV protocol =ip

Jan 30 12:17:16: Vil AAA/ AUTHOR/ | PCP: Aut hori zation succeeded
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16: Vi1 AAAN AUTHOR/ | PCP: Done.
16: Vil AAN AUTHOR/ | PCP: Start.

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
17:
17:
17:
17:
17:
17:
17:

AAA/ AUTHOR/ | PCP: Vi1 (3572380713)

Her address 0.0.0.0, we want 10.6.1.1

Her address 10.6.1.1, we want 10.6. 1.
16: AAA/ AUTHOR/ I PCP Vi1 (3572380713): Port='Virtual - Accessl'
servi ce=NET

AAA/ AUTHOR/ | PCP: Vi 1 (3572380713) send AV servi ce=ppp
AAA/ AUTHOR/ | PCP: Vi1 (3572380713) send AV protocol =ip
AAAN AUTHOR/ | PCP: Vi1 (3572380713) send AV addr*10.6.1.1
AAAN AUTHOR/ | PCP (3572380713) found list "default"

AAAN AUTHOR/ | PCP: Vi1 (3572380713) Met hod=TACACS+

AAA/ AUTHOR/ TAC+: (3572380713):

AAA/ AUTHOR/ TAC+: (3572380713): send AV servi ce=ppp
AAA/ AUTHOR/ TAC+: (3572380713): send AV protocol =ip
AAA AUTHOR/ TAC+: (3572380713): send AV addr*10.6.1.1

TAC+: (3572380713):

recei ved aut hor

AAA AUTHOR (3572380713):
Processi ng AV servi ce=ppp
Processing AV protocol =i p
Processing AV addr*10.6.1.1
Aut hori zati on succeeded

Vi1 AAA AUTHOR/ | PCP:
Vi1 AAA AUTHOR/ | PCP:
Vi1 AAA AUTHOR/ | PCP:
Vi1 AAA AUTHOR/ | PCP:
Vi1 AAA AUTHOR/ | PCP:

Done.

Her address 10.6.1.1, we want

- Pagina de soporte de Secure para UNIX de Cisco

- Pagina de soporte de TACACS/TACACS+

- TACACS+ en la documentacién del I0S de Cisco

- Pagina de soporte de Cisco Secure ACS para Windows

. Soporte Técnico - Cisco Systems

user ='j anedoe@t p. ci sco. com

user =j anedoe@t p. ci sco. com

response status = PASS_ADD
Post aut hori zation status = PASS_ADD

10.6.1.1
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