Configuraciéon de Webex Connect Email App con
Office365 Oauth
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Introduccién

Este documento describe los pasos para configurar una aplicacion de correo electrénico para
Office365 con autorizacion abierta (OAuth 2.0).

Colaboracion de Andrius Suchanka y Bhushan Suresh, ingeniero del TAC de Cisco.

Prerequisites

Requirements
Cisco recomienda que tenga conocimiento sobre estos temas:

- Centro de contacto Webex (WxCC) 2.0

- Webex conectportal con flujos de correo electrénico configurados
- acceso a MS Azure

- Acceso a MS Office365

Componentes Utilizados
La informacion que contiene este documento se basa en estas versiones de software:

- WxCC 2.0
- Cisco Webex Connect
- Microsoft Azure
- Microsoft Office 365
La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente



de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Configurar

Paso 1: Iniciar configuracién de aplicacién de correo electrénico en Webex Connect

Inicie la configuracion de la aplicacion Correo electrénico en la plataforma Webex Connect.
-Inicie sesién en su arrendatario de Webex Connect;

-Vaya a 'Activos->Aplicaciones', haga clic en 'Configurar nueva aplicaciéon' y seleccione 'Correo
electrénico'’. Seleccione "OAuth 2.0" para el tipo de autenticacidn, copie y almacene "Direccion de
reenvio" y "URL de devolucién de llamada" para los pasos de configuracion posteriores:

< Configure New Application - Email
Asset Name @

pocs O

Email ID

Forwarding Address

b6b907 2db2ce25198b45f0BcSadt

Mote: Emails sent to the asset email ID will be forwarded to this address.

Authentication Type

OAuth 2.0

SMTP Sarver Username

Port Sacurity

Mone W

Client ID Client Secret

Call Back URL

https:// us.webexconnect.io/callback

Continue con la configuracioén en el lado de Microsoft.

Paso 2: Crear una aplicacién en Microsoft Azure

Registre una aplicacion en el portal de Azure segun el documento 'Registrar una aplicacion con la
plataforma de identidad de Microsoft'.

-Inicie sesidn en https://portal.azure.com;

-Navegue a 'Azure Active Directory', seleccione 'Registros de aplicaciones' y haga clic en 'Nuevo
registro’;

-Proporcione el nombre de la aplicacién, seleccione el tipo de cuenta adecuado, introduzca el URI
de redireccion web con el nombre del arrendatario (es decir,


https://learn.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app
https://learn.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app
https://portal.azure.com;

https://yourwebexconnectname.us.webexconnect.io/callback as, que se muestra en el paso 1) y
registre la aplicacion:

Register an application

* Name

The user-facing display name for this application (this can be changed lzter).

WebexConnect v

Supported account types

Whao can use this application or access this API7

@ Accounts in this organizational directory only (Cisco Systems, Inc only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (&ny Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (opticnal)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Weh e | | https://yourwebexconnectname.us.webexconnect.io/callback e

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =

-Después de registrar la aplicacion: navegue hasta 'Autenticacion’, desplacese hasta 'Implicit
grand and hybrid flows', seleccione la opcién 'Acceder a tokens' y guarde:



3 WebexConnect | Authentication =

|/'3 Search | « 27 Got feedback?
B overview
Implicit grant and hybrid flows
& Quickstart i o . o . .
Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
# Integration assistant doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only 1D tokens. Learn more about
tokens.
Manage

B Branding & properties Select the tokens you would like to be issued by the authorization endpoint:

B Access tokens (used for implicit flows)

3 Authentication

D 1D tokens (used for implicit and hybrid flows)

Certificates & secrets

il Token configuration Supported account types

- APl permissions Who can use this application or access this API?

& Expose an AP @ Accounts in this organizational directory only (Cisco Systems, Inc only - Single tenant)
B App roles O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

&& Owners Help me dacide...

&, Roles and administrators

H Manifest
A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft &
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
Support + Troubleshooting editor. Learn more about these restrictions.

£ Troubleshooting
Advanced settings

E New support request

Allow public client flows ©

Enable the following mobile and desktop flows: { Yes

+ App collects plaintext password (Resource Owner Password Credential Flow) Learn more !
* No keyboard (Device Code Flow) Learn more'
* 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn more'

App instance property lock ©

| Save ” Discard ]

-Navegue hasta 'Certificados y secretos', seleccione 'Secretos de cliente', haga clic en 'Nuevo
secreto de cliente', agregue una descripcion y una duracién de validez:

Al serviows > Cisco Systems. bnc | ADp egistrations > WebexCannes

* Add a client secret
WebexConnect | Certificates & secrets =

B Sewch P Get feadbackt

L -

3 bk Corfisentibl KEpREITESAS 10 idertidy Thisibbart 15 U BrIniEIBEn 3rack whin (RRANG 10kms N1 8 b A3 HEabH WCIsen (ring
r 2 higher beved of assorance, we recommend using a certificate gnstesd of & chent secret) as 3 credentil

& Gickae

o integeation ssistane

Manage
B Appication mgitration certiosten sacrets snd federated crecentials can be found in She tate Beloew

B Eranding & properties

J Cerficates (1) Federated credentials (0}
=

A phcred sieing that the applaation uses 10 prove 15 identity when requestng a token. Alse can be refemed 10 25 apphication password.

Bl Touen configurason
E78E P
& Epoianaf Desciiption Expires Vahae (0 Secret |0
B app roles

Ho clerd seorets have been created for this appication
B Ownars
B Rusles and acmisigninzer

[T
Support + Troubleshooting

4 Troubbeshooting

& roew support request

A Cancel



-Copiar valor secreto de cliente y almacenarlo para su uso posterior:

All services » Cisco Systems, Inc | App registrations > WebexConnect

WebexConnect | Certificates 8 secrets =

£ search « & Got feedback?

B ovenview

& Quickstart o 1Got & second to give us some feedback? = et
# Integration assistant

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
B &randing & properties
D Authentication b

o Application registration certificates, secrets and federated credentials can be found in the tabs below.
Certificates & secrets

HH L i . 1 .

It Token configuration Certificates (0)  Client secrets (1) Federated credentials (0)

S~ APl permissions : T ; i
P A gecret string that the application uses to prove its identity when requesting 2 token. Also can be raferred to as application password.

@ Expose an AP

- New cli
B Approles New client secret

B Ownerc Deseription Expires Secret |0
& Roles and administrators wixzonnect 10/26,/2024 L1e30~B5rzySjaswl3PggMgZkdvid 12pT).. 5f7981e4-9b3e-43ff-b2cf- 29760695 5f i )|
B manifest

Support + Treubleshooting
&2 Troubleshooting

.‘; New support request

-Vaya a 'Permisos API', haga clic en 'Agregar un permiso', seleccione 'API que utiliza mi
organizacion', en el campo de busqueda introduzca 'office 365' y seleccione 'Office 365 Exchange
Online'. Seleccione 'Permisos de aplicacion', expanda la seccion 'Correo’, marque 'Correo.Enviar'
y haga clic en 'Agregar permiso":

All services > Cisco 5 5 3 WebexConnect

v Request APl permissions
-2 WebexConnect | APl permissions =

Select an AP
&)

} hefresh & Got feedback? -
" Refres A Got feedback Micreseft APis | APis my organization uses | My APls

Apps in your directony that expose AR5 are shown below

search
B overview

& Quickitast

@ The “Admin consent requined” colemn shows the default value for an organizstion. Hiowever, user consent can be oustomized per permission, user, or app. Thi | [2 cttice 359 |
A integration assistant
Name
Manage Configured permissicns
Applica . o ins 35 past of the consent process. The list of configured permi
B grnding & propedties prlizations are auth imints 25 part of the consent progess. The list of ¢ penmiss

all the permissicns the ap

D Authentication

+ Add 2 permission | ' Grant admin consent for Cisco Systems, Inc
Certrficates & secrets

' AR | Permissions nam Type seription Admin consent requ._.  Statu
Il Teken configuration ! SSlons: Ras P Dosaript nsent req "

Office 365 Management APIS

Office 365 SharePoant Onling

& Dipose an API Delegated  Sign in and read user profile (e
B App roles
B Owners To view and manage consented permissions for indrddual apps, as well a5 your tenant’s consent settings, try Enterprise applications.

& Reles and adminitralon
W Manifect

Suppert + Troubleshooting
&£ Troubleshaating

a4 News

ppot Fequest



sarvices » isco by : | App registrations 5 WebexConnect Request APl permissions .
= WebexConnect | APl permissions =

Dotbeatdl (it Appli atioen PR
o Yot mpphcation newds 1 acrss the AP as the sgred-in saar. our appiaten N i a Background penncr or daman witoet s
£ Search ¥ Refrest | P ot feedback sigrad-n e

Select permissions

1) The i msent rquiced” cokum thowes the default vahus o n Srgasicasin. Hineve, i timuea cas e curtomized per permistion, wses, oe app. Thi

. i Permisin Ademin coscient roguired
Manage Configured permissions

A aSE 2 PR Of thi & R —

3_45.2pp
ge Wiets Servioes with full access to al maslbones

t Add a permission " Grant admin consent for Cisto Systems, inc

AP1 § Premissiont name e Description Adimin consent requ... Status

+ 4B pemeisicns

AP Delegated  Sign in and read wser profile o

o vitw and managt consinied P inchvicaal Jp@t. 1 el 4 yod tenanls o

L. Rster o sdrminiiteatens

[ H

Dscard

-Después de agregar dicho permiso, se debe conceder el consentimiento del administrador. Haga
clic en "Conceder consentimiento de administrador":

All services > Cisco Systems, Inc | App registrations > WebexConnect

% WebexConnect | APl permissions =

[ 5 search | ) refresh | /2 Got feedback?

B overview s A z
e Grant admin consent confirmation.

& Quickstart Do you want to grant consent for the requested permissions for all accounts in Cisco Systems, Inc? This will update any existing admin consent records this application alread,
# Integration assistant

Manage = = =

=

B Branding & properties . _
Configured permissions

3 Authentication
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

Certificates & secrats &ll the permissions the apphcation needs. Learn maore about permistions and consent

confiaurati
Teken configuration = Add a permission |s/ Grant admin consent for Cisco Systems, Inc

2 AP is5i
permssions APl / Permissions name Type Description Admin consent requ...  Status

& Expose an AP

v Micrasoft Graph (1)

App roles

User.Read Delegated  Sign in and read user profile Mo
& Owners
v Office 365 Exchange Online (1)
& Roles and administrators y
Mail Send Application  Send mail as any user Yes #h Not granted for Cisco 5, »=+
B manifest
Suppert + Troubleshooting To view and manage consented permissions for individual apps, as well 35 your tenant's consent settings, try Enterprise applications.

f Troubleshooting

s-.n" Mew support requast

-Navegue hasta "Descripcion general" y anote "ID de aplicacion (cliente)" e "ID de directorio
(arrendatario)" para utilizar la configuracion adicional:



All services » Cisco Systems, Inc | App registrations >

=== WebexConnect ~

L Searc ‘ ‘ f Delete @ Endpaints  [#] Preview features

B overview

# Essentials
&b Quickstart

Display name © WebexConnect
# Integration assistant — )

Application (client) ID : 56ba%hac-67be-4bd2-b551-47258e72ad62
Manage Object ID © 3d6317c3-ed51-4ff2-955d-019ac163Tbeb
& Branding & properties Directory (tenant) 1D . Of47778c-61c2-4b0a-8e84-3f05e737a1dd

Supported account types : My organization only

3) authentication

Nota: asegurese de que el consentimiento del usuario para las aplicaciones esté permitido en
Azure en 'Consentimiento y permisos' para 'Aplicaciones empresariales' (esta es una
configuracion predeterminada):

£33 Consent and permissions | User consent settings

&7 Got feedback?
Manage

Control when end users and group owners are allowed to grant consent to applications, and when they will be required to request

€82 User consent settings o :
administrator review and approval. All

fing users to grant apps access to data helps them acquire useful applications and be productive, but
B Permission classifications can represent a risk in some situations if it's not monitored and controlled carefully.

User consent for applications
Configure whether users are allowed to consent for applications to access your organization's data. Learn
C j' Do not allow user consent

An administrator will be required for all apps.

Allow user consent for apps from verified publishers, for selected permissions (Recommended)

Al users can consent for permissions classified as “low impact”, for apps from verified publishers or apps registered in this crganization.

®) Allow user consent for apps

Al users can consent for any app to access the organization’s data.

Paso 3: Configurar el usuario del buzén en Office365

-Inicie sesion en https://admin.microsoft.com;

-Vaya a Usuarios->Usuarios activos;
-Seleccione un usuario con un buzén para la integracion con Webex Connect;
-Después de seleccionar un usuario especifico, navegue hasta 'Correo’, en 'Aplicaciones de

correo electrénico' haga clic en 'Administrar aplicaciones de correo electronico', asegurese de que
'SMTP autenticado' esta seleccionado y haga clic en 'Guardar cambios":


https://admin.microsoft.com;

JO

Account Devices Licenses and apps Mail OneDrive

Mailbox storage 0.01% (5.791MB/50GE)

Mailbox permissions Email apps

inos allowed
(= Fht 3 £ L b ' ]

Show in global address list Email forwarding

MP=Ts |

._._-'._.

Automatic replies More actions

i




é

Manage email apps

Choose the apps where John can access Microsoft 365 email.

Outlook on the web

Outlook desktop (MAPI)
Exchange web services
Mobile (Exchange ActiveSync)
IMAP

Pop

Authenticated SMTP

-En "Reenvio de correo electronico”, haga clic en "Administrar el reenvio de correo electronico",
seleccione "Reenviar todos los correos electronicos enviados a este buzén", rellene "Reenvio de
direccién de correo electrénico" con un alias de la configuracion de la aplicacion Webex Connect,
como se muestra en el paso 1 (ademas, si es necesario, seleccione "Guardar una copia del
correo electrénico reenviado en este buzon") y haga clic en "Guardar cambios":




JO

Account Devices Licenses and apps Mail OneDrive

Mailbox storage 0.01% (5.791MB/50GE)

Mailbox permissions Email apps

All apps allowed

Show in global address list Email forwarding
Applhed

Automatic replies More actions




=

Manage email forwarding

" Forward all emails sent to this mailbox

The mailbox owner will be able to view and change these forwarding settings.

Forwarding email address

a41a0ba3566ed2091155f13e48eb6d4f8@mail-us.imiconnect.io

+ Keep a copy of forwarded email in this mailbox

-Asegurese de que se permite el reenvio de correo electronico saliente a direcciones de correo
electronico externas en el portal de Microsoft 365 Defender.






Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



