APIC-EM 1.3 - Generacion de certificados:
eliminacidon mediante API
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Introduccion

Este documento describe como utilizar la API Cisco Application Policy Infrastructure Controller
(APIC) - Extension Mobility (EM) para crear y eliminar el certificado. Con IWAN, todo se configura
automaticamente. Sin embargo, IWAN en este momento no tiene ningun flujo para recuperar
automaticamente el dispositivo del certificado caducado.

Lo bueno es que hay algun tipo de flujo en la automatizacion en términos de RestAPI. Sin
embargo, la automatizacion se realiza por dispositivo y necesita cierta informacién sobre el

dispositivo. El flujo RestAPI que esta fuera del flujo IWAN, utiliza algun mecanismo para
automatizar el certificado para el dispositivo.

Antecedentes

Topologia habitual del cliente.
SPOKE — HUB — APIC_EM [Controller]

Estas son las tres situaciones:
. El certificado ha caducado.

- El certificado no se esta renovando.
- El certificado no esta disponible en absoluto.

¢, COmo sabra cual es el estado actual del dispositivo?

Ejecute el comando Switch# sh cry pki cert.



HUB2#sh cry pki cert

Certificate

H e = ]
Status: Available
Certificate Serial Number (hex): 3C276CE6B6ABFASD
Certificate Usage: General Purpose

Issuer:
cn=sdn-network-infra-subca
Subject:
Name: HUB2

cn=ASR1001 SSI161908CX sdn-network-infra-iwan
hostname=HUB2
Validity Date:
start date: 06:42:03 UTC Mar 28 2017
end date: 07:42:03 UTC Mar 28 2017
Associated Trustpoints: sdn-network-infra-iwan

CA Certificate
‘Statusi Available
Certificate Serial Number (hex): 04
Certificate Usage: General Purpose
Issuer:
cn=ca
Subject:
cn=sdn-network-infra-subca
Validity Date:
start date: 06:42:03 UTC Mar 28 2017
end date: 07:42:03 UTC Mar 28 2017
—infra—iwggj

Associated Trustpoints: sdn-nedwork

Si ve, hay dos certificados y aqui debe marcar el punto de confianza asociado .
La fecha de finalizacién sera normalmente de un ano y debe ser posterior a la fecha de inicio.

Si se trata de sdn-network-infra-iwan, significa desde APIC-EM que tiene ID y certificado CA
registrados.

¢ Como se asegura de que APIC-EM también tenga el mismo
certificado o de que APIC-EM haya entendido o no el mismo
certificado?

a. Mostrar la version del dispositivo y recopilar el numero de serie:



If you require further assistance please contact us by sending email to
exportfcisco.com.

License Type: RightToUse
License Level: adventerprise
Next reload license Level: adventerprise

cisco ASR1001 (1RU) processor (revision 1RU) with 1062B61K/6147K bytes of memory.
Processor board ID EREpe{aEll:le
4 Gigabit Ethernet interfaces
32768BK bytes of non-volatile configuration memory.

4194304K bytes of physical memory.
7741439K bytes of eUSB flash at bootflash:.

Configuration register is 0x0

Con la ayuda de este numero de serie, puede realizar una consulta APIC-EM para averiguar qué
piensa APIC-EM sobre este dispositivo.

b. Vaya a Documentacion de API.
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c. Haga clic en Agente de infraestructura de clave publica (PKI).

d. Haga clic en First API (Primera API), que nos ayudara a conocer el estado desde el lado de la
API.
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Policy Administration

Role Based Access Control
Scheduler

Service Provision Enging
Site Profile Service

Swim
Task

Topology

default Title

Haga clic en GET.
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DELETE

[TIT

getDefaultCaPem

piTrustPointLisiGet

pkiTrustPointPkcs 12Download

pkiTrustPointDeleteByDevice SN

pkiTrustPoiniGelByDevice SN

getCertficateBriefList

pRiTrustPointDelete

En una casilla de verificacion, haga clic en el numero de serie recopilado de la salida show
version del Dispositivo.

Haga clic en Pruebal.

Compare el valor de salida con el resultado sh crp pki cert del dispositivo.

¢, Como se elimina el certificado del dispositivo?

adr

A veces ocurre que en el dispositivo, el certificado esta ahi y en el APIC-EM no esta ahi. Por eso,
cuando ejecuta GET API obtiene un mensaje de error.

Try it out!

"response”: {

"errorCode”: "BadRequest",

"message”: "get trust-point by serial-number: Failed to get trust-point list for serial-number SSI161988CX™,

"detail": "get trust-point by

"yversion”: "1.8"

La solucién es s6lo una y es eliminar el certificado del dispositivo:

a. Switch# show run | | trustpoint

serial-number: Failed to get trust-point list for serial-number 55I161988CX"



HUB2#sh run | i trustpoint

crypto pki trustpoint zxz

hryptm pki trustpoint ElsiEal=antle)ad el a-TRANE1!
HUB2 ]

Ejecute el comando Switch# no crypto pki trustpoint <trustpoint name>.

HUBZ#conf t
Enter configuration commands, one per line. End with CNTL/Z.

HUBZ (config)#no crypto pki trustpoint sdn-network-infra-iwan
$ Removing an enrolled trustpoint will destroy all certificates

received from the related Certificate Authority.

Are you sure you want to do this? [yes/no]: ves
& Be sure to ask the CA administrator to revoke your certificates.

HUBZ2 (config)#

Este comando elimina todo el certificado en el dispositivo asociado con el punto de confianza
seleccionado.

Vuelva a comprobar si se elimina el certificado.

Use el comando: Switch# sh cry pki cert.

No debe mostrar el punto de confianza sdn que se elimind.

b. Eliminacién de clave:

Ejecute el comando en el dispositivo: Switch# sh cry key mypubkey all.
Aqui vera que el nombre de la clave comienza con sdn-network-infra.

Comando para eliminar la clave:

%UBE{Canig}#cry key zeroize rsa sdn-network-infra-iwan

& Eeys to be removed are named 'sdn-network-infra-iwan'.

[t A1l router certs issued using these keys will also be removed.
Do you really want to remove these keys? [yes/no]: yes
$UBE{Canig}#I

2. Asegurese de que la interfaz APIC-EM conectada al dispositivo sea Pingable.

Puede ocurrir que APIC-EM tenga dos interfaces de las cuales una es publica y la otra es privada.
En ese caso, asegurese de que la interfaz APIC-EM que se comunica con el dispositivo haga ping
entre si.



HUBZ2#ping 10.10.10.10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.10.10.10, timeout is 2 seconds:
11111

Buccess rate is 100 percent (5/5), round-trip min/avg/max = 1/1/]1 ms
auB2 ]

¢ Cémo se aplica el certificado de APIC - EM?

En APIC-EM, cuando se hace clic en Documentacion de APl y se selecciona Agente PKI, esta
opcion esta disponible.

POST/trust-point

[ getDefaultCaPemChain

- Esto creara un certificado con APIC - EM.
PKI Broker S e cerificate=authorityica/{id}f{type

Policy Administration
Role Based Access Contral

cenificaie-authorityfideertcal{id)/frype) getDefaultCaPem

Site Profile Service
Swim

Task

Topology

default Title

sr-paint phiTrustPointListGet

Scheduler m S Sy S
Service Provision Engine =it s it o e el
m thenty/{id}/{type

ustPointPest

Model

TaskldResult {
version (string, cptional),
response (TaskidRes;

1

TaskldResponse [
taskid (Taskid, optional)
url string onal)

]
Taskid {
1

Response Content Type: application/json

T el

A continuacion, debe tener informacion sobre el dispositivo y hacer clic en la opcion de probarlo.


https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointPost
https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointPost

TaskldResult {
version (siring, optional),
response (TaskldResponse, cptional)
}
TaskldResponse {
taskid (Taskid, optional),
url (string. optional)
}
Taskid {
1

Response Content Type: application/json

Farameter Vakis Dascription Farsmaier Typs Data Type
peiTrustPointInput phiTrustPomtlnput bady Madsl
poacK” PhiTrustRoint{
me" "sdn-network<nfra-aan” senaMumber | smrgh Deviees sera-numosr,
" m entityName |srog ) Dewess hosiname.
"enfifeliame ™ "HURZ" k id (s, opdonal) Trus-point identicaton
Apmatealy gensed
platformid istring - Platiorm identifieaton. Eg.
= ASR1002
Parameter content type: | applcationison ¥ trustProfileName (siring). Name of rust-peofile | muest

sireagy ewsh DefBult sor-newori-mfra-wan
entity Type (sing. Apoonal) Audiabie Spbon. mule

Ejemplo:

{
"platformld":"ASR1001",
"serialNumber":"SS1161908CX",

"trustProfileName":"sdn-network-infra-iwan",

"entityType":"router",
"entityName":"HUB2"

}

- La informacion resaltada es ESTATICA y el resto es Dinamica.

« El nombre de entidad es el nombre de host del dispositivo.

« Numero de serie que obtuvo de la version show del dispositivo.

- Tipo de entidad que puede cambiar en funcién del tipo de dispositivo.

- Esta informacién es necesaria para indicar a APIC-EM que configure el dispositivo. Aqui APIC-EM comprende el numero de

serie.
Salida de Try it out!:



"response": {

"taskId": "1a395ed1l-1738-43fa-9527-327ed3ebeldb”,

b |7 Sl ".fauiN:I..-‘taska’iaBEStdi@.H&-ﬁf!-gSZ?-32?=¢3=5eli‘.b"
I

"version”: "1.8"

"Pragma™: "no-cache, no-cache”,

"Content-Security-Policy": “style-src ‘self' ‘unsafe-inline®; script-src ‘self’ 'unsafe-eval®' ‘unsafe-inline' ‘nonce-2dccl63f-98f3-45e2-bdSh-

“X-Frame-Options™: “SAMEORIGIN, SAMEORIGIN®,
"Date”: “"Tue, 28 Mar 2017 10:10:06 GMT",
"Strict-Transport-Security™: "max-age=31536088; includeSubDomains, max-sge=3153686@; includeSubDomains™,
“"Content-Type": “application/json;charset=UTF-8",
“Access-Control-Allow-Origin®: “https://18.78.186.45",
“Cache-Control”: "no-cache, no-store, no-cache, no-store”,
"Transfer-Encoding™: "chunked™,
“Access-Control-Allow-Credentials": “false”
}

Esta salida significa que APIC-EM crea el archivo internamente y que ahora esta listo para implementarlo en el dispositivo.

El siguiente paso es introducir este dispositivo en el paquete. Para pulsar, necesita obtener una ID de punto de confianza. Esto se

puede hacer a través de GET API CALL.

GET/trust-point/serial-number/{serialNumber} - Consulta
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Le dara este resultado. Significa que el APIC-EM tiene el certificado con esto para presionar el dispositivo.


https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointGetByDeviceSN

"response”: {
"platformId”: “ASRI1@8L1",

"seriallumber”: “SSI161988CX",

"trustProfileName”: “sdn-network-infra-iwan”,

"eptityName”: "HUBZ",

“entityType”: "router®,

"certificatefuthorityId”: "f8bd50848-3704-4e44-94d8-de97bEB29eBd",

"attributeInfo": {},

BT L O h 837 6-9861-44bd-a773- fb5256e5447hjg

"version®: "1.8"

Empuije el certificado al dispositivo.

POST/trust-point/{trustPointld} // trustPointld debe copiarse de |la consulta del numero de serie de
GET

{"response": { "platformld": "ASR1001", "serialNumber": "SS1161908CX", "trustProfileName": "sdn-
network-infra-iwan", "entityName": "HUB2", "EntityType": "router", "certificate Authorityld":
"f0bd5040-3f04-4e44-94d8-de97b8829e8d", "attributelnfo™: {}, "id": "c4c7d612-9752-4be5-88e5-

e2b6f137ea13" }, "versién™: "1.0" }

Esto llevara el certificado al dispositivo, siempre que haya una conectividad adecuada.

pkiTrustPointPush

pkiTrustPointGet

trust-point!{rustPeintid}/config pkiTrustPointConfigGet

ET trrust-point{trusiPointd}/downicaded checkPKCS12Downloaded


https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointPush

Parameter Value Descrption Parameter Type Catas Type

trustPointId rust-point |0 path string

12bB32tva‘—9061 Mbd—a??3-ﬂ5ﬁ25595ﬂfb|

HTTP Status Code Reason

288 The requast was successful. The result is contained in the response body.

281 The POST/PUT request was fuffiled snd a new resource has been created. Information sbout the resource isin the response body.
282 The request was accepted for processing, but the processing has not been completed.

284 The request was successful, however no content was retumed.

286 The GET request included a Range Header, and the server responded with the partial content matching the range.

a8 The client made a request that the server could not understand (for exampie, the request syntax is incomect).

481 The client’s authentication credentials included with the request are missing orinvalid.

483 The sener gni the d Is, but the client is not authorized to perform this request.

484 The client made 8 request for 8 resource that does not exist.

See The server could not fulfil the request,

S81 The server has not implementad the functionality required to fuffill the request.

583 The server is (temporarily) unavsiable.

Sea The server did not respond inside time restrictions and timed-out.

4g9 The target isina fiicted state (for le, an edit conflict where & resource is being edited by multiple users). Retrying the request Iater might succead.
4 The client sent a request body in a format that the server does not support {for example, XML to & server that only accepts JSON).

Mensaje de respuesta correcta:

1{
"response”: {
"taskId": ["f10822bd-Bf45-4597-8168-bcc@7fd55898",
"url": “fapi/vl/task/f18e22bd-8f45-4597-816@-bcc@7fd55898"
1
"version”;: "1.8"
}

292

Vuelva a comprobar el dispositivo:
Ya ve que ambos certificados se han pegado:



EUBE#sh cry pki cert
ertificate
Status: Available
Certificate Serial Number (hex): 2AD39646370CACCT
Certificate Usage: General Purpose
Issuer:
cn=sdn-network-infra-ca
Subject:
Name: HUBZ2
cn=ASR1001_S5I16190BCX_ sdn-network-infra-iwan
hostname=HUB2
Validity Date:
start date: 10:00:07 UTC Mar 28 2017
end date: 10:00:07 UTC Mar 28 2018
renew date: 10:00:06 UTC Jan 14 2018
Associated Trustpoints: sdn-network-infra-iwan

IcA Certificate
Status: Available
Certificate Serial Number (hex): 56762600B2D447A3
Certificate Usage: Signature
Issuer:
cn=sdn-network-infra-ca
Subject:
cn=gdn-network-infra-ca
Validity Date:
start date: 09:20:26 UTC Mar 28 2017
end date: 09:20:26 UTC Mar 27 2022
Associated Trustpoints: sdn-network-infra-iwan

iR |

A veces APIC-EM tiene el certificado pero el dispositivo no.
¢ Cémo puede resolverio?

Hay una tarea en segundo plano a través de la cual solo puede eliminar el certificado de APIC-EM.
A veces, el cliente elimina por error el certificado del dispositivo, pero en APIC-EM, sigue ahi.
Haga clic en ELIMINAR.

DELETE/trust-point/serial-number/{serialNumber} - Eliminar.



https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointDeleteByDeviceSN
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"response”: {

"taskId": "33ab®da8-Sbel-48b7-86c2-cf2e58lebbbos"”,

"url": "/api/wl/task/33ap8d=8-9bel-48b7-86c2-Ccf2e581ebbb5"
b
"version*: “1.8"

Responss Code

282

¥
"Pragma": "no-cache, no-cache",
"Content-Security-Policy™: "style-src ‘self' 'unsafe-inline'; script-src ‘self' 'unsafe-eval' ‘unsafe-inline’
“X-Frame-Options™: "SAMEORIGIN, SAMEORIGIN",
“Date™: “Tue, 28 Mar 2017 18:15:23 GHT",
"Strict-Transport-Security”: "max-age=3153600@; includeSubDomains, max-age=31536@80; includeSubDomains®”,
"Content-Type*: "application/json;charset=UTF-8",
"Access-Control-Allow-0Origin": "hitps://18.78.186.45",
"Cacthe-Control™: "no-cache, no-store, no-cache, no-store",
"Transfer-Encoding”: "chunked”,
"Access-Control-Allow-Credentials": "false"

¥
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Introduzca el numero de serie y haga clic en Try out!.
Parameters
Faramater Value Descrption Parameter Typs Cata Type
serialNumber 155“51903“ Device serial-number path string
Error Status Codes
HTTP Status Code Reason
288 The request was successful. The result is contained in the response body.
284 The request was successful. howaver no contant was retumead.
286 The GET reguest included a Range Header, and the server responded with the pariial content matching the range.
288 The client mede a request that the server could net understand (for example, the request syntax is incomect).
481 The client's suthentication credentials included with the request are missing or invalid.
483 The sarver recognizes the authentication credantialz, but the ciient is not suthorized to parform this requast.
484 The client made 8 request for a resource that does not exist.
588 The server could not fulfil the request.
581 The server has not implemented the functionality required to fuffill the request.
583 The sarver is itemporanly) unavailable.
S8 The sanver did not respond inside time restrictions and timed-out.
a8g The target resource is in & conflicted state (for example. an edit confiict where s resource &= being edited by multiple users). Retrying the request later might succeed.
415 The client sént a request body in & format that the server does not suppor {for example. XML to & server that only accepts JSON)L
Try out!
{
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