Peering de rutas L4-L7 con entramado de
transito - Tutorial sobre configuracion
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Introduccion

Este documento describe el tutorial de configuracion del Grafico de servicio L4-L7 con Peering de
Rutas, donde tanto el consumidor como el proveedor son externos al fabric de Application Centric
Infrastructure (ACI).

Contribuido por Zahid Hassan, Ingeniero de servicios avanzados de Cisco.

Prerequisites

Requirements
Cisco recomienda que tenga conocimiento sobre estos temas:

- Agrupaciones de VLAN estaticas que se utilizaran para la VLAN de encapsulacién entre los
dispositivos externos y el fabric ACI

- Dominios fisicos y enrutados externos que uniran la ubicacién (nodo de hoja/ruta) de los
dispositivos externos y el conjunto de VLAN

- Conexion de capa 3 a una red externa (L3Out)

Los pasos anteriores de las configuraciones Fabric Access y L3Out no se tratan en este
documento y se supone que ya se han completado.

Componentes Utilizados

La informacion que contiene este documento se basa en estas versiones de software:



- Cisco Application Policy Infrastructure Controller (Cisco APIC) - 1,2(1 m)
- Paquete de dispositivos Adaptive Security Appliance (ASA) - 1.2.4.8
- ASA 5585 - 9.5(1)
- Nexus 3064 - 6.0(2)U3(7)
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Antecedentes

El emparejamiento de rutas es una funcion que permite a un dispositivo de servicio, como un
equilibrador de carga o un firewall, anunciar su alcance a través del fabric de ACI hasta llegar a
una red externa.

El caso practico que se presenta aqui es un firewall fisico que se implementa como un grafico de
servicios de dos brazos, entre dos grupos de terminales (EPG) o L3Outs externos. El Grafico de
servicio esta asociado a un contrato entre el EPG externo en la hoja 101 (N3K-1) y el EPG
externo en la hoja 102 (N3K-2). El fabric ACI proporciona un servicio de transito para los routers

(N3K-1y N3K-2) y se utiliza el Peering de rutas, con Open Shortest Path First (OSPF) como
protocolo de routing, para intercambiar rutas entre el firewall y el fabric ACI.

Configurar

Diagrama de la red

La siguiente imagen muestra cémo funciona Route Peering de extremo a extremo:
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Configurar

Paso 1. Configure el routing y reenvio virtual1 (VRF1), VRF2, Bridge Domain1 (BD1) y BD2.
Asocie BD1 a VRF1 y BD2 a VRF2, como se muestra en la imagen:
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Paso 2. Cargue el paquete de dispositivos ASA en Dispositivo L4-L7, como se muestra en la
imagen, :



alvaln
cisco

Quick Start
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4 BB L7 Service Device Types
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B Firewan
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Configure el dispositivo L4-L7 para el ASA 5585 fisico (enrutado),

alealn

arch
Tenant T1
B Cuick Start
4 B TenantT
» M Application Profiles
4 B Netwarking
» B Bridge Domains
» I VRFs
» B Extomal Bridged MNetworks
» B External Routed Networks
» B Route Profiles
» B Protocol Policies
B 417 Senice Paramelers
4 I zecurity Policies
> I contracts
» I Taboo Contracts
» B imported Coniracts
» M Fiters
» B Troubleshaat Folicies
» B ponitoring Policies
» B 417 Senice Graph Templales
» I Router configurations
» B Function Frofiles
» B asasses
» B mported Devices

» B Devices Selection Policies

HELP

Quick Start

Tenan Fahric

enter name, descr lc on | T1 | infra | mgmt

L4-L7 Devices - ASA5585

General
Managed
Narme: ASAS585
Device Package: CISCO-ASA-1.2
Service Type: Firewall
Devics Type: PHYSICAL
Physical Domain: T1_PHY ~ @

Context Aware: le

Function Type:
Cluster Mode: Single Node

Credentials

Username: admin

Passward

Confirm Password.

Configuration State
Configuration Issues:

Devices State: stable

The Packages menu allows you to import L4-LY device packages, which are used o define, configure, and manitor a network service device such as a firewall, S5L offload, loa
systern (IPS). Device packages contain descriptions of the functional capahility and setlings along with interfaces and network connectivity information for each function. A netwc

“You can use the mport a Device Package wizard to impart a device package for a function that you want to manage with APIC. We recormmend that you import device packages

See Also
L4-L7 Service Device Types

como se muestra en la imagen:

Device 1
Management IP Address: [172.23.97.1 Management Port: 443 N
Chassis: sclect 2 value ]
Interfaces:
~ Hame Path

| igabitEthemetoig Node-105/etht 2|

| GigahitEthemetoit Node-106/etn 2 |
Cluster

Management IP Address: |172.23.96.228 Management Port: 443

Device Manager: [172.23.97.1 ~ @

Cluster Interfaces:

Type - Mame Concrete Interaces
ASAS585_Device_1/[GigabiEthemetd/1]
provider inside
ASAE585_Device_1i[GigabitEthemeto/o]
consumer outside

Paso 3. Configure L30ut para N3K-1y asocie con BD1y VRF1.

La red enrutada externa se utiliza para especificar la configuracion de ruteo en el fabric ACI para
el peering de rutas, como se muestra en la imagen:



| Add Tenant |

Tenz

[l =ter name, descr | cormmon | infra | gt | T1

Admin Operations

L3 Outside - N3K-1_L3OUT

I ik Start
4 2 TepartT
» I spplication Profiles
4 M petworking
» M Bridge Domains
> M yRFs
» I Citernal Bridged Metworks
4 M Eyternal Routed Networks
» I St Action Rule Profiles
b I niateh Actinn Rule Profiles
b B agsa N_L3OUT
b B agA OUT_LI0UT
b B M3K-2_L30UT
» M Route Profiles
» I Frotocol Folicies
I | 417 Service Parameters
» M Security Policies
» I Troubleshoot Policies
» I nonitaring Policies
b I 4T Semices

Properties
Marme: N3K-1_L30UT
Description: | optional
Tags: -
enter taga separated by comma
Lakel:
Target DSCP: unspecified
Raute Control Enfarcement: [ import Export
VRF: T1/VRF | > @
Resolved VRF: T1WRF1
External Routed Domain: T1_L30OUT - @
I Route Profile for Interleak: select & valus v @
Route Control Far Dampening:
+ Address Family Type
Mo item
Select Actio
Enahle BGPIEIGRFPIOSFF: EIGRP

| QS5PF Area

QSPF Area Control

QSPF Area Type:
QSPF Area Cost:

Send redistributed LSAs into NSSA area
Originate summary LSA
[ suppress forwarding address in translated LG4

1

1

Nota: Todas las interfaces L30ut que se utilizan para el Peering de Rutas deben
configurarse como una Interfaz Virtual de Switch (SVI) con VLAN ENCAP en consecuencia.

Fabric

. [II'III‘ Tenants
cisco
A nant | Search: [ERE
Tenant T1
B Guick Start

4 2 TonantT1
» B Application Profiles
4 M rstworking
» 8 gridge Domains
» M yRFs
» B cternal Bridged Networks
4 M Extemal Routed Networks
» B Set Action Rule Profiles
» B niaich Action Rule Profiles
P EB AGA_IN_LIOUT
» B asp_OUT_LZOUT
4 M Logical Node Profiles
PRENTEIERY
4 M Logical Interface Profiles
PRERTEN

E] OSPF Intertace Profile

» T topologyipod-tinode-105
> I Networks
M Route Proflles
> B N2 _L30uT
» B Route Profiles
» M Protocol Policies
B |47 Service Parameters
» I Security Policies
» B Troubleshoot Policies
» I wonitaring Policies
» B a7 Services

4 M configured Nodes "

| common | infta | mgrmt | T1

Logical Interface Profile - N3K-1_IP

Properties
MName: N3K-1_IP
Description: | 0nfional

Label:
ND palicy: sclect o value

Egress Data Plane Palicing Paliey: «cleci = vale

Ingress Data Plane Policing Policy:

Fouted Interfaces:

~ Path

F‘D\n ol Fault

1P Address MAC Address MTU (Bytes)
Mo items have been faund,
Select Actions to create a new item
Y
- Path IP Address Side A IP Side B 1P MAC Address MTU (Bytes) Encap
Mode-10feth1/3 192166.1.2130 00:32:B0F 818 FF 1500 wlan-100
Rauted Sub-Interfaces:
=~ path 1P Address MAC Address MTU [Bytes) Encap

Notems have been found.
Select Actions to create 3 niw ikem,

Configure el control de ruta de importacidén/exportacion en subredes para N3K-1 L30ut External
EPG, como se muestra en la imagen:



Tenant T1

B Quick Start
4 2 TenantT1
» B pplication Prafiles
4 I petyorking
» I aridge Domains
» M VRFs
» M External Bridged Networks
4 M Exteral Routed Networks
» B Setaction Rule Profiles
» I e Action Rule Profiles
b B ASA_IN_L3IOUT
b B ASA_OUT_L30UT

4 M Logical Node Profiles
4 & nakawe
4 B Logical Intertace Profiles
REREIEN
4 M confgured Nodes
» & topalogyipod-1made-106
4 M etworks

B Lo 7 Service Paramsters
M Route Profiles
b B N3K-2_L30UT

» B Route Profiles

» M Fratocal Policies

B 417 Service Parameters
» I Security Policies
» B Troubleshoot Policies

» I hionitoring Policies

External Network Instance Profile - N3K-1_EXT_NET

Properties
MName: N3K-1_EXT_NET
Tags: 1 -

Smer iags s=paret=d by somma

Description: | 0710141

Configued YRF name: VRF1
Resolved VRF: unitn-T4ictx VRF1
QoS Class: Unspecified -
Target DSCP: unspecified
Configuration Status: applied
Configuration Issues:

Subnets:

~ IP Address

Scope Agaregate

Route Control Profile

[w.w 0.10.0/24

External Subhets for the External EPG ]

[zu 30.20.0024

Expor Route Cantral Subnet ]

Route Control Profile:

~ Name

Direction

Mo items have been found,
Select Actions to create a new item,

Configure L30ut para la Interfaz Externa ASA y asocie con BD1y VRF1,

imagen:

e
CISCOo

rch;

B uick Start
4 2 TenantTt

» I application Profiles

4 M networking
» M Bridge Domains
» M vRFs
» M Exiernal Bridged Networks
4 M Edternal Routed Networks

» B set Action Rule Profiles

» B Watch Action Rule Profiles
> 6B aga IN_L3OUT

» M Logical Mode Profiles
» I Metworks
» B Route Prafiles
b B N3K-1_L30UT
b B NaK-2_LI0UT
» M Route Profiles
» I Protocol Policies
B | 417 Service Parameters
» M security Policies
» B Troubleshaot Policies
» M wonitoring Policies
> B 417 Senices

| common | T1 | infra | mgmt

L3 Outside - ASA_OUT_L30UT

Properties
MName: ASA_OUT_L30UT

Deseription: | oplional

Tags: -

Snter isgs s=parated by comms
Labkel:

Target DSCP: unspecified
Raute Control Enfarcement. [ ] impart Export

VRF: T1/VRF1 - @

Resotved VRF: TIVRF1
External Routed Domain: T1_L30UT - @

Route Profile for Interleak: <cleci o value - i@

Route Gontrol For Dampening

-« Address Family Type

como se muestra en la

Route Dampening Policy

Enable BGR/EIGRPIOSPF: []BGP EIGRP

OSPF Area ID: g

OSPF Area Control

Originate surmmary LSA

Send redistributed LSAS into NSSA area

[ Suppress farwarding address in translated LSA

QSPF Area Type:
OSPF Area Cost: 0 -

Mo items have been faund.
Select Actions to create a nev item,




orking

Adrnin

Tenant T1 B

M GQuick Start
4 A& TenantT1
» B ppplication Profiles
4 M retorking
» M gridge Domains
> M \vRFs
> B Eigemnal Bridged Networks
4 M External Routed Networks
b B SetAction Rule Profiles
» B wistch Action Rule Profiles

» B ASA_IN_L30UT

4 B qgical Node Profiles
4 T asa_out_ne
4 M Logical Interface Profiles
PREFENT AT

4 M confgured Nodes
4 & wpoiooymon-1node-108
» B 80P forvRF-TIVRFL
+ & 0sPF for VRF-TIVRFT
B pietworks
» B Route Frofiles
» B W3k-1_LIOUT
» B N3z L3ouT
» B Route Profiles
» B Protocol Policies
B 47 Senice Parameters
» I Socurity Policies
» B Troubleshoot Palicies
> B wonitoring Policies
» B 217 Senices

Configure el control de ruta de importacidon/exportacion en subredes para el EPG externo de

Logical Interface Profile - ASA_OUT_IP

Properties
Narme: ASA_OUT_IP
Deseription: 000030

Label:

ND policy: cclect = value

Egress Data Plane Policing Policy: =c /o0t = value
Ingress Data Plane Palicing Palicy: sclect o value

Routed Interfaces:

& path

1P Address

MAC Address

MTU (Bytes)

Faults

A

SVI:

- path

1P Acdress Side AIF

Ha ieemns have been Found,
Select Actions to create anew tem,

Side B P

MAC Acdress

MTU [Bytes)

Node-1057eth 112

Routed Sub-Interfaces:

- Path

192.168.1.6130

1P Address

00:22:BDF8A9FF 1500

MAG Address

MTU (Bytes]

Encap

salida L3externo de ASA, como se muestra en la imagen:

Tenant:

enter name, descr

M fezms have been Found,
Select Actions to create a newitem,

Tenant T1
L L2 1l Network Instance Profile - ASA_OUT_EXT_NET
B Quick Start
4 2 TenantT Operational  Stats
» M application Profiles -
Contracts
4 I petworking
» M Bridge Domains 100
» M VRFs
» B External Bridged Netwarks Properties
Narme: ASA_OUT_EXT_NET
4 BB Erternal Routed Networks i -
ags: =
» B set ction Rule Profiles T
» I niatch Action Rule Profiles Description: |0 0nal
b D ASA_IN_L30UT
_A B asA_OUT_L30UT
- Gonfigued VRF name: VRF1
» B | ogical Node Profiles
- : Resalved VRF: unimn-T1/cte-VRE1
488 Networks QoS Class: Unspecified
El
) FEABOTEACRET Target DSCP: unspecified
B 117 Senice Paramelers
» Bl Roue Profies Configuration Status: applied
Configuration Issues:
b B NaK-1_L30UT 8
Subnets:
b B N3K-2_L30UT L
» B Route Profiles = IP Address Stope Agaregate Route Control Profile Route Summa
» B Frotocol Palicies Export Route Contral Subnet
- N . [”””“””2" Shared Route Contral Subnet
LT Semes Parmeter 2020.20.0/2¢ Externial SUBnets for the Exiermal EFO
» B Security Policies . Shared Route Cantral Subnet
» B Troubleshoot Policies
» M monitoring Policies e
» B 4.7 Senices
- Name Directian
o tems have been Faund.
Select Actions to create a new item,

Configure L3out para ASA-Internal y aséciese a BD2 y VRF2, como se muestra en la imagen:



alra]n T ric

cisco

Add Tenant | LU =nter name, descr I comman 1 T1 | infra | r

Tenant T1
W Cuick Start
4 2 Tonant T
» I application Profiles
4 I petworking
» M Bridge Domains
» B RFs
» B Eytormal Bridged Metworks
4 I Eternal Routed Networks
» B St action Rule Profiles
» B patch Action Rule Profiles

4 BB | ogical Mode Profiles
» B agan_np
> I networks
» I Route Profiles
b B a5 0UT_L30OUT
b OB NIK-1_LI0UT
b B NaK-3_L30UT
» I Route Profiles
» I Frotocol Policies
B 47 Senice Parameters
» I Security Policies
» B Troupleshoot Policies
» B nonitoring Policias
» B 417 Senvices

L3 Outside - ASA_IN_L30OUT

Properties
Mame: ASA_IN_L30UT
Description: 0ptions)

Tags: 1« -
Enter tega separated by comms

Lakel:

Taget DSCP: unspecified
Route Control Enforcement: [ import Expart

RF: T1/WRF2 - @

Resolved VRF: TIVRF2
External Routed Domain: T1_LaoUT

Route Profile for Interleak: clect = value

Route Coniral For Dampening:

~ Address Family Type

Route Dampening Palicy

Enable BGP/EIGRP/OSPF: [ BGP EIGRP

OSPF Area ID: 0

QSPF Area Contral:

Qriginate summary LSA

Send redistributed LSAS into NSSA area

No items have been found,
Select Actions ko create a new ikem.

[ suppress fanwarding address in translatad LA

Quick Start

4 & Tenant Ti
» B gppication Profiles
4 M networking

» B8 Eridge Domains
» M RFs
» B8 External Bridged Networks
4 B Exgemal Routed Netwarks
» B gt action Rule Profiles
> B iiatch Action Rule Prafiles
4 M Logical Node Frofiles
4 B aga e
4 M Logical Interface Profles
12 03PF Intertace Profile
4 M configured Nodes
> B topologyiood-inade-108
B netwarks
» 8 Route Profiles
b B psh OUT_L3OUT
» @ 3K _L3OUT
» @ N3K-2_L30UT
B Route Profiles
» B8 Protacol Policies
B 417 Senice Parameters
» I security Falicies
» B TroubleshostPolicies
» B wonitoring Policies
> B 417 Senites

QSPF Area Type:
OSPF Area Cost: 0

mon | T1 | infra | my

P

Logical Interface Profile - ASA_IN_

Properties
Name: ASA_IN_IP
Description: | 00ional

select 2 value

Egress Data Plane Policing Policy: sl = walue

Ingress Data Plane Policing Policy: select = walue -

Routed Interfaces:

4 path

Adrnin

1P Address

MAC Address

ACTIONS *

MTU (Bytes)

4 path 1P Address

Side AP

o tems have been found
Select Actions to create a new tem,

Side B 1P MAC Address

MTU (Bytes) Encap

Node-108etn1/2 182.168.1.10/30

Routed Sub-Interfaces:

4 path 1P Acdress

00:22BDFE1GFF

MAC Address MTU (Bytes)

1500

Encap

ha tems have been found,
Select Actions to create a newitem,

Configure el control de ruta de importacidon/exportacion en subredes para el EPG externo de
salida L3de ASA, como se muestra en la imagen:



cisco

Tenant T1
B Quick Start
4 A TenantT1
» I ppplication Profiles
4 I networking
» I Bridge Domains
» I yRrs
» I Exiernal Bridged Networks
4 M Edternal Routed hetworks
» B setAction Rule Prafiles
» I atch Action Rule Profiles
» M Logical Node Profiles
4 M retworks
b 2 asa
» I Route Profiles
b B ABA_OUT L30UT
P B N3K1_L30UT
b B NaKa_L3ouT
» I Route Frofiles
» B Frotocol Policies

B 47 Senvice Parameters
» I Security Folicies
» I Traubleshoot Palicies
» I nionitoring Policies
» o7 Senvices

T

enter name, descr

| common | T1 | inita | momt

External Netwark Instance Profile - ASA_IN_EXT_NET

Properties
MNarme

Tags:

Description

Configued VRF name
Resolved VRF

QoS Class:

Target DSCP:

Caonfiguration Status:
Configuration Issues:

Subnets

Route Caontrol Profile;

ASA_IN_EXT_NET

Smer taga asparated by somms

optional

VRF2
uniftn-T1icts-VRF2
Unspecified

unspecified

applied

~ IP Address

Scope

100

Agoregate Rowte Camol Profile

1010100524

External Subnets for the External EFG
Shared Route Gontrol Subnet

2020020 0524

xport Houte Control Subnel
Shared Route Gantrol Subnet

~ Hame

Direction

Mo items have been found.
Select Actions to create a new ikem.

Configure L30ut para N3K-2 y asocie con BD2 y VRF2, como se muestra en la imagen:

M
CISCOo

Tenant T1

B Guick Start
4 B TenantT
» M Application Profiles
4 M pietworking
» M Bridge Domains
> M vRFs
» M Exiemal Bridged Networks
4 M cdternal Routed Networks
» B set Action Rule Profiles
B 1zt Aetion Rule Profiles
B aga_N_L30UT
B aga_0UT_L30UT

»
»
»
b OB NIk _L30UT

> B Logical Node Profiles
> B petworks
» B Route Frofiles
» B Route Profiles
» I Protocal Policies
B 417 Service Parameters
» B securiy Polices
» I Troupleshoot Policies
» M wonitoring Folicies
» B 417 Services

Tenants

enter name, descr

| common | T1 | infra | mgmt

L3 Outside - N3K-2_L30UT

Properties

Mame: N3K-2_L30UT
Description: | oplional

Tags:

Label:

Target DSCP: unspecified

Raute Control Enforcement. [ jmport

Resohed YRF: TINRF2
External Routed Domain: T1_L30UT

Route Profile for Interleak: oo oot o walie

Route Contral For Dampenin

-
STt ags s pareed By Somma
Export
VRF: T1/VRF2 fic]
~ Address Family Type Route Dampening Policy
Ha tems have been found.
Select Actions to create a new item.
EIGRF

Enable BGP/EIGRPOSPF: [1BGP

OSPF
QSPF Area ID: 0.0.0.1

0SPF Area Control: [/] Send redistributed LSAs into NSSA area
Originate summary LSA
[[] 8uppress forwarding address in translated L8A

OSFF Area Type

OSPF Area Cost: 0

“




alialn em Tenants Fahr " King

enter name, deser | common | T4 | infta | momt
Tenant T1 "
L 1] | ica Interface Profile - N3K-2_IP
B quick Start

4 2 TonantTt
» I ppplication Profiles
4 M netuotking

» M Bridge Domains Properties
» B vRFs Narme: N3K-2_IP
» M External Bridged Networks Description: | optional

4 I Exiemal Routed Nebworks

B St action Rule Profiles Label
» B Match Action Rule Profiles

ND policy: sclect o value -

> D
A4 IN_La0UT Egress Data Plane Policing Policy: /=1 = valie <
b €D A54_OUT_L30UT T
Ingress Data Plane Policing Policy: «clcct 2 value -

> B N3k _LaouT

4 B 3 Routed Interfaces.

4 M Logial Node Profiles
4B N3K-Z_NP

tio items have been found

4 M Logical Interface Profiles i items have been foun

Select Actons ko create 2 new et
PRERIET

~ Path IP Address MAC Address MTU (Bytes)

2l 08PF Interface Profile «
» B Configured Nodes sl
> B fetworks
» B Route Prafies « Path 1P Address Side AIP Side BIP MAC Address MTU (Bytes) Encap
» M Route Profiles Node-106/eth1 (4 192168114130 00:22:BDF A OFF 1500 Vian-103

> B protocol Policies

B | 517 Senice Parameters
» I Security Policies
» I Troubleshoot Falicies (RENOBUHITREEDS

» I Monitoring Policies ~ Path 1P Address MAC Address MTU (Bytes) Encap

» B L4017 Senices

Ho items have been found,
Select Actions ta create 2 new tem.

Configure el control de ruta de importacion/exportacion en subredes para N3K-2 L30ut para EPG
externo, como se muestra en la imagen:

|[|I-l|l| 1 Ter abric
Cisco
Sl <nter name, descr | common | T1 | infra | mgmt
Tenant 11 -]
121 . crmai Network Instance Profile - N3K-2_EXT_NET
B Quick Start
4 & TonantT1 - Operational
» M application Frofiles
e
4 I networking
» M RFs )
» B External Bridged Metwarks Properties
Name: N3K-2_EXT_NET
4 M Exemal Routed Netwarks
Taga: -
b B set Action Rule Profiles reran e
» B yiatch Action Rule Profiles Description: [aplional
b B ASA_IN_LIOUT
b B aga OUT_L30UT
Configued VRF name: VRF2
b B Nkl L30T )
— Resolved VRF: unitn-T1/ctx VRF2
» B Logical Node Profiles
g Target DSCP: unspecified
4 M petworks
Configuration Status: applied
Configuration Issues:
47 Service Parameters
Subnets
» I Route Profies "
» B Route Profiles & IP Address Seope Agaregate Raute Control Prafile F
» B protocol Policies | 1010100724 Export Roule Cartrol Subnet |
B 017 Service Parameters
120.20.20.0124 External Subnets forthe External EPG |
» B Security Policies
» B Troubleshaot Policies
» B wonitoring Policies
Route Canrol Profile:
> B 417 Services
~ Mame Direction
Mo tems have been found,
Sedect Actions to create a new item,

Paso 4. Cree un grupo de perfiles de funcién y configure el perfil de funcién a partir de la plantilla
existente, como se muestra en la imagen:



il

Quick Start
4 & TenantT
» B application Profiles
» B Natworking
B 417 Senice Parameters
» M Security Policies
» B Troubleshoot Folicies
» B yonitoring Palicies
4 B 41T Services
b B L4-L7 Service Graph Templates
» B Router configurations
4 [ asnsses_rro
=L ACASSEETT
B 417 Devices
» B imported Devices

» B Devices Selection Policies

M Dcpioyed Graph Instances

B Depioyed Devices
B 1nband Management Configuration for La-L7 devices
» B Device Managers

Fabric
| camman | T1 | infra | mgmt

L4-L7 Services Function

Properties
Name: ASA5585_FP
Description:

Associated Function: CISCO-ASA-1,

Profile - ASA5585_FP

2Firewall

FEATURES AND PARAMETERS

Features:

» B Chassis

Al

L4-L7 Services Function Profile - ASAS585_FP

Properties

Description:

Associated Function: CISCO-ASA-1.2Firewall

FEATURES AND PARAMETERS

Features

Al

All Parameters

Al Parameters

4 =¥ Device Config
» Ol access List

» Ol interface Related Configuration

» Ol interface Related Configuration
4 =F Function Config

» ! External Interface Configuration

b Il intemal Interface Configuration

Device

access-listinbound

extemall
internallf
Function

ExtConfig
IntCanfig

false
falge
false

false

false

false
falge
false

false

false

1

- Faults History

ACTIONS ~

4 ) Device Config
b Ll accass List

4 5‘ Interface Related Configuration
4 ) access Group
=l Inbound Access List
F _ﬁ‘ Interface Specific Canfiguration
4 a‘ IPw4 Address Configuration
=l Pud Address
2l Security Leve|
F _5“ Interface Related Configuration
4 a‘ Interface Specific Configuration
4 _ﬁ‘ IPwd Address Configuration

| IPva Address
Al Security Level
4 ‘= Function Config
4 5‘ External Interface Configuration
=l Interface Configuration
4 5‘ Internal Interface Configuration

=l Interface Configuration

Device
access-listinbound
externallf
ExthccessGroup
name

externalliCry
IPvdAddress
ipwd_address
external_security_leve|
internallf

internallfCiy
IPvdAddress
ipwd_address
internal_security_level
Function

ExtConfig
ExtConfigrel

IntConfig

InCanfigrel

access-listinbound

192.168.1.5/30

a0

192.168.1.9/30

100

externallf

internallf

false

true

false

true

false

false

false

false
false
false
false
false
false
false
false
false
false
false
false

false

false
false
false

false

false

false

false

Talse

Talse

Paso 5. Cree un contrato y modifique el campo Ambito en Arrendatario, como se muestra en la

imagen:



Tenants Fabric

Admin

enter name, descr | cormon | T1 | infra | mgmt

l
Contract - PERMIT_ALL

B Quick Start
4 B TenantTi
» I gpplication Profiles
Fy | Metwarking
» M Brigge Domains
> I RFs
» I External Bridoed Metworks
» M External Routed Networks
» M Route Profiles
» I Frotocol Palicies
M | 417 Senvice Parameters
4 M security Policies
4 &5 PERMIT_ALL
E—é PERMIT_ALL
» I Tapoo Contracts
» M \rmponted Contracts
» M Filters
» M Troukleshaot Policies
» I wonitoring Folicies
b LA T Services

Paso 6. Como se muestra

Properties
Mame: PERMIT_ALL
Label:
’ Scope: Tenant -
QoS Class: Unspecified -

Target DSCP: unspecified
For "unapeafied”, put- 64"
Description: |oplional

Subjects:

= MName Filters

FERMIT_ALL TUPERMIT_ALL

en la imagen, cree una plantilla de grafico de servicios L4-L7 donde la

asociacion de grafico de servicios implica la asociacién de una politica de red enrutada externa y

la configuracion del router

con una politica de seleccién de dispositivos.

0l <rier name, descr mmon | T4 | infra | mgmt

B Cuick Start
4 A TenantTt
» B application Profiles
» I Networking
B |47 Service Parameters
» I Socurity Policies

» B TroubleshootFolicies

» B yonitoring Policies

4 BN 4 7 Gervice Graph Templates
T RGR55E 0T
» T2 Funciion ode - 1

» I Router configurations

» 8 Funciion Prailes

> B 417 Devices

» B imported Devices

» B Devices Selection Policies

» I Deployed Graph Instances

» I Deployed Devices "
& 1nnand management Configuration for L#-LT devices

» B Device Managers

> M chassis

L4-L7 Service Graph Template - ASAS585_SGT

Policy

Consumer Provider

c = P

ASA5585

®
N1

AEAS5ES Informtion
Firewall: Routed




Creale L4-L7 Service Graph Template om

Drag device clusters to create graph nodes.

Device Clusters Graph Name: ASAS535_SAT

Graph Type: B Create A Mew One () Clone An Existing One

1 IASASSES (Managed Fire\n(fall)

Consumer Provider
e i : P
ASA5585

®
N1

Please drag a device from devices table and drop it here to create a service node.
ASLS5ES Information

Firewall: @ Routed @ Transparent
Profile: T1/ASASS585_FPG/ASASSRE_FP - i@

SUBMIT CANCEL

Configuracion del router para especificar la ID del router que se utilizara en el dispositivo de
servicio (ASA 5585), como se muestra en la imagen:

Admin

enter name, descr | commoan | T1 | infra | mgrmt

Router configuration - ASAG585

M Cuick Start
4 A Tonant T
» M spplication Profiles
» I rietworking

M | 417 Senice Parameters Properties
» I security Policies

> M Trougleshoot Policies Sl

» I wonitoring Policies
4 I o7 Services

Description: | optional

b Il 417 Senice Graph Templates
ERERIE
» M Function Prafiles
b I 1417 Devices
» I |mported Devices
» I Devices Selection Policies
» Im Deployed Graph Instances
» M Deployed Devices
E Inband Management Configuration for L4-L7 devices 1
» M Device Managers
» M Chassis

Cambie el tipo de adyacencia de L2 a L3, como se muestra en la imagen:



vl Te

enter name, descr

Tenant T1 ]

B Quick Start
4 & TenantT1
» I ppplication Prafiles
» I pstworking
B | 417 Senice Paramsters
» B Security Policies

» I Troubleshoot Policies
» I ponitoring Policies
4 M L7 Senices
4 M 417 Senice Graph Templates

4 (=] Function Node - N1
& consumer
B provider

» B Router configurations

» I8 Function Profiles

> B U417 Devices

» I iported Devices

» B Deployed Graph Instances
» I Deployed Devices
& mband management configuration for La-LT devices
» I Device Managers
» M Chassis

» B Devices Selection Policies "

L4-L7 Service Graph Template - ASA5585_SGT

Properties
Mame: ASA5585_SGT
Template Mame: UNSPECIFIED
Configuration Issues:
Description: opfiona

Topalogy

Label:

Function Nodes: . name Funetion Name Funetion Type Deseription
N1 CISCO-ASA-1 2Firewall GoTo

Terminal Nodes: . Name Provider/Consumer Description
T Cansumer
T2 Provider

Connections: . name Cannested Nodes Unicast Raute: Adjacency Type Description

¢l N, T True
cz N1, T2 True

Aplicar plantilla de grafico de servicios, como se muestra en la imagen:

il
CISCco

enter name, deser

T

B Quick Start
4 2 TenantT1
» M ppplication Profiles
» I Networking
B 4.7 Service Parameters
» B Security Policies
» B Troubleshoot Policies
» I ponitoring Policies
4 B | 517 Gervices
4 BB 47 Service Graph Templates
P\ ASASSES oAT

» B Routst confi Iv Apply L4-L7 Service Gragh Template .

Etlit L4-L7 Service Graph Template

» B Function Prof
> B 417 Device B petete
» B jrported Det B3 Remove Relsted Objects OF Graph Template
» B Devices Seld [ gave s
» B Deployed Gri
Pl Post

» I Deployed Deveca

L inband Management Configuration for L4-L7 devices
» B Device Managers

= ng

| common | T1 | in

Consumer

L4-L7 Service Graph Template - ASAS5585_SGT

ASASSES Information
Firewall: Routed

Profile; ASAS585_FP

Provider

ASA5585

®
N1

Asociar el grafico de servicios al contrato, como se muestra en la imagen:



alaln . o

cisco

Nl <nter name
Tenant T1
B Quick Start
A& Tenani Tt
» B application Profiles
> B networking
B 417 Gervice Parameters

[N

» M securty Policies
» B Troubleshoot Policies
> B Wonitoring Policies

L4-L7 Senice Graph Templates

> OUTer cOnmiguralions
» B Funciion Profiles
> B 417 Devices
» B mporied Devices
» B Devices Selection Palicies
» B Deployed Graph Instances
» B Deployed Devices
B inband management Configuration for L4-L7 devices

» B Device Managers
> B Chassis

alaln . T
CIsco

ALL TENARIT enter name.

B

Fahric

| carnman | T1 1 infra | mamt

ply

STEP 1 > Contract

7 Service Graph Template To EPGs

1. Contract 2. Graph

Config A Caontract Between EPGs

EPG: Infiznat

ICDnsumerEPGfExlemz\ Network: T1/NsK-1_LSOUT/NSK-1_EXT_NI + [

I Provider EPG / External Network: T1/NGK-2_LBOUT/NGK-2_EXT_NI + @I 2

Cortract Information

Contract @ Create A New Contract

Cantract Name: PERMIT_ALL

© Chooge An Existing Contract Subject

No Filter (Allow All Trafficy

Pop LT S Gap Templ To £7Gs ()]

B Quick Start
4 & TenantT1
» I spplication Profiles
» B netwarking
B | 4 7 Senvice Parameters
» I Sccurity Folicies
» B Troubleshaot Folicies
» B wanitoring Palicies
4 M 007 envices
4 M |37 Service Graph Templates

» B Router configurations
» B Function Profiles
> B 417 Devices
» B mported Devices
» I Devices Selection Policies
» I Deployed Graph Instances
» I Deployed Devices
B inband Management Configuration for L&-L7 devices
» M Device Managers
» M Chassis

STEP 2 > Graph

1. Contract 2. Graph

3. ASA5585 Parameters

Config A Service Graph

Device Clusters Graph Template:

T1/ASASS85_SGT

Consumer

N3K-1_EXT

@
Provider
P
ASA5585
N3K-2_EXT
®
N1

Firewall: routed
Profile: ASAS585_FP
Router Config: T1/ASAGS85

[ Consumer Connector
Type: O General

L3 Ext Network: T1/ASA_OUT_L3OUT/ASA_OUT_EXT_NE +

Cluster Interface: outside

- @

- Provider Connector

Type: O General

Cluster Interface: inside

I L3 Bxt Network: T1/ASA_IN_L3OUT/ASA_IN_EXT_NET

Agregue/cambie el parametro L4-L7 si es necesario, como se muestra en la imagen:



alialn Te

T < ricr name

Fabric Adrmin

on | T1 | infra

B Cuick Start
4 & TenantTi
» M Application Profiles
» M Networking
B -7 Service Paramsters
» I Socurity Policies
» B Troubleshoot Folicies
» B yionitaring Policies
4 B 47 Services
4 W |47 Service Graph Templates

Router configurations
B Function Prafiles

B 417 Devices

M mported Devices

B Deiices Selection Policies

M Deployed Graph Instances

M Deployed Devices

T inband Management Configuration for La-L7 devices
» B Device Managers

> M chassis

7 Service Graph Template To EPGs

STEP 3 > ASA5585 Parameters 1. Contract 2. Graph 3. ASAS585 Parameters

config parameters for the selected device

Profile Name:  ASASSBS_FP <div =" _edticon’ style~ "display: inline-block; width: 30px'> </t
Features:
Wirite Damain
E 4 CJ Device Config Device
H O accessList access-listinbound
O » £l Bridge Group Interface
8 ¥ I interface Related Configuration externallf
Al B » Ol interiace Related Configuration internalif
O O NaT Rules List
O > 5 Network Object
00 » L Network Object Group
O » 2 gemice Otject
I O » Ol service Objest Group
B 4 I Function Confiy Function
F > Dl Exemal Interface Configuration ExtConig
B > D imtemal interface Confiauration IntConfiy
O  » O natPolicy

RED indicators parameters needed to be updated and GREEN indicates parameters will be summitied to the pravider EPG,

EZ mm 0

Paso 7: Politica de etiquetas de ruta, configure la politica de etiquetas de ruta para VRF1
(Tag:100), como se muestra en la imagen:

Tenants

ALL TENANTS | Add Tenant | Wl <t name, deacr

| commen | infra | mgmt | T1

Ten

B uick Start
4 & TenantTi
» B pppication Profiles
4 I petworking
» M Bridge Domains
4 B R

Deployed VRFs (Simple Mode)
© EP6 Collestion for Contaxt
» @ vrFz
» B External Bridged Networks.
> M Eigermal Rauted Netwarks
» M Route Profies
» B Frotocol Palicies
B | 117 Seniice Parameters
» B Security Policies
» B Troubleshoot Policies
» B wonitaring Policies
» Bl |47 Senvices

VRF - VRF1

Stats  Health  Fauft

100
Properties
History
ACTIONS -
Properties
Mame: VRF1_RTP
Description: 000070 ‘
Tag: 100 &
SHOW USAGE I ‘ CLOSE I
= EGRP AIEEEE T T EIGRP AGITeSE Famiy Cames!
Maoitems have been found.
Select Actions to create a new item,
DHS labels

Iﬂoute Tag Policy: VRF1_RTP

4

Configure la politica de etiquetas de ruta para VRF2 (Tag:200), como se muestra en la imagen:



term

i mim
cisco

dd Tenant | search: [N

Fabric ¥ orking

| cammen | infra | mgmt | T1

ations

B Quick start
4 &F TenantT1
» B application Profiles
4 M nstworking
» M grigge Domaing
4 M yRFs
» RF1

> I External Bridged Netwarks

» B Eternal Routed Networks

» B8 Route Profiles
» M Protocol Policies
B | 417 Sewice Parameters
» I Seouiity Policies
» B Troubleshoot Policies
» I yonitoring Policies
> Bl | 417 Senices

VRF - VRF2

Narme: VRF2_RTP

Description: | 0100l

Tag: 200

4

Histary

ACTIONS -

Operational  Stats  Health  Fault

ISLIHMII I CLOSE

ETSRP TR PeT AT SS Ay

~ EIGRF Address Family Type

EIGRF Address Family Cantext

DNE labels

I.Dute Tag Palicy: VRF2_RTP ~ @ I

M ieems have been found,

Sellct Actions to create a niew item

Paso 8: Verifique el estado y verifique la politica de seleccion de dispositivos, como se muestra en

la imagen:

Hmin
CISco

Fabric

Tenant T1 -] )
_ Logical Interface Context - consumer

M Quick Start
4 & TonantT1
M spplication Profiles
I etworking

B |4 7 Senice Parameters
» I Security Policies

B Troublestioot Folicies
» I wonitoring Policies
B 417 Senices

[N

» B |37 Service Graph Templates
» I Router configurations

» B Fupction Profiles

» Il 417 Devices

> Imported Devices

4 [ PERMIT_ALL-ASAS585_SGT-N1
El provider
» I Deployed Graph Instances
» I Deployed Devices
E Inband Management Configuration for L4-L7 devices

» I Device Managers
» M Chassis

| cammon | T1 | infra | marmt

Properties

Connector Name: consumer

!Ius(er Interface: outside .

Associated Network:

Bridge Domain

|| L3 External Network: T1/ASA_OUT_L3OUTH ~ (3

Redistribute: bgp « aspf =

P Address

Subnets: x 4+
IP/Mask Preferred Subnet Control
Mo items have been found,
Select Actions to create a new ikem,
‘
Virtual IP Addresses: x 4+

Mo items have been found,

Select Actions to create a new item



enter name, descr

Te

| commaon | T1 | infra | mgmt

Logical Interface Context - provider

B Quick Start
4 & TenantTi
» I zpplication Profiles
» I Networking
B | 417 Service Parameters
» I cecurity Policies
» I Troubleshoot Policies
» I nonitoring Policies
4 BB 4T Gervices
b I 47 Serice Graph Templates
M Router configurations
B Function Profiles
M | 417 Devices

] Imported Devices

4 [ PERMIT_ALL-ASAS585_SGT-N1

& consumer

[ | Deplayed Graph Instances
» I Deployed Devices
E Inhand Management Configuration for L4-L7 devices
» I Device Managers
> M Chassis

Verifique la instancia de Graficos implementados, como se muestra en la

Tenant T1 B

B Quick start
4 & TonantT!
» M sppiication Profiles
» I networking
B 47 Senice Parameters
» I Security Policies
» B Troubleshoot Policies
» I nionitoring Policies
4 B 417 Senices
» BB (47 Service Graph Templates
» M Router configurations
» B8 Function Profiles
b B U417 Devices
» B8 imported Devices
4 M Devices Selection Palicies
4 O PERMIT_ALL ASASSES_SGT-N1
& consumer
& provider
<
4 " PERMIT_ALL-ASAS565_SGT-TI
= Mode N
» B8 Deployed Devices
B inband Management Configuration for L-LT devices
» B8 Device Managers
b 8 Chassis

Cluster Interfac:

Properties
Connector Name: provider

Associated Network:

Bridge Domain

IS External Network: T17/ASA_IN_L3OUT/AS, «

Function Node - N1

Redistribule:  bgp = aspl = v
Subnets: x4
IP/Mask Scope Preferred Subnet Control
Mo items hawe been Found,
Select Actions to create a nev ikem.
Virtual IP Addresses: x4
=« IP Address

Mo items have been Found,
Select Actions to create a new item,

imagen:

Folders And Parameters

Features:

Meta Folder/Param Key.

Basic Parameters

Name.

Override Name/Valus To

Faults Hist
Properties
Name: N1
Function Type: GoTo
Devices: ASA5585
Cluster Interfaces: & Name Conerete Interfaces Encap

inside ASAS585_Device_1/[GigabitEthernetor] unknown
outside ASA5585_Device_1/[GigabitEthernetd/o] unknown

Function Connectors: 4 Name Encap Clags ID
caonsumer wlan-101 32773
provider vlan-102 49156




M
CIsco

Deployed Devices

B uick Start

4 & TenaniTi
» I application Profiles
» Metworking

M | 217 Senice Paramelers + Device Name

» M Security Policies AEM55EE
» M Troupleshoot Policies
> Monitaring Policies
4 M 417 Senices
» B La-L7 Service Graph Templates
> Router configurations
» I Furction Profiles
» I 47 Devices
| Imported Devices
4 M Devices Selection Palicies
4 ﬁ PERMIT_ALL-ASAS5EE_BGT-N1
& consumer
E provider
4am Deployed Graph Instances v
4 % PERMIT_ALL-ASAS585_SGT-T1
T2 Function Node - N1
4 N7 ASASSES-none
I 5GP Device Configuration
B 5P Device Configuration
" PERMIT_ALL-ASAS585_SG

1

BGF Graph Instance Configuration

W osFF Graph Instance Configuration
(4

2l connector M1fcanzumer

E Connector M1 iprovider
E. Inhand Management Configuration for L4-L7 devices
M Device Managers
M Chassis

none

Fabric etworking
cisco
enter name, descr | common | T1 | infra | mgmt
Tenant T1 ) R
Device OSPF Configurations
B Quick Start

4 &+ TenantTi

» B spplication Profiles
» I Networking
B 417 Genice Parameters

Name Enable Context Name

Area Control

ASA_IN_LIOUT area_0 True VRF2
» M gecurty Policies

» B Troubleshoot Policies ASA_DUT_L30UT_area_0 True VRF1

Area Type Hetworks

end redisiribute < into area

nd redistrbUte: 5 Nt area
Lea

e
Originate surmmary L&

» B yanitoring Policies

4 BB 417 Services
» BB [4-17 Senvice Graph Termplates
» B Router configurations

B Function Profiles

B |47 Devices
» B imported Devices
4 M Devices Selection Policies
4 [ PERMIT_ALL-ABAS585_SGT-N1
B consumer
B provider
4 M peployed Graph Instances e
4 N PERMIT_ALL-ASASS65_SGT-T1
El Function Node - N1
4N AsAsSEs-none
B 5GP Device Canfiguration
B OSFF Device Configuration
B 5GP Graph Instance Gonfiguration
PR
E Connector M1/consumer
& connector N1jprovider
T2 inband Management Configuration for L4-L7 devices
B Device Managers
M Chassie

Verificacion y resolucién de problemas

Configuracion APIC para arrendatario:

api c1# sh running-config tenant T1
# Conmand: show runni ng-config tenant T1
# Time: Thu Feb 25 16:05: 14 2016

tenant T1

Regulararea  ASA_IN_EXT_NET (10.10.10.0/24)

Regulararea  ASA_OUT_EXT_NET (20.20.20.0/24)




access-list PERMT_ALL
match ip
exit
contract PERM T_ALL
scope tenant
subj ect PERM T_ALL
access-group PERM T_ALL both
1 417 graph ASA5585_SGT
exit
exit
vrf context VRF1
exit
vrf context VRF2
exit
| 3out ASA | N_L3QUT
vrf menber VRF2
exit
| 3out ASA _QUT_L3QUT
vrf menber VRF1
exit
| 3out N3K-1_L30UT
vrf menber VRF1
exit
| 3out N3K-2_L30UT
vrf menber VRF2
exit
bri dge-domai n BD1
vrf menber VRF1
exit
bri dge- domai n BD2
vrf menber VRF2
exit
application AP1
epg EPGL
bri dge-donmai n menber BD1
exit
epg EP&2
bri dge-donmai n menber BD2
exit
exit
external -1 3 epg ASA I N EXT_NET | 3out ASA I N _L30OUT
vrf menber VRF2
match ip 10.10. 10. 0/ 24
exit
external -13 epg ASA OUT_EXT_NET | 3out ASA QUT_L3OUT
vrf menber VRF1
match ip 20.20.20. 0/ 24
exit
external -13 epg N3K-1 EXT_NET | 3out N3K-1_L3OUT
vrf menber VRF1
match ip 10.10. 10. 0/ 24
contract consumer PERM T_ALL
exit
external -13 epg N3K-2_EXT_NET | 3out N3K-2_L30OUT
vrf menmber VRF2
match ip 20.20.20. 0/ 24
contract provider PERM T_ALL
exit
interface bridge-domai n BD1
exit
interface bridge-domai n BD2
exit
1417 cluster name ASA5585 type physical vlan-domain T1_PHY service FWfunction go-to
cl uster-devi ce ASA5585 Device_1



cluster-interface inside
nmenber devi ce ASA5585 Device_1 device-interface G gabitEthernet0/1
interface ethernet 1/2 | eaf 106
exit
exit
cluster-interface outside
nmenber devi ce ASA5585 Device_1 device-interface G gabitEthernet0/0
interface ethernet 1/2 | eaf 105
exit
exit
exit
1417 graph ASA5585_SGT contract PERM T_ALL
service Nl device-cluster-tenant T1 device-cl uster ASA5585 npde FW ROUTED
connector consumner cluster-interface outside
| 41 7- peer tenant T1 out ASA OUT_L3OUT epg ASA OUT_EXT_NET redistribute bgp, ospf
exit
connector provider cluster-interface inside
| 41 7- peer tenant T1 out ASA I N L3OUT epg ASA I N _EXT_NET redistribute bgp, ospf
exit
rtr-cfg ASA5585
exit
connection Cl term nal consuner service N1 connector consumner
connection C2 term nal provider service N1 connector provider
exit
rtr-cfg ASA5585
router-id 3.3.3.3
exit
exit
api c1#

Verifique la relacion de vecino OSPF vy la tabla de ruteo en la hoja 101:

| eaf 101# show i p ospf neighbors vrf T1:VRF1
OSPF Process | D default VRF T1:VRF1
Total nunber of neighbors: 2

Nei ghbor 1D Pri State Up Time Address Interface
1.1.1.1 1 FULL/BDR 02:07:19 192.168.1.1 VI an8
3.3.3.3 1 FULL/BDR 00: 38:35 192.168.1.5 VI an9

| eaf 101# show ip route vrf T1:VRF1

| P Route Table for VRF "T1:VRF1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10. 10. 10. 0/ 24, ubest/nbest: 1/0
*via 192.168.1.1, vlan8, [110/8], 01:59:50, ospf-default, intra
20. 20. 20. 0/ 24, ubest/nbest: 1/0
*via 192.168.1.5, vlan9, [110/22], 00:30:20, ospf-default, inter
100. 100. 100. 100/ 32, ubest/nbest: 2/0, attached, direct
*via 100.100. 100. 100, |o1, [1/0], 02:21:22, |local, |ocal
*via 100. 100.100. 100, lol, [1/0], 02:21:22, direct
192. 168. 1. 0/ 30, ubest/nbest: 1/0, attached, direct
*via 192.168.1.2, vlan8, [1/0], 02:35:53, direct
192. 168. 1. 2/ 32, ubest/nbest: 1/0, attached
*via 192.168.1.2, vlan8, [1/0], 02:35:53, local, |ocal
192. 168. 1. 4/ 30, ubest/nbest: 1/0, attached, direct
*via 192.168.1.6, vlian9, [1/0], 02:20:53, direct
192. 168. 1. 6/ 32, ubest/nbest: 1/0, attached
*via 192.168.1.6, vlian9, [1/0], 02:20:53, local, |ocal



192. 168. 1. 8/ 30, ubest/nbest: 1/0

*via 192.168.1.5, vlan9, [110/14], 00:30:20, ospf-default, intra
200. 200. 200. 200/ 32, ubest/nmbest: 1/0

*via 192.168.1.5, vlan9, [110/15], 00:30:20, ospf-default, intra

Verifique la relacion de vecino OSPF vy la tabla de ruteo en la hoja 102:

eaf 102# show i p ospf nei ghbors vrf T1:VRF2
OSPF Process | D default VRF T1:VRF2
Total nunber of neighbors: 2

Nei ghbor 1D Pri State Up Time Address Interface
3.3.3.3 1 FULL/ BDR 00: 37: 07 192.168.1.9 VI anl4
2.2.2.2 1 FULL/ BDR 02:09:59 192.168.1. 13 VI an15

| eaf 102# show ip route vrf T1:VRF2

I P Route Table for VRF "T1:VRF2"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10. 10. 10. 0/ 24, ubest/nbest: 1/0

*via 192.168.1.9, vlanl4, [110/22], 00:35:22, ospf-default, inter
20. 20. 20. 0/ 24, ubest/nbest: 1/0

*via 192.168.1.13, vlanl5, [110/8], 02:08:13, ospf-default, intra
192.168. 1. 4/ 30, ubest/nbest: 1/0

*via 192.168.1.9, vlanl4, [110/14], 00:35:22, ospf-default, intra
192.168. 1. 8/ 30, ubest/nbest: 1/0, attached, direct

*via 192.168.1.10, vlanl4, [1/0], 02:14:29, direct
192.168. 1. 10/ 32, ubest/nbest: 1/0, attached

*via 192.168.1.10, vlanl4, [1/0], 02:14:29, local, |ocal
192.168. 1. 12/ 30, ubest/nbest: 1/0, attached, direct

*via 192.168.1.14, vlanl5, [1/0], 02:09:04, direct
192.168. 1. 14/ 32, ubest/nbest: 1/0, attached

*via 192.168.1.14, vlanl5, [1/0], 02:09:04, |ocal, |ocal
200. 200. 200. 200/ 32, ubest/nmbest: 2/0, attached, direct

*via 200.200. 200. 200, lo4, [1/0], 02:10:02, local, loca

*via 200.200. 200. 200, lo4, [1/0], 02:10:02, direct

Verificar la configuracion, la relacion de vecino OSPF vy la tabla de ruteo en ASA 5585:

ASA5585# sh run interface
!

nterface G gabitEthernet0/0
no narnei f

security-level 0O

no i p address

nterface G gabitEthernet0/0.101

nanei f external | f

security-level 50

i p address 192.168.1.5 255. 255. 255. 252

nterface G gabitEthernet0/1
no narnei f

security-level 100

no i p address

nterface G gabitEthernet0/1.102
nanei f internallf



security-level 100

i p address 192.168. 1.9 255. 255. 255. 252
1
i nterface Managenent 0/ 0

managenent - onl y

nanei f managenent

security-level 0O

i p address 172.23.97.1 255.255.254.0

ASA5585# sh run router

router ospf 1
router-id 3.3.3.3
network 192.168. 1.4 255. 255, 255. 252 area 0
network 192.168. 1.8 255. 255. 255. 252 area 0
area 0
| og- adj - changes

1

ASA5585# sh ospf nei ghbor

Nei ghbor 1D Pri State Dead Ti ne Addr ess Interface
100. 100. 100. 100 1 FULL/ DR 0: 00: 38 192.168.1.6 external | f
200. 200. 200. 200 1 FULL/ DR 0: 00: 33 192.168.1.10 internal | f

ASA5585# sh route ospf

Routing Table: T1
Codes: L - local, C - connected, S - static, R- RIP, M- nmobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route, + - replicated route
Gateway of l|ast resort is not set

OIA 10. 10. 10. 0 255.255.255.0

[110/18] via 192.168.1.6, 00:22:57, externallf
OIA 20. 20. 20. 0 255. 255.255.0

[110/18] via 192.168.1.10, 00:22:47, internallf
(0] 200. 200. 200. 200 255. 255. 255. 255

[110/11] via 192.168.1.10, 00:22:47, internallf

ASA5585# sh access-1i st
access-list cached ACL log flows: total 0, denied 0 (deny-fl ow max 4096)

alert-interval 300
access-|list access-list-inbound; 3 elenents; nanme hash: Oxcb5bd6c7
access-1ist access-list-inbound line 1 extended permt tcp any any eq ww (hitcnt=0) 0xc873a747
access-1ist access-list-inbound line 2 extended permt tcp any any eq https (hitcnt=0)
0x48bedbdd

access-list access-list-inbound line 3 extended permit icmp any any (hitcnt=6) Oxe4b5a75d4
Verifique la configuracidn, la relacion de vecino OSPF y la tabla de ruteo en N3K-1:



N3K- 1# sh run ospf

! Conmand: show runni ng-confi g ospf
! Tine: Thu Feb 25 15:40:55 2016

version 6.0(2)U3(7)
f eature ospf

router ospf 1
router-id 1.1.1.1

interface Ethernetl/21
ip router ospf 1 area 0.0.0.1

interface Ethernetl/47
ip router ospf 1 area 0.0.0.1

N3K- 1# sh ip ospf neighbors

OSPF Process 1D 1 VRF default

Total nunber of neighbors: 1

Nei ghbor 1D Pri State Up Time Address Interface
100. 100. 100. 100 1 FULL/ DR 01: 36: 24 192.168.1.2 Et h1/ 47

N3K- 1# sh ip ospf route
OSPF Process ID 1 VRF default, Routing Table
(D) denotes route is directly attached (R) denotes route is in RB
10.10.10.0/24 (intra)(D) area 0.0.0.1
via 10.10.10.0/Ethl/21* , cost 4
20.20.20.0/24 (inter)(R) area 0.0.0.1
via 192.168.1.2/Ethl/47 , cost 62
100. 100. 100. 100/ 32 (intra)(R area 0.0.0.1
via 192.168.1.2/Ethl/47 , cost 41
192.168.1.0/30 (intra)(D) area 0.0.0.1
via 192.168. 1.1/ Ethl/47* , cost 40

Verifique la configuracién, la relacion de vecino OSPF y la tabla de ruteo en N3K-2:

N3K- 2# sh run ospf

! Command: show runni ng-confi g ospf
! Tine: Thu Feb 25 15:44:47 2016

version 6.0(2)U3(7)
f eature ospf

router ospf 1
router-id 2.2.2.2

interface | oopbackO
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0

interface Ethernetl/21
ip router ospf 1 area 0.0.0.1

interface Ethernetl/47
ip router ospf 1 area 0.0.0.1



N3K-2# sh ip ospf neighbors

OSPF Process 1D 1 VRF default

Total nunber of neighbors: 1

Nei ghbor 1D Pri State Up Time Address Interface
200. 200. 200. 200 1 FULL/ DR 01: 43: 50 192.168.1.14 Et h1/ 47

N3K-2# sh ip ospf route
OSPF Process 1D 1 VRF default, Routing Table
(D) denotes route is directly attached (R) denotes route is in RB

2.2.2.0/30 (intra)(D) area 0.0.0.0

via 2.2.2.0/Lo0O* , cost 1
10.10.10.0/24 (inter)(R) area 0.0.0.1

via 192.168. 1. 14/ Ethl/ 47 , cost 62
20.20.20.0/24 (intra)(D) area 0.0.0.1

via 20.20.20.0/Ethl/21* , cost 4
192.168.1.12/30 (intra)(D) area 0.0.0.1

via 192.168.1.13/Ethl/47* , cost 40

Verifique las reglas de filtro de contrato en la hoja y el conteo de aciertos del paquete:.

| eaf 101# show systeminternal policy-nmgr stats
Requested Rule Statistics

[ CUT]

Rul e (4107) DN (sys/actrl/scope-3112964/rul e-3112964-s-32773-d-49158-f - 33) I ngress: 1316,
Egress: 0, Pkts: 0O RevPkts: O

Rul e (4108) DN (sys/actrl/scope-3112964/rul e-3112964- s-49158-d-32773-f-33) I ngress: 1317,

Egress: 0, Pkts: 0O RevPkts: O

| eaf 101# show systeminternal policy-nmgr stats
Requested Rule Statistics

[ CUT]

Rul e (4107) DN (sys/actrl/scope-3112964/rul e-3112964-s-32773-d-49158-f - 33) I ngress: 2317,
Egress: 0, Pkts: 0O RevPkts: O

Rul e (4108) DN (sys/actrl/scope-3112964/rul e-3112964- s-49158-d-32773-f-33) I ngress: 2317,

Egress: 0, Pkts: 0O RevPkts: O

| eaf 102# show systeminternal policy-nmgr stats Requested Rule Statistics [CUT] Rule (4103) DN
(sys/actrl/scope-2752520/ rul e- 2752520- s- 49156-d- 6019-f-defaul t) | ngress: 3394, Egress: 0, Pkts:
0 RevPkts: O Rule (4104) DN (sys/actrl/scope-2752520/rul e-2752520- s- 6019- d- 49156-f - def aul t)
Ingress: 3394, Egress: 0, Pkts: 0 RevPkts: O [CUT] |eaf102# show systeminternal policy-ngr
stats Requested Rule Statistics [CUT] Rule (4103) DN (sys/actrl/scope-2752520/rul e-2752520- s-
49156-d- 6019-f-default) Ingress: 4392, Egress: 0, Pkts: 0 RevPkts: O Rule (4104) DN
(sys/actrl/scope-2752520/ rul e- 2752520- s- 6019- d- 49156-f-defaul t) | ngress: 4392, Egress: 0, Pkts:
0 RevPkts: 0 [ CUT]

Prueba de disponibilidad entre N3K-1 y N3K-2:

N3K- 1# pi ng 20.20.20.1 source 10.10.10.1
PI NG 20.20.20.1 (20.20.20.1) from 10.10.10.1: 56 data bytes
64 bytes from 20.20.20.1: icnp_seq=0 ttl =250 tinme=2.098
64 bytes from 20. 20. 20. icnp_seq=1 ttl =250 tine=0.922
64 bytes from 20. 20. 20. icnp_seq=2 ttl =250 tine=0.926
64 bytes from 20. 20. 20. icnp_seq=3 ttl =250 tine=0.893
64 bytes from 20. 20. 20. icnp_seq=4 ttl =250 tine=0.941

3333 P

--- 20.20.20.1 ping statistics ---



5 packets transmitted, 5 packets received, 0.00% packet | oss
round-trip mn/avg/ max = 0.893/1.156/2.098 ns

N3K- 2# pi ng 10.10.10.1 source 20.20.20.1
PI NG 10. 10.10.1 (10.10.10.1) from 20.20.20.1: 56 data bytes
64 bytes from 10. 10.10.1: icnp_seq=0 ttl =250 time=2.075
64 bytes from 10. 10. 10. icnp_seqg=1 ttl =250 tinme=0.915
64 bytes from 10. 10. 10. icnp_seq=2 ttl =250 tine=0.888
64 bytes from 10. 10. 10. icnp_seq=3 ttl =250 tine=1.747
64 bytes from 10. 10. 10. icnp_seq=4 ttl =250 tine=0.828

CEERCEE I

--- 10.10.10.1 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet |oss
round-trip min/avg/ max = 0.828/1.29/2.075 ns

Adjunto se encuentra el archivo de configuracion XML para el arrendatario y el perfil de funcién
ASA, que se utiliza para esta demostracion.
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