Objectives

Audience

Preface

Revised: April 04, 2013,
This section discusses the objectives, audience, conventions, and organization of the Cisco Bonjour
Gateway Deployment Guide and provides general information about Cisco IOS software documentation.

Cisco documentation and additional literature are available in a CD-ROM package, which ships with
your product. The Documentation CD-ROM, a member of the Cisco Connection Family, is updated
monthly. Therefore, it might be more up to date than printed documentation. To order additional copies
of the Documentation CD-ROM, contact your local sales representative or call customer service. The
CD-ROM package is available as a single package or as an annual subscription.

This document provides information on the theory of operation and configuration for the Cisco Unified
Wireless LAN solution in support of multicast applications such as the Apple Bonjour protocol. The
Bonjour protocol enables Apple devices to query and announce for specific services such as AirPlay,
which allows audio and video to be shared between devices dynamically.

This publication is intended primarily for users who configure and maintain routers, but are not
necessarily familiar with tasks, the relationship between tasks, or the commands necessary to perform
particular tasks. In addition, this publication is intended for users with some familiarity with IP and
telephony networks.

Cisco 10S Software Documentation

In addition to the information provided in this publication, you might need to refer to the Cisco I0S
documentation set. The Cisco IOS software documentation is divided into nine modules and two master
indexes. Each module consists of two books: a configuration guide and a corresponding command
reference. Chapters in a configuration guide describe protocols, configuration tasks, and Cisco I0S
software functionality and contain comprehensive configuration examples. Chapters in a command
reference provide complete command syntax information. Each configuration guide can be used in
conjunction with its corresponding command reference.
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Organization

This chapter describes the contents of each chapter in this document.

Table 1 Organization

Chapter Title Description

Chapter 1  |Bonjour Deployment Overview of the Bonjour Deployment.

Chapter 2 | Printer Services A general description of Printer Services and commands.

Command Syntax Conventions

Table 2 describes the syntax used with the commands in this document.

Table 2 Command Syntax Guide

Convention Description

boldface Commands and keywords.

italic Command input that is supplied by you.

[ ] Keywords or arguments that appear within square brackets are optional.

{xIxlx} A choice of keywords (represented by x) appears in braces separated by
vertical bars. You must select one.

~or Ctrl Represent the key labeled Control. For example, when you read D or

Ctrl-D, you should hold down the Control key while you press the D key.

screen font

Examples of information displayed on the screen.

boldface screen font

Examples of information that you must enter.

< >

Nonprinting characters, such as passwords, appear in angled brackets.

[ ]

Default responses to system prompts appear in square brackets.




CHAPTER 1

Bonjour Deployment

Revised: April 04, 2013

Deployment Considerations

The Bonjour protocol operates on service announcements and service queries, which allow devices to
ask and advertise specific applications such as:

e Printing Services
e File Sharing Services
e Remote Desktop Services
e iTunes File Sharing
e iTunes Wireless iDevice Syncing (in Apple iOS v5.0+)
e Music broadcasting in iOS v4.2+
e Video broadcasting in i0S v4.3+
e Full screen mirroring in iOS v5.0+ (iPad2, iPhone4S, or later)

Each query or advertisement is sent to the Bonjour multicast address for delivery to all clients on the
subnet. The Apple Bonjour protocol relies on Multicast DNS (mDNS) operating at User Datagram
Protocol (UDP) port 5353 and sending to the reserved group addresses listed below:

e [Pv4 Group Address - 224.0.0.251
e [Pv6 Group Address - FF02::FB

Bonjour_DG_Guide
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Chapter 1 Bonjour Deployment |

Cisco Bonjour Gateway Solution in Release 7.4

The addresses used by the Bonjour protocol are link-local multicast addresses and are only forwarded
on the local Layer 2 (L2) domain, since link-local multicast is meant to stay local by design. Routers
cannot use multicast routing to redirect the traffic because the time to live (TTL) is set to one.

L e VUNX N

1

CAPWAP Tunnel

50025

Cisco Bonjour Gateway Solution in Release 7.4

In the 7.4 release, the wireless LAN controller (WLC) supports Bonjour gateway functionality on the
WLC itself. You do not need to enable multicast on the controller. The WLC snoops all Bonjour
discovery packets but does not forward them on the AIR or Infra network.

Bonjour is the Apple version of zero configuration networking (Zeroconf); it is mDNS with DNS Service
Discovery (DNS-SD). Apple devices advertise their services via IPv4 and IPv6 simultaneously (IPv6
link local and Globally Unique). The current 7.4 implementation does not support Bonjour Snooping for
IPv6 Addresses. On the iPad, you cannot turn off IPv6 or change any of the Bonjour settings.

If you want to control mDNS/Bonjour, the key is to limit the size of the local segment.

Bonjour_DG_Guide
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| Chapter1  Bonjour Deployment

Cisco Bonjour Gateway Solution in Release 7.4 W

To address this issue, the Cisco WLC acts as a Bonjour gateway. The WLC listens for Bonjour services
and by caching those Bonjour advertisements (AirPlay, AirPrint, and so forth) from the source/host (such
as AppleTV) and responding back to Bonjour clients when they ask for or request a service. This process
is shown below.

1. The controller listens for the Bonjour services.

Bonjour Cache:
AirPlay — WVLAN 1
AirPrint — VLAN 105

Bonjour_DG_Guide
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Chapter 1 Bonjour Deployment |

M Bonjour Deployment Using mDNS Gateway

4. The WLC sends a unicast response to the client queries for Bonjour services.

Bonjour Deployment Using mDNS Gateway

Bonjour Configuration on WLAN Through the User Interface

In the 7.4 release, the WLC supports Bonjour gateway functionality on the WLC itself. You do not need
to enable multicast on the WLC. The WLC snoops all Bonjour discovery packets but does not forward
them on the AIR or Infra network.

1. To configure and demonstrate the Bonjour feature on the WLC, create a dynamic interface for
Bonjour services on a separate VLAN from the client VLAN.

The example below shows different interfaces and VLANSs for Apple Clients and Apple TV:

Y MAMAGEMEMT COMMANDS HELP  FEEDBACK
Cantroller Interfaces
Apple TV

General /

Inventory Intarfacy Name VLAMN Identifisr 1P Addrocs Interface Type Dynamic AP Managsniont

Istarfacas i1 10.10.13.2 Cynamic Disabled - ]

Interface Graups COATIE RS Lo 10,10,10.2 Shats

Multicast eyl \ WA 1111 St Mot Suppartad
¥ Intermal DHCP Server Apple Clients
¥ Maohility Manage ment

Ports 5]
b NTP &

2. Create a wireless LAN (WLAN) for clients with any security type. By default, mDNS snooping
is enabled on the WLAN.

3. To confirm, click WLAN id, click the Advanced tab, and make sure that the mDNS Snooping
option is Enabled. Select default-mdns-profile as the mDNS Profile to allow the Bonjour
services you require to advertise on the particular WLAN.

4. Click Apply.
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Bonjour Deployment Using mDNS Gateway Il

WLANS Flentomnet
e nn:(o-r-‘f:._cc Local 1 mnatied
WLAN: .
i®
e Aeiag FlexConnact Local Auth Enatied
Learn Chent 1P Address & Enabled
wian based Certral
Switching Enatied
Coraral BHEP Processing Enabied
Ovesride DNS Enatied
HAT-PAT Enatied
DS
PeNE Snoeping " enabled =
mMONS Profle | defaulmdes.erofile w g

Note  Only one mDNS profile can be applied to one WLAN.

5. Create another WLAN for services and make sure that the WLAN is mapped to an interface
other than management, as shown below.

Note  Release v5.0 of Apple TV does not support Wi-Fi Protected Access 2 (WPA2)-Enterprise authentication.
For 802.1x networks, you can work around this problem by creating a WPA2-Pre- Shared Key (PSK)
WLAN using the same wired interface.

Save Configuration ~ Ping  Logout Refresh

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANS > New < Back Apply
Type WLAN =]

Frofile Name [FoD1-AppleTv
ssio POD1-AppleTV
o) 2 &

350332

WLANS WLANs > Edit 'POD1-AppleTV"
- WLANS General
A [ B B L

L Advanced Profils Mame POD1-ApplaTV
Trpa WLAN
S51D POD1-AppleTV c‘_
Status [ Enabled
Security Policees Mame

(Modificatinns dong under Securty tab wil appesr after applpng the changes.)

Radio Polsy Al -
Tnterfsce/Tntarface
|_Gruuﬂl:GJ dynamic ~

Multicast Vian Feature [ ] Erabled
Broadcast 5510 [l enabted

NAS-1D Cison g

6. Connect the Apple TV to the service set identifier (SSID) created for device services, and
connect the Bonjour client (iPad/iPhone) to the SSID for clients.

Bonjour_DG_Guide
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M Bonjour Deployment Using mDNS Gateway

7. Navigate to Monitor > Clients to see that the Bonjour servicing Apple TV and the Bonjour

client (your iPad/IPhone) are associat

Manitor Chients

ST ATy
Acoess Peists

Currest Filter

Chon Cheaakir et MAT Adde

Statistics

cioi

Rogues
CHEat
Multicast
Applications

LER

Ll [Ckasgs Fiker] [Clear filte

Appla TV

LLE ST

iPadfiPhone

ed with

1T 4EN Q HELS

WLAN Prafile WLAN SSID

POO-Clent

FODL-dppleTV

FOD1-Chent

[

two different SSIDs, as shown below:

Pratocsl
B0Z126n0
$02 11bn

Entries 1 -

Satus Auth
Assooated s

Msseoated s

350334

As shown above, it is implied that the Apple TV and the client are connected on different
VLANSs. This mapping will be confirmed in the next steps.

8. Click the client MAC address of the Bonjour device Apple TV, as shown above, to view its

details.

9. Verify that the Apple TV associated to the interface is mapped to a different VLAN than the
VLAN of the client. In this case, it is VLAN 11.

10.

Monitor Clients > Detail < Btk Link Test |
Semanery General | AVC Statistics
¥ Access Points
b Chsco Cleanhir
Clisnt Propertios AP Propertios
b Statlstics
e HAZ Address 10:40:F3:%:d1:55 BF Addris AT 22080
b Rogues |[pe s 101011132 | P Hame APIEO2I-200
o TPl Address HeRiu 1240 PV fea 1S, AP Trpe e
spulticast [Foan predie FOD1 ApsleTy |
Applications. Satui Aiisnated
Associazon B 4
802,13 Auhanticstisn  Ogan System
Reatan Code
Status Code ]
CF Pallable Mot Drlemnted
CF Poll Request Mot Erglemented
Clhesrt Trpe Regular Ther Preambste Implermered
Uer Hame PREC et Enpleintad
Past Musbar H Charcal Agiity ot Prgleenented
betarface Syt Timsut 1800 2
T — w» s J— 8

Click the MAC address of the client (iPad/iPhone) to view its details. As shown below, ensure
that the iPad/iPhone is associated to an interface other than the services interface. In this case,

itis VLAN 10.

Monltor Clients > Detal < Bark Limk Vest
e General | ANC Statistics
b Access Points
b Ciseo Chranhin
Clint Properties AP Propertios
b Statistics
» COP MAC Lgdrest Teidlie 001 2boo0 AP Addrass 091 09:42:22:00
b Hagues | = TECECRT| AF Hiha APIO2L-30%
EPYE Aadreni fal0 ! Tad s aifeso: rhan, AP Tyse (eTRTI™
Multicast | i Fretie oD -Chent |
Applicatians Statur Argsciated
Associsson 1D 2
80218 Aushentication  Opan Spatem
Ressan Code 1
Smus Code o
CF Pollabile Mot Implemented
CF Poll Rpgumit Bt Splamented
Clamt Trps Englar Shart Preamble Implemented
User Nama L= Hot Imgplemented
Port Mufbsr Channgl Agdty Mot Implemented -
rerface management Tinesut 1400 g
VLAN 1D 10 WEP Shate WEP Disatle B
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Bonjour Deployment Using mDNS Gateway W

mDNS Profile Configuration Through the User Interface

1. To create and apply the Bonjour services, go to CONTROLLER > mDNS > General.

2. Under Global Configuration, check the mDNS Global Snooping checkbox to enable snooping;
it is disabled by default. The Master Services Database shows the default profiles, which are

preconfigured.
' l‘ el I LI
CISCO MONITOR WLANs CONTROLLER W]RELESS SECURIT MAMA, COMMANDS  HELI
Controller mDMS

General
Inventory Global Configuration
Interfaces ‘/f':
Interface Groups mDNS Global Snooping [=]
sMulticast Quary Interval (10-120) 15 {Fmins)

k Internal DHCP Server
b Mobility Management  Master Services Databage

Ports Select Service Hone »
F NTP Query Statug
L
b 1pus Lo
* mbNS Service

Ganaral Service Mame String
Frafies

uery 5

L
Airfnnt 5 A l.
Comain Names e i H/
Apple Ty airplay._tep locsl,
b Advanced s ER *_..--"

Printer _prankar._tep locsl

-

The Master Service Database is a user-configured database for all Bonjour services supported
by the WLC. As shown above, a default list of services, like Apple TV and Printer, are added
to this list on start-up. The WLC snoops and learns about mDNS service advertisements only if
the service is present in the master-service-list database. Similarly, only those queries for
services listed in the master-service-list are responded back to clients, as long as the Bonjour
profile name associated with the client allows for the service query. A maximum of 64 services
can be included in the master-service-list database, so the controller has the potential to
snoop and learn about 64 different services.

Master Services Database ]

Seleck Service 'None bt
Query Status AirTunes

Apple File Sharing Protocol(AFF)

Add Scanner
— FTP

iTunes Music Sharing
BiiTunes Home Sharng

Service Name f1iTunes Wireless Device Syncang tery 4
. Apple Remote Desktop
AuFnng Ll apple CO/OVD Sharing
- Time Capsule Backup
AppleTy H other
Printer T _topteTat— = a

3. To add Bonjour services, select the desired option from the Select Service drop-down list. In
this example, select Scanner.

Bonjour_DG_Guide g
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M Bonjour Deployment Using mDNS Gateway

TROLLER  WIRELESS

SECURITY

Controller mDHS
General
Inventeey Gabal Configuration
Inberiaces
Intestace Groups. MCE S Secuing ¥
Malticas Quary Intaresl (10-129) ] (i)
[FRTS w—

F Inbermal DHCP Server  Maiter S#rvices Databass

¥ Moty Hanagomeal Select Servie L
Pty Guery Ststus s

b NTR Agpie Fim Sharng ProtacciAFP)

o Scanner
b O r
Tunes Musc Sharng
b iFvh 1 Tursts Hame Skanag Ry Status
Tunes Wirsless Devon Syacing

= mONS = hopis Ramate Daeitog F
Ganaral Aenele CONTVT Sharieg "
Frod * Tima Capuale
Thamds Datr bl
Domain names

* Advanced

350339

4. Click the Add button, then click Apply. Each service name has a predefined service string.

alvalie
CISCO

Controller

Aeenaral
Imventory
Interfaces
Interlace Groups
Multicast
Retwork Roules
¥ Isternal DHCP Server
* Hobility Management
Ports
* NTP

Bebect Servioe
Cuitry Sttt

» COP

¥ PVt

- mHS
Gy
Profiss
Coman Kames

¥ Advanied

Quary irterval (L0-223) ]

WIRELESS

Global Configuration

PRCIME Cisbal Shacgereg ¥

Master Services Database

S =

Service Strng Query Satus
b._tep el ¥
_sieplny._tep boeal, ¥
Brinter,_bplozal ¥

Sary

5

5. To select the services to be advertised, click mDNS > Profiles. The default profile appears.

6. Navigate to Controller > mDNS > Profiles, and select the default-mdns-profile.

Controller

General

Inventory

Interfaces

Interface Groups
Multicast

Network Routes
Internal DHCP Server
Mobility Management

F IPVH /
* mDNS
Genaral

Diomain Names

ONTROLLER

mDMNS Profiles

Number of Profiles 2

Profile Name

ESS

SECURITY

MANA

Ho. Of Services

faul-bonigyr-prof 3
I default-mdns-profile 3 [ ] ]

350341

~

Note
WLAN.

If the requirement is to use only default services, assign the default?mdns?profile to that particular
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Bonjour Deployment Using mDNS Gateway Il
ol
CISCO MOMITOR W COMNTROLLER
Controller mDNS Profile > Edit
Inventory Profile 1d T
Interfaces
Service Count 3
Interface Groups
Multicast Mo, of Interfaces Attached o
b Internal DHCP Server Mo of Interface Groups Attached v
¥ Maobility Management No. of Wlans Attached 2
Ports
F NTP Sarvices List
F COP Service Name AlrPrint v |
b IPvE
add
* mDNS Y
General/ Service
Prafiles Hame
Domain Hames AirPrint n
¥ Advanced AppleTV a
Printer [ ~] %
To check which Bonjour services are running, click mDNS > Domain Names.
In the example below, Apple TV is being discovered as the wireless medium.
Controller mOMNS Domain Name IP > Summary
General Nurnber of Domain Kame-[P Entries 1
Inventory
Interfaces
Domain Hame HAC Address 1P Address Vian 1d Type
IRNIER OGN B m 10:40:3:45:41:65 10.,20.11,132 u Wireless
i [ove v-2ica.
¥ Internal DHCP Server
# Mobility Management
Ports
k NTP
r CDP
k IPvi
* mDNS
Ganeral
Profiles -
Domain Mames E
b Advanced H
7. When the Bonjour service appears under Domain Name, navigate to mDNS > General >
AppleTV to check which mDNS profile the service is using. Since this example uses the default
profile, the services appear under default-mdns-profile.
; : x LER WIRELESS COMMANDS. HELF PEEDRACK
Coniroller mONS Service » Detail BN
Gemeral [PR— AaslaT
e P I
Service 12 .}
Interface Groups
Multicast S Quay Sone Erppiad
Retwork Riules [Prmie ot ’
¥ Roadundancy Sarvice Briowider Coart
b Internal DHCP Server
» Mabiiity f Profile Information
Ports Prafile Nase
L=
" PMIPYVG Service Frovider information
L ) HAC Addrens Seree Preveter Name wiham 1d Type TIL (ueeomnds) Time Left (secands)
- s = ——— s —— = %
8. Once the profile is attached to the WLAN, check to see if the Bonjour services are routed across

the VLANS.
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H  Bonjour Deployment Using mDNS Gateway

10.

1.

12.

13.

14.

Make sure your Apple iPhone/iPad Client is connected to the client SSID.

Using the TV remote for the monitor, select AirPlay from the Settings menu, and ensure AirPlay
is enabled. You can set an optional passcode for security.

On your Apple iOS device, double-click the home button to reveal the multi-tasking view.

Swipe left to right (twice for an iPhone, once for an iPad) to reveal a menu with the AirPlay
icon, as shown below.

The status bar at the top of the Apple device turns blue and displays an icon for AirPlay to
signify that you are broadcasting your screen on the Apple TV.

mDNS Services with Wired Bonjour Devices

In most scenarios, some Bonjour devices may be directly connected to the switch or device. Bonjour
services can be accessed even when the Bonjour device is connected via an Ethernet cable on a network.
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Bonjour Deployment Using mDNS Gateway W

The VLAN of wired Bonjour devices must be trunked to the controller so that their advertisements can
be seen and sent out to wireless clients. In this example, the Bonjour device (Apple TV) is on VLAN 11
tied to the dynamic interface on the controller.

Bonjour from
VLAN 11 (Wired or
Wireless) is Sent to the
Clients

4 = - VLAN 20

Ly
i

-
-

. Apple TV WLAN
(VLAN 11)
\ Pﬁﬂ&ﬂ} .f

Apple TV
o (Wired)

~
o
]

[

i

1

\
%

1. On the WLC user interface, navigate to Controller > mDNS > Domain Names. Apple TV is
now discovered as the wired medium in the dynamic VLAN, as shown below.

Controller mODNS Domain Name IP > Summary

General Number of Domain Name-1P Entries 1

Inventory
Interfaces

Domain Name MAC Address 1P Address vian 1d Type
Interface Groups Apple-TV-2 Jocal 10:40:¢3:05:41:08 10.10.11.132 1
Multicast

Internal DHCP Server

Mobility Management
Ports

» NTP
» COP
b 1PvE
v mDNS
Seners

Domain Names

» Advonced

350346

2. Use your Apple Client (iPhone/iPad) to check that the Apple services are still being

broadcasted.

CiPad O Phone
O Appte TV s & AirPort
Mrering L on_§ ) Apple TV v
W Py LA (e O R
wverything on o itsdy displey Mimroring m
15 &0 AR TV, witileiidy
W Aar Py Mesoreg pou L% el

wearyTerg on your Phore  depley

w0 g A T mvwis by %
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CHAPTER

Printer Services

Bonjour Printer Services

In most networks, the printers are wired into the network. You can also show case and verify that the
AirPrint Services are being cached and advertised by the controller when the client queries for the
service. The same principal applies as discussed above for the wired Bonjour device (Apple TV).

1. To check if the Bonjour Printer Service is discovered by the WLC, navigate to CONTROLLER
> mDNS > Domain Names. The printer appears under Domain Name IP Entries with Type
Wired and Vlan Id.

sl
CISCO HOMITOR  WiANS  CONTROLLER  WIRELESS  SECURITY  MAMAGEMENT COMMANDS  HELP  CEEDBACY

General
Invenlory
Inbestces
Intestace Groups

0 P Addeess
2p sl £:20: ThebL e 10.10.11.84 [t
AT, FECSICOE- 2iseal Do:Be:02=04:3e1da 0.10.00%.4 a0
Malwork Rost /" /
b Redendancy
b Inbernal DHCR Server
b Mekdity Managaeal
Pants
b NTP
b DR
b PP
b PV

* mONS

350347

Book Title ]
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Il Bonjour Printer Services

A single Bonjour device can advertise multiple Bonjour services; for example, a printer can
advertise AirPrint, Printer, Scanner, Photosmart, and so forth. To confirm which service is being
cached by the WLC, go to CONTROLLER > mDNS > General, and click the appropriate

service name.

Controller

General
Inventory
Interfaces
Interface Groups
Multicast
Network Routes

-

Redundancy

-

Internal DHCP Server

Mobility Management
Ports

F NTP

» CDP

PMIPvG

b IPVG

* mDNS
General
Profiles
Domain Names

MONITOR  WLANS CONTROLLER WIRELESS

mDNS

Global Configuration

SECURITY MANAGEMENT

COMMANDS HELP EEEDBACK

mDNS Global Snooping

Query Interval (10-120)

Master Services Database

{mins)

Select Service

Query Status

Add

Service Name
A\rPrlnt/_
AppleTV

HP_Photosmart Printer 1
HP Photosmart Printer 2
Printer

Scanner

| None

Service String
_ipp._tcp.local.
_airplay._tep.local.
_universal._sub._ipp._tcp.local.
_cups._sub._ipp._tcp.local.
_printer._tcp.local.

_scanner._tcp.local.

Query Status

EEEEEE
ggoooon

350348

Note

Any printer services that advertise Service String _ipp._tcp.local are cached by the WLC under Service

Name AirPrint. Likewise, if the printer also advertises the string _printer._tcp.local, it appears under the
Printer service name

Below, the Bonjour printer advertises the AirPrint Service and is part of default-mdns-profile.

Saye Configuraton  Png  Logost  Refresh

OLLER  WIRELE

CURITY  MANAGEMENT

DMMANDS  MELP  FEEDRACK

Controller mDNS Sarvice > Detail
o Sercice Hame Rirbrie
i Sarviza Siring /" o, bep docal.
eterfaces
Servica 14 :
Isterface Groups
. Servibe Cuiry Statud Erabled
Hulticast
Metwork Roules
» Asdundsscy
¥ Ifternsl DHCP Server
Pronie informaticn
* Hobility Management
Ports Predile Hame
* P
¥ COE
B PHIPvE Eervice Provider information
MAL Addrnss Provides Mame wign 14 Tvpe
COesRiet: beude COE)._igp. teplecsl. 108 wed

P

—<Back |

TTL {seconds] Tomer Lt { eeconds]

800 37y

350349

Once the services are visible on the WLC, check if wired Bonjour Printer services are routed
across the VLANSs and if the printer is detected by your iOS device. Make sure your Apple
iPhone/iPad Client is connected the client SSID.

Use your iOS device to test the AirPrint services.

As shown below, click the Print icon in iOS6 or click the Print tab in 10S5.

Under Printer Options, click Select Printer to see the Bonjour printer that was discovered by the

device.

] Book Title



| Chapter2 Printer Services

Bonjour and Guest Anchoring

c. Select that printer, and click Print to test the AirPrint Services.

Bonjour and Guest Anchoring

For guest anchoring, the guest WLAN is able to see Bonjour services advertised to the anchor controller.
The Bonjour queries and advertisements are sent inside the Control and Provisioning of Wireless Access
Points (CAPWAP) tunnel.

- it
-
.1" “'

{ AirPlay§

Guest
WLAN

(Anchored)

Guest
WVLAN

Bonjour Layer 3 Roaming

The Layer 3 roaming works across the Ethernet over IP (EoIP) tunnel to ensure users moving among
access points (APs) on different controllers continue to see the devices they saw on the original
controller.

Book Title
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B Bonjour Services Summary

The Bonjour services on the anchor controller are displayed to the client, including both wired and
wireless devices.

Foreign
Controller

[ AirPlayC |-
%

Mobility
EolP Tunnel

Bonjour Services Summary

e The 7.4 release supports up to 64 services and 100 service providers per service type.
e Each service provider is registered in the WLC as its domain name.

e A client that meets the profile requirements receives unicast service directly from the service
provider.

e FEach Bonjour service has an advertised TTL. The controller asks the device for an update at 85% of
this TTL.

Bonjour Services Support in FlexConnect Mode

e For centrally switched WLANS, the behavior for Bonjour is the same as if the AP was in local mode.

e Bonjour queries from the client are sent to the controller and Bonjour responses from the controller
are sent back to the AP in the unicast CAPWAP tunnel.

¢ FlexConnect APs do not require the Multicast?Unicast mode to support Bonjour.

e For locally switched WLANSs, Bonjour continues to work in a single subnet only.

Bonjour Configuration on the WLC Through the CLI

This is a list of command line interface (CLI) commands that can be used to configure Bonjour on the
WLC.

Book Title
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| Chapter2 Printer Services

Bonjour Configuration on the WLC Through the CLI

Configure Commands

To enable or disable global mDNS snooping

WLC>config mdns snooping { enable | disable }

To create a new mDNS profile name

WLC>config mdns profile create profile-name

To delete an existing mDNS profile name

WLC>config mdns profile delete profile-name

To attach a mDNS profile name to an interface

WLC>config interface mdns-profile { management | all interface-name } {profile-name
none}

Note If a WLAN is attached to interface, the WLC issues a dependency error.

To attach a mDNS profile name to an interface-group

WLC>config interface group mdns-profile { all | interface-group-name } {profile-name
none }

Note  If a WLAN is attached to Interface, the WLC issues a dependency error.

To enable or disable mDNS support for a WLAN

WLC>config wlan mdns { enable | disable } { wlan id | all }

Note The default value is enabled.

To attach a mDNS profile to a WLAN

WLC>config wlan mdns { profile-name none } { wlan id | all }

To create a new mDNS service

WLC>config mdns service create service-name service string query { enable | disable }

To enable/disable query for a service

WLC>config mdns service query { enable | disable } service-name

To delete a mDNS service

WLC>config mdns service delete service-name

To attach a service to a given profile name

WLC>config mdns profile service add service-name profile-name

To remove the service from a profile name

WLC>config mdns profile service delete service-name profile-name
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To configure query interval

WLC>config mdns query interval interval-value

~

Note The default value is 15 minutes; the range is 10 minutes to 2 hours

Show Commands

WLC>show
WLC>show
WLC>show
WLC>show
WLC>show
WLC>show
WLC>show
WLC>show

WLC>show

mdns profile
mdns profile
mdns service

mdns service

summary
detailed profile-name
summary

detailed service-name

interface detailed interface-name

interface group detailed interface-group-name

wlan wlan-id

client detail mac-address

network summary

Clear Commands

To clear the mDNS database learned dynamically per service

WLC>clear mdns service-database { all | service-name }

Debug Commands

To display events related to mDNS

WLC>debug mdns message { enable | disable }

To display mDNS details of the events

WLC>debug mdns detail { enable | disable }

To display errors related to mDNS processing

WLC>debug mdns error { enable | disable }

To enable all debugs
WLC>debug mdns all { enable | disable }

All the debugs can be filtered based on the MAC address.
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